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Abstract: Knowing about a danger is not enough to avoid it. Our daily lives offer countless examples
of occasions in which we act imprudently for various reasons, even though we know we are taking
risks. Nevertheless, circumstances in which we lack the necessary knowledge can lead us to run
into unpleasant or harmful situations without being aware of it. In cybersecurity, knowledge of the
dangers (as well as the mechanics of a possible attack) makes a huge difference. This is why specific
training is provided in organizations, along with awareness campaigns. However, security training is
often generic, boring, and a mere fulfillment of obligations rather than a tool for behavioral change.
Today, we can deliver content through various devices and platforms that people access for both
work and leisure, so that learning can happen incidentally and with almost no effort. Distributing
knowledge in small, dedicated units creates the conditions for lasting, effective learning and is more
effective than teaching through traditional courses (whether delivered in-person or online). In this
article, we present an ongoing project on cybersecurity informal learning, including the design of a
small video game. The intervention is aimed at helping young adults (18–25 years) to understand the
mechanics of cookies and their role in the dynamics of cyberattacks. Consistent with the idea that
a comprehensive course may be unsuitable for delivering cybersecurity training, the game covers
and deliberately limits itself to that topic only. We also provide detailed considerations related to the
evaluation of its effectiveness, although this is outside the scope of the present paper.

Keywords: cybersecurity; behavior; knowledge; learning; games; gamification; cookies

1. Introduction

The human element is a critical weak point in the Information Technology (IT) secu-
rity chain [1,2]. People are vulnerable to cybersecurity threats, either because they have
limited knowledge or because, despite their awareness, they apply “only minimal pro-
tective measures, usually relatively common and simple ones” ([3], p.82), if any. Here,
we are not concerned with the distinction between knowledge and awareness, which
some authors consider to be separate constructs. For the purposes of this paper, we will
consider knowledge to be indicative of awareness, whether or not it leads to appropriate
behavior. Knowledge alone is not sufficient to explain behavior. For example, Lorenz and
colleagues [4] observed that when information was provided on how to create passwords,
only 2% followed the instructions at follow-up. Nevertheless, a lack of knowledge is usually
associated with less attention being paid to cybersecurity threats. For example, Tempestini
and colleagues [5] observed how those who have poorer knowledge of procedures, the
consequences of their actions, policies, and their responsibilities are less careful about the
actions they take, and do not protect their devices from different types of threats. Moreover,
Di Nocera and colleagues [6] demonstrated that poor cybersecurity knowledge is associated
with ignoring good practices, like using two-factor authentication.

While attitudes toward risk are not easy to change, knowledge can be easily improved.
Indeed, in response to the exponential growth of security threats, a great deal of cybersecu-
rity training is currently being offered. These courses target two different types of audience:
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some courses are aimed at students or professionals in the field, while others are intended
for non-technical employees to minimize the risk of insecure IT behavior. Both types have
been addressed in the literature with the final objective of providing recommendations and
guidelines to help design better cybersecurity courses. For example, González-Manzano
and De Fuentes [7] analyzed 35 free courses, offered on various platforms (i.e., Coursera,
Cybrary.it, edX, and Udacity) and aimed at individuals with various levels of knowledge
(beginner, intermediate, and advanced). The authors provided indications relating to
the contents, the delivery methods, the teachers’ attitude towards the topics covered, the
personalization of the courses, and the duration of the modules. In another work, Payne
et al. [8] presented a detailed description of a cybersecurity course on which they based
their recommendations for the design of future courses. Their contribution highlights,
above all, the importance of the interdisciplinarity of the courses. This is an aspect that is
certainly important, but which needs to be tested empirically.

Although it is interesting to analyze the literature devoted to professional training,
our focus is on organizational cybersecurity training delivered along with (or as part of)
awareness programs. In this area, the literature points to several limitations, particularly
with respect to employees’ perceptions of the courses themselves. In fact, employees
often believe that the courses are boring and not very personalized to the needs of their
organization, and there is a lack of incentive from the organization to the employees to
participate in the course [9].

2. Background

Among the papers suggesting guidelines and best practices, few studies have em-
pirically examined the effectiveness of cybersecurity training. He and colleagues [10]
investigated the effect of different cybersecurity training methods on employees’ cybersecu-
rity risk perception and self-reported behavior. Employees were divided into four groups:
a group who watched short educational videos, a group who read four reports, a group
who watched videos and read reports, and a control group who received no intervention.
All participants were required to complete a pre- and post-intervention test, specifically
devised by the authors to assess perceived vulnerability, perceived severity, perceived
benefits, perceived barriers, response efficacy, response cost, security self-efficacy, and
behavioral intention. The study found positive effects for all methods with respect to
vulnerability, barriers, response costs, self-efficacy, and behavioral intentions. Moreover,
they found that evidence-based malware reporting is a relatively better training method
than the other two training methods: people remember information more easily when it is
presented in a way that makes it personally relevant.

Recently, Prummer and colleagues [11] investigated various learning modes in a
review in which 142 articles (empirical articles, speculative articles, and intervention
proposals) were analyzed. The authors identified the following types of training: game-
based, presentation-based, simulation-based, information-based, video-based, text-based,
and discussion-based. The authors compared all the courses by analyzing specific aspects,
including the following:

• Properties: online or in person, group or individual;
• The theories on which the courses were based: Protection Motivation Theory, Theory

of Planned Behavior, Theory of Reasoned Action, Signal Detection Theory, and General
Deterrence Theory;

• The targets at which the courses were aimed: employees, students, young adults, or
the general population;

• The effects of the training: fun, usefulness, or effectiveness.

The latter criterion is crucial because it is helpful for clarifying the actual utility of the
different methods. Several studies among those analyzed in the review reported positive
feedback, especially when techniques such as game-based or simulation-based training
were used. Regarding effectiveness, the results showed an increase in almost all cases
(except for in five articles), albeit with some differences depending on the type of training
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used. Abawajy [12], for example, analyzed and compared the effects of game-, video-,
and text-based training and found that awareness rates increased significantly across all
conditions. It was also found that participants showed improvements in different areas
depending on the training method they were assigned to. For example, game-based
intervention led to an increase in the ability to identify scam sites, whereas video-based
intervention increased knowledge about phishing.

2.1. Informal Learning

It appears clear that knowledge gained through formal training is not always sufficient
to make users adopt secure behaviors. Formal training programs cannot always adequately
prepare people to generalize their knowledge to all possible scenarios and are typically not
designed to equip individuals for continuous learning.

Therefore, it becomes essential to explore alternative methods of delivering cyberse-
curity education that can be adapted to real-world scenarios and foster continuous and
autonomous, self-paced learning. Currently, we can deliver content across various devices
and platforms that people access for both work and leisure, so that learning about a great
variety of topics can happen casually and almost effortlessly. Research suggests that a
significant amount of learning happens through informal activities [13]. These activities
can create an environment that fosters deeper and more effective learning compared to
traditional courses. While traditional courses offer valuable information, they may not
always be engaging for everyone. By incorporating informal learning methods, it would
be possible to create a more well-rounded educational experience that promotes lasting
behavioral change. Marsick and Watkins [14] actually make a distinction between “infor-
mal learning” and “incidental learning”, distinguishing them on the basis of intentionality.
People may learn informally, while intentionally choosing to seek out and learn new ideas,
albeit in a less structured way than in formal settings. In contrast, incidental or implicit
learning occurs during everyday activities, without a conscious attempt to learn or an
awareness of what has been learned. However, this distinction is not made by everyone,
and the two terms are often used interchangeably.

Here, with the expression “informal learning”, we are referring to all those methods
that take place in an unstructured way, often through daily experiences, social interactions,
and environmental resources. It is characterized by the speed with which new knowl-
edge can be acquired in response to emerging needs, and often does not entail significant
costs. The importance of informal training has been documented in various contexts,
both at the workplace [15] and in schools [16]. Many advantages have been found, in-
cluding flexibility, the practical application of acquired skills, self-direction [14], and a
greater level of involvement, especially with adolescents [17]. While there are numerous
articles that deal with informal learning, its advantages, and its peculiarities, there are
not many contributions specifically addressing the topic of informal learning in the field
of information computer security. Rader and Wash [18] compared three different forms
of informal learning related to computer security (news articles, web pages containing
computer security advice, and stories about the experiences of friends and family). They
observed that information provided by peers focuses mainly on the subjects who conduct
the attacks, the information provided by web pages focuses instead on how the attacks
are conducted, and the information coming from the news focuses on the consequences.
Rader et al. [19] dealt with “stories” as informal lessons about security. Stories about others
reveal useful information and it is easier to make our way through our complex world
if we can learn from the experiences of others. Users reported that learning about other
people’s stories changed the way people think about security and act in similar occasions.
The study was replicated 10 years later by Pfeffer et al. [20], who updated the contents to
reflect contemporary technological advancements. While confirming the importance of
storytelling as a means of informal learning, the authors also observed how storytelling
worked when delivered via social media. They also observed how younger and more
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educated participants perceive threats as less serious, probably because they have been
more exposed to security news and therefore perceive security threats as less impactful.

Informal learning in a context such as cybersecurity is critical for several reasons: First,
cybersecurity evolves constantly, with threats and vulnerabilities emerging rapidly and
becoming more sophisticated, especially with the advancement of AI. Second, informal
learning involves the application of knowledge to real life. For example, in competitions
such as Capture the Flag (CTF), participants must—individually or as part of a team—test
their knowledge by solving some security problems, which can range from exploiting
websites to breaching unsecured networks [21]. The use of CTFs has been shown to be an
effective way of improving cybersecurity education through gamification [22].

From our perspective, an informal learning approach is based on the idea that, rather
than trying to categorize topics and merge many specific issues into formal training
modules, cybersecurity education is more effective if information on each specific threat
(e.g., phishing emails) or countermeasure (e.g., multiple factor authentication) is delivered
in single “learning pills”. Each “pill” may repeat different things to settle knowledge
and may have a convenient outlet and modality to assist delivery. The proposal is very
straightforward. If we need to inform people that do not know about phishing emails, we
are obviously targeting people who do not know about this from other sources and have
not looked it up themselves. We should expect them not to have even basic knowledge
about cybersecurity. Formal training might be out of their comfort zone, being considered
too complicated or too tedious. A communication campaign within the organization, in
which examples of phishing emails are publicly dissected, may be much more informative
than a formal training explaining the details of phishing (Figure 1a–c). The best outlet for
such a campaign mostly depends on the type of target being addressed. Posters in the
corridors of a school or a company as well as carousel posts on social media are examples
of interventions that need less than a minute to be “consumed” by the user and that can be
recalled more easily than a learning module on the concept of phishing. Humor could also
be used to convey meaning and make the content highly shareable on social media. Other
forms of content may have other more appropriate outlets. For example, some content
may be easily shared using simple games when targeting people who normally spend time
playing them. Here, the idea is to let people stumble upon content so that their knowledge
changes from zero (“I didn’t know that!”) to where they have the ability to recognize the
threat. What we are devising here is “molecular training”, which is delivered informally,
repeatedly, and through various media, contexts, and situations chosen from among those
more appropriate for the type of user being targeted.

2.2. Serious Games

The literature on using game strategies for learning is highly diverse, with multiple
research communities exploring this topic. A significant portion of this research falls under
the umbrella of “serious gaming”. To better understand the distinction between informal
learning (described earlier) and serious gaming, it is useful to outline some key concepts
that define this area. It is worth noting that many times “serious games” and “gamification”
are used interchangeably. However, we prefer to use the term gamification to describe a
process whose roots are in the functional analysis of behavior (see Section 2.3).

Serious gaming refers to games that are specifically designed with the primary goal
of educating, training, or solving problems, rather than simply providing entertainment.
These games employ game mechanics to engage users while imparting specific knowledge
or skills [23]. While serious games have long been recognized as effective tools in fields such
as education, healthcare, business, and military training, their potential in cybersecurity has
only recently begun to be explored. Early research in this area mainly focused on testing the
effectiveness of serious games in cybersecurity education. For example, Hendrix et al. [24]
conducted a literature review of serious games available at the time, classifying them by
their creators (academia or industry) and by type (e.g., 2D point-and-click turn-based
scenarios, 3D virtual worlds, and corporate contingency planning). However, Hendrix
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found that these games were primarily used for short-term education, which is generally
less effective at driving long-term behavioral change.

Figure 1. An example of a fictional communication campaign on the subject of phishing. There is
emphasis on (a) a text that signals urgency, (b) a suspicious link within an email, and (c) a suspicious
sender’s email address.
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Similarly, Alotaibi et al. [25] reviewed serious games in the field of cybersecurity
and noted positive outcomes in terms of education and awareness. However, they also
highlighted limitations, such as small sample sizes and content that was often too broad,
making the games less effective for training in specific contexts. Hill et al. [26] echoed
these concerns in their study, which aimed to provide an overview of existing cybersecurity
games, particularly those focused on threats and protection, anti-phishing, and device
security and privacy. They found that many of these games suffered from information
overload and repetitive content, causing players to lose interest as they progressed through
the game.

An analysis of recent studies on serious games reveals various interpretations of
the concept. For example, Kulshrestha et al. [27] conducted a preliminary analysis of
a serious game aimed at teaching network firewall concepts, using both objective and
subjective methods. The objective analysis involved tracking player interactions, while the
subjective analysis was based on user experience surveys. They also employed the learning
mechanics–game mechanics framework to examine the relationship between game elements
and learning outcomes. However, their study focused more on evaluating the quality of
data using their hybrid approach than on assessing the game’s overall effectiveness.

Much of the existing literature focuses on developing serious games for individuals
with technical backgrounds in computer security. Coenraad et al. (2020) [28] noted that
there are few games designed for users who do not consider themselves professionals
in the field. One such study that addressed this gap is by Hart and colleagues [29], who
introduced a board game called Risko designed to educate employees without technical
training about the risks of cyberattacks and strategies for self-defense. The authors chose a
card-based format, grounded in constructivist theory, and referenced existing games whose
effectiveness had already been evaluated. In Risko, one player assumes the role of the
attacker each turn, while the others propose countermeasures. Both attacks and defenses
are inspired by industry and government standards, allowing the game to be adapted to
various contexts and scenarios. A game master facilitates learning by encouraging players
to reflect on their strategies, fostering discussion, and providing immediate feedback on the
effectiveness of their decisions. The authors conducted a thorough analysis of existing board
games, identifying potential flaws they should avoid in their own designs. Subsequent
experiments confirmed the effectiveness of the game [29].

In contrast, Jaffray and colleagues [30] introduced SherLOCKED, a 2D, multi-level,
top-down detective-themed game. Players control a detective, exploring rooms to find
objects and answer related questions. The authors argue that role-playing games are often
valuable and preferred by their target audience—students.

Other researchers have compared different types of serious games to determine which
approaches are most effective. For example, Gaurav et al. [31] compared two games: one
focused on teaching firewall protection against unauthorized access and another illustrating
how SQL injection attacks compromise online databases. Both games were developed in
two versions: a non-adaptive version that did not adjust to the player’s abilities and a
machine learning-based adaptive version. In the adaptive version, a machine learning agent
classified players as beginners or experts based on their gaming behavior and adjusted
the game’s difficulty accordingly. The goal was to keep players consistently challenged
without making the game too easy or too difficult. The results indicated that well-designed
adaptive games can lead to better learning outcomes and a more satisfying user experience
by catering to the specific needs of each player.

This brief overview reveals that the field of “serious gaming” is still evolving and
lacks unified design frameworks and standardized methodologies for evaluating the effec-
tiveness of interventions.

2.3. A Behavioral Account

So far, we have described two approaches to informal learning, one based on commu-
nication and the other on gaming. Both these approaches can be addressed in behavioral
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terms. Indeed, the use of verbal descriptions of behaviors and their consequences (positive
or negative), as in the examples reported in Figure 1, represents an instance of learning
based on rule-governed behaviors. In contrast, gaming represents a situation in which users
are both rewarded for appropriate behavior (positive reinforcement) and encouraged to
avoid conditions leading to a loss (negative reinforcement). This latter situation represents
a form of learning based on contingencies. The distinction between rule-governed behavior
and contingency-shaped behavior was first made by Skinner in the late 1960s [32,33]. He
pointed out that, in the first form of learning, there is an instructional episode, the presenta-
tion of an instruction, a response provoked by the instruction, and a consequence provided
by an instructional agent as a function of its fulfillment. Rules are stimuli that specify, either
directly or indirectly, consequences for behavior. In contrast, contingency-shaped behavior
is behavior directly controlled by the relations between responses and their consequences.
Nevertheless, behavior may also come under the control of antecedent stimuli. These are
stimuli whose presence causes responses to produce their consequences.

A comprehensive discussion of the principles underlying behavior analysis is out of
the scope of this article. However, it is worth noting that the behavior analysis approach
provides one of the most comprehensive accounts of learning. Behavioral principles provide
a scientific understanding of how people and animals learn to deal with complex situations,
without referring to theories or models based on aspects that are not fully observable [34].
Essentially, this perspective emphasizes the importance of there being consequences for
behavior. In practice, a behavior is more likely to be repeated if it is “reinforced”, that is,
when it is followed by beneficial consequences for the individual. Beneficial consequences
can involve either the acquisition of beneficial stimulation (positive reinforcement) or the
removal of aversive stimulation for the individual (negative reinforcement).

Although the technicalities of behavior analysis are often not adhered to, these prin-
ciples are actually already integrated into many software applications under the name of
gamification. The term gamification began to grow in popularity as late as 2010, when
Deterding and colleagues [35] defined it as a strategy of incorporating game-like elements
into non-game contexts, highlighting its relevance as a tool with which to advance learning
objectives and motivate behavior change. The basic concept of gamification, however,
has been around for much longer. In the literature, this is also referred to by other terms
(e.g., serious games, persuasive games, and alternate reality games). Gamification involves
the redesign of everyday activities based on the methods employed in game design. This
redesign often involves socially relevant behavioral changes and, for that reason, has not
gone unnoticed by behavior analysts. Skinner [36] had already noted how video games
constituted an excellent example of contingency programming, in that players interact
with a system of contingencies in which their behavior is guaranteed to be reinforced. By
contacting salient and immediate consequences, players are almost guaranteed to succeed.
In a nutshell, game playing is about organizing contingencies. As reported by Di Nocera
and Tempestini [37], this is usually implemented using the so-called token economy, “a
rather complex reinforcement system based on the accumulation of objects, namely tokens,
that can be eventually exchanged for goods, services, or privileges” (p. 251).

2.4. Cookies Anyone?

In this article, we discuss an attempt to promote informal learning regarding computer
cookies, a topic that is often overlooked by security training. This is an ongoing project
still in its early phases of development. However, it is an appropriate example of what
we are advocating here: the informal and short delivery of information on a specific topic,
allowing people to gather new knowledge they would not seek independently (due to
a lack of interest or any other reason). It should be clear that the choice of the topic is
incidental here, and the same rationale applies to any other topic.

Computer “cookies” are text files used by websites to store information on user
behavior while browsing. Cookies are usually harmless, and people do not pay much
attention to dialog boxes that require them to accept cookies. Users typically click the
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default option without much thought [38]. Cookie banners are designed to inform users
about the data being collected and to enhance the user experience. However, they are
often perceived negatively due to their invasiveness and potential privacy violations. Their
design frequently encourages users to accept cookies [39], as their omnipresence tends
to annoy users [40]. This issue extends beyond just cookies. Due to habituation—the
diminishing response to a frequently repeated stimulus—users often overlook crucial
messages when repeatedly encountering security-related dialog boxes. Their response
becomes automatic, leading them to click buttons merely to acknowledge the message
without fully engaging with its content [41,42].

Cookies are also highly valuable pieces of information for malicious users. To illustrate
their importance, a study by NordVPN [43] revealed that hackers have stolen 54 billion
cookies, later distributing them on the Dark Web. Cookies involved in authentication
procedures are particularly valuable, as these are used by browsers to identify users and
verify their login status.

Recently, a critical exploit was discovered that allows the generation of persistent
Google cookies through token manipulation. This exploit enables continuous access to
Google services, even after a password reset. Another well-documented (https://github.
com/mrd0x/WebView2-Cookie-Stealer, accessed on 1 July 2024) example comes from
Mr.D0x, an anonymous penetration tester and security researcher who demonstrated how
Microsoft Edge WebView2 can be exploited to steal authentication cookies, potentially
bypassing multi-factor authentication when accessing stolen accounts.

These examples clearly show that cookies, typically considered harmless, can pose
significant security threats. Increasing user awareness about the potential risks associated
with cookies could encourage more cautious behavior regarding their use and management.

2.5. Target Population

In an increasingly fast-paced and digitally driven society, online security has become
a key concern for all age groups. However, not all people are equally aware of or protected
against cyber risks. In particular, young adults are a particularly vulnerable group due to
a number of specific factors that make them more susceptible to cyberattacks than other
segments of the population.

Young adulthood or late adolescence is a developmental phase spanning the ages
of 18 to 25 [44]. During this transitional period, young people move from childhood and
adolescent systems into adult-centered systems. The number of young adults spending
their free time on gaming consoles, computers, and smartphones is increasing rapidly. As a
result, they are the most likely group to encounter various cyber threats and other risks
associated with Internet use. A study by Zhao et al. [45] showed that young adults have a
good awareness of the risks associated with sharing inappropriate content and approaching
people unknown to them, but demonstrated that they lack awareness of the risks associated
with sharing personal information online. As reported by Alanazi et al. [46], young adults
should be made aware of the risks posed by cyber threats that arise from neglecting online
security practices. They need to understand how adopting proper cybersecurity behaviors
can lead to positive outcomes, such as staying safe online. Cybersecurity education should
include practical demonstrations of the essential security measures that should be practiced
in everyday Internet use. Therefore, integrating cybersecurity education with activities that
promote incidental learning is especially advantageous for this age group.

3. Game Design

As mentioned earlier, game-based training is gaining popularity as a method for
raising awareness about cyber risks [11]. Several notable examples of educational games
exist. For instance, Space Shelter (https://spaceshelter.withgoogle.com/intl/it_it/, ac-
cessed on 1 July 2024) is a web-based video game developed by Google to raise awareness
about online privacy and security. The game educates users about safe web browsing
and personal data protection through a fun and interactive experience. Players navigate

https://github.com/mrd0x/WebView2-Cookie-Stealer
https://github.com/mrd0x/WebView2-Cookie-Stealer
https://spaceshelter.withgoogle.com/intl/it_it/
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a spaceship, choosing an astronaut avatar and advancing by correctly answering quizzes
and completing mini-games on online security. Key game mechanics include quizzes,
guided completion, and drag-and-drop activities. The game has achieved a high level of
engagement with 450,000 unique users, 40% of whom completed the game in an average of
10 min, and is available in seven languages.

Another game aimed at young people is Datak (https://www.datak.ch/#/start, ac-
cessed on 1 July 2024). In this single-player game, the player is hired as an intern by the
mayor of a city and tasked with managing the social media network, facing various daily
dilemmas and time constraints, with advice from YouTube videos. The game addresses
topics such as the role of the Internet in everyday life, social networks, user actions, state
surveillance, and commerce.

A more ambitious game is Interland (https://beinternetawesome.withgoogle.com/
es_es/interland, accessed on 1 July 2024), which is designed to help children (ages 6 to 13)
learn key lessons about web safety through four different experiences: the River of Reality
(distinguishing truth from falsehood), the Treasure Tower (guarding personal information),
the Courteous Kingdom (spreading kindness), and the Responsible Mountain (using tech-
nology wisely). The game teaches users to recognize scams, understand phishing and how
to report it, safeguard personal information, and create secure and memorable passwords.

All the games mentioned above share a variety of content aimed at providing compre-
hensive training. This contrasts with the approach we are emphasizing here, the “molecular”
and effective transfer of knowledge on a very circumscribed topic.

The game described below targets young adults who frequently use the Internet
and are likely to encounter various cyber threats and other risks associated with Internet
use [46]. This audience comprises digital natives with a direct and personal relationship
with technology and a preference for gamified, active, and competitive learning methods.
Involving them in initiatives to raise awareness can promote responsible online behavior
and provide them with essential knowledge to help manage their digital privacy effectively.
The game is designed to be played on smartphones, which are chosen for their accessibility,
familiarity, interactivity, portability, and connectivity.

Razali and colleagues [47] recently tested alongside experts a guideline for designing
educational games (in their case, in the field of climate change). The guideline is based on
13 game elements, and it is general enough to be applied to other topics. Below, we will
employ their game elements to describe the characteristics of Cookie Aware.

3.1. Goal

The game must have a clear objective so that players can easily understand how to win
the game. These goals can be ascribed to what Starks [48] refers to as “in-game” goals and
are distinct from the “real-life outcomes”, which fall under what Razali and colleagues refer
to as “Scope” (see Section 3.4). Therefore, the goal is to obtain citizenship in CookieLand
by demonstrating knowledge about cookies. The achievement of this goal is signaled by
earning badges, which visibly represent the completion of levels or objectives [49].

3.2. Narrative Content

Storytelling in games enables players to identify with the main character, fostering
a stronger connection and increased engagement. Isbister and Schaffer [50] have noted
that games with a rich narrative component can significantly enhance the user experience
by promoting deeper immersion and involvement. In Cookie Aware, village exploration
is the key element of storytelling. To gain citizenship in CookieLand, the main character
(Bibi) must earn badges that certify their knowledge of cookies. This knowledge is acquired
through interactions with non-playable characters (NPCs), the inhabitants of CookieLand,
who share stories about their cookie-related experiences. The believability of these stories
can greatly influence player engagement, highlighting the crucial role of a well-crafted
narrative in game design [51].

https://www.datak.ch/#/start
https://beinternetawesome.withgoogle.com/es_es/interland
https://beinternetawesome.withgoogle.com/es_es/interland
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The story takes place in CookieLand (Figure 2), a peaceful village inhabited by various
types of cookies. CookieLand exists within everyone’s computers, where each cookie has
its own unique personality and interests. The game’s narrative follows Bibi, an explorer
who wishes to move to CookieLand. However, Bibi’s transfer is initially halted by the
village mayor. According to the village rules, in order to gain citizenship, Bibi must
first demonstrate knowledge about the inhabitants and the community’s hierarchical
relationships.

Figure 2. Graphic visualization of the game setting, CookieLand village.

Bibi begins the journey by speaking with the villagers, who share information and
interesting facts about the four quiz challenges that must be completed. After successfully
completing each challenge, Bibi earns a badge (Figures 3–5), an official document certifying
knowledge advancement. Once Bibi has earned all four badges, the player can finally move
to CookieLand.

Figure 3. The moment at which the badge is obtained.
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Figure 4. Badge graphics.

Figure 5. Badge insertion in the medallion box.

3.3. Rules

The game is structured into four levels, each requiring approximately 10 min to
complete. To progress to the next level, the player must correctly answer questions related
to the current level. Upon successfully completing a level, the player earns a badge.
Collecting all the badges demonstrates the player’s mastery and grants access to rewards,
such as free selected products from vending machines.

3.4. Scope

The scope of the game is to enhance individuals’ awareness and knowledge of cy-
bersecurity. Specifically, the game aims to educate players on the importance of cookie
management, explaining how cookies impact online privacy and security, and promoting
responsible practices to protect personal data.

3.5. Genre

Cookie Aware blends two game genres to create an engaging experience. The first
genre is the quiz, where players answer questions correctly to progress. Quizzes are
known for their benefits in terms of learning and memory retention. Research by Butler
and Roediger [52] highlighted how tests and quizzes can enhance information retention
over time, demonstrating that testing is a powerful educational tool. In 2011, Butler and
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Roediger further emphasized that the act of retrieving information during quizzes can
improve long-term knowledge storage. Similarly, Blunt [53] explored how educational
games, including quizzes, positively impact learning by boosting both engagement and
memorization. There is a strong consensus that quizzes are effective learning tools.

The second genre featured in Cookie Aware is the role-playing game (RPG). RPGs
enhance user immersion by encouraging players to identify with the game’s protagonist,
allowing for a deeper, more engaging experience. Role-playing games can enhance problem-
solving skills by teaching players to first gather information and devise a strategy before
attempting to solve a problem. In a longitudinal study, Adachi and Willoughby [54] showed
that adolescents who played strategic video games across many years of high school
reported steeper increases in self-reported problem-solving skills over time compared to
participants who reported less sustained play.

3.6. Esthetic

The visual elements of the game are crucial in creating an engaging and memorable
experience. Cookie Aware achieves this through a combination of pixel art graphics, pastel
colors, and playful electronic sounds. The game’s design draws inspiration from some of
the most beloved classics in gaming, including Pokémon Sapphire, The Legend of Zelda, Dragon
Quest III, and Space Invaders. Key visual elements from these games have been adapted and
integrated to enhance the overall gaming experience.

Pixel art graphics were chosen for their simplicity and clarity, making the information
easy to comprehend. Each character, icon, and scene is meticulously crafted with detailed
pixel art, blending both playful and informative aspects. The typography features the
Minecraft font, which is widely recognized due to its popularity.

Saturated, high-contrast colors were selected to ensure that there was a clear distinc-
tion between game elements, improving usability. The pastel palette creates a relaxing
atmosphere, with blue and pink hues often used in confectionery advertising to offer a
pleasant visual experience (Figure 6). Animations and transitions add dynamism to the
gameplay. The initial vertical scrolling transition provides a panoramic view of the village,
followed by a zoom-in on the protagonist entering the settlement. The game’s instruc-
tions and objectives are then presented. Subsequent transitions track the protagonist’s
movements, zooming in on character interactions and changes in setting.

Figure 6. Color palette.

Playful electronic sounds further enhance the game’s immersion. The soundtrack
deepens the context of on-screen actions, while sound effects make the virtual world feel
more realistic and responsive, providing immediate feedback to the player’s actions and
changes within the game environment.
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3.7. Character Design

The game character represents the player within the game and often determines its
success. In any game, the character plays a unique and crucial role, serving as the player’s
avatar as they navigate a virtual world filled with adventures and challenges [55]. However,
a character holds little significance if it is not designed with a clear goal in mind. A game’s
storyline, conflicts, challenges, and atmosphere come together meaningfully when the main
character has a specific objective for players to achieve at each level [56].

For the development of character design, Burgerman’s [57] “20 Top Character Design
Tips” served as a reference. The protagonist of Cookie Aware is Bibi, who resides within our
electronic device but dreams of living in the beautiful town of CookieLand. Bibi is gender-
neutral and designed without any specific characteristics that might hinder players’ ability
to empathize with them. Bibi’s signature color is a light blue/teal, while the non-playable
characters (NPCs) in CookieLand feature colors reminiscent of real cookies, making them
easily recognizable and allowing Bibi to stand out within the setting.

3.8. Game Mode

Cookie Aware is designed as a single-player offline game where players earn badges
by demonstrating their knowledge about cookies, enabling Bibi to eventually move into
the village. The game features a scoring system, which ranks players and introduces an
(online) element of competition. This can be especially beneficial at the class or school level,
as it encourages greater participation in the game.

3.9. Game Level Design

The game’s allocentric representation is based on a map constructed over a geometric
grid. Only a portion of the world is displayed on the screen at any given time, encouraging
players to explore further. This type of design is common in video game sagas such as
Pokémon, Zelda, and Dragon Quest. The game features five distinct areas, each designed
to introduce different concepts and information to the player.

3.10. Quiz

The game’s narrative structure guides players through a series of quiz levels, where
they receive immediate feedback and can earn badges. Forty questions were initially
developed and divided across four levels to help users gain a solid understanding of
cookies. Players start at the first level and advance to the next after successfully answering
all questions in the current level. This progressive structure keeps players motivated and
engaged, continuously challenging them to improve their performance.

The questions are varied, ranging from informative to ironic and friendly, making the
experience both educational and entertaining. The initial questions are relatively simple,
helping participants ease into the topic and build confidence. As the game progresses, the
questions become more complex, requiring a deeper understanding, critical analysis, and
practical application of the information. Each question offers four options, with only one
correct answer (see the question example in Figure 7). Regardless of whether the player
answers correctly, a detailed explanation is provided to deepen their understanding and
prevent misconceptions (see Figure 8).

Each level focuses on a specific aspect of cookies, providing a comprehensive overview:

• Knowledge (Introduction to Cookies): The first level introduces players to the basics
of cookies, covering key concepts such as what cookies are, where they come from,
their primary purpose, and the types of information they store. This level also explains
relevant cookie regulations, including the GDPR 2018 regulation. It serves as an
essential foundation for players, helping them understand cookies before moving on
to more complex topics in later levels.

• Types (Types of Cookies): In the second level, players learn to identify different types
of cookies and understand the kinds of information they store. This level distinguishes
between technical, profiling, and third-party cookies, as well as between session and
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persistent cookies. It also explains the differences between hybrid and zombie cookies,
highlighting how they differ from traditional cookies and the common issues caused
by zombie cookies during browsing.

Figure 7. Example question with answer alternatives.

Figure 8. A more detailed explanation of the correct answer. Feedback is given both in the case of an
incorrect answer and a correct answer by the player.

• Risks (Risks and Threats): The third level focuses on the potential risks associated with
cookies, such as user tracking. It emphasizes the importance of being aware of these
risks, particularly since cookies can handle sensitive information, including personal
and financial data. This level also covers cyberattacks that exploit cookies, such as
cookie poisoning and cross-site scripting (XSS), as well as the consequences of session
cookie breaches and the best practices for safely managing cookies.

• Solutions (Solutions and Best Practices): The final level provides practical tips and
strategies for safely managing cookies. It covers the importance of deleting cookies
and offers guidance on how to control and manage them in browsers. This level also
explains the functions of common cookie management tools, the effects of browsing in
private or incognito mode, and explores safer alternatives to cookies. Additionally,
it highlights the benefits of using the “I Don’t Care About Cookies” extension and
discusses how to identify GDPR-compliant sites, stressing the importance of reading
privacy policies and cookie-related documents.
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After correctly answering all 10 questions in a level, the level is considered complete
(see Figure 9).

Figure 9. Screen upon the completion of the level.

3.11. Reward

Cookie Aware involves a token economy, an exchange system that provides immediate
feedback on the appropriateness of individuals’ behavior [58]. Tokens, or “exchangeables,”
are earned by achieving specific behavioral goals over a set period and can be traded for
tangible rewards or privileges. Although tokens have no intrinsic value, they function
as reinforcers—stimuli or events that increase the likelihood of a behavior when given in
response to that behavior. If a stimulus does not result in a higher frequency of the target
behavior, it is not considered a reinforcer. A key component of the token economy is the
exchange of tokens for backup rewards.

The game will also feature a response cost system, taking away tokens when inappro-
priate behavior occurs. That will also add dynamism to the game.

3.12. Challenge

The game’s challenge is driven by two mechanisms: (1) the progressively increasing
difficulty of the questions within each level and during transitions between levels; (2)
occasional pop-ups prompting choices to give consent to a great variety of permissions.
Player responses will determine the dynamics of the game by allowing either a smooth
exploration or disadvantages (e.g., obstacles, opponents).

3.13. Rank

Rank is an integral part of the game dynamics. The character’s status changes from
level to level, also changing some features of the character’s appearance (e.g., color) and an
update of the progress bar. As mentioned in Section 3.8, introducing a ranking system can
encourage participation, with competition serving as a significant motivator [59]. The score
obtained can also provide valuable feedback, helping players decide whether to replay a
level to improve their ranking.

4. Discussion and Conclusions

The goal of this article was twofold. On the one hand, we wanted to argue for the
preference of information/education “pills” over the more comprehensive courses usually
offered in organizations to improve the awareness of non-expert users. On the other hand,
we wanted to provide an example of a forthcoming intervention on a circumscribed topic
that would take advantage of an informal/incidental learning mode.
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From the literature review, two aspects seem to be salient in the use of informal learning
strategies. The first is the need to define the audience for training. For example, adult
employees of an organization and college students represent two different populations with
different habits and approaches to information consumption. Second, it is necessary reduce
the complexity of information/training units to ensure the learning and generalization
of key concepts. Although any type of content can be delivered using informal learning
approaches, the temptation to explain a phenomenon (e.g., phishing) in exhaustive detail
must be resisted in favor of exposing the user to instances of a phenomenon (e.g., using
mouseover to verify the nature of a link before clicking) that can then be more easily
generalized to other situations. Traditional courses, by their nature, tend to consist of
instructional modules that represent a more or less homogeneous organization of content.
However, any categorization is reductive to the myriad of issues within the broad context of
cybersecurity, some of which are often overlooked, even though they can have devastating
consequences for the victims.

The concept is not new, and we can find similar approaches under the name of “mi-
crolearning” [60,61], in which complex information is broken down into smaller modules
that are easy for the learner to use. However, microlearning still involves short lessons that
can be accessed via mobile phone apps or via computers, whereas what we are advocating
here is to create situations in which the users stumble upon content and increase their
knowledge while they are doing something else. Social media offer an ideal venue for
providing short, circumstantial content that is easy to consume, and that can be propagated
through the mechanism of sharing. It is definitely an approach that should be considered
in order to create awareness in a population and instill proper behavior. Indeed, this
approach also qualifies as a strategy for creating verbal antecedents for rule-governed
behavior. As an alternative to rule-governed behaviors, learning often occurs as a function
of reinforcement contingencies. People enact behaviors that are followed by consequences,
and these consequences reinforce that behavior.

Game environments are highly effective for establishing contingencies. The feedback
received during gameplay, along with badges and accumulated points, provides positive
reinforcement that helps to solidify learning. The use of a token economy is well docu-
mented in the literature as a strategy to keep the individual engaged in the learning process.
Here, we have designed a simple game that can appeal to students and let them learn about
a very specific topic usually overlooked by traditional cybersecurity training. Points and
badges gained throughout the game experience could be used to gain status in classroom
or school rankings, stimulating students to improve their performance (i.e., learning) while
they are performing a leisure activity.

Future Directions

In this article, we presented a minimalist game to informally educate about cookies.
Here, we explained its background, purpose, target audience, structure, content, game
dynamics, and style. This is the first step in a project with many more phases. The
next phases will focus on implementing the game and evaluating its effectiveness. The
evaluation of strategies to improve cybersecurity awareness—and their potential impact
on the adoption of appropriate behavior—should be a focus of research in this area. Cookie
Aware will serve as a test bed for this, comparing the knowledge gained through this
gaming platform with traditional teaching methods on the same topic.

A forthcoming study will assign participants to one of three experimental conditions:
watching a video lesson, interacting directly with the game, and watching a video of a third
person playing the game. The third condition is designed to assess the actual impact of
the game experience beyond the content delivery method. All participants will complete
the Cybersecurity Awareness Inventory [5], which will be used as a covariate to check
prior cybersecurity knowledge. This study should provide valuable data on students’
cybersecurity knowledge and establish a benchmark for future applications.
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In addition, partnerships could be established with companies that operate vending
machines in schools and colleges, as these machines often integrate smartphone applica-
tions that facilitate purchases. Cookie Aware could be seamlessly integrated into these
applications, creating an innovative incentive for students to participate in the game by
converting virtual rewards (points, badges) into tangible benefits such as free or discounted
snacks and drinks from vending machines.

This partnership model could be customized for different institutions, allowing schools
and universities to tailor rewards to their students’ preferences, which could further
increase engagement.

For educational institutions, this approach offers an innovative way to integrate
gamified learning into daily routines, making cybersecurity education more relevant,
interactive, and accessible. This collaboration could eventually serve as a model for other
educational games that seek to combine learning with real-world incentives.

Cookie Aware could also be incorporated into high school projects focused on cyber-
security education. Such projects, aimed at teenagers, aim to develop the skills required
for the safe and conscious use of the Internet and provide students with the resources to
manage digital risks. These educational programs typically cover topics such as protecting
personal information, managing strong passwords, recognizing online threats (such as
phishing), and using social media responsibly. Cookie Aware, with its focus on educating
users about cookies and privacy, aligns perfectly with these goals by providing tools that
demonstrate how everyday online behavior can affect personal security.

In addition, Cookie Aware could facilitate discussions about digital ethics and privacy
by encouraging students to think critically about the information they share online and the
consequences of their actions. By incorporating Cookie Aware into cybersecurity education,
schools can provide students with better tools to make informed decisions about their
online presence, fostering a generation that is not only tech-savvy, but also aware of the
importance of maintaining privacy and security in an increasingly connected world.
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