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ABSTRACT
In this paper, we propose a novel approach to Android malware
analysis and categorization that leverages the power of BERT (Bidi-
rectional Encoder Representations from Transformers) to classify
API call sequences generated from Android API Call Graph. By
utilizing the API Call Graph, our approach captures the intricate re-
lationships and dependencies between API calls, enabling a deeper
understanding of the behavior exhibited by Android malware. Our
results show that our approach achieves high accuracy in classi-
fying API call sequences as malicious or benign and the method
provides a promising solution also for categorizing Android mal-
ware and can help mitigate the risks posed by malicious Android
applications.

KEYWORDS
Cybersecurity, Malware, Android, BERT Transformer, API Call
Graph
ACM Reference Format:
Marco Simoni and Andrea Saracino. 2023. Graph-Based Android Malware
Detection and Categorization through BERT Transformer. In The 18th In-
ternational Conference on Availability, Reliability and Security (ARES 2023),
August 29–September 01, 2023, Benevento, Italy. ACM, New York, NY, USA,
7 pages. https://doi.org/10.1145/3600160.3605057

1 INTRODUCTION
With the rise of Android-based smartphones and tablets, the num-
ber of malicious applications targeting these devices has also in-
creased significantly [12]. As a result, there is a pressing need for
effective methods to detect and categorize Android malware, to
understand their behavior and plan counteractions. Despite the
existence of many Android malware families, categorizing Android
malware into specific classes has proven to be a daunting task. In
fact, the complexity of Androidmalware and the varying techniques
employed by attackers to circumvent security measures and com-
promise user devices make it challenging to accurately label and
classify malware because they continually adapt their methods to
exploit vulnerabilities in the Android ecosystem, leveraging novel
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attack vectors. Such techniques involve obfuscation, encryption,
code injection, dynamic loading, and polymorphism.

In this paper, we propose a novel approach to Android malware
analysis that leverages the BERT (Bidirectional Encoder Represen-
tations from Transformers) classifier [2] to detect and categorize
malware. BERT is a state-of-the-art language model that has shown
good results in a wide range of natural language processing tasks
and it could be used in order to detect and categorize malware
in Android since it has the ability to understand the context of a
sequence of words and the ability to handle long sequences and
capture the relationships between them. We have employed BERT
to classify sequences of Android API calls, extracted from API Call
Graphs, in order to identify patterns of behavior that are indicative
of different malicious activities, and so different malware categories.
The API Call Graph represents the relationships between API calls
within an Android application. It describes the set of function calls
that occur between the various components of the application. The
use of the API Call Graph is particularly useful for malware analy-
sis, as it allows for the identification of patterns of behavior that
are indicative of different malicious activities. By analyzing the se-
quence of API calls and their relationships, it is possible to uncover
the intent of the malware and categorize it into different types of
threats.We have decided to carry out our analysis on 3 different mal-
ware categories which covered more than 90% of the benchmarking
dataset, which are SMS-Trojan, Rootkit and Spyware. By applying
BERT to the field of Android malware analysis, we have developed
a method for detecting and categorizing malware, which achieves
98% of accuracy on detection and 94% of accuracy on categoriza-
tion. Compared to signature-based and machine learning-based
approaches, our approach using BERT has the advantage of not
relying on predefined rules or features. Signature-based approaches
rely on manually created signatures for known malware variants,
which may not be effective in detecting new and unknownmalware.
On the other hand, machine learning-based approaches typically
require extensive feature engineering to extract meaningful infor-
mation from the data, which can be time-consuming and may not
be effective in capturing the complexity of Android malware. Com-
pared to CNN (Convolutional Neural Networks) and GCN-based
(Graph Convolutional Networks) approaches, our approach using
BERT has the advantage of being better suited for capturing the
sequential nature of API calls in Android malware. CNNs and GCNs
are primarily designed for processing data with a grid-like structure
such as images and graphs, respectively. While these approaches
have been applied to sequential data, such as time-series data and
natural language processing tasks, they may not be as effective
as BERT for capturing long-term dependencies and relationships
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between API calls in malware sequences. Beyond collecting benign
APKs for detection, we have leveraged the association between
families and categories made by MADAM [12] to build the cate-
gorization model. The rest of the paper is structured as follows:
Section 2 presents background of the employment of Transformer
for NLP problems. Section 3 shows the methodology employed to
address the challenge. Section 4 shows the obtained results and
Section 5 presents related works on automated malware analysis
and categorization. The Section 6 shows the conclusions and future
works.

2 BACKGROUND
2.1 Text-Classification Techniques
Text classification is a crucial task in natural language processing
that involves categorizing text into predefined classes based on its
content. Traditional machine learning algorithms for text classi-
fication, such as Naive Bayes, Support Vector Machines (SVMs),
and Decision Trees[5], require hand-engineered features like bag of
words, TF-IDF, or n-grams to represent the text. In contrast, deep
learning models like Convolutional Neural Networks (CNNs) [6]
and Recurrent Neural Networks (RNNs) can learn features auto-
matically from the text, resulting in better performance on complex
text data. However, Transformers [17] have emerged as the most ad-
vanced method for text classification in recent years. Transformers
are a type of neural network architecture that is well-suited for han-
dling sequential data, making them ideal for NLP problems like text
classification. Transformers can capture the relationships between
words in a sentence more effectively than RNNs or CNNs, resulting
in state-of-the-art performance on various text classification tasks.
BERT, a transformer-based model, has become the most widely
used model for text classification in NLP. BERT [15], has achieved
state-of-the-art results in various text classification tasks, demon-
strating the superiority of transformers over traditional machine
learning algorithms and other deep learning models.

2.2 BERT Model for Graph Classification
Transformer is an attention mechanism that learns the contextual
relationships between words (or subwords) in a text and is used by
BERT [2]. Transformer’s basic design consists of two independent
mechanisms: an encoder that reads the text input and a decoder
that generates a job prediction. Only the encoder mechanism is
required because BERT’s aim is to produce a language model. The
Transformer encoder reads the entire sequence of words at once,
in contrast to directional models, which read the text input sequen-
tially (from right to left or left to right). This trait enables the model
to understand a word’s context depending on all of its surroundings
(left and right of the word). Word sequences are changed with a
[MASK] token before being fed into the BERT. Based on the context
offered by the other, non-masked, words in the sequence, the model
then makes an attempt to forecast the original value of the masked
words. BERT can be used for the classification of topological rep-
resentations of a graph. Graph classification involves predicting
the properties or labels associated with a given graph. BERT can
be adapted for this task by representing the graph as a sequence
of tokens and utilizing the transformer-based architecture and by
leveraging the power of BERT’s contextual understanding and the

ability to capture long-range dependencies in a graph, this approach
can provide effective solutions for graph classification tasks.

2.3 Sequence Categorization and Kahn
Algorithm

One of the key challenges in this task is transforming the API call
graph of an Android APK into a sequence that is consistent with
the topology of the graph. AndroGuard 1 is a well-known tool
for generating API call graphs of Android APKs. To transform an
Android APK’s API call graph into a sequence that respects its
topology, we use the Kahn Algorithm. It generates a linear ordering
of API calls by sorting the graph’s vertices. The algorithm starts
with a directed graph 𝐺 = (𝑉 , 𝐸) and initializes two sets: 𝐿 (sorted
nodes) and 𝑆 (nodes with no incoming edges). It iteratively removes
outgoing edges from popped nodes in 𝑆 and adds nodes with no
incoming edges to 𝑆 . When 𝑆 is empty and 𝐸 is also empty, it
returns 𝐿 as the ordered sequence of API calls. Otherwise, if 𝐸 is not
empty, a cycle is detected. To handle long sequences and capture
API call relationships, we employ BERT, a transformer-based model.
BERT processes the input sequence bidirectionally and is effective
in categorizing API call graph sequences. We fine-tune BERT by
training a classifier on pre-trained representations, enabling it to
learn specific API call relationships in the graph.

3 METHODOLOGY
The methodology described aims to use deep learning to classify
APKs as either benign or malicious and to categorize malwares
into specific classes such as Spyware [10], SMS Trojan and Rootkit
[18]. The following is a summary of the training steps need to be
performed for each APK:
• Collection of APKs: We have collected both benign and mali-
cious APKs for the study.
• Obtaining API call graphs: The Androguard tool was used
to obtain API call graphs for each APK. This provides a
graphical representation of the interactions between API of
an Android app.
• Transformation of graphs into sequences: The API call graphs
were then transformed into sequences using the Kahn algo-
rithm.
• Inputs to a BERT model: The sequences generated in the
previous step were used as inputs to a BERT model. In this
case, the BERT model was fine-tuned to classify the APKs
as benign or malicious and, in the case in which the model
recognizes an APK as a malware, it tries to assign a category
to the malware.

The API call graph provides a more comprehensive representation
of the behavior of an Android app compared to other methods, such
as signature-based or static analysis techniques. The graph captures
the interactions between different APIs in the app and can reveal
malicious behavior that may not be evident from individual API
calls. One advantage of using the API Call Graph is that it provides
a high-level view of the behavior of an app. Instead of looking at
individual API calls, which can be overwhelming, the graph allows
us to see the interactions between the APIs in a more structured

1https://androguard.readthedocs.io/en/latest/
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and intuitive way. This can make it easier to identify patterns and
anomalies that may indicate malicious behavior.

3.1 Toolchain Overview
The Fig. 1 The toolchain depicted in Figure 1 is designed to iden-
tify patterns of behavior in Android applications that can indicate
different categories of malware. It consists of two classifiers: the
Binary Classifier and the Malware Classifier. Here is a more detailed
description of each classifier:

(1) Binary Classifier: The purpose of the Binary Classifier is
to determine whether a given sequence of Android API calls,
extracted from an APK (Android application package), be-
longs to a malicious or benign application. It uses machine
learning techniques to analyze the API call sequence and
make a classification decision. If the Binary Classifier iden-
tifies the APK as malware, it forwards the corresponding
sequence to the Malware Classifier for further analysis. Con-
versely, if the Binary Classifier determines that the APK is
benign, it labels it as a Benign Application.

(2) Malware Classifier: Once an APK is identified as malware
by the Binary Classifier, it is passed on to the Malware Clas-
sifier for more specific analysis. The Malware Classifier ex-
amines the API sequence forwarded by the Binary Classifier
and focuses on identifying the particular type of malware
present in the application. The possible categories of mal-
ware that the Malware Classifier can identify in this context
are Spyware, Rootkit, or SMS-Trojan. By applying appro-
priate machine learning techniques, the Malware Classifier
determines the type of malware exhibited by the APK.

The preprocessing operation is an essential step in the toolchain,
responsible for preparing the data for classification. It consists of
two macro steps:

• API sequence generation: In this step, API sequences are
generated from the API Call Graph. The API Call Graph
represents the dependencies and relationships between dif-
ferent Android APIs. By considering these dependencies, the
toolchain generates sequences of API calls from the graph,
capturing the order in which the APIs are invoked during
the execution of the application.
• Sequence Evaluation: Once the API sequences are gener-
ated, they are passed through the Sequence Evaluation step.
In this step, a pre-trained deep learning model called BERT
(Bidirectional Encoder Representations from Transformers)
is applied to the API sequences for classification, enabling
the classification of the APKs into the desired categories
(malicious or benign) and the identification of the specific
type of malware.

Overall, this toolchain utilizes machine learning and deep learning
techniques to extract features from API call sequences, classify
APKs as malicious or benign, and further identify the specific type
of malware if the APK is flagged as malicious.

3.2 API Sequence Generation
In an API Call Graph, an API may depend on another API if it
invokes or calls the other API during its execution. When an An-
droid application is running, it interacts with the system and other
components by making API calls. The API Call Graph represents
these interactions as a directed graph, where the nodes are the APIs,
and the edges represent the API calls. For example, let’s consider an
Android app that retrieves weather data for a given location. The
app uses the following API call sequence to accomplish this task:

(1) The app first calls the API getLocation() to get the device’s
current location.

(2) It then makes an API call to checkSelfPermission() to check
whether the app has the necessary permission to access the
device’s location.

(3) If the app has the required permission, it proceeds to make
an API call to getWeatherData() with the obtained location
as a parameter to retrieve the weather data.

(4) Finally, the app displays the weather data to the user using
the displayWeatherData() API.

In this case, we can say that getLocation() depends on checkSelfPer-
mission() since getLocation() needs to call checkSelfPermission()
first to verify if it has the required permission. Similarly, getWeath-
erData() depends on both getLocation() and checkSelfPermission().
The Fig. 2 shows a graph which depicts an API call graph of an
Android application. In this graph, each node represents an Android
API that is being used by the application. The nodes are labeled A
through F and are represented as circles with bold letters inside.
The lines connecting the nodes represent the API calls made by
the application, and the direction of the lines indicates the flow of
the calls. For example, node A makes API calls to nodes B and C,
node B makes API calls to nodes D and E, node C makes an API
call to node F, and node E makes an API call to node F. The graph
can be used to analyze the dependencies between different APIs
used by the application, identify possible bottlenecks and optimize
the application’s performance. The algorithm repeats this process

Algorithm 1: Api Sequence Generation
Input :graph, a dictionary where the keys are API names

and the values are lists of API names that the key
API depends on

Output :Sequence, a list of API names in the order they
should be executed

Graph Structure Format← {parent node: [child
nodes]};

Example Graph← {A: [B, C], B: [D, E], C: [F], D: [], E: [F], F:
[]};

Sequence obtained by Kahn Algorithm← {A, C, F, B, E, D}

until there are no more APIs in the graph. The order in which the
APIs are selected will determine the order of execution of the APIs.

In the case of the provided example, the sequence is generated
as follows:

(1) API A is inserted first into the queue since it has no depen-
dencies;

(2) API C is inserted after A because it depends only on A and
has no dependencies on other APIs;
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Figure 1: Complete Toolchain

Figure 2: API Call Graph Example

(3) API F is inserted after C because it depends only on C and
has no dependencies on APIs B and E;

(4) API B is inserted after F because it depends only on A and
has no dependencies on APIs C and F;

(5) API E is inserted after B because it depends only on B and
has no dependencies on APIs C and F;

(6) API D is inserted after E because it has no dependencies on
any other APIs;

3.3 Sequence Evaluation
The toolchain for classifying sequences of Android APIs into be-
nign or malware, and further classifying malware into SMS Trojan,
Rootkit, or Spyware can be described as follows:
• Sequence Collection and Preprocessing: Collect a large dataset
of Android API sequences, including both benign and mal-
ware sequences removing any unnecessary features, tok-
enizing the data, and converting it into a suitable format for
BERT input. The dataset come from both Drebin [1][14] and
Maldroid [8] [7].
• Training the BERT Classifier for Malware Detection: Next, a
BERT binary classifier is trained on the preprocessed data to
classify sequences as either benign or malware. The classifier
learns to identify patterns in the sequences that indicate
malicious behavior.
• Classification of Malware: If a sequence is classified as mal-
ware, it is then passed to a second BERT classifier which is
trained to classify the malware into one of the three cate-
gories: SMS Trojan, Rootkit, Spyware.
• Validation and Testing: Validate the accuracy of the BERT
classifiers on a separate test set of data to ensure that the
classifiers are not overfitting the training data and are gen-
eralizable to new, unseen data.
• Deployment: Deploy the trained classifiers in a environment
for real-time classification of Android API sequences.

3.4 Classification Model
The proposed deep learning model is designed using TensorFlow
[4] and the Keras API. It is made up of two main components: the
BERT encoder and a neural network. BERT Encoder: The input
to the model is represented by raw text, which is first preprocessed
by the bert_preprocess layer, which is a pre-trained TensorFlow
Hub module 2. The pre-processed text is then passed through the
BERT encoder, which is a pre-trained TensorFlow Hub module 3,
and is responsible for generating a high-level representation of
the input text. There are little differences between the Neural Net-
work dedicated to malware categorization and the Neural Network
dedicated to malware detection.

3.4.1 Categorization. Neural Network: The output from the
BERT encoder passes through a series of neural network layers.
The first layer is a dropout layer with a dropout rate of 0.1. This
layer helps to prevent overfitting by randomly setting some input
neurons to zero during training. The next four layers are dense,
fully-connected layers with increasing number of neurons (1024,
2048, 4096, 4096) and ReLU activation functions. Finally, the last
layer is a dense layer with 3 neurons and a softmax activation
function, which generates the final output of the model.

3.4.2 Detection. Neural Network: A number of neural network
layers process the output from the BERT encoder. The top layer
has a dropout rate of 0.1 and is a dropout layer. The following three
layers are highly linked and dense, with increasing numbers of neu-
rons (1024, 2048, and 4096), as well as ReLU activation capabilities.
The model’s final output is produced by a dense layer with one
neuron and a sigmoid activation function in the last layer.

3.5 Data Augmentation
In the context of an Android API call sequence, data augmentation
for a BERT model involves generating new sequences by manipu-
lating existing ones. The goal is to balance the dataset, particularly
for the Spyware or SMS Trojan classes. The process entails cutting
two or more APIs from the original sequences and combining them
to form new sequences that belong to the desired classes. The pur-
pose of this data augmentation strategy is twofold. Firstly, it aims
to increase the size of the dataset. By creating additional samples,
the model has access to more diverse examples during training,
which can enhance its ability to generalize and make accurate pre-
dictions. Secondly, the augmentation strategy assists in addressing
the issue of class imbalance. In many machine learning tasks, in-
cluding malware detection, certain classes may have significantly

2https://tfhub.dev/tensorflow/bert_en_uncased_preprocess/3
3https://tfhub.dev/tensorflow/lambert_en_uncased_L-24_H-1024_A-16/2

https://tfhub.dev/tensorflow/bert_en_uncased_preprocess/3
https://tfhub.dev/tensorflow/lambert_en_uncased_L-24_H-1024_A-16/2


Graph-Based Android Malware Detection and Categorization through BERT Transformer ARES 2023, August 29–September 01, 2023, Benevento, Italy

Figure 3: Structure of Detection NN and Categorization NN.

fewer instances compared to others. This can lead to biased model
performance and by generating new sequences specifically for the
Spyware or SMS Trojan classes, the dataset becomes more balanced,
allowing the BERT model to learn effectively from each class and
improve its capability to detect these types of malware.

4 EXPERIMENTS
The Dataset for SMS-Trojan, Rootkit and Spyware APKs has been re-
trieved from Drebin [1][14], collecting more than 2000 applications.
In order to associate each application to a precise category, we have
leveraged the association made by the categorization proposed in
[12]; in the first step, we have linked each malware family to the
correspondent malware category and then we have linked each
malware hash value to the corresponding category passing through
the family associated to the chosen hash value. As you can see from
the Table 4, most number of malwares belong to three different
classes: SMS Trojan, Rootkit, Spyware. They cover more than
90% of the whole dataset.

Regarding Benign APKs, we have retrieved the complete package
from Maldroid [8] [7] and we have also crawled Google Play store
in order to reach a balanced dataset combining the same number
of malicious and benign applications.

It is worth describing the behavior of the analyzed malwares
proposed in [12].

Rootkit: an Android rootkit is a form of malware that can gain
administrative access to an Android device, allowing it to execute
tasks that ordinary apps cannot.

SMS Trojan: An Android SMS Trojan is a type of malware that
infects an Android device and uses it to send text messages (SMS)
to premium-rate numbers, incurring charges for the victim without
the victim’s knowledge or consent.

Spyware: Android Spyware is a type of malicious software that
is designed to gather information from an infected Android device
without the user’s knowledge or consent.

4.1 Training Phase Testbed
A split function is used to split the input data into training and test-
ing sets; the function is applied two times in order to extract from
the first training set the partition used as validation set. The stratify
parameter ensures that the proportion of each class is balanced
between the training and testing sets. A Metrics list contains three
evaluation metrics for the model: categorical and binary accuracy,
respectively for categorization and detection, precision, and recall.
Moreover, three callback functions are defined to be used during
model training:

• EarlyStopping is a callback function that will stop the train-
ing process if the validation loss does not improve for 5
consecutive epochs.
• ModelCheckpoint is a callback function that saves the weights
of the model at every epoch.
• Callback is a parent class for user-defined callback functions.

The optimizer parameter specifies the algorithm to use for opti-
mizing the model parameters, and Adam is a popular choice for
deep learning. The loss parameter specifies the loss function to
use during training, and CategoricalCrossentropy is appropriate for
multi-class classification problems.

4.2 Results
Table 5 is a categorization report that provides precision, recall,
and F1-score for each class in the dataset, as well as macro and
weighted averages and the number of instances for each class. The
last row of Table 5 shows the results of categorizing the test dataset,
with metrics such as loss, accuracy, precision, and recall. The loss
is 0.3295, which is relatively low, indicating good performance. The
accuracy is 0.9423, meaning that the model classified 94.23% of the
test instances correctly. The precision is 0.9433, which suggests
that the model has a low false positive rate, and the recall is 0.9387,
indicating a relatively low false negative rate. The figure 6 shows
the Categorization ROC cuve. An AUC value of 1.0 represents a
perfect classifier, while a value of 0.5 represents a random classifier.
The values provided are all close to 1.0, with Spyware having an
AUC of 0.9899, SMS-Trojan having an AUC of 0.9902, and Rootkit
having an AUC of 0.9871. These high AUC values suggest that the
model is able to distinguish between positive and negative instances
with high accuracy for all three classes.

Table 7 shows the detection report in which the precision, recall,
and F1-score for both classes are very high, with both classes having
a precision and recall of 0.98 and an F1-score of 0.98. In the last row
Table 7 the loss is 0.1254, hence negligible. The precision is 0.9805,
which means that the model has a low false positive rate, and the
recall is 0.9718, indicating that the model has a low false negative
rate.
5 RELATEDWORK
In the last years, several attempts have been made in order to detect
malwares by the use of DNNs (Deep Neural Networks): MAPAS [3]
uses convolution neural networks to assess the behaviors of mali-
cious programs based on their API call graphs (CNN) while Sachith
Seneviratne et al. [13] developed SHERLOCK, a self-supervised
deep learning model based on the Vision Transformer (ViT) archi-
tecture that can find malware. Compared to convolutional neural
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Figure 4: Category distribution
Category Counts
SMS Trojan + Installer 0.141%
SMS Trojan 0.2879%
Rootkit 0.2542%
Installer 0.0342%
Spyware 0.3737%
Trojan 0.0038%
SMS Trojan + Botnet 0.0016%
SMS Trojan + Spyware 0,0261%
Botnet 0.0033%
Ransomware 0.0011%
Total No. of APKs 903

Figure 5: Categorization Report
Class Precision Recall F1-Score Support
Spyware 0.913 0.971 0.941 272
Rootkit 0.946 0.911 0.929 271
SMS-trojan 0.970 0.945 0.957 272
Accuracy - - 0.942 815
Macro avg 0.943 0.942 0.942 815
Weighted avg 0.943 0.942 0.942 815

Loss Accuracy Precision Recall
Overall Values 0.3295 0.9423 0.9433 0.9387

Figure 6: AUC metric for Malware Categorization

Figure 7: Detection Report
Class Precision Recall F1-Score Support
Benign APK 0.97 0.98 0.98 568
Malicious APK 0.98 0.97 0.98 568
Accuracy - - 0.98 1136
Macro avg 0.98 0.98 0.98 1136
Weighted avg 0.98 0.98 0.98 1136

Loss Accuracy Precision Recall
Overall Values 0.1254 0.9762 0.9805 0.9718

networks (CNNs), our approach has the advantage of being able to
capture the relationships between API calls in the sequence, which
is crucial for detecting and categorizing complex Android malware.
Minghui Cai et al.[15] created a vector representation of E-FCGs
using an approach based on Graph Convolutional Networks (GCN).
GCNs are a powerful tool for analyzing the structure and behavior
of complex graphs, including API call graphs that represent the
behavior of Android apps. However, developing effective GCNmod-
els can require a large amount of domain knowledge and feature
engineering and GCNs are often limited by the quality and com-
pleteness of the graph representation of the app’s behavior. BERT,
on the other hand, can learn from any sequence of API calls, not just
those included in the graph. This makes it more robust to variations
in the representation of the app’s behavior and less likely to miss
important signals of malicious behavior. MALBERT [11] is an auto-
mated detection of dangerous software using a Transformers-style
architecture while Ullah, Farhan, et al. [16] developed a method that
makes use of both textual and visual aspects to discover and assess
network malware. Malceiver [9] is a multi-modal hierarchical Per-
ceiver model for detecting malware on Android. In comparison to
other approaches, our methodology for detecting and categorizing

malware in Android APKs has several advantages. Firstly, our ap-
proach uses BERT, which is capable of capturing the relationships
between API calls in a sequence, making it more effective in detect-
ing and categorizing complex malware than other approaches such
as CNNs. Additionally, BERT can learn from any sequence of API
calls, not just those included in the graph, making it more robust to
variations in the representation of the app’s behavior and less likely
to miss important signals of malicious behavior. Furthermore, our
approach is based on preprocessed API sequences, which makes it
less dependent on domain knowledge and feature engineering than
approaches such as GCNs. Finally, our approach does not require
any visual aspects of the APK or network traffic, making it more
scalable and efficient.

6 CONCLUSIONS AND FUTUREWORK
In this work we have presented an approach for Android malware
analysis using BERT to classify API call sequences. The proposed ap-
proach has shown promising results for both malware detection and
categorization. For malware categorization, our approach achieved
a relatively low loss, high accuracy, and precision, indicating a low
false positive rate and a relatively low false negative rate. This sug-
gests that our approach can effectively categorize Android malware
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and help mitigate the risks posed by malicious applications. For
malware detection, our approach achieved an extremely low loss,
high accuracy, and precision, indicating good performance with a
low false positive rate and a low false negative rate. These results
suggest that our proposed approach can effectively detect Android
malware and help prevent its spread. In future works, we plan to
expand the categories of Android malware that our approach can
detect and classify. This could involve exploring new techniques
for feature engineering or incorporating additional sources of in-
formation, such as metadata or network traffic. Additionally, we
plan to extend our approach to other types of systems, such as ELF
systems commonly used in Linux.
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