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Abstract. Recent years have seen dramatic changes in sources of data, amounts of data, availability of data, frequency of data,
and types of data. Along with advances in data analytic technology these changes have opened up huge possibilities for improving
the information content and timeliness of official statistics. in this paper we characterise such “smart statistics”, examining their
potential benefits and the obstacles that must be overcome if they are to be trusted and relied upon. In particular, we list eight
specific recommendations which we believe producers of smart statistics should adhere to if the full potential for economic and

social benefit is to be achieved.
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1. Introduction

The amount of data being produced and stored is
growing at an exponential rate, doubling every two
years or so in terms of volume, with a great vari-
ety and velocity of production. Much of this dramatic
growth is attributed to changes in styles of communi-
cation due to the rise of technology and the increas-
ing use of the internet. In particular two new forms
of communication have developed: human Computer-
Mediated-Communication (CMC) and the Internet of
Things (IoT), a non-human CMC.

In CMC [1] any human communication occurs
through two or more “smart devices” having specific
formats, such as instant messaging, email, chat rooms,
online forums, social network services and text mes-
saging. Communication with CMC, in contrast to face-
to-face human conversation, which happens in real-

*Corresponding author: Maurizio Vichi, Sapienza University of
Rome, Piazzale Aldo Moro 5, 00185 Rome, Italy. Tel.: +39 649 910
405; Fax: +39 649 910 072; E-mail: maurizio.vichi @uniromal .it.

time (synchronous), can also be asynchronous, with
parties not communicating at the same time. The by-
product of CMC is the “datafication” [2] of different
aspects of the life of citizens; in fact, social media plat-
forms tend to broadcast continuously and show com-
munication among people on all possible topics and
phenomena relating to their lives. Thus, society collec-
tively accumulates data on massive amounts and as-
pects of its behaviour. If these processes are consid-
ered as an ecosystem, these data — denoted “organic
data” — reflect a natural feature of this ecosystem [3].
In this way, social actions and communications are
transformed into online-quantified organic data, which
can be tracked in real-time. For example, Research-
Gate datafies the research network, Twitter produces
a datafication of social topics, LinkedIn datafies pro-
fessions, while YouTube digitally datafies different be-
haviours of the lives of people. According to the ESS
Task Force on Big Data and Official Statistics (2018),
most data in the course of the third decade of the 215
century is expected to be “organic”.

The European Research Cluster on the Internet of
Things (IERC) states that the IoT is a dynamic global
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network infrastructure with self-configuring capabili-
ties based on standard and interoperable communica-
tion protocols where physical and virtual “things” have
identities, physical attributes, and virtual personalities
and use intelligent interfaces, and are seamlessly inte-
grated into the information network. Thus, the IoT pro-
duces communication between things and a datafica-
tion of actions and services for which they are used.
This means that the process of datafication induced by
the IoT can also be considered as an ecosystem, pro-
ducing organic data.

The automatic electronic measurement, data capture
and recording which does not require human interven-
tion induced by CMC and the IoT produces data with
a great velocity, variety and volume. But organic data
and information/knowledge are different. To extract
something useful from the data, sophisticated statisti-
cal methodologies, algorithms, and other tools are re-
quired. Moreover, the velocity of the flow of incoming
data often means that this needs to be done in real-time.
The integration of the data and data capture technolo-
gies with the statistical methodologies necessary to
transform these data into information/knowledge pro-
duces what can be called “smart statistics”. These pro-
vide a rich opportunity for producers of official statis-
tics. They have the potential to yield deeper insights,
more quickly, and with greater accuracy than tradi-
tional methods.

This paper looks at the potential implications of
smart statistics in connection with big data, new data
sources, and new ways of processing data to produce
official statistics. In particular, it is concerned with the
changes we are certain to see in the production and use
of official statistics in the near future, as well as with
what needs to be done to protect the trustworthiness
and reliability of such statistics in the light of recent
developments in statistics, machine learning, data min-
ing, artificial intelligence, and related technologies.

In the next section we give a more detailed definition
of smart statistics, followed by a closer look, in Sec-
tion 3, at the characteristics of the new types of data
and technologies for manipulating them. The potential
benefits from smart statistics may be obvious, but we
briefly explore them in Section 4, and illustrate in Sec-
tion 5 with a recent example. Of course, for the poten-
tial to be achieved, various obstacles need to be over-
come, and we examine those obstacles in Section 6.
In that section, we make specific recommendations for
how the obstacles might be tackled, which we hope
will provide something of a framework for workers in
the area. A concluding section makes a final higher-
level recommendation.

2. Smart statistics

The term “smart” is used increasingly widely to sig-
nify that a system has a measure of autonomous pro-
cessing (or “intelligence”) built into it. Familiar exam-
ples of smart systems are: “smart cities” which mon-
itor and manage urban mobility, accessibility, waste
management, hospitals and other community services;
“smart cars” with advanced control systems to per-
ceive surroundings and identify appropriate naviga-
tion paths as well as obstacles and relevant signage;
“smart farming”, for modern agriculture; “smart fac-
tory and industry 4.0” for automation in manufacturing
technologies; “smart buildings” for building automa-
tion. Hence, more formally we can define “smart statis-
tics” as the final products of a process of statistical
production in real-time, incorporating functions of au-
tonomous, automated and continuous data collection,
data-driven processing, and adaptively responding to
environmental changes. “Environmental changes” here
refers to such things as the raw data generating process
changing (e.g. in administrative data), changes to legal
and regulatory restrictions on how data can be used,
and ethical aspects evolving over time (e.g. particu-
lar survey questions on race and religion which were
once acceptable might become less so). Overall, a con-
trol process is included in order to describe and anal-
yse a situation, a concept, a real fact, in general a phe-
nomenon.

When the described reality requires a decision, in or-
der that the most appropriate and relevant smart statis-
tics can be developed and used their construction re-
quires consideration of that decision-making process:
“appropriateness” and “relevance” are joint properties
of the statistics and the questions being asked. We see
that smart statistics are products of a modern process
of automated statistical production, allowing phenom-
ena to be described quickly, and which can be used
for decision making and tracking coherent policy con-
clusions. The term “trusted smart statistics” means, in
particular, that the smart statistics can be relied on to
provide reliable, robust, and accurate information, with
the adjective “trusted” implying that the decisions are
based on sound data and information extraction; that is,
the data must be properly representative of the system
being described.

As we have observed, the term smart statistics arises
in connection with the dramatic and rapid changes oc-
curring in society, that is: with CMC, the IoT, and the
consequent datafication of the society; the change of
statistical sciences in the information age due to inter-
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net and new smart technologies; and the (often new)
uses to which the statistics are to be put and the deci-
sions and actions which are to be based on them.

In the context of official statistics, for better charac-
terising the definition of smart statistics it is useful to
enumerate some “principles” and “activities” on which
these statistics are based. These include:

— Autonomous and automated data collection from
sensors, algorithms and CMC (scraping). Statis-
tics are derived from raw data by algorithms, and
often the algorithms or aspects of them are em-
bedded in the data collection process — for exam-
ple, systems which monitor traffic flow on mo-
torways, or footfall in retail outlets, automatically
accumulating counts of events, and not simply re-
turning raw image data. Implicit in this is that
the production of raw data arises from variety of
sources including the IoT, and CMC provided by
the world wide web, social media, administrative
sources, and private sector data;

— Continuous data collection autonomously data-
driven. Increasingly Al and machine learning sys-
tems are used to collect data, and these need to
respond autonomously to changing circumstances
— in driverless cars, for example, the data collec-
tion is continuous, with the nature of the data, and
how it is preprocessed prior to telemetric trans-
mission, being autonomously and adaptively de-
cided. Large and often very large raw data sets
(organic data) called Big Data;

— Adaptively responding, by data-driven process-
ing, to environmental changes. Thus, the process
or system extracting the data will often need to
be interactive and adaptive to novel requests, to
changing nature of available data, and to changing
constraints on how data might be used;

— Statistics extractable in real-time or in as close to
real-time as makes sense;

— Including a rational decision-making process
when statistics are used for decisions.

The above suggests that the phrase “smart statistics”
can be interpreted to mean both a fechnology includ-
ing sensors or methods that allow information to be
autonomously collected, tracked, processed across lo-
cal and global network infrastructures and a numerical
summary of the datafication of the reality, just as the
word “statistics” itself can refer to the discipline and to
specific numerical summaries.

It is important to observe that smart statistics im-
plies the description of reality from a modern multi-
variate viewpoint. This means that many different as-

pects of reality are simultaneously observed (e.g., in
smart systems such as an “autonomous vehicles”, sen-
sors such as radar, laser light, GPS, computer vision,
produce different and complementary data which are
used simultaneously to better perceive reality). In ad-
dition, data necessary for smart statistics must often in-
clude time and geospatial references in order to anal-
yse trends and convergences over time and to evaluate
the diffusion of the observed reality in the territory.

While the same principles apply more generally, this
paper is restricted to official statistics- statistics aimed
at understanding and improving society. It does not dis-
cuss, for example, statistics aimed at improving or in-
forming a commercial operation, such as insurance de-
cisions or marketing strategies.

For official statistics (smart or otherwise) to be
useful, they must have a number of characteristics.
Characteristics listed by National Statistical Institutes
(NSIs) often include relevance, timeliness, consis-
tency, coherence, availability, and accessibility, but we
can add others, some of which describe the data collec-
tion and processing stages, such as transparency, trust-
worthiness, accuracy, security, and confidentiality.

The UK Statistics Authority’s Code of Practice [4],
for example, is based on three pillars, each which is
split into several more detailed desiderata:

— Trustworthiness: Confidence in the people and or-
ganisations that produce statistics and data;

— Quality: Data and methods that produce assured
statistics;

— Value: Statistics that support society’s needs for
information.

For smart statistics, the pillars which present the
most challenges will be the trustworthiness and quality
pillars, since by definition smart statistics provide offi-
cial bodies with less control over the raw data than do
traditional official statistical sources.

In a similar vein, the European Statistics Code of
Practice [S] (EU, 2011) is based on fifteen principles,
amongst which are (Principle 4) a commitment to qual-
ity, (Principle 5) statistical confidentiality, (Principle 7)
sound methodology, (Principle 8) appropriate statisti-
cal procedures, (Principle 12) accuracy and reliability,
and (Principle 14) coherence and reliability.

Principle 14 is particularly noteworthy here since, as
we shall see, it is a characteristic of smart statistics that
the constituent data are often collected for purposes
other than official statistics and that they come from
a variety of not necessarily compatible sources. This
presents novel technical challenges relating to trans-
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parency and auditability, as well as those of ensuring
consistency.

Traditionally, official statistics are calculated by an
NSI from the raw data. However, embedding of pro-
cessing in data capture and measurement instruments,
as described above, is becoming more important for
two reasons. One is simply the fact that it can be done:
advanced microelectronics means that preprocessing
to extract signals can be done at source. For example,
as mentioned above, rather than sending raw details
of radar signals, traffic monitors can process the data
to count the numbers of vehicles passing a point and
transmit only this count. The second reason is that it is
often necessary to reduce the sheer volume of data to
be transmitted. This is best accomplished by extracting
the relevant signals at the earliest possible point. Hav-
ing said that, one must recognise that pre-processing
does mean sacrificing data, and that other aspects of
the data might be useful signals for different questions.
This is always a risk in data compression and selec-
tion — in official statistics and beyond (e.g. (a) in the
Large Hadron Collider at CERN each event generates
about 1 Mb of data, and the initial data measurement
rate is around 600 million events per second. This is
reduced at measurement to about 100,000 events per
second; (b) in image processing, images are reduced to
relevant features, but errors by deep learning systems
have been reported, where inappropriate features have
been chosen). The key lesson to learn from this is the
importance of engaging potential users of statistics at
the data capture and data processing stages.

3. New data sources and new data technologies

Official statistics are statistics collated by govern-
ment agencies or other public bodies to provide a re-
source for governments and citizens to assist in under-
standing, decision-making, and planning. They cover
all aspects of life, including economic, social, health,
education, commercial, and so on. In the past, collect-
ing the raw data from which to provide official statis-
tics has been a slow and expensive process, involving
exercises such as elaborate face-to-face and telephone
surveys and business surveys which need to be manu-
ally completed. Increasingly, however, alternative data
sources enable information to be collected without re-
quiring any additional effort on the part of those pro-
viding the data-apart, perhaps, from giving permission
that the data may be used for further purposes.

Examples of these alternative data sources include:

— Web-scraped data. This typically describes an au-
tomated search through websites and the extrac-
tion and downloading of information from rele-
vant websites. Web-scraping, as with all cutting-
edge data technologies, is not without its legal
questions. In this case they often relate to copy-
right issues.

— Administrative data. These are data generated
during the course of some administrative exercise-
tax returns, health records, school tests, credit
card transactions, supermarket purchases, etc. -
which are then stored, and which can later be used
in constructing official statistics.

— Social media data. This normally describes data
collected from individuals’ interactions through
platforms such as LinkedIn, Facebook, and Twit-
ter.

— Machine generated (IoT) data. This covers things
such as automatic sensors. At a low level they
might be accelerometers (e.g. as used in detecting
when a car has driven over a pothole), gyroscopes
(showing changing directions), pressure gauges,
temperature gauges, and so on. At a higher level
automatic sensors will give indications of weather
conditions, vehicle congestion, crowds, crop con-
dition, and so on.

Increasingly data used in deriving official statistics,
whether smart or not, are collected by bodies other
than the NSIs, and often by non-governmental or non-
official bodies, such as corporations. Different sources
of data have different properties. If data are collected
by a private commercial operation, for example, it
means that the NSI has very limited control over the
quality of the data, including precise definitions. Be-
yond this, however, are questions relating to possible
(legal) limitations on what the data might be used for.
Indeed, as we discuss below, since the strengths and
weaknesses of new data sources differ from those con-
ventionally used in creating official statistics, smart
statistics based on these new data sources present new
kinds of challenges in ensuring reliability and trustwor-
thiness.

In addition to new data sources, we are seeing a
wider range of data rypes. Traditionally, official statis-
tics will be based on numerical raw data (translating
categories into counts, for example). But modern data
capture technology means we are now also faced by
text data, image data, signal data, and other types. Each
of these present its own technical challenges.

To complicate things even further, great gains in un-
derstanding arise from linking data sets. For example,
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the UK’s Administrative Data Research Network [6]
was a consortium linking data from UK government
departments for the purposes of social and public pol-
icy research. But data linkage presents challenges of its
own [7,8]. Even for conventional numerical databases,
these include deciding how to measure similarity be-
tween records, deduplication, variation in the way data
are recorded, and different databases containing inter-
secting but different subsets of a population. With data
of different types (e.g. combining hospital records with
text data from clinical trial reports) the challenges are
that much greater.

The aim of official statistics is to describe rather
than predict. Official statistics summarise and aggre-
gate data sets, and fit hypothesised models to data. In
the context of smart statistics this may involve real-
time analysis, and it might also be interactive in re-
sponse to changing user requests, but the key point is
that this means that the core technology will be statis-
tics and not, for example, machine learning, which is
fundamentally concerned with prediction (in the sense
of “prediction of the class of an object or the value of
a variable”). This matters because the predictive aim
of machine learning means it emphasises algorithms
(descriptions of how to process data) rather than mod-
els (descriptions of the structures that data take). Of
course, some of the adaptive and interactive processes
which are implicit in various machine learning algo-
rithms will find a use in adaptive estimation, updating
estimates, and interactive smart statistics systems.

Technological advance, be it from exciting new data
sources or powerful new computing tools, takes place
within a social context. This means that overlaying all
of the above is the need to conform to legal and regula-
tory requirements, such as the General Data Protection
Regulation, which came into force in May 2018. Such
regulations are concerned with the right to access per-
sonal data, to have it corrected, and to control how it
is used. Privacy preservation, and associated tools such
as anonymisation and pseudonymisation, while impor-
tant to official statistics are possibly less critical than in
operational domains (e.g. running a bank or hospital)
because the fundamental aim in official statistics is to
make statements about aggregates rather than individu-
als. Overall, however, the concept of “trustworthiness”
in official statistics relates not merely to their accuracy,
but also to their ethical nature.

The process of producing smart statistics comprises
some additional phases beyond those of the classical
production process of official statistics. Fundamental
is the design of the smart system necessary to describe

the reality under study. This includes the choice of
methods for automatic data collection and the tech-
nologies of CMC and IoT to be used in order to guar-
antee large raw data sets, the raw data variety of the
information (multivariate) and the autonomous and au-
tomated data processing. The data analysis phase has
to guarantee the adaptive characteristic of the smart
statistics, by using a statistical learning approach [9]
where a data-driven statistical model is used to de-
scribe reality in a training data set. That is, while we
are familiar with data itself being generated by a non-
stationary process, the data collection process used for
smart statistics will often be non-stationary: a corpora-
tion might change the way it decides to collect data for
example, and smart statistics have to cope with this.

4. Benefits

There are many potential benefits to smart statistics
based on new sources of data including:

— Extent. Alternative data sources are often very
extensive. In principle (though as discussed in
the next section, the practice may be different)
administrative transaction data capture all the
information involved in transactions, and web-
scraped data can be as extensive as you like. This
means that it is possible to make statements about
smaller constituencies (smaller groups of peo-
ple, smaller geographical regions, and so on) than
would be possible with a much smaller sample.

— Granularity. Many alternative data sources cap-
ture data at a highly granular level, with very pre-
cise or specific values being recorded. For exam-
ple, credit card transactions will record detailed
prices, nature of goods purchased, time of pur-
chase to the nearest minute or more, and so on.

— Timeliness. In principle again, data can be cap-
tured essentially as it is generated — as phone
calls take place, as internet purchases are made,
as prices are changed on the web, and so on. This
means that financial and social indices can be up-
dated in real-time.

— Closer proximity to social reality compared with
conventional data acquisition methods. Since the
new (administrative) data sources monitor actual
behaviour, summary statistics based on them tell
us how people behave, not how they say they
behave. Indeed the shortcomings of conventional
data collection strategies was graphically revealed
by a recent study showing that people underes-
timate the number of calories they consume by
about a third [10].
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— Responsiveness to changing questions and cir-
cumstances. If vast masses of very low level data
are stored, then statistics aimed at follow-up ques-
tions can be readily calculated.

— Cost and effort reduction. If the data are collected
automatically, no addition effort (e.g. no survey)
is necessary. A compelling example of this is the
shift towards censuses based on administrative
data rather than elaborate specific data collection
exercises [11].

One of the most compelling illustrations of the
power of smart statistics is the case of inflation in Ar-
gentina over the period from 2007 to 2011. In his de-
scription of the Billion Prices Project Alberto Cav-
allo [12] describes how inflation indices for Brazil,
Chile, Colombia, Venzuela, and Argentina were calcu-
lated based on web-scraped data and compared with
the official estimates based on baskets of prices col-
lected in the conventional way. In the first four of
these “online price indexes approximate both the level
and main dynamics of official inflation. By contrast,
Argentina’s online inflation rate is nearly three times
higher than the official estimate.” That is, smart statis-
tics enabled the detection of a case of manipulation
of official statistics. It is worth noting that Cavallo
and Rigobon described their web-based approach as a
complement to existing methods rather than a replace-
ment [13], noting differences in the baskets of goods
included in the measure deriving from the different
ways of collecting the prices. In terms of the potential
benefits of smart statistics which we listed above, the
following are particularly apparent in this example: the
extent of the data collected (the title of “billion prices”
indicates this!), the timeliness (in principle the web can
be scraped every day, with the results reported imme-
diately), responsiveness to changing circumstances (it
is easy to change the basket of goods being measured),
and especially the very dramatic cost and effort reduc-
tion in web-scraping prices rather than manually col-
lecting them from physical shops.

5. An example: Faster indicators of UK economic
activity

The mission of the Data Science Campus of the
UK’s Office for National Statistics is to “work at
the frontier of data science and Al — building skills
and applying tools, methods and practices — to create
new understanding and improve decision-making for
public good” (https://datasciencecampus.ons.gov.uk/).

One example of its work, illustrating the benefits out-
lined in the preceding section, is its project on Faster
Indicators of UK Economic Activity (https://datascienc
ecampus.ons.gov.uk/faster-indicators-of-uk-economic-
activity/) . The three goals of this project are to:

— Identify close-to-real-time big data and adminis-
trative datasets which represent useful economic
concepts;

— Create a set of indicators that allow early identifi-
cation of large economic changes;

— Provide insight into economic activity, at a level
of timeliness and granularity not currently possi-
ble with official economic statistics.

The researchers emphasise that they are not attempt-
ing to forecast GDP or other headline economic indica-
tors, but simply to provide an early, closer to real-time,
picture of a range of economic activities. They suggest
that the measures could supplement more traditional
official statistics in assisting policy-makers to interpret
the economic situation. This seems to be an important
general point about smart statistics: since they will be
based on new and relatively unfamiliar data sets, and
since they will use novel definitions, they should not be
seen as trying to estimate exactly the same concept as
the traditional measure. As we noted above, the Billion
Prices Project is a case in point: even for those South
American countries where it broadly tracked the stan-
dard measure of inflation, it did not do so exactly.

By March 2019, the Faster Indicators of UK Eco-
nomic Activity researchers had carried out initial work
using three datasets:

— HM Revenue and Customs (HMRC) Value Added
Tax (VAT) returns;

— Ship tracking data from automated identification

systems (AIS);

— Road traffic sensor data for England.

Full descriptions of the datasets and findings are
given on the website, but by way of illustration, indica-
tors produced from the tax data (HMRC data) include-
tracking changes in repayment behaviour;

— Monitoring cases where initial data checks fail
and the data are re-input;
— Identifying cases where returns are revised.

The value of such statistics is clearly illustrated by
the comment, for the HMRC data, that “Quarterly and
monthly indicators will be available one month before
the official GDP estimate.” Likewise, the value of the
ship tracking data is illustrated by the fact that invest-
ment companies have been making use of such data
for some years. It is time National Statistical Institutes
caught up.
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6. Risks and resolutions

The novel data sources and technologies implicit in
smart statistics necessarily mean that such summaries
come with risks. The development of smart statistics
must go hand in hand with an understanding of the
risks, and the development of strategies and tools to
alleviate them.

6.1. Data quality

Quality is a perennial issue for all data analysis. Ev-
ery practicing statistician has their own horror stories
about misleading statistics based on faulty data. Mas-
sive data sets and elaborate collection and process-
ing systems have aggravated the potential risks. While
one might manually examine each of a thousand data
points, doing so for a billion points is infeasible. Fur-
thermore, algorithms always give an output, regard-
less of the quality of the data fed in, and regardless of
whether that output is meaningful or not.

Lack of control over the raw data, because they
are collected by some body other than the NSI itself,
makes things even worse. Data collected for an ad-
ministrative purpose might be suitable for that pur-
pose, but less so for deriving official statistics [14].
Data collected from social media interactions or by
web-scraping or by computer-assisted web interview-
ing [15] are likely to have all sorts of unspecified se-
lection distortions rendering them nonrepresentative of
the population to which an inference is to be made.
Even automatic electronic measuring instruments can
give faulty data- if they become detached, drift out of
alignment, or fail, for example. Verification of the ac-
curacy and validity of raw data is likely to be increas-
ingly difficult, or even impossible, as we move into the
smart data world.

Yet another layer of complication arises when data
from multiple different sources are linked, merged, or
fused. Each source is likely to have its own quality
and representativeness issues, and these will be com-
pounded, not diluted, when data sets are combined,
not least because of almost inevitable inconsistencies
between data from different sources. And yet further
complications arise from differences in definitions.

Recommendation 1: In parallel with the introduction
of each smart statistic must be a protocol for checking
the veracity, authenticity, and accuracy of the raw data.

Recommendation 2: Triangulation methods must be
developed, whereby smart official statistics are derived
via several different routes, so that consistencies and
comparability of definitions can be checked.

6.2. Data provenance

Since smart statistics will often be based on data not
under the statistician’s control, trust in the data requires
that its provenance and the meta data describing it are
documented in great detail [16]. This requires noting
the nature, type, model, version, etc, of any measur-
ing instrument, questionnaire, recording device, and so
on used in the capture of the data. Moreover, all data
undergo cleaning and checking prior to analysis- in-
deed, often this is the major part of the effort leading
to a statistical conclusion. In order to have confidence
in the data, and that the data represent what they pur-
port to, every step and modification made to the raw
data must be noted. In many situations, earlier versions
of the data should be stored, although this will not al-
ways be possible (e.g. in dynamic situations- but then
accurate time stamps must be recorded so that the path
through an analysis could be reconstructed).

Such recording practices will not be undertaken in
the expectation that analyses will be re-run, but rather
so that they could be re-run if necessary. Without this
one can have no confidence that the conclusions gen-
uinely derive from the data. These practices are neces-
sary for transparency, accountability, and trustworthi-
ness.

Recommendation 3: Any data used to produce smart
statistics should have its origins and associated meta-
data carefully described.

Recommendation 4: All data modifications and
changes should be noted, along with their reasons and
the times, so that earlier versions of data sets can be
derived.

6.3. Sustainability

One of the important aspects of current official
statistics is that they are consistent over time. If the
same methods have been used to collect the data and
the same methods used to produce a summary statis-
tic over a period of years, then time series can be pro-
duced. These can show how things are changing, as
well as how they have behaved in the past. This is use-
ful not just for historians, but also to those tasked with
formulating current policy. There are two rather dif-
ferent aspects to this. One is the non-technical one of
sustainability of access as bodies providing the data
change and come and go. The other is the technical
one of the nature of the data changing (non-stationary
data) as the processes or methods used by the data col-
lecting bodies change. The first requires a mainly ad-
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ministrative solution and the second a mainly technical
solution.

Unfortunately, it is almost a necessary consequence
of the definition of smart statistics that they lead to
short time series, because the data collection methods
change. Web-scraping relies on the structure of the web
and the algorithms used to identify web sites (e.g., the
Google search algorithm changes regularly); adminis-
trative data relies on the operation which generated the
data being maintained over time (e.g., banking systems
evolve or are upgraded); social media strategies and
tools seem to change on almost a daily basis (e.g., think
of Bebo, Myspace, Facebook, Snapchat, Twitter,. . .).
Apart from technological reasons for changes, there
are also commercial reasons (e.g., more attractive com-
petitors knock out a business), regulatory reasons (e.g.,
often to do with privacy: at the time of writing Face-
book is in the news, with its CEO having appeared be-
fore Congress in the United States), and simple societal
reasons (e.g., users’ preferences change).

Unfortunately, this sustainability risk is the oppo-
site side of the coin of the benefits of smart statis-
tics: we cannot change to exciting new data and meth-
ods without changing away from older data and meth-
ods. Nonetheless, careful monitoring and recording of
changes of definitions and methods where this is pos-
sible can alleviate the problems.

Recommendation 5: Insofar as it is possible, consis-
tency checks should be made over time. These should
include checks of data analytic methods and of defini-
tions. When time series show a sudden change in be-
haviour (level, trend, volatility, etc.) efforts should be
made to understand why the changes have occurred,
and in particular to provide assurance that it is not due
to changes in the raw data or collection system.

6.4. Infrastructure breakdown and complexity crash

There is another important challenge which has
arisen only rarely in the context of official statistics be-
fore, but which is certain to occur as we progress into
the world of smart statistics. This is the vulnerability
of official statistics to infrastructure breakdowns, hack-
ing, and system failures arising from increased com-
plexity and multiplicity of components and their de-
pendencies and interactions (complexity crashes). We
have seen examples of these in other contexts- in bank-
ing systems, health records, electoral system, and else-
where. The risks will become increasingly relevant to
official statistics to the extent that those are built on
real-time data acquisition from a variety of sources,
coupled with fast processing and delivery of statistics.

The importance of economic indicators means that
a more sophisticated strategy for both preventing and
recovering from systems failure is needed. We need to
learn from the work on “safety critical systems” which
has been carried out in other domains, such as nuclear
engineering, aviation, and medicine. Having redundant
systems is a basic notion.

It is a characteristic of smart statistics that the un-
derlying systems they are monitoring and the data sets
they are accessing are complex- the opposite of a sim-
ple survey designed to answer specific questions. Com-
plex systems have their own vulnerabilities because of
their fundamental interconnectedness and nonlineari-
ties (see, for example, Charles Perrow’s classic work
Normal Accidents: Living with High-Risk Technolo-
gies: [17]). It is in the nature of these vulnerabilities
that they are unseen and unexpected, but we can guard
against their consequences by having robust backup
and recovery plans.

Recommendation 6: Regular backups should be
made and fall-back systems should be in operation so
that urgent official statistics will not be substantially
delayed. Learn from the work on safety critical sys-
tems.

6.5. Privacy risk

While the risks to privacy arising from official statis-
tics might not be as sharp as those arising from the col-
lection and manipulation of data for operational pur-
poses (e.g. smart meter data revealing to burglars when
you are likely to be at home), they still exist. After all,
large masses of data are collected and stored, and this
is often personal, such as financial and medical data.
However, once datasets have been linked there is no
reason to preserve the identifying features- after all, of-
ficial statistics are about aggregations, not individuals.
Sophisticated methods, such as the Trusted Third Party
system used by the Administrative Data Research Net-
work, have been developed to protect individual pri-
vacy prior to and through the linkage stage.

Given the above, it is perhaps surprising that indi-
viduals are more willing to divulge data to commercial
operations than to government. One possible explana-
tion is that the gain they receive in exchange for the
data is more immediate and obvious: they gain access
to the social network or some other service. In contrast,
the gains from giving the data to official statisticians
are less obvious: more effective schools, better hospi-
tals, a more efficient economy and so on do not directly
and obviously link to you telling a statistician how old
you are, your medical history, and your education.
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Recommendation 7: An organisation is trustworthy
only to the extent that it protects the privacy of its
users: methods to ensure the privacy and safety of data
used to produce smart statistics must be put in place.

7. Conclusion

Smart statistics based on new data sources and new
methods of analysis have properties not possessed by
more traditional official statistics — such as timeliness
and adaptability. If alternative suppliers of statistics
provide products which do have these properties then
any reservations about other aspects — perhaps less
confidence in accuracy, or doubts about how well the
statistics match a formal definition or precisely how
relevant they are to a particular question — must be bal-
anced against them. Put bluntly, if producers of offi-
cial statistics do not respond by adapting in terms of
speed, timeliness etc., that is if they do not produce
smart statistics, then they risk being replaced by other
suppliers who might have a less reliable or relevant
product.

At bottom, the particular strength of NSIs is their
trustworthiness. This is a primary factor distinguish-
ing them from alternative sources which might claim
to produce comparable indices: commercial financial
operations producing inflation indices, estate agencies
producing house price indices, insurance companies
producing population statistics, and so on. It is possible
that using data from other organisations, so that there
is less confidence about the accuracy of the data, might
damage an NSI reputation. In any case, commercial
organisations might have reservations about divulging
their data and methods — understandably, since their
business edge might be based on proprietary sources
and tools.

We suggest that trusted smart statistics are critically
important in the so-called “post truth” era, where ap-
peals to emotion risk undermining objective facts. Ef-
fective policies must be based on ground truths, not
wishful thinking. In turn, to be trusted, statistics must
be trustworthy, meaning that the raw data and the sta-
tistical methods applied to those data must merit trust.
And as a final step, to merit trust the data and methods
must be transparent: observers must be able to check
and verify this trustworthiness. All of this leads us to
our final recommendation:

Recommendation 8: An oversight body or regulator
should be created to resolve disagreements, to look into
failures, etc. This body should have the power to ex-
plore the sources of all data which are fed into the pro-
duction of official statistics and the methodology used
to produce the statistics. This body should be indepen-
dent of the users and producers of the statistics, includ-
ing the NSI itself.
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