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Preface

Welcome to the "Open Identity Summit 2016" (OID2016), which has been jointly orga-
nized by the special interest groups BIOSIG within the German Informatics Society (Ge-
sellschaft fiir Informatik e.V. (GI)), the EU-funded FutureID project, the Open eCard pro-
ject, the SSEDIC.2020 initiative, the PICASO project, the LIGHTest project, the
FutureTrust Project, and last but not least by Fondazione Universitaria INUIT Tor
Vergata.

The international program committee performed a strong review process according to
the LNI guidelines. At least three reviews per paper and 47 percent accepted papers of
the 21 submitted papers as full scientific papers guarantee the high quality of presenta-
tions. These proceedings cover the topics of ecosystems and architectures for digital
identity, mobile electronic identity, trust services, open source, and cloud and data man-
agement.

Furthermore, the program committee has created a program including selected contribu-
tions of strong interest (further conference contributions) for the outlined scope of this
conference.

We would like to thank all authors for their contributions and the numerous reviewers
for their work in the program committee.

Rome, October 2016

Detlef Hiithnlein
ecsec GmbH

Heiko Rofnagel
Fraunhofer 140

Christian H. Schunck
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Maurizio Talamo
Fondazione INUIT
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BIOSIG — Biometrics and Electronic Signatures (http://www.biosig.org/)

The special interest group “Biometrics and Electronic Signatures” (BIOSIG) within GI
e.V. is dedicated to the fundamentals, methods, techniques, processes and implementa-
tions used to guarantee the authenticity and integrity of entities.

SSEDIC.2020 (http://www.ssedic2020.com/)

The objective of SSEDIC.2020 is to provide a platform for all the stakeholders of eID
(electronic identity) to work together and collaborate. SSEDIC.2020 builds on the suc-
cess of the EU funded SSEDIC thematic network.

FuturelD Project (http://www.futureid.eu/)

The EU-funded FuturelD project builds a comprehensive, flexible, privacy-aware and
ubiquitously usable identity management infra-structure for Europe, which integrates ex-
isting eID technology and trust infrastructures, emerging federated identity management
services and modern credential technologies to provide a user-centric system for the
trustworthy and accountable management of identity claims.

Open eCard Team (http://www.openecard.org/)

The Open eCard Team is an open community, which aims at providing an open source
and cross platform implementation of the eCard-API-Framework (BSI-TR-03112) and
related international standards such as ISO/IEC 24727 and OASIS DSS through which
arbitrary applications can utilize authentication and signatures with arbitrary smart cards.

PICASO Project — (http://www.picaso-project.eu)

The PICASO project aims to develop an ICT platform which will support the coordina-
tion of care plans across different sectors for people diagnosed with co-occurring chronic
diseases. The PICASO platform is a service oriented, ICT based integration platform
based on dynamic and personalized orchestration of care services. The method for shar-
ing patient information between all relevant formal and informal care providers is by us-
ing a unique, trust federated solution, thereby overcoming the problem of data privacy in
cloud based health systems.

LIGHTest Project — (http://cordis.europa.eu/project/rcn/203437_en.html)

The objective of LIGHTest is to create a global cross-domain trust infrastructure that
renders it transparent and easy for verifiers to evaluate electronic transactions. By query-
ing different trust authorities world-wide and combining trust aspects related to identity,
business, reputation etc. it will become possible to conduct domain-specific trust deci-
sions. This is achieved by reusing existing governance, organization, infrastructure,



standards, software, community, and know-how of the existing Domain Name System,
combined with new innovative building blocks.

FutureTrust Project — (http://www.futuretrust.eu/)

Against the background of the regulation 2014/910/EU on electronic identification (eID)
and trusted services for electronic transactions in the internal market (eIDAS), the Fu-
tureTrust project aims at supporting the practical implementation of the regulation in Eu-
rope and beyond. For this purpose, FutureTrust will address the need for globally in-
teroperable solutions through basic research with respect to the foundations of trust and
trustworthiness, actively support the standardisation process in relevant areas, and pro-
vide Open Source software components and trustworthy services which will ease the use
of eID and electronic signature technology in real world applications.

Cooperation

Supported by

Gesellschaft fiir Informatik e.V.
http://www.gi.de/
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LIGHT*" -- A Lightweight Infrastructure for Global
Heterogeneous Trust Management

Bud P. Bruegger!, Peter Lipp?

Abstract: LIGHT*' is a project that is partially funded by the European Commission as an
Innovation Action as part of the Horizon2020 program under grant agreement number 700321.
LIGHT*"*s objective is to create a Lightweight Infrastructure for Global Heterogeneous Trust
management in support of an open Ecosystem of Stakeholders and Trust schemes. We show
supported scenarios, motivate the necessity for global trust management and discuss related work.
Then we present how LIGHT*" addresses the challenges of global trust management, its reference
architecture and the pilot applications.

Keywords: trust management, trust decisions, trusted lists, global trust infrastructure

1 On Trust and Trust Decisions

There are many possible definitions of trust [Gefen]. In LIGHT®, a trust decision
determines whether a verifier should act on an electronically received transaction. This
is illustrated in Figure 1a.
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Figure 1: (a) The evaluation of trustworthiness of a transaction based on a trust policy,
and (b) a prototypical transaction consisting of multiple parts and involving delegation.

A trust decision depends on the verifier’s perception of risk, i.e. the probability and
extent of possible damage and the availability of mitigation measures such as legal
enforceability or insurance. This can be expressed in the verifier’s trust policy.

Since verifiers often lack direct acquaintance of the partners involved in the transaction,
they rely on authorities asserting their electronic identities as well as other trust-relevant
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