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Abstract

Scientific Context

In the context of sensible data protection, technological aspects of circuits that
implement cryptographic primitives have played a key role. Since the first appearance
of physical-based attacks in 1996, companies and academia made effort in proposing
design methodologies to provide protection from such kind of attacks. In a physical
attack, the adversary does not attack directly the weakness of the cryptographic
algorithm, as in classical cryptanalysis. Instead of mathematically attacking the
algorithm, the adversary targets the physical implementation of the algorithm itself.
In general, cryptographic primitives are implemented using electronic integrated
circuits (ICs), making use of Very Large Scale Integration (VLSI) design techniques.
The critical issues concerning these kind of attacks is that the adversary can recover
sensible data from a cryptographic device taking advantage of its physical emissions,
even without destroying the chip. Such kind of attacks, called Side-Channel Attacks
(SCAs), are usually non-invasive, since the adversary may be able to capture and
measure physical emissions without mechanically opening the chip. Non-invasive
attacks are made possible by the fact that a device may offer several physical channels
which leak sensible information during the elaboration of data and allow the recovery
of secret keys. Such channels may be the power consumption, the electromagnetic
emission, the timing of operations or analysis of faults that an attacker can eventually
induce from the outside (in the latter case we speak of semi-invasive attack). To
counteract such attacks, there are several techniques, which operate at different
levels of abstraction of the design flow, from the lower comprising individual logic
gates passing through the register-transfer level (RTL) up to the algorithmic level.

Objective of The Thesis

The pervasive diffusion of cryptography in daylife activities (e.g. smart-cards, data
logger, medical and healtcare devices, Internet of Things nodes, etc.) has changed
the way we think about cryptography, and how the security is intended to be.
From the designer point of view, the security of a cryptographic implementation
has to be provided not only in terms of classical cryptanalysis. Real and physical
implementations have to deal with physically observable leakage. As reported in [59],
"A security system is as strong as its weakest part". It is clear that if a concrete
implementation of a cryptographic algorithm is proved to be resistant to cryptanalysis
but its physical emissions can still leak information, the device is still not protected.
The latter aspect is strongly related to the VLSI implementation of the secure system.
The role of designers in this context is to build secure systems that can be proved to
be resistant also under the point of view of physical observable cryptography [104].
The analysis and evaluation of such physical emission plays a key role in the design
of a secure system, since physical behaviors of a device may dramatically reduce the
level of security provided by the algorithm itself. It has to be noted that in literature
there isn’t yet a general theory about physical security. Nevertheless, this recent
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field of research contains several sub-fields, cutting transversely multiple aspects of
a digital design and analysis&evaluation of data-dependency of physical emissions.

It is clear that building a system which is SCA-tolerant requires heterogeneous
skills, ranging from VLSI design, through measuring real-world physical emissions,
to statistical analysis. In the design of a cryptographic implementation, the designer
has to be able to investigate possible sources of information leakage through side-
channels, and thus, constraining the whole project to reduce as much as possible
the data-dependency of physical emissions. It is worth noting that the technology
aspect is critical, since the behavior of physical emissions could change in different
technologies. Moreover, advances in technologies allow also more powerful attack
procedures. Hence, the evaluation of the security of devices needs to be continuously
updated, in order to provide new design methodologies to reduce the possibility of
next generations of secure devices to be broken.

Although is almost impossible to cover all possible sub-fields in SCAs context,
in this thesis work we focus on specific arguments regarding the security issues due
to information leaked through power consumption of cryptographic devices. More
specifically, the aim of this work is to give new design methodologies to thwart
Power Analysis Attacks (PAAs) [84] under the perspective of recent issues arose
with new technologies. In the last twenty years, the Complementary Metal-Oxide-
Semiconductor (CMOS) technology is changed, reducing the minimum feature size
from 250nm down to 10nm. At the same time, issues in security originated by
reduced geometric sizes are evolved too. Therefore, improvements in how security
devices are designed are discussed in this thesis work, giving also new ways to
evaluate the vulnerability of new designs with new attack procedures and techniques.
New PAA-countermeasures are proposed in this work, to provide solutions that are
able to cope with the main problems related to typical non-idealities of modern
integrated circuits.

In this context, this work proposes new methodologies and techniques to design
hardware countermeasures against PAAs, regarding recent issues highlighted by
latest technologies. The presence of second-order effects, often neglected in classical
VLSI designs, impacts dramatically on the level of security of cryptographic devices.
Most critical non-idealities in CMOS implementations are related to electrical
mismatches. Commonly adopted gate-level PAA-countermeasures make use of Dual-
rail Pre-charge Logic (DPL) paradigm. It is known that they suffer significantly
from capacitive and timing mismatch from a physical security point of view, even
vanishing the presence of such kind of countermeasures. These implementative-level
aspects have to be mitigated in order to obtain the minimization of data-dependent
power consumption. It has to be noted that electrical mismatches are expected to
grow with the technology scaling [125].

The onset of deep sub-micron technologies have led to a strong increase in static
power consumption’s importance on the power budget of a device. It has been
demonstrated that static power consumption is also relevant in terms of physical
security. Most of works in PAAs context concerns about dynamic power consumption
exploitation and countermeasures, and only few of them discuss about security issues
due to static power. The adoption of static currents to recover sensible information
from cryptographic implementation arises new issues and poses new requirements in
designing secure systems. An in-depth analysis of security issues due static power
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in nanometer technology is given in this thesis work. Static and dynamic power
consumption exploitation require different measurement setups due to the different
nature of their physical reason. New findings in static power exploitation have been
addressed in this work.

Outline of the Thesis

This thesis is composed by seven chapters, dealing with novel PAA countermeasures
and attack procedures. The work is structured as follows.

In Chapter 1, the context of SCAs is presented. Since the protection of sensible
data is considered a major concern in modern devices, the importance of technological
aspects have to be addressed properly. Although cryptographic algorithms are
considered trustworthy in terms of cryptanalitic resilience, devices that implement
such algorithms may not be physically secure. It has been proved that physical
emissions in electronics devices can be related to devices’ activity. Hence, hardware
implementations of cryptographic algorithms have to deal with unavoidable physical
emissions.

In Chapter 2, common PAA attacks and leakage assessment procedures are
briefly recalled. The verification of robustness of an architecture with a given SCA
has to deal with the evaluation of data-dependency of the target physical emission.
This basic knowledge on PAAs allows us to introduce the terminology used in this
thesis for physical security evaluations and attacks.

In Chapter 3, an in-depth analysis of static power exploitation is given. Attacks
Exploiting Static Power (AESP) are a sub-class of PAAs that benefit of the data-
dependency of the static currents. We demonstrate how AESP can be very powerful
in recovering secret key even from dynamic PAA-protected implementations in
nanometer technologies. Moreover, the temperature dependency of this side-channel
is evaluated, since each static current relate phenomenon is strongly dependent from
the working temperature of the device under attack. Making use of this additional
dependency, it is possible to simplify the extraction of information through static
power consumption. A multivariate analysis of static power consumption using the
working-temperature as additional domain is also given, and a brand new profiled
attack, Template Attack Exploiting Static Power (TAESP) is presented. In addition,
a new measurement setup for mounting AESP and TAESP is presented. The
proposed measurement setup makes use of only low-cost off-the-shelf components
and featuring a control-loop for the working temperature of the device under attack.
In this work, a DC pico-ammeter is used in place of the classical Digital Storage
Oscilloscope (DSO) to measure static power consumption at steady state.

In Chapter 4, we propose a novel logic style named Delay-based Dynamic Dif-
ferential Logic (DDDL or D3L) as a new logic-level countermeasure against PAAs.
The new logic style has been conceived to be implemented using only standard-cells,
usually provided with each digital design kit. The D3L makes use of the Time En-
closed Logic (TEL) signaling, which has been recently demonstrated to outperform
the conventional Return-to-Zero (RTZ) protocol in terms of security if mismatch
effects are properly taken into account. The new library is presented with a template
for 2-input Boolean operands and also a sequential gate is described. Simulations
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on the novel logic style are provided using a 40nm CMOS design kit, provided by
STMicroelectronics. Moreover, also implementation details for two FPGAs (Xilinx
Spartan-6 and Altera Cyclone-IV) are reported, since it is possible to easily design
the D3L library using VHDL. Dynamic and static power attacks and evaluations are
given on the FPGA implementation using a 4-bit PRESENT-based crypto-core as
case study, making also a comparison with other popular FPGA-compatible dual-rail
pre-charge logic styles used to counteract PAAs.

In Chapter 5, an analog-approach in counteracting PAAs is investigated, acting
directly on the analog signal targeted by PAAs. The analog-approach is not well
explored in literature, but it offers several possibility in counteracting the steal of
information through power consumption. We propose two countermeasure schemes
based on a feedback-loop architecture and with a pure current-mode approach, named
On-chip Current Equalizer (OCE) and improved On-chip Current Equalizer (iOCE).
The purpose of OCE and iOCE is to maintain the current consumption constant
neglecting the data-dependent activities that take place in the cryptographic circuit.
OCE and iOCE aim to equalize the instantaneous current consumption as well as
the energy per cycle.

In Chapter 6, the test and security evaluation of the 65nm SERPAES prototype
chip is presented and discussed. The SERPAES, designed at our laboratory, con-
tains five implementations of AES-128 block cipher and two full-custom designed
prototype implementations of 4-bit data-path of the SERPENT block cipher. AES
implementations are designed with RTL-level countermeasures, aiming to randomize
the power consumption of the data-path. Experimental analysis of PAA-resilience
on AES-4 core is presented, giving actual and information theoretic security metrics.
The protection scheme implemented on AES-4 is based on the adoption of the Secure
Double Rate Register (SDRR), aiming to randomize the power consumption of com-
binational network and registers. CPA and DPA attack results are also presented.
Moreover, security analysis and attacks on the full-custom section of the SERPAES
chip, containing two implementations of 4-bit data-path based on round-0 of the
SERPENT block cipher, is presented. SERPENT-based cores are implemented
using the following full-custom logics: Sense Amplifier-Based Logic (SABL) and
improved Delay-based Dual-rail Pre-charge Logic (iDDPL). PAA evaluations on
both cores are presented, giving a fair comparison of state-of-the-art full-custom
PAA-countermeasures. The comparison has been carried out for different cases of
capacitive unbalance, in order to measure the performance of both logic styles in
tolerating capacitive mismatches.

In Chapter 7, we draw the conclusions to this work and give possible future
developments.
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Chapter 1

Introduction

1.1 On the shoulders of giants...

The need of security in exchanging messages has been one of the most important
aspects in communications. Evidences of a rudimentary system to protect the
contents of a message have been discovered in engraved inscription around 1900
B.C., in the main chamber of the the tomb of Khnumothep II, who lived in Egypt
during the 12th dynasty. Strange and unusual hieroglyphs have been discovered on
such inscription. Archeologists suppose that scribes aimed to hide the real content
of the inscription by inconsistencies and mistakes in the grammatical syntax. It
cannot be considered as first example of secret communication, but, nevertheless, it
can be considered as a first attempt at obfuscate the real meaning of a text. This is
not a rare case. Jumping ahead in time, another attempt at encrypting text has
been discovered in a craftsman’s recipe for pottery glaze in Mesopotamia, dated near
1500 B.C.. Also in India (400-200 B.C.), documented evidences of the ancient indian
art of secret writing and secret communications (Mlecchita Vikalpa) are reported in
Chapter 3-Part I of Kamasutra.

One of the best documented method of primitive secret communications (or
also for authentication), mainly used for military circumstances, is the scytale
transposition cipher (400 B.C.), used by Spartan military. The method is based
on the use of the lacedemonic scytale, that is a stick with a leather tape wrapped
on to form a non-overlapped spiral. The secret text was written on the tape for
columns, letter by letter. Removing the leather tape from the stick, the secret text
was transposed enough to become not understandable. The secret text could become
readable and understandable only if a second stick, identical in diameter of the first
one, was used for wrapping the leather tape.

Also during the Roman Empire, a wonderful example of encryption has been the
Caesar cipher, which is based on on a simple shift operation of the alphabet. The
receiver has to know the shifting rule to recover the original message. The Caesar
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cipher is a simple example of substition cipher. More complex encryption techniques
are based on this approach, using multiple alphabet at a time (polyalphabet cipher),
to improve differences between plaintext and ciphertext.

The first well-documented polyalphabet cipher was formulated by Leon Battista
Alberti in 1467, using a mechanical disk to switch between different cipher alphabets.
Alberti’s system was improved, firstly by Johannes Trithemius (1507), and then by
Giovan Battista Bellaso (1553). Bellaso’s cipher makes use of non-fixed changes in the
cipher alphabet. This non-fixed pattering was handled by a special character denoted
as key. This approach appears more similar to modern cryptographic algorithms,
making that encryption security relies only on the key. In 1586, the French scientist
Blaise Vigenère proposed an improved version of the Bellaso’s system, increasing the
robustness of the algorithm by adopting a key-autokey approach, which is nowadays
used in stream ciphers. The so-called Vigenère’s code has been considered the best
encryption system for almost three centuries.

Since protection of information has a strong relationship with warfare, cryp-
tography and the art of the encryption experienced a huge leap forward during
the last two centuries of the past millennium. The English mathematician Charles
Babbage proposed an innovative approach to cryptanalysis, which is the study of
analyzing mathematics weakness of cryptographic algorithms, in order to breach
their security even if the key is unknown. During the Crimean War, he broke the
Vigenère’s code, but his finding remained a military secret and not published until
the end of the war. Babbage found that the Vigenère’s code was vulnerable to
modular arithmetic analysis, and, also the Prussian officer Friederich Kasiski ended
with similar conclusions. In 1883, Auguste Kerckhoffs published Le Cryptographie
Militaire (Military Cryptography), as state-of-the-art in military cryptography, that
contains advices for practical cryptography, still used in modern systems.

With the First World War, cryptography and cryptanalysis played an important
role, since it was the first big conflict where radio-telecommunications have assisted
armies on field. For example, British Admiralty broke German naval codes, allowing
the British fleet to intercept German ships in the North Sea. Just after the finish
of the conflict, a new way to protect information has been proposed, making
use of electromechanical devices as cipher machines. These devices had a strong
diffusion mainly during the Second World War, and their utilization has been critical.
German army made an intensive use of the Enigma machine, which was based on
an electromechanical rotor machine. Enigma has been one of the most complex
semi-automated cipher machine of its era. In 1932, Poland’s Cipher Bureau deduced
the internal architecture of Enigma, making use of limited documentation provided
by French intelligence service and cryptanalysis. After the beginning of the WWII,
Poland’s Cipher Bureau started to collaborate with British cryptologists at Bletchley
Park, to speed up researches they were conducting on Enigma. The Bletchley Park’s
team could rely on the brilliant scientists as Gordon Welchman, Max Newman and
Alan Turing, who is considered as the father of modern computing. They succeeded
in decrypting messages encrypted with newer versions of Enigma, changing the
outcome of the war. The possibility to use a decrypting machine, called Colossus,
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made the tracking of German convoys and troops easier.

After the end of the conflict, this research field has experienced a giant leap
forward, mainly thanks to the availability of enormous computational capability
of modern computers. During the second half of the past century, the concept of
cryptography has changed under several aspects. Claude Shannon, who is considered
the father of modern and mathematical cryptography, published "A mathematical
theory of cryptography" [134] in 1945 posing two main concepts of cryptography:
secrecy and authenticity. Shannon investigated deeply the secrecy aspect, redefining
in a more mathematical fashion the concept of "unbreakability" of a secure system.
Shannon wrote [134]:

If a secrecy system with a finite key is used, and N letters of cryptogram inter-
cepted, there will be, for the enemy, a certain set of messages with certain probabilities,
that this cryptogram could represent. As N increases the field usually narrows down
until eventually there is a unique “solution” to the cryptogram—one message with
probability essentially unity while all others are practically zero. A quantity Q(N)
is defined, called the equivocation, which measures in a statistical way how near
the average cryptogram of N letters is to a unique solution; that is, how uncertain
the enemy is of the original message after intercepting a cryptogram of N letters.
Various properties of the equivocation are deduced—for example the equivocation
of the key never increases with increasing N. This quantity Q is a theoretical se-
crecy index—theoretical in that it allows the enemy unlimited time to analyse the
cryptogram.

These sentences state two aspects for a perfectly secure system:

• the length of the key must be at least equal to the length of the message;

• the key must be used only one time.

In 1979, the algorithm initially named Lucifer, developed by Horst Feistel at
IBM, was elected as the first standard encryption algorithm in United States. The
algorithm, renamed Data Encryption Algorithm (DES) has encouraged also business
community to adopt cryptography to protect transactions. In parallel, a research
carried on by W.Diffie, M.Hellman and R. Merkle theoretically solved the problem
of key distribution by means of asymmetric encryption scheme, giving the birth
to public-key cryptography. A practical solution to asymmetric encryption was
proposed firstly by Ronald Rivest, Adi Shamir and Leonard Adleman, introducing
the famous RSA algorithm.

1.2 Cryptography in the Digital-Era

Modern cryptography is based on the adoption of electronic circuits to provide
encryption and decryption of data. The onset of the digital-era and the consequent
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decreasing in the cost of integrated circuits have pushed forward the presence of
cryptography in our daylife. During the last three decades, the pervasive presence of
smart devices, such as smartphones, laptop, tablets, have changed needs and habits.
In turns, also the way we think about cryptography has changed. From being a
research field devoted to military intelligence services and secure communications
for the business sector only, cryptography is now pervasive as well as smart devices.
In fact, in nowadays designs, it’s critical to maintain sealed personal and/or sensible
data.

The adoption of cryptography to protect sensible data is one of the main concern
in most recent applications. Several secured devices (e.g smartphones, smart-cards,
etc.) are frequently used to exchange private informations, such as ID and bank
account credentials. Alongside regular circuitry for data processing, communications
traffic, data logging, daylife devices are designed including specific cryptographic
functions, to avoid the stealing of information. Cryptographic functionalities are
implemented at various level, from software application level to on-chip hardware
accelerator. Given the benefit of the newest technology, in addition to the “More
Than Moore” approach to the design of electronic devices, the Internet of Things
(IoT) paradigm had an incredible growth, since its first appearance during the 1998.
IoT allows to interconnect several “smart devices” or “nodes”, in order to collect real-
world data by means of network connectivity. Typically, these intelligent networks
are based on the identification and authentication of smart devices, and exchanged
data are actually private and sensible (e.g. medical and healthcare applications). It
is clear that data stream has to be protected, in order to avoid the possibility to be
hijacked or sniffed [55][68].

Since early 80’s, one of the most representative object of real-world cryptography
is the smart-card. Smart-cards are composed by a thin plastic support, that contains
a small micro-chip which can be interconnected with the external world with metal
contacts or through RF antennas. The micro-chip can handle several functions,
usually supporting cryptographic functions (e.g. authentication ID, memory, etc.).
Smart-cards were initially diffused as support to private authorization/authentication
for bank transactions (e.g. withdrawing of money from ATMs). Their fields of
application expanded over the years, and they are now used for a huge number of
human activities. SIM (Subscriber Identity Modules) cards in smartphones/tablets
are basically smart-cards with smaller aspect ratio, and they contains phone numbers,
text messages, etc., of the owner. To guarantee protection, they use on-chip cryp-
tographic co-processors, that can be implemented in software for microcontroller,
or as a standalone hardware macro. Identification and access badges represent
another substantial section of the smart-cards’ market, since they are very cheap
(usually, they provide only authentication of their owner). Several services, such as
public transit operators, use smart-cards to administer users authorization. Badges
based on smart-cards are usually featured of magnetic stripes or integrated antennas
(providing the so-called RFID, or Radio-Frequency Identification, tag functionality)
that make their utilization easier. The onset of RFID and Near-Field Communication
(NFC) protocols has raised new issues in security of these devices, since contactless
interfaces may give additional opportunities to reveal secret informations.
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1.3 Side-Channel Analysis, Physical Emissions and In-
formation Leakage

The strong diffusion of secured devices implied also a wide diffusion of attack proce-
dures, aiming to break their security. During the 90’s, a huge number of researchers
were involved in testing the security of smart-cards, due to their wide diffusion,
and companies and academic community made a meaningful effort in developing
tamper-resistant cryptographic circuits. In 1996, Paul Kocher demonstrated that
is possible to recover sensible information from a cryptographic device analyzing
the time execution of modular exponential and multiplication operations in Diffie-
Hellman, RSA and other encryption algorithms on a 120MHz Pentium running
MS-DOS [85]. The non-fixed time execution of such kind of operations has been
found to reveal information about the private key used by the algorithm, and thus,
breaking the security of the system bypassing the classic mathematical approach to
cryptanalysis. These results relied on the behavior of the electronic system rather
than the mathematical weakness of the algorithm. Kocher’s work on timing attacks
has been the first in investigating potential weakness of secure systems relying on
physical behavior of devices implementing cryptographic functions.

After the Kocher’s publication of timing attacks, research on security of trustwor-
thy platforms has been extended to new frontiers regarding the way cryptographic
algorithms are implemented. Timing attack procedures do not use directly crypt-
analysis techniques, but they are based on physical measurements of the device
under attack, while performing the cryptographic operation, stating a new way in
breaking secure systems. In fact, beyond the time execution analysis, it has been
demonstrated that there are other possible side-channels in recovering information
from cryptographic implementations without forcing the mathematical properties
of the algorithm or, literally, the device itself. So, at the end of 90’s, the new
frontier of physical security of cryptographic devices and systems are Side-Channel
Attacks (SCAs). We can define SCAs as a subset of cryptanalysis attacks that do
not use mathematical weakness of the algorithm under attack or the classical brute
force approach, but make use of physical emissions of the device implementing the
algorithm. The SCA’s approach in recovering information from a physical device,
such as an integrated circuits, can use multiple sources of emissions:

• time execution [85];

• power consumption [84], [32];

• electromagnetic radiation [119];

• sound [60];

• optical [38].

When an emission can be related to data (or operations) manipulated inside
the secure device, and under the assumption that it can be reasonably measured,
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the emission becomes a side-channel. Under this assumption, Standaert defines
side-channel as "an unintended communication channel that leaks some information
from a device through a physical media" [137]. It may provide useful and exploitable
information under several point of views:

• it may reveal the operation that it is performed by the device;

• it may reveal the data manipulated by the device;

• it may reveal which algorithm has been implemented;

• it may reveal electronic parameters and implementation details that are not
accessible without reverse engineering the device;

• etc..

We must state also that SCAs take advantage of specific characteristics of the
secure device’s implementation, making them less general than regular cryptanalysis
attacks, but, at the same time, more powerful, since they address a specific imple-
mentation. In fact, SCAs are classified as a subset of implementation attacks, that
can be assumed as a generalization of device-based attacks. In literature, we can
find a two-fold characterization of physical attacks [136]:

• Invasive vs. Non Invasive Attacks. In the case of Invasive Attacks, the secure
device is mechanically opened, or unpackaged, in order to gain access to internal
components, while Non Invasive Attacks do not require any mechanical forcing,
and exploit information leakage by physical emissions in normal activity
conditions.

• Active vs. Passive Attacks. In Active Attacks, the attacker/adversary interacts
directly with the device, altering its nominal activity conditions (e.g. altering
voltage supply and/or working temperature). In Passive Attacks, the device is
monitored during cryptographic activities, and no alterations on its working
condition is performed.

SCAs fall in the category of passive and non-invasive attacks, since they do not
require (in general) to alter the working conditions of the cryptographic implemen-
tations, as the attacker/adversary monitors the target physical emission without
unpacking the device. Moreover, SCAs have assumed a role of primary importance
in the cryptographic community in last twenty years, since they can be mounted with
relatively low-cost equipment and not massive computational capability are required,
if compared to cryptanalytic attacks. In Figure 1.1, a generic SCA scenario is shown.
In a SCA, there are two actors: the cryptographic implementation, which performs
the cryptographic operation with a secret key and leaks information about them,
and the adversary, who wants to attempt at recovering the secret key through the
side-channel. The aim of a physically secure design is to reduce as much as possible
the physically observable leakage of the implementation (ideally, to zero), neglecting
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Figure 1.1. Generic SCA scenario.

the attack capability of the adversary. The capability in attack a cryptographic
implementation relies on the velocity at recovering the secret information from the
device, that, in other words, depends on the quality of his/her observations.

In this work, we will discuss more in deep security issues concerning the possibility
to recover information from hardware implementations of cryptographic algorithms
using the power consumption as side-channel. As we will discuss in next sections, the
power consumption is considered the most representative and discussed side-channel.

1.4 Power Consumption in CMOS Technologies

CMOS, acronym for Complementary Metal-Oxide-Semiconductor, technology, ap-
peared on the market during the second half of the 80’s, and it has been the leading
logic style of the last thirty years. Almost 99% of modern integrated circuits are
fabricated with CMOS technology, or, at least, CMOS-baseline compatible. In this
section, we will discuss about the power consumption in CMOS circuits, since it has
a strong impact on the security level in CMOS manufactured cryptographic devices.
The strong relation between current absorbed i(t) and data processed within a chip,
makes the power consumption p(t) a suitable side-channel to mount a recovering
procedure extracting sensible information:
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p(t) = v(t) · i(t) = VDD · i(t) (1.1)

We define the average power consumption as the integral of the instantaneous
power consumption p(t) on a period of elaboration divided by the period:

PAV = 1
T

∫ T

0
p(t)dt = VDD

T

∫ T

0
i(i)dt = VDD · IAV (1.2)

It has to be noted that the overall power consumption of a CMOS circuit is given
by the sum of two components:

PTOT = Pdyn + Pstat (1.3)

where Pdyn represents the dynamic power consumption, and Pstat corresponds to the
static power consumption. Of course, they both depend directly on the size of the
CMOS circuit and on its topology. In the following, a description of contributions
in Equation 1.3 is given.

1.4.1 Dynamic Power Consumption

The dynamic power consumption of a CMOS circuit is defined as the fraction of the
total power that is due to charge/discharge events (switching) in a logic circuit. As
suggested by its name, the dynamic power consumption is related to the dynamic
behavior of a CMOS circuit, since it is originated by transitions in signals alongside
the circuit. Dynamic component of the overall power consumption is given by the
sum of two main components, as described in Equation 1.4 [93]:

Pdyn = PSC + Pswitch (1.4)

where PSC is the short-circuit power, and Pswitch is the switching power. The
short-circuit power is a component of the dynamic power of a CMOS circuit due to
non-ideal effects in CMOS gates. By construction, each CMOS gate is composed by
a pMOS pull-up network, that provides a charging path for the output capacitance
to VDD, and a nMOS pull-down networks, that allows the output capacitance to
discharge towards to ground. Depending on the combination of input values, only
one network at a time is fully connected to the respective power rail, and in general,
no direct path between VDD and ground exists. Nevertheless, since real signals has
finite rise and fall times, during the transition from a logic state to the opposite,
both pull-up and pull-down network provide a resistive path between the two power
rails for a short time. When it occurs, an impulse of current is drawn from VDD
directly to ground, de facto, generating the short-circuit current iSC and its relative
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Figure 1.2. Short circuit current in a CMOS inverter.

power consumption. It occurs for both output transitions, 0→ 1 and 1→ 0. The
short-circuit power consumed in a period of elaboration of length T is expressed as
follows:

PSC = 1
T

∫ T

0
VDDiSC(t)dt (1.5)

Regarding Figure 1.2, showing the short-circuit current absorption in a CMOS
inverter, we can assume that iSC pulses are triangular shaped, with base tSC and
height ISC,peak. So, Equation 1.5 can be rewritten as follows:

PSC = VDD · ISC,peak · fCLK · tSC · αt (1.6)

where fCLK = 1/T is the frequency of the clock signal, and αt is the switching
activity of the gate, that represents the probability that a transition of a net occurs
in a clock period. The short-circuit power depends strongly on the activity of the
gate, both in terms of operating frequency (PSC ∝ fCLK) and of the probability to
change the output state (PSC ∝ αt), as well as the the power supply voltage.

The switching power is the most important component in dynamic consumption,
since it is directly related to charge and discharge of the output capacitance of each
gate. Switching events of the output state to its complementary involve the charging
or discharging of the output capacitance through the pull-up or pull-down network
respectively. In the output transition 0→ 1, the output capacitance is charged to
VDD through the pull-up network. The pull-up network provides a resistive path
between the output of the cell and the VDD, and a charging current is absorbed from
the power rail. During the opposite output transition 1→ 0, the pull-down network
offers a resistive path from the output node to ground, while the pull-up network is
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in high impedence. The output capacitance discharges towards to ground, and no
extra current is absorbed from VDD in this case. The average switching power can
be expressed similarly to the short-circuit power, adopting one period of elaboration
as time window. For each possible j configuration of inputs, with j = 1, ...,N, we
can express average switching power as:

P jswitch = 1
T

∫ T

0
VDD · ijswitchdt = V 2

DD · fCLK · CL · Pr
j
0→1 (1.7)

where Pri0→1 is the probability that a 0→ 1 output transition occurs for the given
j-th input combination in T , and CL is the output capacitance of the gate. We can
define the switching activity, introduced in Equation 1.6, with the following formula:

αt =
∑N
j=1 Pr

j
0→1

N
(1.8)

Extending Equation 1.7-1.8 for each possible input, we define the expression of
the switching power consumption as follows:

Pswitch = 1
N

N∑
j=1

P jswitch = 1
N

N∑
j=1

V 2
DDCLfCLKP

j
0→1 = V 2

DDCLfCLKαt (1.9)

It is clear that the switching power consumption plays a key role in the power
budget of a chip, and the technology process impacts meaningfully on its magnitude.
In nowadays CMOS technologies, nominal VDD values are reduced compared to past,
in order to maintain electric field magnitude constant with shrinked geometry of
MOS devices. This allows a strong reduction of the switching power consumption,
due to quadratic relation between Pswitch and VDD. Moreover, the reduction of
the transistor size, allows to have smaller CL, obtaining an additional reduction
of Pswitch. The switching power consumption is also proportional to the operating
frequency fCLK and switching activity factor αt.

1.4.2 Static Power Consumption

In this section, we give only a brief recall of the static current. Further explanation
of the phenomenon and its implications in security issues are addressed in Chapter
3. CMOS technologies had an intensive diffusion since early 80’s for the very high
density of device per mm2 and for providing theoretically zero static consumption.
The static power consumption of a CMOS circuit is defined as the fraction of
power linked to the currents flowing in the devices independently from the signals
commutations. It is given by the sum of several contributions [127]. In common deep
submicron technologies, the sub-threshold current and the reverse biased pn-junction
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current are the most important components of the overall static current, and the
other contributions are usually neglected in normal operation. Thus, a simplified
model for static current is given by the following equation [40]:

Isub = K · W
L
· e

VGS−(VTH−ηVDS+γVSB)
nVT ·

(
1− e

−VDS
VT

)
(1.10)

Thus, we can express the static power consumption as:

Pstat = VDD · Isub (1.11)

More details on the causes and the meaning of static power consumption in this
context are reported in Chapter 3.

1.5 Technological Issues in Real World Hardware Cryp-
tography

The first key issue to be faced in the design of cryptographic circuits concerns
miniaturization and security assessment of the security modules. As we will discuss
further in this work, the concept of security of a cryptographic circuit is strongly
related to the paradigm of miniaturization of the integrated circuits. More in general
the trend of reducing dimension and power consumption of integrated circuits could
be a very challenging task for designers. The reason is that miniaturized devices
are optimized under the perspective of improving the performances in terms of
area and power, but these improvements do not take security into account. The
use of nanometer CMOS technology encountered several problems when the active
devices have been used to create complex digital systems such as ASIC (Application
Specific Integrated Circuit) and SoC (System-on-Chip) using processes below 90nm.
Currently, for the most advanced devices the scaling of transistors has arrived beyond
the threshold of 20nm. The reduction of the size of active devices, combined with
the increase in the number of levels of metal to be used for the interconnections,
led to a higher density in the active area of integrated circuits and to a decrease
of the switching delays of the logic elements. For this reason, now it is possible to
integrate multiple functions in the same chip and achieve higher frequencies.

However, VLSI (Very Large Scale Integration) design in so-called "deep submicron"
technologies revealed some major disadvantages that need to be properly identified
and discussed. The main disadvantage of scaling is that also the power supplied
to the digital system must unavoidably decreased for physical reasons, and this
has a negative outcome on the switching delays, as it takes longer to charge and
discharge load capacitances. At the same time, the load capacitance is dominated
by capacitance of the interconnect wires, which in turn depend on the physical
parameters of the dielectric and the metal (e.g. area of the capacitive plates and
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distance between them). This increase of delay, however, is partially mitigated by
the decrease of the threshold voltages, due to the reduction of the thickness of the
gate oxides. Another problem related to the high scaling of integration is the increase
of process variability, which can impact the functionality of the test-chip and must
be properly addressed. In order to mitigate these effects, which introduce noise
and distortions on the electrical signals to the point that malfunctions can occur
during the normal working, techniques for the analysis of the Signal Integrity (SI)
at each design step have become increasingly popular. Basically SI has the purpose
to monitor the quality of electrical signals in the circuit during all phases of the
project in order to provide the designer with a set of methods to guide the design
and mitigate these effects. There are several issues that may affect the integrity
of the signal, such as ringing, crosstalk, ground and power supply bounce, voltage
drop, distortion, signal attenuation, power supply noise, electromagnetic emissions,
etc. In the following sections some of the most important issues are mentioned and
briefly described.

1.5.1 Ringing

Ringing is an unwanted oscillation of a voltage or a current in a circuit. It happens
when an electrical pulse causes the parasitic capacitances and inductances in the
circuit (i.e. those that are not part of the design, but just by-products of the materials
used to construct the circuit) to resonate at their characteristic frequency [74].
Ringing is undesirable because it causes extra current to flow, thereby wasting energy
and causing extra heating of the components; it can cause unwanted electromagnetic
radiation to be emitted, generate delays (increase settling time) and also unwanted
triggering of bistable elements in digital circuits (e.g. flip-flops) [74]. Usually, ringing
can be due to signal reflection, and in this case it may be minimized by a good
impedance matching.

1.5.2 Crosstalk

Crosstalk is the interference on the signal propagating on a wire due to the coupling
with an adjacent wire [120]. It is a critical issue in the design of deep submicron
circuits, because with the technology scaling the metal wires are designed with
increasingly reduced distances, and therefore this issue must be adequately described
and assessed. Crosstalk has a strong impact on the local interconnection wires of
the standard cells, where the most important problem is provided by the capacitive
coupling between the wires. Local interconnect wires are typically short and numerous
per area unit, leading to a great density; therefore, the amount of cross-coupled
capacitance on each wire can be noticeable. The physical reason of crosstalk is the
presence of dielectric (e.g. SiO2 or HfO2) which separates different metal and causes
the appearance of parasitic capacitances; when a signal propagates along a wire, the
cross coupled capacitance between that wire and a wire in proximity is charged, and
it may create a charge flow in the near wire. Crosstalk may introduce unexpected
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delays on the so called “aggressor” wire, and disturbs on the so called “victim” wires.
There are several techniques to reduce crosstalk, both a logic and layout level.

1.5.3 Ground Bounce

Ground bounce is an electric phenomenon by which in the internal logic on the
die of a chip the ground voltage may have undesired variations with respect to
the physical ground voltage of the chip during the switching phases of the internal
logic ports, bouncing between values more negative and more positive than what
wanted [120]. The ground bounce is associated to the high density of the digital
chip and occurs when a high number of logic gates switch at the same time instants;
in such case, the current which serves to charge/discharge the load capacitances
of the interconnections has a transient when flows to the electrical ground. The
ground bounce creates a potential drop on the terminals of the transistor, resulting
in unexpected variations of noise margins of the circuit, increases in the propagation
times and in several cases also malfunctions. It also represents a major cause of
metastability in the circuits. One possible method to mitigate this effect is to ensure
the presence of very small resistance path to ground. A similar phenomenon is the
power supply bounce which happens on the terminals connected to the power supply.

1.5.4 Voltage Drop

Voltage drop is the percent variation of the nominal value of the supply voltage due
to high currents drawn by the devices: higher is the number of devices, higher is
the drop [120]. The reduction of the supply voltage of digital circuits is a direct
consequence of the technology scaling. In order to have a perspective of how much
voltage supplies decreased in last 10 years, we can consider that a 0.6µm was supplied
with a voltage of 5V, passing through 1.2V for the 0.13µm technology, down to less
than 1V of modern 18nm technologies. Furthermore power consumption increased
considerably due to the fact that the supply voltage decreases less than the increase
of the adsorbed current, given that the number of transistors in a chip continues
noticeably to grow with the reduction of dimensions. The adoption of higher working
frequencies is another important factor. For all these reasons, the voltage drop
has become an important issue in submicron circuits. Increasing the width of the
power supply wires, the number of metal layers for the power supply wires, and the
thickness of the power supply nets are possible solutions for the problem of voltage
drop.

1.5.5 Electrical Mismatch

Electrical mismatches [120][40] are a very challenging aspect to deal with during
the design steps of digital circuits in modern submicron technologies. They can
be originated at different levels of abstraction and are due to two main reasons:
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the different propagation times of the signals and the capacitive unbalances of the
interconnect wires. Both of them are critical because can reduce the level of security
of a specific circuit if not correctly assessed. If two signals have different propagation
times, physical leakage generated by the charge flowing (power, EM, etc.) is in
general more simple to detect with respect to the ideal situation in which the signals
flow simultaneously; indeed, in this second case the physical emission generated by
the signals interfere reciprocally. It is very simple to understand this phenomenon
in application like PAAs, where timing mismatches are a well-known leakage source
[86][139]. Similarly, capacitive mismatches are another potential vulnerability in
modern nanometer circuits [148]. With the technology scaling, it is well known
that the total amount of load capacitance for a digital circuit is given by the sum
of three contributions: the intrinsic output capacitance of the diffusion region of
the transistors, the interconnect capacitance, and the intrinsic input capacitance of
the gate [120]. The technology scaling leads to a reduction of the dimension of the
transistors together with the reduction of the gate capacitance; at the same time,
also the parasitic contribution is wanted to be reduced. Thus, the main contribution
to the overall capacitance is dominated by the interconnect capacitance, which takes
in consideration the contribution of the parasitics and the cross-coupled capacitances
on the interconnection. Higher interconnection capacitances increase the delay of
the signals and create a mismatched observable leakage.

1.5.6 Process Variations

Variability is a central issue in deep submicron technologies, in which it becomes
increasingly difficult to produce two chips with the same behavior. While the impact
of variability is well understood from the microelectronic point of view, very few
works investigated its significance for cryptographic implementations. The scaling
of the CMOS technology, that is the basis of most present microelectronic devices,
is a permanent trend since the apparition of integrated circuits in the late 1950s.
Shrinking transistors is generally motivated by the need of increased performances
and reduced energy per operation. But when reaching the nanometre scale, two major
detrimental side effects also arise. First, the relative importance of the static currents
increases (i.e. energy is consumed, even if no computation is performed) [110]. Second,
device variability becomes important (i.e. it becomes increasingly difficult to engineer
identical chips) [31] [112]. As a consequence, during the design of a cryptographic
device these issues must be adequately investigated, with a specific focus on power
variability, from the point of view of physical attacks. The most important effort
in such activity is to properly estimate the level of security of a crypto-device,
considering that previously published approaches and methods could be not accurate
anymore for 65nm and smaller technologies. Hence, their use may lead to overestimate
the security of a (protected or unprotected) implementation. Recent works in the area
of leakage resilient cryptography frequently assume that independent computations
lead to independent leakage, but this assumption is not fulfilled anymore for 65nm
and smaller technologies [125]. Summarizing, while an important literature covers
the impact of nanoscale technologies from a microelectronic point of view, e.g. [61],
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Table 1.1. A survey of most important techniques for protecting cryptographic circuit
against PAAs.

System Architecture Logic Transistor
Random change of clock frequency Insertion of random jitter Asynchronous logic gates

Time Skipping clock pulses Shuffling of operations Desynchronization at cell level
Multiple clock domains Insertion of dummy cycles
Decoupling capacitances Circuit duplication Standard-cells DPLs Full custom DPLs

Shielding Architecture masking Logic masking Current Mode Logics (CMLs)

Amplitude Insertion of noise Dummy logics Adiabatic circuits
Hardware randomizations
Current flattening circuitry
Supply current suppression

only a few works consider its consequences in terms of security.

1.6 Countermeasuring PAAs

A brief review of the most known methodologies to counteract PAAs at hardware
level is reported [93], [46]. Earlier countermeasures were conceived to overcome
PAAs through the insertion of additional dummy instructions at software level in the
code running on the microcontroller. Hardware implementations are also based on
the addition of redundant circuitry, similarly to the similar approach. The purpose
of the countermeasures against PAAs is to balance the switching activity of digital
logic circuits in order to prevent any correlation between data and dynamic power
consumption. In general, hardware countermeasures can be classified on the basis
of two orthogonal axes: the abstraction level and the domain at which they act.
According to the abstraction level, hardware countermeasures can be distinguished
in system, architecture, logic, and transistor level. For what concerns the domain,
hardware countermeasures act in the amplitude or in the time domain. A survey
of the most known and adopted hardware countermeasure is reported in Table 1.1,
[93], [46].

On a mathematical point of view, hardware countermeasures attempt to reduce
the information leakage in two ways: reducing the intensity of the physical observable
or increasing the environment noise. This is in accordance to the definition of signal to
noise ratio, which will be described in more detail in the next chapter. Basically this
can be done in two ways at physical level: some countermeasures have the purpose of
breaking directly the link between processed data and power consumption, and fall
in the category of hiding countermeasures, because they hide the observable leakage
in the amplitude or in the time domain. Other countermeasures try to randomize
the power consumption, so that the observed leakage is only poorly correlated to the
data; this methodology is called masking. System level techniques have the purpose
of preventing the physical observation of the instantaneous power consumption by
acting directly on the body of the chip. Decoupling, shielding, randomization, noise
insertion, current suppression and flattening circuitry are the most known categories
of system level countermeasures and attempt to reduce the amplitude of the physical
observable. Among them, decoupling is certainly one of the most efficient techniques,
which have been adopted since PAA were discovered for the first time [133]. A
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decoupling capacitor acts as an intermediate storage element which filters out the
high frequency noise components superimposed on the supply voltage. Therefore,
the presence of some capacitance on the power supply line of integrated circuits is
mandatory to guarantee the correct functionality, and each EDA tool provides to
insert some decoupling capacitors during the back-end design flow. Since PAAs are
based on the monitoring of the switching transitions at the power supply line, the
presence of decoupling capacitors is an intrinsic countermeasure against PAAs. With
the adoption of even more scaled technologies, new countermeasures which adopt
on-chip decoupling capacitors were presented in [111], [121], [122], [150], [65]. On the
contrary, time domain system level countermeasures act directly on the clock signal
of the circuit, in order to insert random jitter or period variation with the aim of
introducing misalignment in the measures. Architecture level techniques are probably
the most used and effective countermeasure for semi-custom designs. In general,
architecture countermeasures are based on the insertion of additional circuitry, which
aims at hiding or masking the observable leakage. Note that masking can be done
also at logic level by the adoption of novel logic cells, which refer to the Masked
Dual-rail Pre-charge Logic (MDPL) family [117]. More in general, lower is the level
of abstraction, higher is the effectiveness of the countermeasure but also the design
efforts. For instance, Dual-rail Precharge Logic (DPL) styles are the best strategy
to protect a circuit directly at physical level [46]. DPLs are based on a specific
compound with a differential architecture, and a two phase data-encoding; they can
be implemented both at logic level, using pre-designed CMOS standard-cells, and at
circuit level, using novel circuit topologies. Design of DPL styles is widely treated in
this work, as we will present a novel hardware countermeasure based on a transistor
level optimization. In general, the adoption of novel logic styles is used to develop full
custom macro-blocks with increased security performances. Several countermeasures
links countermeasures at different level (architectural, logical, physical) in order to
obtain higher level of security [26].
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Chapter 2

Power Analysis Evaluation
Methodologies

2.1 Introduction

The concept of physical security, introduced in the previous chapter, have raised
new issues in the design of cryptographic devices. Moreover, possible weaknesses
due to technology implementations need to be addressed during the design of such
secure systems. The evaluation of the information that an adversary could extract
from physical emissions requires two basic elements [50]:

1. a leakage model of the device;

2. a distinguisher.

In literature, several works discussed on both aspects, since determining what is
the possibility to recover information is not often an easy task, whereas it can be
obfuscated and hidden by the presence of countermeasures [50], [137], [91], [49].
The certification of the information leaked from a chip is still an open problem. In
fact, we must take into account that the exploitability of a physical emission and
its certification have to deal with a concrete exploitation of the information leaked
through the target side-channel. In this work, we focus on the power consumption as
side-channel. Therefore, in this chapter we will address attack procedures based on
the adoption of power consumption as side-channel. Also evaluation methodologies
need to be introduced to give a measure of performances of electronic circuits for
secure applications. For designers, the need of being also on the side of the expected
adversary helps in determining possible weakness of cryptographic devices in terms
of physical security. The definition of expected adversary, or the adversary model
is discussed throughout this work, since it is considered as an important aspect in
determining the relevance of potential weakness in a design. Both attack procedures
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and evaluation tests have to deal with the concept of statistical security, since the
leakage certification is based on the probability density function estimation [49].

2.2 Actual Security Metrics

The evaluation of the capability of an implementation to resist to PAA can be
estimated through an evaluation of power measurements and attack outcomes. In
literature, various physical security metrics have been proposed to quantify aspects
as power variability and effort needed to break the security of a cryptographic device
through observation of physical emissions. In the context of analyzing the power
consumption, we should consider the structure itself of a power trace. Since the
measure of power consumption is performed through an analog-to-digital converter,
we consider the power traces/sample as discrete variables. So far, each time sample
of a power trace can be consider as the sum of a data-dependent component Pdata,
electronic noise Pel and switching noise Psw [93]:

Ptotal[j] = Pdata[j] + Pel[j] + Psw[j] = Pdata[j] + Pnoise[j] (2.1)

In general, the adversary wants to exploit the data-dependent component Pdata of
the overall power consumption, in order to recover the secret information. Under the
assumption of additive Gaussian noise, which takes in consideration both electronic
and on-chip (or switching) noise [93], different measurements of a selected time
sample, performed with the same input, lead to Gaussian distributed sample values.
Hence, the density function describing the normal distribution of noise can be
described with mean µnoise and standard deviation σnoise. In general, we can
consider:

Pnoise ∼ N(µnoise = 0, σnoise) (2.2)

2.2.1 Signal-to-Noise Ratio, SNR

One of the first security metrics based on the presence of a noisy component in the
overall power consumption is the Signal-to-Noise Ratio (SNR). The SNR relies on
matching between the concept of variance and power, and it is defined as follows:

SNR[j] = σ2
data[j]

σ2
noise[j]

(2.3)

where σ2
data represents the variance of the data-dependent part of the power consump-

tion, and quantifies how much the power consumption varies due to data-dependency,



2.3 Attack Methodologies 19

which is the component that the adversary wants to exploit. In other words, the
SNR quantifies how much information is leaked in a time sample in terms of power.

2.2.2 Energy-based Security Metrics

In literature, another common approach to evaluate the data-dependency of the
power consumption of a digital circuit is to use the energy variability. We define the
energy per cycle Ecycle as:

Ecycle =
∫ Tck

0
VDD · iDD(t)dt (2.4)

where Tck is the clock signal’s period, VDD the power supply voltage, and iDD is the
current absorbed. Using the definition in [144], we introduce the Normalized Energy
Deviation (NED):

NED = max(Ecycle)−min(Ecycle)
max(Ecycle)

(2.5)

where min(E) and max(E) are the minimum and maximum value of the energy
regarding the input vectors, and the Normalized Standard Deviation (NSD):

NSD = σE

Ecycle
(2.6)

where σE and Ecycle represent the standard deviation and the average value of the
energy per cycle respectively.

2.2.3 Measurements To Disclosure, MTD

In order to give an estimation of the robustness of an implementation to a side-
channel attack, it is useful to find the minimum number of measurements that
are necessary to recover the secret key used by the hardware implementation [92]
[145]. This security metric is called Measurements To Disclosure (MTD), and allows
to quantify the effort that the adversary has to make regarding a certain attack
scenario.

2.3 Attack Methodologies

The analysis of the possibility to break the physical security of a cryptographic
accelerator through a target side-channel is strictly related to the probability that
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the expected adversary has to recover the secret information from the device itself.
It is clear that we must consider that the adversary sees the cryptographic device
as a black box. Since Power Analysis Attacks are non-invasive SCAs, monitoring
side-channel emission for retrieving information about a not easily-accessible system
can be considered as a classical engineering problem [52].
In general, PAAs are based on the strong relation between processed data and the
respective power consumption in a electronic circuit. If the malicious adversary
has the possibility to monitor the power consumption of a cryptographic device
while it is performing encryption/decryption operations, he/she can extract useful
information to break its security. As we have previously mentioned, in a PAA, and
in general, in a SCA, it is critical to have a sounding leakage model, that in this
case is a power model. During a PAA, the adversary collects a certain number of
so-called power traces of the device under attack, with known input vectors. Under
proper assumptions of the operation that the device under attack could perform (e.g.
the secret key), he/she can build a set of hypothetical power consumptions related
to the input vectors set and a target intermediate function of the cryptographic
algorithm, adopting a certain power model. At this point, he/she compares the
hypothetical power consumptions with actual power consumptions with statistical
tools. Relying on the output of the adopted statistical tools, the adversary guesses
one (or a sub-set) of the operation (e.g. the key) that took place on the device
under attack. This simple paradigm hides a plethora of different procedures. Their
effectiveness depends on several aspects of both sides of the attack:

• the attack capability of the adversary;

• the design of the device under attack.

These two aspects play key roles in the the typology of the attack and its effectiveness
against a specific hardware device. In terms of power model, attack procedures can
be divided in two categories: non-profiled and profiled attacks. In a non-profiled
attack, the adversary makes use of an a priori model of the actual data-dependent
consumption of the device, relying on a linear (or quasi-linear) relation between
processed data and current absorption. Usually a priori power models are in the
form of a number, and allowing to exploit linear (or quasi-linear) dependencies of
actual power consumption with processed data. In a profiled attack, the adversary
needs of a clone device of the same class of the device under attack to build a
sounding power model. The clone device has to be implemented using the same
design but it should also offer the possibility to be programmed in terms of key and
plaintext. In this case, a sounding power model is built upon the clone device’s
power consumption, creating so-called profiles. They are used to exploit similarities
with the power consumption measured on the device under attack. A huge difference
between profiled and non-profiled attacks relies on the fact that in profiled attacks
the power model is built using real power samples rather than a merely relation
between processed data and consumption.
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2.3.1 Differential Power Analysis

The first example of a PAA has been proposed by Kocher et al. in [84], with
Differential Power Analysis (DPA). In DPA attacks, the attacker chooses a single
bit of a target intermediate function output word processed within the device. The
target output function needs to be related on the secret the adversary wants to
recover. Then the attacker divides the collected set into two sub-sets according to
the value of the chosen bit. In this case, the power model is the simple bit value.
The guess on the correct key is obtained by using the difference of means (DoM)
test as statistical distinguisher. Higher is the difference of means for a certain key
hypothesis at sample j, higher is the correlation between the power model and the
actual measurements. If we consider the binary matrix H, with n rows and K
columns (with K number of possible key hypothesis), as the power model matrix
related to the target bit for each key hypothesis, and T the power measurements set
for n plaintexts, each composed by N samples, we compute the difference of means
for key hypothesis ki as:

DoMi[j] =
∑n
l=1 hl,i · tl[j]∑n

l=1 hl,i
−
∑n
l=1(1− hl,i) · tl[j]∑n

l=1(1− hl,i)
(2.7)

with j = 1, 2, ..., N and i = 1, 2, ...,K. Equation 2.7 can be rewritten as:

DoMi[j] = M1,i[j]−M0,i[j] (2.8)

The key hypothesis k∗ which maximizes the difference of means is chosen as
guessed key:

k∗ = argmaxi {|DoMi|} (2.9)

2.3.2 Correlation Power Analysis

In 2004, Brier et al. proposed the Correlation Power Analysis (CPA) [32] as attack
procedure, which makes use of multi-bit related power consumption to retrieve
sensible information. In a CPA attack, the adversary chooses an intermediate result
of the cryptographic algorithm as target function, similarly to DPA. For each possible
key ki, with i = 1, . . . ,K, the hypothetical result of the target function is computed
for each input vector used. A matrix J of size n×K is built with hypothetical results,
where n is the number of queries used in the attack. In CPA, a multi-bit power model
is used to compute the matrix H of hypothetical power consumption from the matrix
J. A common choice is to use the Hamming Weight (HW) or the Hamming Distance
(HD) as sounding power model for CMOS circuits. The underlying assumption of
HW/HD models can be resumed as follows: each bit in a m-bit slice architecture
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contributes equally to the total power consumption. The matrix H is then compared
with the collected power traces set T = ti[j]|i = 1, 2, ..., n, j = 1, 2, ..., N , by means
of the Pearson’s correlation coefficient as statistical distinguisher, obtaining the
matrix R of size K ×N . Each element of R = ρi[j] is expressed as follows:

ρi[j] =
∑n
l=1(hl,i − hl) · (tl[j]− t[j])√∑N

i=1(hl,i − hi)2 ·
∑N
i=1(tl[j]− t[j])2

(2.10)

The key hypothesis k∗ which maximizes the correlation coefficient in Equation 2.10
is chosen as guessed key:

k∗ = argmaxi {|ρi|} (2.11)

In the context of CPA/DPA attacks, the Success Value Indicator (SVI) [111]
is widely diffused to assess how well the correct key can be distinguished from the
wrong keys. For CPA attacks, it is defined as follows:

SV I = max {|ρcorr|} −max {|ρwrong|} (2.12)

where max {|ρcorr|} is the maximum value of the correct key’s correlation coefficient,
and max {|ρwrong|} is the highest value of the correlation coefficients corresponding
to the best ranked wrong key. If the SVI is strictly positive, the correct key is
successfully recovered among wrong keys.

2.3.3 Extensions of CPA Algorithm

CPA attacks have been extended and analyzed in-depth in several works during the
last two decades. Noteworthy extension of the methodology behind CPA has been
proposed by Schimmel et al. in [130], with Correlation Power Frequency Analysis
(CPFA). In CPFA, the data-set is pre-processed with Fast Fourier Transform (FFT)
to extract Power Density Spectrums (PSDs) of power traces, and then the CPA is
performed in the frequency domain. The attack performed in the frequency-domain
allows to relax some attack requirements, such as time alignment of power traces. In
a regular CPA attack, such as also in DPA attacks, the acquisition of power traces
has to be synchronized with a precise time sample, in order to guarantee alignment of
the data set. CPA/DPA attacks are intrinsically univariate attacks, and they require
that the information leakage has to appear approximately in the same time samples
to be effective. CPFA relax this constraint, as the transformation to the frequency
domain removes the time shifting (desynchronization) if the PSD windows is large
enough. In CPFA, the information in time-domain is totally removed, since it works
only in the frequency-domain. In some countermeasure schemes, the clock frequency
is changed randomly to provide desynchronization and immunity to CPFA. In [80],
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an enhancement of CPA technique based on spectrogram analysis is proposed, called
Correlation Power Spectrogram Analysis (CPSA), to overcome limitations of CPFA.
In this case, the Short-Time Fourier Transform (STFT) is adopted to convert the
data-set in a mixed time/frequency domain before performing the CPA.
On the side of adopted power model, in [143] a slight different multi-bit power model
is adopted. In modern MOS transistors, the drain current in the saturation region
does not follow the classical square law ID ∝ V 2

ov. In fact, in many applications
the drain current expression is evaluated through the alpha-power law in saturation
region [7]:

ID = K(VGS − VTH)α (2.13)

with 1 ≤ α < 2. In order to better fit a priori power models to actual power
consumptions, each element of the hypothetical power matrix H is pre-processed
using exponentiation with a factor β ∈ (0, 1), in order to improve values of correlation
coefficients:

H̃ = (H)β (2.14)

The CPA comparison is then performed using H̃ instead H.

2.4 Template Attacks

In several cases, dependencies of processed data in power consumption do not rely
on linear relations. In such cases, it is not always possible to use a priori models to
soundly fit actual consumption. To overcome issues in efficiency of a priori power
models, Chari et al. introduced Template Attacks (TAs) in 2003 as the strongest
sub-class of PAAs [41]. In TAs, that are classical examples of profiled attacks,
the adversary has to have an identical experimental device, called clone device,
which can be programmed. This requirement can be limiting, but it holds in many
practical cases [56], [103]. The adversary makes use of the clone device to create a
set of profiles of power consumption in order to detect features on the cryptographic
activity on the device under attack. These profiles, also called templates, contain
a characterization of the device in terms of statistical estimation of moments, and
can be conducted as univariate or multivariate. In practical cases, the adversary
can built a profile for each possible couple of input and sub-key to attack, in order
to get a classification of the leakage over the entire space of keys. Each template
contains a characterization of the data-dependent component of the overall power
consumption, and can contain also a characterization of the noise. In literature,
it is common to adopt Gaussian models for the noise [41]. A TA is structured in
two stages. The first one is called profiling and it is performed on the clone device.
During this stage, the adversary estimates first order and second order moments of
the power consumption on the clone device, obtaining a characterization for each
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key and input couple (e.g. operations). We can summarize the steps in the profiling
stage as follows:

1. The adversary collects L power traces of N points on the clone device for
each key and input couple. For easiness, we call each key and input couple a
operation. Let us assume that we have K operations O1, O2, ..., OK . Hence,
we have K matrix Ti of size L×N , with i = 1, ...,K.

2. K average vectors M1,M2, ...,MK are computed for each Oi operation:

Mi[j] =
L∑
l=1

T
(l)
i [j]
L

(2.15)

with j = 1, 2, ..., N . These average vectors represent the data-dependent
component of the measured power consumption, since the noise is supposed to
have zero-mean.

3. Average vectors Mi are used to extract I < N interest points or features (in
the case of multivariate analysis) P1, P2, ...PNP . The relevance of these interest
points relies on the fact that meaningful samples in a power traces are those
ones that are strongly dependent in magnitude from the processed data. Time
samples that carry no information are non relevant for PAA, and thus, they
can be discarded. After the extraction, the average vectors are compressed
to the sub-set of index related to P1, P2, ...PNP . A small loss in accuracy is
traded for reduced processing overhead if the features are extracted properly.

4. For each operation Oi, the NP -dimensional noise vectors are computed between
the L power traces and their respective average vectors. After that, L noise
covariance matrices Σi are computed between all pairs of components of the
noise vectors for operation Oi.

At this point, the adversary has characterized data-dependent and noisy compo-
nents of each key and input couple on the clone device. For each key-input couple,
he/she has defined a template (Mi,Σi), that is used to retrieve secret information
from the actual power consumption of the device under attack. The second stage of
the template is called attacking. The adversary measure the power consumption t of
the device under attack, and uses the templates to perform a matching detection
by computing the following probability with each collected power traces l over the
interest points of index P1, P2, ..., PNP :

Pr(t;Oi) = 1√
(2π)NP |Σi|

exp

(
−1

2(t−Mi)T · Σ−1
i (t−Mi)

)
(2.16)

where |Σi| is the determinant of Σi, and Σ−1
i is its inverse. If the noise is Gaussian, the

approach of selecting the Oi which maximizes Pr(t;Oi) is optimal. This is approach
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Table 2.1. Number of templates needed to attack a 8-bit sub-key of a hardware implemen-
tation of AES-128 with various partitioning schemes.

Partitioning Scheme No. Of Templates
(key,input) pairs 256× 256 = 65536
S-BOX out. value 256

HW(S-BOX out. value) 9

is also known as maximum likelihood decision rule. In a practical attacks, multiple
measurements are taken into account, in order to minimize noise. So, the adversary
collects a data set T = ts with s = 1, ..., S. Since we are interested in computing the
probability Pr(Oi|T ) from the prior probability Pr(Oi) and probabilities Pr(ts|Oi)
for each s = 1, ..., S and i = 1, ...,K, the adversary can compute [93]:

Pr(Oi|T ) =

(∏S
s=1 Pr(ts|Oi)

)
· Pr(Oi)∑K

g=1
((∏S

s=1 Pr(ts|Og)
)
· Pr(Og)

) (2.17)

where probabilities Pr(ts|Og) are computed according to Equation 2.16. At this
point, the maximum likelihood decision rule is used to choose the template Oi, and
thus the key, which exhibits the highest probability:

k∗ = argmaxi {Pr(Oi|T )} (2.18)

2.4.1 Improving Efficiency of Template Attacks

Also Template Attacks have been extended since the first paper was published in
2003, and many researchers have worked to improve the effectiveness of this powerful
sub-class of attacks. In [93], authors propose alternative ways to create partitions
in profiling, in order to work with a reduced number of profiles, thus, reducing
the processing overhead. In fact, we must take into consideration that during the
attacking phase, it is required to compute the inverse of a covariance matrix, which
is indeed a source of numerical and computational problems. This computation
requires an inversion of a square matrix for each template, so, reducing the number of
templates, the adversary can reduce also the average computational cost of the attack
algorithm. A possible strategy is to make partitions of templates. For example,
it is possible to use the value of a certain key-dependent intermediate function of
the cryptographic algorithm we want to exploit to create partitions of templates.
Moreover, it is also possible to make use of power consumption properties to further
reduce the number of templates. For example, using the HW of an intermediate
value, it is possible to make the number of templates to less than a tenth in AES-128
implementation (see Table 2.1).
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A huge effort has been also devoted to compression techniques. The reduction of
the dimensionality of a detection problem is widely diffused in Data Analysis (e.g.
image recognition, neural networks, pattern recognition, etc.). When the adversary
collects power traces, each measured vector can contain thousands of time samples.
It can be demonstrated that most of them are not relevant for PAA, and thus, they
can be discarded [93]. The problem behind the compression of power traces during
profiling stage is two-fold:

• how many points of interest?

• how do they can be selected?

These two questions have been discussed in-depth in [57], [43], [123] and [11].
Regarding on the number of points of interest to maintain as outcome of the
compression, there is no a general rule to follow. If the number of points is high, two
problems can come up. Firstly, the problem of detection can be overdeterminated
and the effectiveness of the attack in recovering the secret is reduced. Moreover,
numerical problems can occur due to the inversion of large covariance matrices. If
the number of points is too low, the problem of detection can be underdetermined
and the accuracy of profiles may be very poor, as well as the capability of the
attack in recovering the secret. Regarding the extraction of interesting points during
the profiling stages, there are several techniques that can be used. Many of them
are quiet similar to non-profiled attacks procedures. A commonly used approach
is to define a signal-strength f function with a given rule [57]. Computing the
signal-strength function, the adversary should search for NP points, exhibiting NP

highest values of f . Popular techniques to extract interesting points are summarized
in the following:

• Difference of means (DoM) [41];

• Sums of Squared Differences (SoSD) [63];

• Sums of Squared T-test (SoST) [63];

• Correlation Power Analysis (CPA) [93];

• Signal-to-Noise Ratio (SNR) [93];

• Variance based Method (VAR) [95];

• Mutual Information Analysis (MIA) [62];

• Kolmogorov-Smirnov Analysis (KSA) [152];

• Principal Component Analysis (PCA) [11].
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Figure 2.1. Signal-strength function evaluation using DoM, SoST, VAR and CPA on a
FPGA implementation of a AES-128 block cipher.

2.5 Enhancement of Effectiveness of PAAs through Pre-
Processing

In this chapter, we have discussed about the composition of a power trace as a sum
of a data-dependent and cryptography-related component and a noisy component.
It is natural to think that higher is the magnitude of the data-dependent component,
higher will be the probability to successfully exploiting the power consumption. On
the other hand, we can assume also that smaller is the noisy component, higher
will be the probability of success. In all research contexts where a noise process
is intrinsically part of the observed system (this position always holds in practical
cases), a lot of the effort is made in the reduction of the power of noise. Techniques
used to reduce the noise power, thus, increasing the output SNR, are called de-noising
techniques. Since, in PAA it is useful to de-noise the data set before performing
the PAA itself, the act of reducing the noise power is also called pre-processing. In
the context of PAAs, several pre-processing techniques have been propose with the
purpose of increasing the probability of success in recovering the secret key from a
cryptographic device. Adopting such techniques allows to:

• speed up the velocity to reach the secret key;

• reduce the computational cost of the actual PAA (optional).

The first aspect is very relevant, because impacts indirectly also on the latter. A real
adversary has a limited storage capability in collecting power traces/samples, and
he/she is limited by the storage capability of the computer used to save the data-set.
Speeding up the velocity of the attack experiment means also that the MTD can be



28 2. Power Analysis Evaluation Methodologies

smaller if compared with straight PAA, which corresponds to relax the demanding
constraints in time needed to recover the secret key and the minimum storage
capability to store the data-set. In this section we briefly present two pre-processing
techniques that have been proposed in literature in the context of PAAs.

2.5.1 Principal Component Analysis, PCA

Principal Component Analysis (PCA) is a compression/filtering technique widely
diffused in several research contexts for reduction of the noise and data-set dimen-
sionality using a variance-oriented conservative approach [14] [71]. The aim of
PCA is to search for linear combinations in the given data-set, that lead to high
values of variance, summarizing them in principal components, representing most of
the information carried within the data-set, discarding secondary, or non-principal,
components, corresponding to noise. This operation is performed by projecting the
data-set to a new space, using a basis composed by eigenvectors of the covariance
matrix of the data-set itself. In order to perform PCA denoising, means Mt and
standard deviations σt for each time sample of collected power traces data-set L
have to be computed:

Mt =
∑N
i=1
Li,t

(2.19)

σt =

√∑N
i=1(Li,t −Mt)2

N
(2.20)

At this point, the data-set L is standardized into Ls using means and standard
deviations in Equation 2.19-2.20:

L→ Ls (2.21)

The covariance matrix Σs is then computed on Ls. Eigenvectors and eigenvalues
of Σs are computed, decomposing the covariance matrix as follows:

Σs = U · Λ · U−1 (2.22)

where Λ represents the diagonal matrix containing eigenvalues and U eigenvectors
matrix. Eigenvectors corresponding to highest values of eigenvalues are considered
principal components, since their magnitude are strongly related to the variance (and
thus PAA information) of their respective eigenvectors. These principal eigenvectors
represent directions with the maximal variance. Selecting a limited number c of
those directions, it is possible to create a new matrix representing the data-set, using
these eigenvectors as basis. There are several rules that can be used to define the



2.5 Enhancement of Effectiveness of PAAs through Pre-Processing 29

number c of principal components to consider. A simple but effective method use a
threshold rule to define c. The threshold can be obtained as a particular ratio of the
sum of total variance, expressed as the sum of all eigenvalues. If the eigenvalues as
ranked in descending order, one can perform a cumulative sum of the eigenvalues,
until the threshold value is reached. At this point, all eigenvectors related to unused
eigenvalues are discarded. A new matrix Ur is built using remaining eigenvectors, and
padding with zeros all unused columns, and a denoising matrix Ud is the computed
as:

Ud = UrU
T
r (2.23)

In order to restore the original space without the noisy components, one should
perform:

Ld = LsUd (2.24)

Another possible approach allows to reduce also the dimensionality of the denoised
data-set. In this case, the rotation matrix Urc is built only using the principal
components, and the rotation into the original space provides also a reduction of
the dimensionality to a c-sized problem:

Ld = LsUrc (2.25)

In both approaches, the denoised data-set Ld should be de-standardized.

2.5.2 Wavelet-based Denoising

The adoption of the Wavelet Transform in SCAs is widely diffused [135], [115], [47],
[90]. In [128], a combination of PCA and wavelet transform denoising technique is
presented. As we have previously discussed about CPFA, Fourier transform totally
removes the dependency of the time, moving the analysis to the frequency-domain.
The adoption of the STFT, partially relax, maintaining a mixed domain analysis.
The problem behind the STFT is that the efficiency of the analysis is strongly
dependent by the adopted length of the window function g(t), since both time and
frequency accuracy rely on the window length. Wavelet transform allows to overcome
this issue since the analysis is performed by means of scaling and time translation
of a function Ψ, named mother wavelet. The continuous time wavelet transform is
expressed as follows:

Wf(a,b) = |a|−
1
2

∫
f(t)Ψ

(
t− b
a

)
dt (2.26)
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Figure 2.2. FFT of a power traces of a FPGA implementation of AES-128 pre (top) and
post (bottom) the wavelet decomposition, stopped at level 2 using ’dB4’ as mother
wavelet.

whereas the mother wavelet Ψ(t) is defined as:

Ψa,b(t) = |a|−
1
2 Ψ
(
t− b
a

)
(2.27)

Coefficient a and b define the scaling and time shifting of the mother wavelet
respectively. Wf(a,b) coefficient express the similarity between f(t) and Ψa,b(t). Since
in our context, collected signals are discrete in time and magnitude, we make use of
the discrete wavelet transform. Coefficients a and b can be rewritten as:

am = 2m (2.28)

bmn = amnT = 2mnT (2.29)

where T is the sampling period of the input signal f [k]. The discrete wavelet
transform can be expressed as follows:

W(m,n) = 2−
m
2
∑
k

f [k]Ψ[2−mk − n] (2.30)

The input signal f [k] is decomposed by a diadic decomposition, and for each
new level of decomposition, it is splitted in two components, called approximation
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and detail, corresponding to low-frequency contents and high-frequency contents
respectively. Each new approximation is sub-sampled by a factor of 2, and it is
used to generate a new diadic decomposition with new coefficients. The application
of wavelet transform as denoising technique is based on the assumption that the
information leakage is contained from DC to a certain frequency. It is reasonable
to consider relevant only approximation coefficients of the diadic decomposition of
the input signal (e.g. power trace) f [k]. It is critical to understand the following
aspects:

• which is the optimal level of decomposition;

• which mother wavelet provides better results.

The optimal level of decomposition has been formalized in [115], while the latter
one is still an open problem in the context of PAA.

Once defined the level of decomposition and the mother wavelet, the denoising
process takes place before running the PAA algorithm, and it has to be applied to
each power measurement within the collected set. An example of the effect in the
frequency domain of denoising with wavelet transform is depicted in Figure 2.2.

2.6 Information Theoretic Security Metrics

In the SCA attack community, the role played by the practical evaluation and
quantification of information leaked through physical emission has gained growing
relevance. It is clear that the presence of a leakage model can mislead to different
interpretations of the physical security, since different devices leak differently [138]
[104] [134]. In 2009, Standaert et al. proposed an information theoretic approach
with the aim of fairly evaluating the robustness of different implementations without
adopting a specific power model [137]. A fairly and sounding evaluation tool needs
also to be adversary independent in addition to implementation/technology inde-
pendent, avoiding limitations due to ad hoc approaches in the analysis of physical
emissions. The framework proposed in [137] takes advantage of the information
theoretic concept of entropy, introduced in [134] by Shannon. This intuitive ap-
proach aims to give a fair measure of the information leaked through the physical
emission, without demanding limitations of a specific power model. In the context
of quantifying the information leakage, two practical security metrics have been
introduced:

• mutual information;

• perceived information.

In the following, the two information theoretic security metrics are briefly introduced.
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2.6.1 Mutual Information

Introduced in [91], the mutual information (MI) quantifies the amount of information
leaked by a hardware implementation of a cryptographic algorithm. The MI is able
to quantify the information leaked by the processor using the conditional entropy,
by means of probability density functions (PDFs), assuming a Gaussian distribution
for the power samples. It can be expressed as follows:

MI(X;L) = H[X]−
∑
x∈X

Pr(x)
∑
l∈L

Prchip(l|x)log2Prchip(x|l) (2.31)

where X is a random variable, H[x] its entropy, Pr(x) the probability of x ∈ X and
L is the observed leakage. The probability Prchip(x|l) is derived from Prchip(l|x) by
means of Bayes’ theorem. The underlying assumption is based on the fact that the
adversary has a perfect knowledge about the distribution Prchip(l|x). So, mutual
information represents the upper bound of the amount of information that can be
extracted from a hardware implementation.

2.6.2 Perceived Information

The perceived information, presented in [137] and defined in [125], captures the
information about the secret variable X obtained when observing leakage L, gener-
ated according to the probability distribution Prchip(L|x), and interpreted with the
model Prmodel(L|X):

P̂ I(X;L) = H[X]−
∑
x∈X

Pr(x)
∑
l∈L

Prchip(l|x)log2Prmodel(x|l) (2.32)

The perceived information in Equation 2.32 estimates how well the model
described by Prmodel(L|x) is suitable for the implementation under analysis, and
how much information an adversary could extract with this model, considering it non
perfect. The use of this metric allows to define the "average case" for the adversary,
because assumptions used in this case describe well a realistic attack scenario. In a
real scenario, we have [125]:

P̂ I(X;L) ≤MI(X;L) (2.33)

Moreover, the perceived information is not lower bounded [125], and thus, can
assume negative values.
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Chapter 3

Attack Exploiting Static Power
in Deep Sub-Micron
Technologies

3.1 Introduction

In the history of Power Analysis Attack, the first physical source that has been used
to recover secret information from cryptographic device is dynamic power. Since
the total power consumption has been dominated by dynamic power consumption
from the early days of CMOS technology, both for regular and secure design, the
primary aspect to look for in the power domain has been the instantaneous current
absorption. In the last decade, this aspect of the digital design has been progressively
altered by the side-effects in sub-micron technologies. New technologies in CMOS
fabrication allowed to reduce transistors’ geometric and physical feature size. The
aim of this reduction is double-fold. The reduction of the transistors size has brought
to a reduction in the capacitive parasitics, which has a direct impact on power
consumption. In fact, since the instantaneous power consumption of a CMOS gate
is linearly dependent on the capacitive load CL, as shown in Equation 3.1, reducing
the minimum size of a transistor leads to a reduction of the power consumption.
Reducing the oxide thickness TOX, also the maximum supply voltage VDD has to
be scaled accordingly, in order to accommodate the shorter channel length and
keeping constant the electric field to avoid reliability issues. The dynamic power
consumption of a CMOS gate is shown in Equation 3.1:

Pdyn = V 2
DD · fclk · α · CL (3.1)

where fclk is the clock frequency and α is the switching activity of the gate. As we can
see, reducing the VDD leads to a quadratic reduction of the overall dynamic power
consumption, while Pdyn decreases linearly with CL. For example, in Figure 3.1,
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the same logic design on four different Xilinx Virtex FPGAs, implemented with
four different sub-100nm technologies, has different P dyn/P stat ratio. The dynamic
power consumption decreases as the scaling factor increases, while the static one
increases [75] [69].

In modern integrated circuits the overall power budget is not dominated by
the dynamic power consumption anymore. For CMOS technologies with channel
lengths below 40nm, the static component is a not negligible part of the overall
power consumption. The static power consumption is defined as the power that a
circuit consumes when no transitions occur, and the state of the circuit remains
stable:

Pstat = VDD · Istat (3.2)

In Equation 3.2, the static power consumption is described as the product of the
static current absorption Istat due to parasitic phenomena in a MOS circuit with the
power supply voltage. This current is expected to increase in the future, as we will
see in the next sections.

In a MOS transistor, there are several phenomena that lead to a static power
dissipation. As the technology of CMOS fabrication went below the 100nm process,
these phenomena have led to a rapid increase of static current magnitude in an
integrated circuit. The reduction of the geometry of a MOS transistor implies that
the thickness of the oxide TOX has to be reduced, and the minimum distance between
the drain and the source region has been reduced as well. As we will discuss later,
the scaling of the geometry of the MOS transistor has a direct relation with the static
current, which has also a strong relation with the level of security of a hardware
implementation of a cryptographic algorithm.

The strong increase in the static currents magnitude implies critical problems
in design of modern integrated circuits. The presence of not negligible static
consumption impacts on several aspects. In mobile devices, and in nowadays Internet
of Things (IoT) smart nodes, long idle time intervals are dominant in the lifetime
of the device. In order to save power, it is a common practice to use clock gating,
which actually stops the activity of unused sections of the chip. In this situation,
static power is dominant compared to dynamic, and with newer technologies is not
negligible. Higher static consumption reduces the battery life, and thus, the usability
of the device. Another straightforward issue related to modern technologies and to
the rising of the static power consumption magnitude is the increment of the device’s
working temperature, due to self-heating. This aspect impacts meaningfully also
on the cost of the fabrication, since higher temperatures require special packaging
techniques and expansive cooling systems. In addition, higher working temperatures
can affect the reliability of the chip, due to problems with electromigration which
can easily reduce the device’s lifetime.

Beyond technologies issues, there is a less explored aspect related to the static
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Figure 3.1. Static versus dynamic power consumption of the same design on four different
Xilinx Virtex FPGAs [75].

Figure 3.2. Power consumption trend within three decades. The inflection of 90nm
technology has remarked a critical point for designers, highlighting the importance of
static consumption in the power budget [69].

power consumption of modern technology. As we will discuss later on this chapter,
the static power consumption has been found to be data-dependent, and it implies
that it will not be only a secondary issue anymore for secure applications.
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Figure 3.3. Power consumption in integrated circuits [81].

3.2 Leakage Current Sources

We can resume three main leakage current sources in a MOS transistor as follows
[53]:

• sub-threshold leakage Isub;

• reverse-biased pn junction leakages Ipn;

• gate leakage Igate.

A simplified view of the MOS structure for a N-channel device with the three main
components of the overall static current absorption is depicted in Figure 3.4.

The overall static current of a MOS transistor can be seen as the sum of three
main components:

Istat = Isub + Ipn + Igate (3.3)

3.2.1 Sub-Threshold Leakage

If the gate-source voltage of the MOS transistor is below the threshold voltage VTH,
a small current still flows through the source and the drain regions, because the
transistor is not completely switched off. Several factors can impact on the threshold
voltage as the threshold voltage itself depends on several working conditions and it
is not a fixed parameter, as shown in Equation 3.4:
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Figure 3.4. NMOS structure with the three main static current sources.

VTH = VTH0 + γ(
√
|2φF |+VSB +

√
|2φF |)− ηVDS (3.4)

where VTH0 is the zero-bias threshold voltage, γ is the body effect coefficient, VSB
is the source-body voltage, and η represents the Drain Induced Barrier Lowering
(DIBL) coefficient. In general γ is 0.4V0.5, |−2φF| is typically 0.6V , and η is in
the range 0.02− 0.1. It must be noted that the zero-bias threshold voltage, which
can be seen as the typical threshold voltage of the device, depends strongly on the
manufacturing process. Modern CMOS design kits provide different devices for
different threshold voltage, in order to meet different needs in IC designs, such as
performance versus power consumption. The sub-threshold current Isub is influenced
by several parameters that alter the device’s threshold voltage:

• VTH-Rolloff: when the device is in the short-channel working condition, the
threshold voltage is not independent from the channel length anymore, affecting
the switching behavior of the transistor.

• DIBL effect: in sub-100nm process, drain and source region are close enough
to partially deplete a not negligible section of the active area under the gate
also without a biasing voltage. The partially depleted channel region needs a
smaller voltage than the nominal VTH0 voltage to be inverted. The resulting
effect is a lowering of the threshold voltage with shorter channel length.

• Body Bias: the VSB voltage in equation 3.4 directly impacts on the threshold
voltage of the MOS transistor. As this voltage increase, the VTH increases as
well, reducing the sub-threshold current.

• Temperature: also the working temperature of the device alters the sub-
threshold current, by altering the threshold voltage. In the context of deep



38 3. Attack Exploiting Static Power in Deep Sub-Micron Technologies

sub-micron technologies, the temperature sensitivity of the threshold voltage is
in the range of 0.3−3.0mV/◦C, while the sub-threshold current has exponential
behavior with the working temperature, as shown in Figure 3.5.

In up-do-date technologies, the sub-threshold current is the most important
leakage source [40]. A comprehensive model of the sub-threshold current is given by:
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Figure 3.5. Temperature dependency of the sub-threshold current in 4x4bit PRESENT
crypto-core.

Isub = K · W
L
· e

VGS−(VTH−ηVDS+γVSB)
nVT ·

(
1− e

−VDS
VT

)
(3.5)

where VT is the thermal voltage, which is equivalent to 25mV at room temperature
(27◦C), W and L are respectively the width and the length of the gate. VT is defined
as follows:

VT = kT

q
(3.6)

where k is the Boltzmann’s constant, T is the absolute temperature and q is the
electrical charge of the electron.

3.2.2 Reverse-biased pn Junction Leakages

In the MOS structure, the source and the drain wells are strongly doped and they
will form pn junctions with the substrate. This two pn junctions are reverse-biased
and a small current flows. This mechanism is supported by the high doping profile of
the source/drain well, which in turns, supports the tunnel effect of electrons through
the pn junctions. The magnitude of the reverse-bias static current depends also
on the area of drain/source diffusion. The presence of halo doping to control short
channel effects in deep sub-micron devices provides a reverse doped region nearby
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the source/drain wells. The combination of a both types of highly doped region
supports the Band-To-Band Tunneling (BTBT) [110][37][127], and a high electric
field allows charges to flow from the valence band of the p-region to the conduction
of the n-region.

3.2.3 Gate Leakage

In nowadays MOS devices, the oxide layer between the gate electrode and the
substrate has been intensively engineered. For almost 30 years, the gate oxide has
been fabricated using the native oxide of the silicon (SiO2), which has been used for
its high reliability and very good electrical performance. Along with the reduction
of the transistors’ feature size, the thickness of the oxide has been scaled as well, in
order to accommodate the reduced voltage and geometry. The minimum thickness
for direct tunneling for the silicon oxide is 2nm. Approaching 2nm of thickness,
a not negligible tunneling current flows through the gate also with zero-bias, and
the electrical insulation of the gate electrode becomes very poor. Since the mass
production of chips with 45nm process, the silicon oxide has been replaced with
high-k oxide, which can provide an equivalent thickness below 2nm compared to the
silicon one, but with strongly reduced tunneling effect. In this case the probability
of direct tunneling is limited, but other phenomena can provide tunneling currents,
such as trap-assisted-tunnel. The magnitude of the gate leakage current will increase
as the physical thickness of the newer high-k oxides will be reduced. Also the aging
of the chip will impact on the gate leakage, due to the generations of new defects in
the oxide, which provides a percolation path in the MOS stack.

3.3 Data-Dependency of Static Current

First studies on the data-dependency of the static current of CMOS technologies have
been enforced by the needs to reduce the impact of the static power consumption
on the performance and on the cost of the device in sub-micron technologies. Since
the physical phenomena behind the static current absorption are directly related to
the input state of each transistor in a circuit, input vectors of a CMOS circuit are
critical in the SCA context.

The simple static power analysis of a CMOS gate is useful to understand how
the static current can reveal the input state of the inverter, similarly to the dynamic
power consumption exploitation. A simple power evaluation on a CMOS inverter is
shown in Figure 3.6, and the power consumption that can be measured at the power
supply node is listed in Table 3.1 for each input/output transition.

We must consider that for input transitions 0 −→ 0 and 1 −→ 1, no capacitance
is charged/discharged because no real transition occurs. The power dissipation in
this case is only due to static mechanism. The power consumption Pstat,1 and Pstat,0
of the output state 1 and 0 respectively are generically different, due to differences
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Table 3.1. Power analysis of a CMOS inverter for each input/output transition.

Input Transition Output Transition Power Consumption
0 −→ 0 1 −→ 1 Pstat,1
0 −→ 1 1 −→ 0 Pstat,0 + Psc
1 −→ 0 0 −→ 1 Pstat,1 + Psc + Pswitch
1 −→ 1 0 −→ 1 Pstat,0

Istat,0

Isc + Istat,0 Istat,1

Iswitch

0 00 1

1 0 1 1

Isc + Istat,1

0 00 1

1 0 1 1

Figure 3.6. Power analysis of a CMOS inverter.

in carrier mobility in the PMOS compared to NMOS. In fact, it is meaningfully to
understand which transistors are off, in order to better understand how much the
static current is.

Pstat,0 6= Pstat,1 (3.7)

Since these two consumptions are different, we can recover the state of the CMOS
inverter by measuring also the static current. This property is general for CMOS
gates, as we have said before for the dynamic power consumption. Also experimental
results have confirmed this kind of results.

The input state has a direct impact on the static power consumption. This data-
dependency of static current has been analyzed on main standard cells implemented
in a 40nm CMOS STMicroelectronic process. Spice level simulations have been
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Table 3.2. Variability of the current of a 40nm inverter gate.

Current [nA]
IN T = 0◦C T = 25◦C T = 50◦C T = 75◦C T = 100◦C

0 0.186 0.384 0.704 1.200 1.913
1 0.101 0.267 0.611 1.250 2.330

CV [%] 41.88 25.42 10.00 3.12 13.90

Table 3.3. Variability of the current of a 40nm NAND gate.

Current [nA]
IN T = 0◦C T = 25◦C T = 50◦C T = 75◦C T = 100◦C

0 0 0.011 0.033 0.083 0.165 0.290
0 1 0.174 0.336 0.602 1.013 1.618
1 0 0.052 0.191 0.481 0.917 1.548
1 1 0.203 0.534 1.223 2.502 4.669

CV[%] 84.49 77.97 79.10 85.12 91.64

Table 3.4. Variability of the current of a 40nm NOR gate.

Current [nA]
IN T = 0◦C T = 25◦C T = 50◦C T = 75◦C T = 100◦C

0 0 0.374 0.768 1.410 2.394 3.826
0 1 0.062 0.239 0.620 1.314 2.485
1 0 0.090 0.230 0.525 1.083 2.043
1 1 0.004 0.020 0.056 0.132 0.277

CV[%] 84.49 98.45 76.03 86.07 75.48

carried out using accurate BSIM4 models of MOS transistors in Cadence Virtuoso,
using Standard Voltage Threshold Low Power (SVTLP) devices. To assess the
variation of the static current due to data-dependency, the Coefficient of Variation
(CV) [3] [2] is used and it is defined as follows:

CV = σstatic
µstatic

=

√
1
n

∑n
j=1(Ij − µstatic)2

1
n

∑n
j=1 Ij

(3.8)

where σstatic is the standard deviation and µstatic is the mean value of the static
current sample Ij, with j=1,2,...,n. Larger is the CV, larger will be the dependency
of the static current from the input vectors. The CV is widely used in hardware
security literature, and, in this context, is useful to give a measure of the potential
vulnerability of a circuit to a side-channel attack.

Table 3.2-3.6 show the static current with all possible input vectors, and variability
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Table 3.5. Variability of the current of a 40nm XOR gate.

Current [nA]
IN T = 0◦C T = 25◦C T = 50◦C T = 75◦C T = 100◦C

0 0 0.632 1.777 3.960 7.705 13.762
0 1 0.501 1.587 3.702 7.170 12.588
1 0 0.649 1.883 3.960 7.280 12.350
1 1 0.542 1.690 3.906 7.847 14.349

CV[%] 12.23 7.26 3.16 4.35 7.18

Table 3.6. Variability of the current of a 40nm D flip-flop.

D CK Dint Current[nA]@25

0 1 1 1.080
0 1 0 1.010
0 0 0 1.163
0 0 1 1.080
1 0 0 0.969
1 0 1 1.265

CV[%] 9.76

Table 3.7. Comparison of the CV of a NAND gate using 90nm, 65nm, 40nm and 28nm
(with SVTLP option).

Process CV@T = 0 CV@T = 25 CV@T = 50

90nm 70% 63% 62%
65nm 58% 40% 40%
40nm 84% 78% 79%
28nm 158% 151% 145%

due to data-dependency for minimum driving gates and D flip-flop from the standard-
cell library with SVTLP option. As further analysis, a comparison of the CV of the
NAND gate with different technologies with different working temperature is shown
in Table 3.7.

It has to be noted that the CV of the static current increases with the scaling
factor [15]. In the 28nm process, the CV is very high, and even greater than 100%.
As we will see in the next section, high values of CV with basic gates is a critical
sign of potential vulnerabilities in the side-channel attacks context. Since the design
of electronic devices is moving toward new technologies, the data-dependency of the
static consumption is not anymore a secondary problem in security applications.
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3.4 AESP in Cryptography

The strong relation between static current magnitude and input vectors for CMOS
gates is the physical basis of the Attacks Exploiting Static Power (AESP) [15]. This
property can be used to exploit secret information from hardware implementation of
cryptographic algorithms. Real devices are frequently designed using m-bit-sliced
circuits, in which the complete architecture is composed by a certain number of
replicas of the same atomic structure. In bit-slice based circuits, the overall static
current is equal to the sum of the static currents of the m-bit slices, each of which
can be reasonably equal to the high (or low) level of static current IH (or IL) when
the corresponding input bit is ′1′ (or ′0′) [6] [64]. Considering that the number of ′1′
of the input vector of a slice is the Hamming Weight (HW) w of the input vector,
the overall static current consumption of a m-bit slice can be expressed as:

Ileak = w · IH + (m− w) · IL = w · (IH − IL) +m · IL (3.9)

This model expresses the linear dependency of the static current of a slice from
the Hamming Weight of its input vector. There is a strong assumption behind this
model, which holds in most cases. In fact, it is assumed that each bit in a m-bit
slice implementation contributes equally to the overall power consumption.
In [64],[1] and [5], authors pointed out that a strong relation exists between processed
data and static consumption. Abdollahi et al. benefits from the direct relation
between input vectors and leakage current to minimize the static power consumption,
through the adoption of a Leakage Computing Network to build a power model of
the static consumption. After that, a minimum leakage input vector is identified
through a SAT solver finding the input pattern that minimize the static power
consumption. In [5], the static consumption of an off-the-shelf 8-bit CMOS register
(ON Semiconductor MC74ACT273) has been measured varying the stored data.
It has been demonstrated that the static consumption is directly linear with the
Hamming Weight of the stored data, and this behavior has been observed on five
different chips, obtaining the same results.

The critical role played by the static power consumption in PAA has now
becoming a primary concern. Since the magnitude of static power consumption has
growth of more than one order of magnitude in ten years, the possibility to recover
secret information using leakage currents as side-channel is the new frontier of power
analysis attacks. In [5], a first attempt to use the static power consumption to recover
the secret key of a hardware implementation of a cryptographic algorithm is presented.
In this work, a 65nm CMOS implementation of a 4-bit slice of the SERPENT block
cipher’s data-path has been attacked using static current as side-channel. Alioto et
al. demonstrated the possibility to successfully attack the implementation adopting
a novel and well-defined procedure called Leakage Power Analysis (LPA). This
formulation has been extended in [15] and named Attack Exploiting Static Power
(AESP). Since the experimental activity on the 8-bit CMOS register reported in [5]
highlighted the linear relationship between the Hamming Weight of the stored data
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and the static current consumption, authors have demonstrated as the Hamming
Weight is a suitable and sounding power model for the static power consumption.
The new and well-defined procedure introduced in [5] and extended in [15] is based
on the classic Correlation Power Analysis, introduced in [32], and they share the
same statistical distinguisher: the Pearson’s correlation coefficient.

A common approach to perform a power analysis attack is to use multiple
samples collected by a set of power traces and compare them with a predicted power
model, which has to be sounding accordingly to the information leakage mechanism
of the cryptographic device. This class of attack are called multivariate attacks.
Accordingly to [93], each one of the T samples of a power measurement of the
attacked device is given by the sum of a data-dependent component and uncorrelated
noise component:

Pleak[j] = Pdata[j] + Pnoise[j] (3.10)

with j = 1, 2, ..., T . The data-dependent component is what the attacker wants
to exploit in order to recover the secret information processed in the device. Under
the assumption that the noise component is additive white Gaussian noise [93] [125],
which takes into account both electronic and on-chip noise, several measurements
need to be collected in order to extract only the data-dependent component.

Pnoise[j] ∼ N(k, 0, σ2
noise) (3.11)

In equation 3.11, the sample mean of the noisy component is zero, while the
variance is σ2

noise. In the case of static current, the attack is intrinsically univariate,
because one sample for each measurement is used to perform the attack. So, in the
case of static current exploitation, we have only one sample which is relevant for the
attack, and we consider:

T = 1 (3.12)

Pleak[j∗] = Pdata[j∗] + Pnoise[j∗] (3.13)

The procedure proposed in [5] [6] to exploit information leakage from static
power consumption, can be described as follows. In the first step of the LPA attack,
the adversary chooses an internal m-bit data word X, processed inside the device
under attack, during the execution of the cryptographic algorithm. In general, the
intermediate signal X depends on the input vector I and the secret key K, by the
function f, which is given by the cryptographic algorithm:

X = f(I,Kcorr) (3.14)
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After that, the adversary stimulates the device under attack using l input vectors
Ii, with i = 1, 2, ..., l, measuring the corresponding static current drawn by the device
Ileak,i, capturing the consumption at the point in time in which target word X is
evaluated. This operation assumes that the adversary has the knowledge of which
is the point in time, or, in other words, the clock cycle, in which the intermediate
signal X is evaluated in the device. At the end of the measurement campaign, the
adversary has a set of l measurements Ileak,i. At this point, the adversary has to
estimate the physical value of X for each input vector Ii. Since the secret key K used
within the chip is unknown to the adversary, the estimation of the physical value
of X has to be extended to each possible key Kk, with k = 1, 2, ..., 2m according to
equation 3.15:

Xi,k = f(Ii,Kk) (3.15)

The result of this operation is the 2-D matrix Xi,k. In order to exploit the
information leaked by the device from the static currents, the adversary needs
to compute the hypothetical values of the power consumption using the physical
estimation of X. Since the static current provides information about the Hamming
Weight of the m-bit X, the adversary builds another 2-D matrix Hi,k with estimated
static current of each element of Xi,k. The Hamming Weight of each element of Xi,k
is computed, according to equation 3.16:

Hi,k = HW (Xi,j) = HW (f(Ii,Kk)) (3.16)

After the estimation of the hypothetical power consumption, the matrix of
hypothetical static power consumption Hi,k is compared with the measurement set
Ileak,i, accordingly to the index of the input vector i. When the key guess Kk is
correct (Kk = Kcorr), the estimated and the actual static power consumption are
maximally correlated, while for wrong key guess, the correlation is very poor. The
linear correlation is estimated by Pearson’s correlation coefficient as in a CPA attack:

ρk =
∑l
i=1(Hi,k −Hi) · (Ileak,i − Ileak)√∑l
i=1(Hi,k −Hi)2 · (Ileak,i − Ileak)2

(3.17)

As result, the adversary will compute m values of Pearson’s correlation coefficient,
one for each possible key guess. Hence, he/she will choose the key Kk* guess which
maximizes the correlation coefficient among all possible keys:

ρk∗ = max
k

ρk −→ K̂corr = Kk∗ (3.18)

A graphical resume of the Attack Exploiting Static Power presented in this
section is shown in Figure 3.7.



46 3. Attack Exploiting Static Power in Deep Sub-Micron Technologies

Choose an 

intermediate 

signal X

Collect l 

measurements 

of static current

Estimate Xi,k for 
all possible 

keys

Estimate static 

power 

consumption 

using HW

Evaluate ρk

Identify k* 

which 

maximizes ρk

X=f(I,Kcorr)

Ii Ileak

Ii,i=1,2, ,l

Kk,k=1,2, ,2
m Xi,j

Hi,j

Kcorr=K k* 

Figure 3.7. Attack Exploiting Static Power procedure.

3.5 Vulnerability of DPA-countermeasured Logic Styles
to AESP

In literature, several countermeasures have been proposed to thwart power analysis
attacks exploiting dynamic power consumption. Most common ones use the gate-
level and logic-level as abstraction level to make the consumption poorly related
with the processed data. In gate-level and logic-level approach, the main technique
to counteract CPA and DPA attacks is the hiding technique. Counteracting at logic-
level using hiding techniques means to minimize the data-dependent component of
the dynamic power consumption. In CMOS circuits, the dynamic power consumption
of a gate can be expressed with Equation 3.1. In order to minimize the possibility
to recover the state of the input/output of a gate by monitoring its dynamic power
consumption, the designer has to make the consumption independent from the input
vector. Since the gate’s dynamic consumption depends on its switching activity
factor α, which represents the probability of its output to make a transition within
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a clock cycle, the designer wants to ensure that each gate of the secure path has
to perform a transition of its output signal for each clock cycle. In this way, the
switching activity factor α will typically increase towards to unity.

α→ 1 (3.19)

In order to make this condition to be fulfilled, the common approach is to
use a Dual-Rail Pre-charge signaling and logic styles. In Dual-Rail Pre-charge
Logics (DPLs), each gate is duplicated in order to have complementary input and
complementary output signals. To achieve this kind of porting, a DPL gate has
to provide two complementary functions F and F , as shown in Figure 3.8 and
Equation 3.20.

F

F

in0

in1

inN

in0

in1

inN

...

...

......

out

out

Dual-Rail

SR

SR

Figure 3.8. Example of dual-rail gate using single-rail gates.

out = F (in0, in1, ..., inN )
out = F (in0, in1, ..., inN ) (3.20)

To ensure a constant consumption for each clock cycle, also pre-charged circuitry
is used along dual-rail approach. In a pre-charged circuit, the clock cycle is divided
in two phases. During the pre-charge phase, each signal of the net has to be tied to
the pre-charge value, which can be ′0′ or ′1′. At the end of the pre-charge phase, the
value of each signal is evaluated and the output result is generated. This step is called
evaluation phase. In many logic styles, the sequence pre-charge → evaluation phase
is handled directly by the clock signal, or, in other cases, one or more explicit signals
are used to maintain the synchronization. In security applications, the combination
of both dual-rail and pre-charged logics is used to achieve the condition shown in
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equation 3.19. Since each complementary signals couple assumes the value (0,1) or
(1,0) only during the evaluation phase, and during the pre-charge (post-evaluation)
phase they will assume both the pre-charge (post-evaluation) value (0,0) (or (1,1)),
the power consumption is theoretically data-independent. The signaling described
above and shown in figure 3.9 is also called Return-to-Zero (RTZ) protocol in the
context of cryptography [93]. As we will see in the next chapter, this condition will
not hold in many cases due to novel issues with modern CMOS technologies.

P E P E PCK/PRE

A

A

 1  0 

Figure 3.9. Dual-rail pre-charge encoding (RTZ protocol) of the logic value ′1′ and ′0′,
assuming ′0′ as pre-charge value. The clock signal CK/PRE is used as pre-charge signal.
The pre-charge phase occurs when the signal CK/PRE = 0, while the evaluation phase
for CK/PRE = 1.

From a security point of view, the presence of a countermeasure to thwart attacks
exploiting dynamic power does not make the implementation secured from AESP.
The investigation on the vulnerability of commonly adopted countermeasures, such
as DPLs, is critical since the relevance of the information that can be recovered from
hardware implementation of cryptographic algorithm though static power.

3.5.1 DPL logic styles

In the context of counteracting power analysis attacks several DPL logic styles have
been proposed, both standard-cell based and full custom. In this chapter we will
introduce three mainly used logic styles to counteract CPA/DPA attacks.

The Wave Dynamic Differential Logic (WDDL) [147] is a dynamic and differential
logic style based on the interconnection of standard CMOS gates. The idea behind
WDDL logic styles is to balance the power consumption per clock cycle for any
input combination. Each combinational gate is replaced with its dual rail version. A
CMOS-to-WDDL converter is needed to convert the single rail CMOS signal to the
WDDL domain, which is RTZ. The converter, depicted in 3.10(b), has to generate
also the pre-charge value (′0′ in this case) for both complementary signals. The
pre-charge value is propagated through the net, in order to pre-charge each node of
WDDL gate. The AND/NAND gate is shown in figure 3.10(a). As we can see, both
the function and its complementary counterpart are implemented with standard
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CMOS gates to balance the power consumption, ensuring one output transition
0→ 1 per clock cycle for each gate. The sequential element is made with standard
CMOS D flip-flop, and it is depicted in Figure 3.10(c). At the rising edge of the clock
signal, the differential input data is sampled during its evaluation phase. Two AND
gates are used to restore the pre-charge wave during the ′0′ phase of the clock signal.
It has to be noted that the WDDL logic can be implemented in FPGA, because it is
based on standard CMOS logic gates, and thus, no full custom design is required.

A

B

A

B

AND

NAND

(a)

A

CK

AWDDL

AWDDL

(b)

D Q

D Q

D

D

Q

Q

CK

(c)

Figure 3.10. WDDL building blocks. In (a), the AND/NAND gate in WDDL logic is
shown. In (b), the CMOS-to-WDDL converter is shown, using a pre-charge value of ′0′.
In (c) the WDDL 1-bit flip-flop is shown. The low-level of the clock signal is used to
generate the pre-charge wave, avoiding the use of an explicit signal.

The Masked Dual-rail Pre-charge Logic (MDPL) [117] is another standard-cell
based on the DPL principle, such as the WDDL. The main differences is that also
a masking scheme is used at logic-level to increase the security level. The DPL
approach allows to balance the switching activity, fulfilling equation 3.19, but in
addition, the MDPL aims to randomize the power consumption using an additional
differential input M, which is fed with a random mask value. Assuming that D is
the real data, each MDPL gate acts as XORing gate, where the real data is masked
with M :

Dm = D ⊕M (3.21)
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Figure 3.11. MDPL building blocks. In (a), the AND/NAND gate in MDPL logic is
shown. In (b) the MDPL 1-bit flip-flop is shown.

The MDPL AND/NAND gate and sequential element are shown in Figure 3.11.
The MDPL relaxes some of the implementation constraints of the WDDL, but
requires the implementation of a PRNG or TRNG to generate the mask.

The Sense Amplifier-Based Logic (SABL), introduced by Tiri et al. in [144], is
a full custom dual-rail pre-charge logic family specifically designed to achieve the
condition in Equation 3.19. In order to avoid information leakage due to Time-Of-
Arrival (TOA), gates are designed to evaluate the output value only after each of
the inputs have been set to the respective complementary value. Since each gate
is connected to the clock signal, every gate pre-charges simultaneously. The SABL
logic styles require a very high number of MOS per gate, and it is considered as
the state-of-the-art of logic-level countermeasure. Compared to WDDL and MDPL,
SABL logic style cannot be implemented on a FPGA, and thus requires a specific
design and custom libraries, as can be seen from Figure 3.12. It is considered one
of the best gate-level countermeasure against CPA/DPA, due to its capability to
thwart attacks exploiting dynamic power.

The aforementioned logic styles have been designed to counteract attacks ex-
ploiting dynamic power, but, since the emerging issues in security applications due
to the strong impact of static power consumption, a vulnerability analysis has to
be carried out. Moreover, logic styles, such as WDDL and MDPL, very common
also in FPGA and microcontroller applications, are based on the interconnection of
CMOS gates, and they have to be carefully analyzed, in order to reveal if there is
information leakage through the static current absorption.

3.5.2 Evaluation of vulnerability to AESP on the SERPENT block
cipher

The analysis of vulnerability to AESP of the aforementioned logic styles has been
performed on simulated power traces, carried out using Cadence Virtuoso with 40nm



3.5 Vulnerability of DPA-countermeasured Logic Styles to AESP 51

CK

CK CK

OUTOUT

IN INMn1 Mn2

Mn3

Mn4

Mn5 Mn6

Mp1

Mp2 Mp3

Mp5

Figure 3.12. Implementation of the buffer/inverter with SABL logic style.

CMOS process from STMicroelectronics. The standard CMOS has been used as
the refernce logic style for comparisons. A 4-bit data-path of the first round of the
SERPENT block cipher implementation has been used as case to study (shown
in Figure 3.13), analyze and compare vulnerabilities of the aforementioned DPL
logic styles to AESP. The crypto-core is composed by an input layer of flip-flops,
to store the input plaintext and the 4-bit key, a XOR layer, implementing a slice
of the AddRoundKey operation, and a 4x4 bit SERPENT S0 S-BOX. It is worth
noting that the S-BOX used in these implementations has been designed with
the smallest number of 2-inputs combinational logic gates known from literature
[124].The output register samples the output word of the S-BOX, and provides the
output ciphertext. Testbenches for DPL logic styles require CMOS-to-DPL and
DPL-to-CMOS converters, which are not needed in the case of standard CMOS
implementation.

The power supply is kept constant at 1V, while the clock frequency has been set
to 10MHz, in accordance to typical working frequency of most crytpgraphic devices
[51][118][26][20]. The current samples are collected on the main V DD of the design,
assuming the worst-case model for the adversary. In fact, in order to collect only
static currents for our purpose, it has to be ensured that only static phenomena
are captured. In a real attack scenario, a malicious attacker may need to force the
device at the steady state condition to measure the static current, after the target
word is processed by the device implementation. To perform the attack and making
the device to be in a steady state before the processing, the clock has been switched
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Figure 3.13. 4-bit data-path of the SERPENT block cipher used as cased study to analyze
and compare the vulnerability of different DPL logic styles against AESP.

off after the second sampling edge following the start of the encryption operation,
as depicted in Figure 3.14. As target intermediate value, the output word ct of the
S-BOX has been chosen, which depends on the input plaintext pt and the secret key
key, accordingly to Equation 3.22:

ct = SBOX(pt⊕ key) (3.22)

clk

iVDD

Ileakage

1 2 3

Start_encrypt 1st round Steady state

Figure 3.14. Time diagram of the clock signal to collect only static current samples.

The first analysis and comparison involves the possibility to use different devices
with different threshold voltage options in the design kit:

• Low Voltage Threshold (LVT);

• Standard Voltage Threshold (SVT);

• High Voltage Threshold (HVT).

In non-cryptographic design, the multi-VTH approach is widely used to trade-off
between performance and power consumption, using LVT devices for high perfor-
mance paths and HVT on non critical ones [40]. In the context of cryptographic
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design, the exploitation of different threshold voltage options and sub-threshold
working condition have been used to develop a countermeasure against dynamic
power attacks [67], neglecting the vulnerabilities due to static current information
leakage. The CMOS implementation has been designed with the three different
options available and they have been compared to better understand the impact
of the VTH options on the vulnerability against AESP. The working temperature
has been set to 50◦C for each implementation. Simulating noise-free AESP attacks
allow to reveal the secret key in all cases, as shown in Figure 3.15. The correct
key, taht has been set to (7)2, has been correctly recovered, demonstrating that the
reduction of the correlation coefficient adopting the HVT option is negligible, and
no real improvement in thwarting AESP can be gained if higher threshold devices
are chosen. In this scenario, the static current exploitation allows to recover the
secret information neglecting the devices’ threshold voltage. It has to be noted that
the SVT option offers the best correlation coefficient among the others.

The CMOS implementation has been compared with WDDL, MDPL and SABL
implementation of the SERPENT crypto-core, using actual security metrics. Also
an information theoretic approach has been used, which have been demonstrated to
be a "fair" method to assess the security level of cryptographic processor without
referencing to a specific power model. In this experiment, the key used by the
crypto-cores has been set to (5)2, and again, the analysis has been carried out firstly
noise-free, to assess the worst-case condition for the implementation (no limits in
storage capability and for the duration of the experiment). In all cases, the secret
key has been correctly recovered. It has to be noticed from Figure 3.16, that the
correlation coefficient of the correct key of the MDPL and WDDL is higher than
CMOS. The SABL implementation shows a lower correlation coefficient compared
to the CMOS reference. This results is double-fold. Firstly, the univariate Gaussian
model using static power consumption presented in this chapter is effective in
recovering secret information also if the target implementation is conceived to thwart
attacks exploiting dynamic power consumption. Secondly, since MDPL and WDDL
show higher correlation coefficient compared to CMOS, we could conclude that the
interconnection of CMOS gates to make the dynamic consumption independent from
the processed data can leak through static power even more information than a
standard CMOS implementation. In fact, the only DPL logic style which does not
show this behavior among the case study is the SABL implementation, which is
intended to be for ASIC applications, since it does not use interconnection of CMOS
standard-cells.

Furthermore, the analysis has been conducted also with the information theoretic
approach presented in 2, which can quantify precisely the amount of information
leaked by the static current without using a specific power model. In this case the
Mutual Information has been used to make a comparison of CMOS with DPL styles.
As it is widely accepted in the side-channel attacks literature [137], a univariate
Gaussian model has been adopted to quantify the information leaked through the
static power consumption. A plot of the mutual information versus the noise standard
deviation is shown in Figure 3.17. Comparing curves for different logic styles, the
SABL has a sharper reduction, and the information leaked through CMOS, WDDL
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Figure 3.15. AESP using correlation coefficient against the 4-bit SERPENT crypto-core
with LVT (blue), SVT(red) and HVT(green) devices. The key (7)2 has been set on this
scenario.

Figure 3.16. AESP using correlation coefficient against 40nm CMOS and DPLs implemen-
tation of the 4-bit SERPENT crypto-core.
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Figure 3.17. Mutual information plots versus the standard deviation of the noise with
various DPL logic styles. The CMOS implementation has been used as reference.

and MDPL implementations can be exploiting also in the presence of higher level
of noise. It is worth noting that the CMOS-based DPL logic styles (MDPL and
WDDL) can leak more information than standard CMOS, confirming the results
obtained with the previous AESP analysis.

The vulnerability of DPLs to AESP has been tested and verified for standard-cell
based and full custom logic. Since actual and information theoretic security metrics
have confirmed that using RTZ protocol with logic styles designed by interconnection
of CMOS standard-cells is able to counteract dynamic power exploitation but they
do not give increasing level of security if static power consumption is used as side-
channel. Moreover, MDPL and WDDL provide a better exploitation than CMOS
reference, which is a critical standpoint in hardware security, since these two logic
style are very common in cryptographic hardware (also for reconfigurable devices,
such as FPGAs).

Table 3.8. Comparing of noise performance regarding 3bit of mutual information values
for SABL, MDPL, WDDL and CMOS. The CMOS implementation is used as reference.

Implementation σnoise@3bit Ratio
SABL 7.4 · 10−5 x0, 037
MDPL 7 · 10−3 x3, 5
WDDL 5.8 · 10−3 x2, 9
CMOS 2 · 10−3 x1



56 3. Attack Exploiting Static Power in Deep Sub-Micron Technologies

XOR SBOX

DFF

DFF

DFF

CK

CK
C

K

plaintext

key

ciphertext

VDD

Ileak

Figure 3.18. 4-bit data-path of the PRESENT block cipher.

3.5.3 Evaluation of vulnerability to AESP on the PRESENT block
cipher

To better extended this vulnerability analysis, also the PRESENT-80 block cipher
has been used as case study, making a comparison between CMOS and WDDL.
This comparison is very significant because WDDL is very common in many secure
applications, because it provides a good level of security, without the huge area
footprint and power overhead that a MDPL implementation can require. The
investigation of the vulnerability of the WDDL to AESP[19][15] has been carried out
on a 4-bit data-path of the PRESENT-80, similarly to the 4-bit SERPENT-based
crypto-core, and on the iterative-loop full implementation of the algorithm. The
usage of a complete implementation allows to take into account the electronic noise
due to other non-targeted blocks in the cipher. In general, the adversary measures
the overall static power consumption of the core, which has a direct impact on the
SNR. The motivation behind this further analysis is to investigate the vulnerability
in a more realistic scenario.

Both the 4-bit and full-implementation of the PRESENT-80 have been imple-
mented using the aforementioned 40nm CMOS process provided by STMicroelec-
tronics, using Cadence Virtuoso as simulation environment. The voltage and the
power supply have been set similarly to the SERPENT case study. A block diagram
of the 4-bit PRESENT crypto-core is depicted in Figure 3.18. The iterative-loop
implementation of the PRESENT-80 block cipher is depicted in Figure 3.19. It is
composed by three main layers:

• AddRoundKey: the 64 most significant bits of the round key are XORed with
the 64-bit round ciphertext.

• SubsLayer : 16 parallel 4x4 bit PRESENT S-BOXes perform non-linear function,
providing diffusion.
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Figure 3.19. Data-path of the full implementation of the PRESENT-80 block cipher with
iterative-loop structure.

Table 3.9. Area and static power consumption details of CMOS and WDDL implementation
of the PRESENT-80 cryprographic processor.

Implementation Number of devices Average Static Current Standard Deviation
CMOS 12094 4.89µA 3.20nA
WDDL 36548 12.89µA 11.22nA

• PermLayer : a linear permutation is performed after the non-linear operation,
and the round ciphertext is stored in the status register. This layer has no
combinational logic, and thus it has no actual consumption because it has
been implemented using a proper wiring of the output of the SubsLayer to the
input of the input multiplexer.

The results of the AESP against the 4-bit PRESENT crypto-core (noise-free)
running the processor with all possible keys are reported in Table 3.10. It has
to be noticed that both CMOS and WDDL are vulnerable to AESP also with a
different algorithm. The difference in correlation coefficient of the correct key and the
maximum correlation coefficient of the best ranked wrong key is ≈ 0.10 in all cases
for the WDDL, which is an order of magnitude higher than the CMOS counterpart.
This result is in line with the outcome of the previous analysis, remarking the higher
vulnerability of the WDDL to AESP compared to CMOS.

A plot of the mutual information versus the noise standard deviation is reported
in Figure 3.20 for both implementation of the PRESENT crypto-core, using (10)2.
Also in this case, the WDDL implementation exhibits more information than CMOS
one, regarding the same level of noise, since the WDDL’s curve is shifted to the left.

Regarding the complete implementation of the PRESENT-80, the AESP has
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Table 3.10. Correlation coefficient on CMOS and WDDL implementation of the 4-bit
PRESENT crypto-core at 100◦C.

CMOS WDDL

Key
Max ρ Max ρ

SVI
Max ρ Max ρ

SVI
correct key wrong key correct key wrong key

0000 0.6048 0.5821 0.0227 0.6415 0.5496 0.0919
0001 0.5851 0.5621 0.0230 0.6642 0.5519 0.1123
0010 0.5501 0.5415 0.0086 0.6450 0.5537 0.0913
0011 0.5337 0.5250 0.0087 0.6476 0.5560 0.0916
0100 0.5858 0.5657 0.0201 0.6529 0.5551 0.0978
0101 0.5707 0.5314 0.0393 0.6550 0.5578 0.0972
0110 0.5415 0.5340 0.0075 0.6561 0.5591 0.0970
0111 0.5291 0.5105 0.0186 0.6600 0.5629 0.0971
1000 0.5774 0.5557 0.0217 0.6434 0.5510 0.0924
1001 0.5602 0.5392 0.0210 0.6461 0.5536 0.0925
1010 0.5277 0.5194 0.0083 0.6470 0.5552 0.0918
1011 0.5652 0.5040 0.0612 0.6496 0.5576 0.0920
1100 0.5519 0.5460 0.0059 0.6549 0.5569 0.0980
1101 0.5334 0.5242 0.0092 0.6581 0.5595 0.0986
1110 0.5242 0.5168 0.0074 0.6583 0.5608 0.0975
1111 0.5129 0.5058 0.0071 0.6614 0.5635 0.0979
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Figure 3.20. Mutual information versus noise standard deviation of WDDL (bold line)
and CMOS (dottet line) implementation of the 4-bit PRESENT crypto-core, using (10)2
as secret key.

been performed using the most significant nibble of the output of the AddRoundKey
layer at the first round as intermediate value. In detail, the target word can be
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expressed as follows:

X = k79k78k77k76 ⊕ pt63pt62pt61pt60 (3.23)

where k79k78k77k76 is the most significant nibble of the 80-bit key and pt63pt62pt61pt60
is the most significant nibble of the 64-bit plaintext. The chosen key is the same on
both implementations:

K =′ 07D607C504B507BFB4B0′ (3.24)

Results of AESP using the output word of the AddRoundKey are reported in
Table 3.11. We obtain again higher correlation coefficient for the WDDL. This results
are again matching with the mutual information analysis, shown in Figure 3.21. The
WDDL implementation leaks more information than CMOS also in this case. The
mutual information analysis remarks the previous result on the 4-bit crypto-core
also for the complete implementation.

Since all the current samples collected in Cadence Virtuoso are given noise-free,
Gaussian white noise has been added to PRESENT-80’s static current measurements,
simulating a realistic attack scenario [125]. The SNR has been set to -60dB, in order
to take into account the electronic noise and the static current consumption of other
on-chip non-cryptographic circuitry (e.g. glue logic). This value has been chosen in
order to make a fair comparison of both implementations, because, at the given power
of the noise, they exhibit almost zero mutual information, as shown in Figure 3.21.
100k static current samples have been generated for both implementations. As shown
in Figure 3.22 the MTD value for the WDDL implementation is 4̃000 samples, while
for the CMOS version of the core 3̃0100 measurements are needed to recover the secret
key. Again, the CMOS implementation has been found more resilient to AESP attack
compared to WDDL. The presence of a DPL logic-style to counteract DPA/CPA
attacks using interconnection of CMOS gates is ineffective in counteracting attacks
exploiting static power.

3.6 Temperature Exploitation of Static Current’s Infor-
mation Leakage

In the common AESP approach, the attack is performed as univariate, as one
sample of static current per measurement is collected, and also the statistic of the
static power consumption is built upon a univariate model [15][19][5]. As it is clear
from Equation 3.5 and from Figure 3.5, the main contribution to static current
has a strong dependency on the working temperature of the integrated circuit.
The possibility to enforce the information recovering through static power from a
hardware implementation of cryptographic algorithm using the working temperature
as new domain relies on the physical relation between the static current phenomena
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Table 3.11. AESP attack against CMOS and WDDL implementation of the PRESENT-80
engine on noise-free static current samples. The working temperature has been set to
100◦C.

Key CMOS WDDL
(k79k78k77k76) ρ ρ

0000 0.6755 0.8431
0001 0.6675 0.6612
0010 0.0033 0.4319
0011 0.0113 0.2501
0100 0.1091 0.0211
0101 0.1011 0.1608
0110 0.5697 0.3901
0111 0.5777 0.5719
1000 0.5777 0.5719
1001 0.5697 0.3901
1010 0.1011 0.1608
1011 0.1091 0.0211
1100 0.0113 0.2501
1101 0.0033 0.4319
1110 0.6675 0.6612
1111 0.6755 0.8431
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Figure 3.21. Mutual information versus the standard deviation of the noise for WDDL
(bold line) and CMOS (dotted line) implementation of the PRESENT-80 cryptographic
processor, using 100◦C as working temperature.
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Figure 3.22. Correlation coefficient as function of the number of measurements CMOS
3.22(a) and WDDL 3.22(b) implementation of PRESENT-80 in a simulated experiment,
using a SNR of -60dB. The correlation coefficient of the correct key is plotted in black,
while correlation coefficients of wrong keys are plotted in grey.

and their dependency from the temperature itself. When the integrated circuit
works at higher temperature, the magnitude of the static current increases, since
each contribution to the overall static consumption has exponential terms with
the thermal voltage VT, which is linear with the absolute temperature accordingly
to Equation 3.6. The temperature-dependence of the static current can help the
adversary to easily recover information from the cryptographic device, and a security
assessment of this dependency has to be correctly verified.

The temperature dependency of the static current and its impact on the security
level of a cryptographic device has been investigated on the same 4-bit PRESENT
crypto-core and on the full implementation of the PRESENT-80, presented in the
previous section and shown in Figure 3.18 and 3.19 respectively, using the same
testbenches. In addition, also the presence of intra-die variations have been taken
into account for the 4-bit PRESENT-based crypto-core, by means of Monte Carlo
generated circuit samples. The analysis of temperature dependency of the security
level using static power consumption has been carried out using both actual and
information theoretic security metrics. To completely cover the classic working
temperature range, the analysis has been carried out in the range 0− 100◦C, with
steps of 20◦C.

3.6.1 Temperature dependency on the 4-bit PRESENT crypto-
core

In Figure 3.23, the behavior of the average static current values among the Monte
Carlo simulations’ circuits is in accordance with [40] and with Equation 3.5. In
Table 3.12, average values of the static currents and standard deviation in the presence
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Figure 3.23. Average value of the static current samples collected on the 4-bit PRESENT
crypto-core among all Monte Carlo simulations’ circuits. Results are shown regarding
the input vector and the working temperature.

Table 3.12. Average values of the static currents and standard deviation for the Monte
Carlo simulations’ circuits of the 4-bit PRESENT crypto-core.

Temperature 0◦C 20◦C 40◦C 60◦C 80◦C 100◦C
µ 5.02nA 11.85nA 28.06nA 62.52nA 129.01 248.27nA
σ 0.19nA 0.52nA 1.25nA 2.64nA 5.12nA 9.50nA

CV [%] 3.78 4.38 4.45 4.22 3.97 3.82

of intra-die variations are reported. In order to precisely quantify the information
leaked by the static power consumption regarding the working temperature, the
mutual information has been used on the nominal case of the 4-bit PRESENT
crypto-core. The mutual information curves as function of the standard deviation of
the noise are reported in Figure 3.24.

It has to be noticed that the mutual information curves shift to right as the
working temperature increases. In other words, the implementation leaks more
if the working temperature is higher. As we have mentioned before, the mutual
information quantifies the amount of information that an adversary can extract
from a given side-channel. Assuming that he/she has a perfect knowledge of the
chip’s behavior in terms of statistical model of the physical emission. It can be
seen as the best-case from the adversary point of view, and it represents the upper
bound limit of the extraction of information from a device [137] [91]. Considering a
3.5bit of information for 0◦C and the same mutual information value for 100◦C, the
noise standard deviation is two orders of magnitude higher in the latter case, which
means that even in the presence of lower SNR, the adversary can extract the same
amount of information. It remarks the importance of this result, because there is
a strong increase in the information leaked through the static power consumption
if the device works at higher temperature. This temperature dependency impacts
directly also on the possibility to achieve a successful attack.
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Figure 3.24. Mutual information curves as function of working temperature and the noise
standard deviation for the 4-bit PRESENT based crypto-core.
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Figure 3.25. Average value of the static current samples collected on full implementation
of the PRESENT-80. Results are shown regarding the input vector and the working
temperature.

3.6.2 Temperature dependency on the full implementation of the
PRESENT-80 block cipher

The temperature-dependency of the static current is also strong in the complete
implementation of the PRESENT-80 block cipher, as can be see in Figure 3.25.
Mutual information curves versus standard deviation of the noisy component are
shown in Figure 3.26. In the range 25− 100◦C, the mutual information exhibits a
slower reduction between 4 and 3.5bit, compared to 0◦C plot. At 0◦C, the slope of
the mutual information curve is very similar to the slopes of mutual information
curves of the 4-bit PRESENT crypto-core, as shown in Figure 3.24.

In order to better assess the exploitability of the static current and its relation
with the temperature, the full implementation of the PRESENT-80 has been attacked
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Figure 3.26. Mutual information curves as function of the working temperature and noise
standard deviation on full implementation of PRESENT-80.

Table 3.13. Results of the MTD analysis using the AESP procedure on the full impleme-
neation of the PRESENT-80 in the range 0− 100◦C.

Temperature [◦C] 0 25 50 75 100

MTD >100k >100k 84k 72k 19.1k

using the AESP procedure in the range 0− 100◦C, using the same key reported in
the previous section for the vulnerability analysis. To simulate a real experiment,
Gaussian white noise has been added in Matlab. A SNR of -60dB has been used to
recreate a real world experiment. The most significant nibble at the output of the
AddRoundKey at the first round has been chosen as intermediate result to mount
the AESP, as shown in Equation 3.25. The maximum storage capability has been
set to 100k for each temperature.

x63x62x61x60 = I63I62I61I60 ⊕ k79k78k77k76 (3.25)

In order to get the MTD, experiments have been repeated increasing the number
of plaintext. Results of AESP as function of the number of plaintext used are
shown in Figure 3.27(a)-3.27(e). It has to be noticed that the MTD is progressively
reduced from >100k to 19.1k, if the temperature is increased from 0◦C to 100◦C.
At temperature below 50◦C, it was not possible to recover the key within the given
SNR and the maximum storage capability. A resume of the results of AESP attacks
against the full implementation of PRESENT-80 is reported in Table 3.13.

3.6.3 Multivariate Analysis of Static Currents

The multivariate approach in dynamic power exploitation is mainly devoted to the
use of two domains:
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Figure 3.27. Correlation coefficient versus the number of measurements in the AESP
procedure on the full implementation of the PRESENT-80. Plots (a) to (e) are referred
to working temperature from 0◦C to 100◦C. Black bold lines represent the correlation
coefficient of the correct key; grey lines represent the correlation coefficient of wrong
keys.
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• dynamic current samples magnitude;

• time domain.

It has been proven that in hardware implementations, there is a high correlation
(in time) between neighboring points in a power trace [93]. As we have said before,
a single static current sample can be considered as an extraction of a Gaussian
distributed random variable for each given operation. This non-deterministic behavior
is due to the presence of noise, and, if we now consider to use more than one sample,
each characterized by its own Gaussian distribution, we have to move to amultivariate
analysis [48]. In order to get a multivariate approach to attack exploiting static
power as side-channel, an adversary can make use of the temperature dependence
expressed in Equation 3.5. Instead of using time as other domain, a multivariate
approach to AESP can make use of the temperature domain. The idea to use the
temperature domain for a multivariate approach is justified since the analysis in
Figure 3.24 and 3.26 confirm the possibility to extract "‘more"’ information forcing
the device under analysis to work at higher temperature.

Process variability of deep sub-micron CMOS technologies raises new issues in
security for cryptographic applications. Experiments performed on 20 prototype
chips in [125], implemented in 65nm CMOS process showed that common attack
procedures like DPA are no more effective like in the past to evaluate the level of
security of a device. As a consequence of the strong dispersion of process parameters
due to intra-die and inter-die variations in deep sub-micron technologies, static
current phenomena are even more variable and their behavior changes a lot from
chip to chip. So, in general, it is not easy to assess "‘how much the implementation
leaks"’. The multivariate analysis exploiting static power is based on the possibility
to perform experiments on the device under analysis at different temperatures and
combining results to extract as much information as possible. To study the impact
of intra-die variations on the amount of the information that a generic adversary can
extract, 100 sample circuits have been generated by mean of Monte Carlo simulations
of the 4-bit PRESENT based crypto-core shown in Figure 3.18. As reference, the
univariate analysis has been performed on chips, at 100◦C as working temperature,
since it has been proved to be the best temperature to extract information from the
hardware implementation of the 4-bit PRESENT crypto-core, as reported above.

In order to take into account the presence of intra-die variations, the use of
perceived information is necessary. In fact, the mutual information assumes a best-
case model for the adversary. In the context of mutual information, the adversary
has a perfect knowledge of the device and of the statistical behavior of the power
consumption. In other words, he/she profiles the device and use the profiles to
extract information from the same chip. In a real world, this model cannot fit the
"average case" for the adversary, which generically use one chip for profiling and
makes use of these profiles to extract information from a similar one. In addition to
that, he/she does not have a perfect knowledge, thus the profiles that he/she can
build are not perfect. The perceived information is able to capture and evaluate how
profiles built on a chip A fit actual power consumption of a chip B. In Figure 3.28(a),
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Figure 3.28. Figure (a) shows the distribution of the maximum value of the perceived
information using [60◦C; 100◦C] as temperature points over all 100 Monte Carlo’s
chips. In (b), box-plot of the median value of the maximum of perceived information
regarding the best temperature points combinations, from 1-point to 6-points. Black
dots represents the median value for each case over the 100 chips. The bottom and the
top of each box represent the first and the third quartiles, respectively.

Table 3.14. Median values over the maximum of perceived information over 100 sample
circuits in the presence of intra-die variations. 1-points case is used as reference.

No. Of Temp. Points 1 2 3 4 5 6

median(max(PI(X;L))) [bits] 0.51 0.73 0.72 0.69 0.69 0.69

Gain Factor 1 1.44 1.42 1.36 1.36 1.36

the distribution of the maximum value of the perceived information using two
temperature-points [60◦C; 100◦C] over all sample circuits. To evaluate perceived
information, the nominal chip has been used to build profiles. It has to be noted
that the distribution is not symmetric, and thus not normal. This behavior can be
demonstrated using all possible combination of temperature points, in any number.
To better estimate the typical outcome of the positively skewed distribution shown in
Figure 3.28(a), the median values are used instead mean values [83]. The maximum
value of perceived information has been analyzed regarding best combinations among
possible combination of temperature points in the range 0− 100◦C (with steps of
20◦C), and medians have been evaluated and reported for best combinations of
temperature points in Figure 3.28(b), from 1-point to 6-points.

Table 3.15. Maximum values of perceived information for chip 46.

No. Of Temp. Points 1 2 6

max(PI(X;L)) [bits] 0.64 1.22 1.17

Gain Factor 1 1.91 1.83
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Figure 3.29. Perceived information versus the noise standard deviation for chip 46. Mutual
information curve is used as reference.

In Table 3.14, median values of the maximum perceived information evaluated
over the Monte Carlo generated sample circuits are reported, regarding the number
of temperature points used. Using more than one temperature, the amount of
information that can be extracted using non perfect profiles can be increased of
a 44% compared to the univariate case. This result confirm the strengths of the
multivariate approach in extracting secret information from static power consumption.
Moreover, focusing on a single chip, randomly picked from the Monte Carlo generated
sample circuits, the improvement in the maximum value of the perceived information
is 91% if 2-points are used. Looking at Figure 3.29, the multivariate approach
can yield up to twice the information with the same noise standard deviation if
compared to univariate analysis. It remarks a strong increase in probability to get
a successful attack within the same scenario. A resume of the results about the
perceived information’s maximum values on chip 46 is reported in Table 3.15.

3.7 Template Attack Exploiting Static Power: TAESP
Methodology

In recent years, profiled attack procedures, in particular Template Attacks (TAs),
have been considered to be the most effective attacks, among SCAs, to recover
secret information from hardware implementations of cryptographic algorithms.
First formulation of TAs have been introduced in [41], regarding the possibility to
take advantage of all possible information that can be extracted from a physical
emission. During a TA, a clone device of the device under attack is characterized
(profiled) to study the probability distribution of the leaked information by means of
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its power consumption. Conclusions about probability distributions are further used
to extract relevant information from the device under attack, by means of maximum
likelihood criteria, which is able to capture linear and non-linear dependencies. The
main reason that makes TAs more efficient than CPA and DPA, is due to the fact
that a characterization of a clone device is performed to derive a precise power
model of the entire class device [41]. Conventional TAs exploit the dynamic power
consumption and rely on the possibility to use a profiling phase to build a sounding
power model of the device, which is based on actual power measurements, instead
using a priori power model, such as the Hamming Weight or Hamming Distance
[41]. A key requirement for a TA is that the adversary has an identical experimental
device, which can be reprogrammed. While such an assumption is limiting, it holds
in many cases. In the context of profiled attacks, it has to be pointed out that their
effectiveness is limited by inter-die and intra-die process variations, which introduce
differences in the behavior of the profiled device compared to the device under attack
[125].

The Template Attacks Exploiting Static Power (TAESP) is a novel procedure to
exploit information from static current, that has been proposed during the Ph.D.
work in [17]. A profiling phase is used to build a precise model (template) of the
static power consumption of a clone device performing cryptographic operations. In
the subsequent attack phase the template is used to attack different devices. This
approach allows to extend the conventional TA in two ways:

• Templates are built using the static power consumption. It has to be pointed out
that, differently from dynamic power consumption, static power measurements
are made up of a single sample resulting from a relatively long integration
time (instead of several instantaneous time samples), and therefore, TAESP
procedure has to be intrinsically considered as univariate in which noise is
averaged in time domain.

• The multivariate TAESP procedure, in which static power measurements
collected at different controlled working temperature are used both in the
profiling and attacking phase. The temperature domain is used in place of the
time domain to get multivariate statistics.

3.7.1 TAESP Algorithm

The TAESP procedure can be summarized as follows: during the profiling phase, the
clone device’s static power consumption is profiled (e.g. measured) while executing
the target operation (e.g. the key is processed). In the attacking step, experiment
on the device under attack (which is a different chip sample) are performed in order
to collect static power measurements. These samples are then compared against the
templates, built in the previous step. Finally, the posteriori probability is computed
for each target operation, comparing collected samples from the attacking phase
with the profiles by means of maximum likelihood criteria.
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The detailed implementation of the TAESP procedure is reported as follows:

1. Profiling Phase

(a) Choose a number N of temperature points {T 1, ..., TN}, in the working
range of the device class.

(b) Collect a set of static current measurements Lprofile of the clone device
for each Oi target operation {O1, ..., OK}, at each of the N temperature
point.

(c) Compute the sample mean for each target operation measurement set,
related to respective temperature points, obtaining K vectors of N -length
sample means {M1, ...,MK}.

(d) Compute the pairwise difference between sample means and measurement
set, in order to estimate the covariance matrix of the noise process for
each operation at each temperature point, obtaining K covariance matrix
{Σ1, ...,ΣK}. The output of step 3 and 4 are the K profiles (M i,Σi) for
i=1,...,K, which map each target function Oi to a profile.

2. Attacking Phase

(a) Collect a set of static power measurements Lattack on the device under
attack, while it is processing D known input vectors, recording the current
at each of N chosen temperature point. The new measurement set is
then compared with the profiles, computing the conditional probability
for each measurement lj ∈ Lattack for each profile:

Pr(lj |Oi) = 1√
(2π)N |Σi|

e{−
1
2 (lj−Mi)T ·Σ−1

i ·(lj−Mi)}, ∀i = 1, ...K,∀j = 1, ..., D

(3.26)
where lj are N -length vectors measured on the device under attack with
the same input at each chosen temperature point [93].

(b) Compute the likelihood function for each Oi (with i=1,...,K) target
function, estimating the posteriori probability to get the correct profiled
used while observing the measurement set Lattack, by means of the Bayes’
theorem [93]:

Pr(Oi|L1attack) =
(
∏D
j=1 Pr(lj |Oi)) · Pr(Oi)∑K

k=1(
∏D
j=1 Pr(lj |Oi)) · Pr(Oi)

(3.27)

where Pr(Oi) is the prior probability related to Oi target function. Then,
the key guess is extracted as follows:

Oguess = argmaxi(Pr(Oi|Lattack)) (3.28)

where Equation 3.28 corresponds to the maximum likelihood criteria,
which aims to minimize the probability of error when determining the
target operation (e.g. the key used by the device under attack).
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A graphical resume of the TAESP algorithm is reported in Figure 3.30.
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Figure 3.30. Template Attacks Exploiting Static Power algorithm and procedure flow
graph.

3.7.2 TAESP Against The 4-bit PRESENT Crypto-core

In order to demonstrate the effectiveness of TAESP, simulated experiments have
been performed on the 4-bit PRESENT crypto-core presented in 3.5.3. Also the same
measurement procedure has been used to collect static current samples. For each
possible key kj, with j=1,...,16, static current samples have been measured with all
possible plaintext pti, with i=1,...,16, resulting with all possible value Xi,j=f(pti,kj).
All simulations have been repeated in the range 0− 100◦C with steps of 20◦C.

Referring to the 4-bit PRESENT crypto-core case study, profiles have been built
on the nominal simulations (namely, the chip 0), and 100 Monte Carlo generated
sample circuits have been used as different devices under attack. The secret key for all
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Table 3.16. Results of the TAESP attack on the 100 samples generated by Monte Carlo
simulations, with the best-case temperature points combinations.

No. Of Temperature No. Of No. Of 1st

Temp. Points Comb. [◦C] 1st Ranked Chips and 2nd Ranked Chips

1 100 30 47
2 20, 60 46 63
3 20, 60, 80 37 53
4 20, 40, 60, 80 32 46
5 0, 20, 40, 60, 80 26 33
6 0, 20, 40, 60, 80, 100 18 21

experiments has been set at k=(6)2. Results of univariate and multivariate TAESP
are reported in Table 3.16, where the combinations of temperature points which
give the best attack results, the number of successfully attacked chips considering
only the correct key (e.g. first ranked), the number of chips for which the correct
key corresponds to the second highest probability (e.g. second ranked) are reported.
As it can be noted, results from Table 3.16 confirm that multivariate TAESP using
the combination of two temperatures allows to increase the number of successfully
attacked chips of more than 50%, compared to univariate TAESP (1-point attack).
Table 3.17 shows a summary of the results for all possible temperature combinations.
The first column reports the number N of temperature points used for the attack;
the second column shows the minimum number of successfully attacked chips (the
corresponding temperatures set is reported in the third column); the fourth column
reports the maximum number of the successfully attacked chips (the corresponding
temperatures set is reported in the fifth column), whereas the sixth column reports the
average value (across all possible combinations with the given number of temperature
points) of successfully attacked chips. As we can see from Table 3.17 the multivariate
TAESP allows to increase the minimum number of successfully attacked chips, from
9 to 18.

The dependency of the TAESP effectiveness on the chosen temperature combina-
tion is similar to the dependency of the conventional TAs exploiting dynamic power
on the points of interest in the time domain [41].

To better highlight the results of these experiments, we re-defined the Success
Value Indicator (SVI), a security metric introduced in [111] for DPA/CPA attacks,
as follows:

SV I = Pr(kcorrect|Lattack)−maxi(Pr(ki,wrong|Lattack)) (3.29)

According to this formulation, the SVI assesses how well the correct key can be
distinguished from wrong keys, by comparing results of the statistical distinguisher
used. If the SVI is stricly positive, the correct key is successfully recovered among
wrong keys. This definition of the SVI allows to fairly compare the effectiveness of
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Table 3.17. Results of the TAESP procedure on the 100 circuit samples generated by
Monte Carlo simulations with all possible temperature points combination, regarding
the number of successfully attacked chips with correct key ranked as first.

No. Of Min Temp. Max Temp. Average
Temp. Points at Min [◦C] at Max [◦C]

1 9 0 30 100 19
2 8 0, 20 46 20, 60 27
3 14 60, 80, 100 37 20, 60, 80 26
4 13 0, 60, 80, 100 32 20, 40, 60, 80 23
5 13 0, 20, 60, 80, 100 26 0, 20, 40, 60 ,80 19
6 18 0, 20, 40, 60, 80, 100 18 0, 20, 40, 60, 80, 100 18

the multivariate TAESP (more than one temperature) with the univariate case (one
temperature). In fact, the use of SVI gives an estimation of the confidence of the
result of an attack. The higher is the SVI, the higher will be the confidence that
the adversary can rely on the key guess given by the attack procedure. Considering
the percentage of chips for which SVI ≥ 0.8 among all successfully attacked chips,
accordingly to Equation 3.30, the TAESP is able to increase also this figure of merit
if the number of temperature points increase (in both profiling and attacking stage),
as shown in Figure 3.31.

FoM = nSV I≥0.8
nSV I>0

· 100 (3.30)

3.7.3 TAESP in a Simulated Experiment

In order to complete the analysis of the effectiveness of the TAESP and to compare
multivariate with univariate procedure in realistic experiment, chip 46 has been
attacked again, adding Gaussian white noise to the simulated measurements [125]
[19] [2]. The SNR has been set to -60dB, as in the previous analysis. Results of the
TAESP attack procedure are shown in Figure 3.32. For this attack, 15000 static
power samples have been generated for all the different temperatures and performed
the TAESP procedure considering from 1 to 4 temperature points.

As shown in Figure 3.32(a), the univariate case (one temperature point), it is
not possible to recover the correct key with 15000 measurements. In this case, the
MTD is greater than 15000. Using more than one temperature, the correct key can
be correctly recovered with less than 4000, 2300 and 1900 measurements in 2-points,
3-points and 4-points cases, respectively.
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Figure 3.31. Percentage of chips with SVI ≥ 0.8 (see Equation 3.30) among all successfully
attacked chips.

3.8 Measurements Setup for AESP Security Evaluations

Static and dynamic power analysis require different measurement procedures, due
to physical reasons. Dynamic phenomena are intrinsically related to time domain,
because every event has a location in time. This location in time matches (or,
at least, is related to) the time at the event occurs. Static phenomena are not
related to time domain, and they are concerned with the steady state of a system.
This difference impacts critically on the procedure that is needed to measure the
phenomena and to get a precise procedure to attack and evaluate the robustness of
cryptographic devices to AESP.

3.8.1 State-of-the-art of Measuring Static Power for SCA

In [107], Moradi compared Xilinx FPGA devices from three different families (65nm,
45nm and 28nm process) in terms of static current absorption. In these experiments,
a huge number of registers (14k flip-flops) with pre-stored ’1’ and ’0’ have been placed
in FPGA devices. By means of measurements of the static power consumption, author
demonstrate the feasibility of retrieving information through the aforementioned
side-channel from those devices. Measurements have been collected by evaluating
the static voltage drop across a 1Ω resistor in series with the power supply line,
using a Digital Storage Oscilloscope (DSO) and differential probes. Moradi shows
that the power consumption of two different states leads to different values of static
currents drawn by the device, in each of the three cases.
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Figure 3.32. Probability in Equation 3.27 versus the number of measurements for chip
46, using chip 0 for the profiling phase. Black lines refer to the probability value of the
correct key. Grey lines represent the probability of wrong keys. Plot (a), (b), (c), and
(d) are referred to TAESP with increasing number of temperature points, from 1-point
to 4-points, respectively. The combinations used are reported in Table 3.16, since we
have found them as the-best case also for chip 46.
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In [118], authors presented a study on a 65nm ASIC chip, which implements
the AES Rijandel’s S-BOX function. In order to reduce influences of dynamic
phenomena, the clock signal has been set to 2MHz, to easy capture dynamic and
static leakage separately. These results are then used to compare and evaluate the
SNR of dynamic and static leakage, from the adversary point of view. It has been
demonstrated that the use of static currents is very effective in the presence of
masking scheme, reducing the complexity of the attack.

In [106], it has been stated that changes in environmental temperature inside
the laboratory can affect significantly the time required to correctly recover the key
from the device under attack. The solution they propose is to use a climate chamber.
In this procedure, the measured signal is amplified by a differential DC amplifier.

3.8.2 Issues in Measuring Static vs. Dynamic Leakage

There are several major problems in order to get "good" static current samples
for AESP and static power vulnerability analysis. As we have said before, the
measurement procedure can be quite different. Since the static current is a static
phenomena, the presence of dynamic phenomena during the measurement operation
can influence the result of the attack. If the device is working with a reasonably
high frequency (e.g. the maximum operating frequency), the static component of
the overall consumption is meaningfully smaller than the dynamic one. Hence, the
SNR of the information leakage contained in static currents is strongly limited by
the presence of dynamic phenomena [118], and, consequently, limiting the possibility
to get a successful attack. The small amplitude of the static component is one of
the most critical factor in real world measurement and attacks. The presence of
the noise is more critical when the signal to be measured becomes smaller, which is
exactly the situation of measuring static currents in CMOS devices.

The SNR is highly influenced by the measurement setup. In Equation 3.5,
the dependency of the static current on the working temperature is very strong.
In fact, each phenomena involved in static dissipation, contains Arrhenius-like
dependencies with the working temperature. So far, in AESP, variations in the
operating temperature can be considered as a strong disturbance, because it influences
not only the mean values of measured static currents, but also the data-dependent
variance, corrupting the correlation with processed data.

3.8.3 Novel Measurements Setup for AESP Analysis

Both designing and attacking secure devices needs post-silicon security evaluation of
the robustness against SCAs. A novel measurements setup for AESP attacks has
been proposed in [16]. This novel measurement setup is intended to be optimized to
evaluate the security of hardware implementations of cryptographic algorithms to
AESP attacks. In literature, PAAs have been commonly performed using DSOs to
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collect power traces, by using the voltage drop across a resistor in series with the
power supply line of the device under attack. Also for static current measurement,
authors in [118][107][106], present their framework based on the same approach.
The value of the sampled signal is strongly influenced by the value of the resistor,
which acts as a simple transimpedence converter. Using high value resistor has the
advantage to increase the magnitude of the sample differential voltage, but, on the
other hand, it provides a lower supply voltage fed to the device and higher noise
power. In order to measure the static current while minimizing the noise power
and avoiding the voltage burden on the power supply line due to the presence of
the series resistor, we have chosen to use a pico-ammeter rather then a DSO. More
in detail, the new measurement setup makes use of a precision pico-ammeter to
measure static current: the Keithley 6585. The Keithley 6485 [78] is usually used as
benchtop ammeter for measuring low DC currents with high accuracy and very low
voltage burden. The worst-case accuracy (current range set at maximum: 20mA) is
+/- 100nA. The low voltage loss is achieved thanks to the use of internal feedback,
which makes the Keithley 6485 more similar to an ideal ammeter. The highest
voltage burden (current range 20mA) is 1mV. The instrument is designed to offer
the lowest noise performance if the integration time of the internal Analog-to-Digital
converter is set from one to ten Power Line Cycles (PLC). For AESP analysis, 1
PLC is a good compromise between noise performance and readings rate.

In order to mitigate the effect of the temperature on static currents measurements,
device under attack’s working temperature has to be controlled properly. The solution
proposed by Moos et al. in [106], makes use of a climate chamber. The chamber will
enclose both the device under attack and a very fundamental sub-system of their
measurement chain: the differential DC amplifier. By this way, the DC amplifier has
set to work at the same temperature of the device under attack, which, regarding
[19] and [48], can be even higher than the room temperature, in order to exploit
more information leakage from static power. As it is clear from classic electronics
textbooks, the DC amplifier would give the best if it would be placed outside the
climate chamber, to minimize the noise injected between the device under attack
and the sampling instrument. In the proposed measurement setup, it has been used
a Marlow Ind. RC3-8L-01LS 18W Peltier cell [94] as heater element, which is a
2x2cm solid-state heater/cooler that makes use of Seebeck effect to move heat from
a cold side of the element to the hot one. In order to force the device’s working
temperature to the desired one, the Peltier cell has to be place above the target chip,
using the hot side as contact surface. To enforce the thermal coupling, thermal past
can be applied.

To control the temperature of the device, a control system is needed. The
circuit show in Figure 3.33 implements a feedback loop control system, and it has
been designed using low-cost and off-the-shelf components, to reduce the cost. The
operational amplifier used in this design is the rail-to-rail dual op-amp LM-358N
[142]. The Texas Instrument LM-35 [141] has been used as temperature sensor, which
can provide a low-cost solution for 0.5◦C of accuracy. Since the sensor has a %3mm
thickness, it has been placed closely to the Peltier cell’s perimeter, and low-thermal
resistivity aluminum foil has been used to provide a good thermal coupling with the
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Figure 3.33. Schematic of the feedback loop controller of the Peltier cell.

hot side of the heater. In order to ensure the best heat transfer, the device under
attack and the heater are mechanically locked, as shown in Figure 3.34.
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Figure 3.34. Cross-view of the stack in the mechanical locking system used to match the
heater and the device under attack.

The system is able to set the working temperature of the device under attack from
25◦C up to 90◦C. In addition, the device under attack is placed inside an isolated
environment to keep the air still and minimizing interactions with the laboratory. To
optimize the signal strength, we assume that the adversary has a complete control
on the clock signal, and he/she has the ability to stop it, in order to isolate the
static component of the overall power consumption.

In the followings, the measurement chain is explained. A PC, running a Matlab
script, controls the whole measurement setup, handling each operation by means
of UART connections between the device under attack and the instrument. The
clock signal which feeds the device under attack is generated by a control device
implemented in a Altera Cyclone II FPGA. When the Matlab script demands a
static current measurement, the PC sends a plaintext to device under attack, and it
will generate a trigger signal during the execution of the target intermediate function.
The control FPGA is able to receive a trigger signal from the device under attack,
to synchronize the measurement operation and stop the clock signal properly. It
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generates also the trigger signal for the pico-ammeter. The instrument requires a low-
active signal trg_in to start the measurement. This trg_in signal has to assume ’0’ for
a minimum of 2µs and it is needed to synchronize the integration of the internal A/D
converter of the instrument. After the instrument has completed the measurement
operation, it will generate a low-active trg_out signal, that communicates the end
of the activity to the control FPGA. At this point, the clock signal is restored
and the device under attack completes the cryptographic operation. At the end of
this paradigm, the Matlab script requires the measurement to the pico-ammeter,
and stores the sample in its memory. A detailed time diagram if the signaling is
shown in Figure 3.35(b) and a block scheme of the measurement setup is shown in
Figure 3.35(a).

3.8.4 Experimental Measurement: Xilinx Spartan-6 ROM

The novel measurement setup has been used to mount AESP analysis. As first
experiment, the static power consumption of a Xilinx Spartan-6 (45nm technology)
FPGA has been used. The FPGA has been programmed to act as a 4kbit ROM. In
one case, the FPGA has been set with all bits preset to ’1’s, and in the other one
with all bits preset ’0’s. The aim of this experiment was to understand if we were
able to distinguish the two cases. In Figure 3.36, The static power consumption of
the Xilinx Spartan 6 (45nm technology) acting as a 4kbit ROM filled with 1 (in
blue) and 0 (in red) is shown. The working temperature has been set to 65◦C. As
we can see, the two power consumption can be clearly distinguished and the state of
the memory can be revealed.

The average value for the case ’0’ is ∼ 22.5mA, while for the case ’1’ the average
static current is ∼ 22, 4mA. So, a difference of 100µA between the two cases allows
us to define an average of 100/4096bit ≈ 24nA/bit differences for each bit.

3.8.5 AESP on the 4-bit PRESENT crypto-core on the Xilinx
Spartan-6 FPGA

To evaluate a more realistic scenario, the measurement setup has been used to
perform AESP on the 4-bit PRESENT crypto-core (see Figure 3.18), implemented
on the aforementioned Xilinx Spartan-6 FPGA. The core supply voltage has been
set to 1.2V. The control FPGA provides a 1MHz clock signal, which is gated by the
stop_clk signal, according to time diagram shown in Figure 3.35(b). As intermediate
result, we have chosen the output word of the 4-bit S-BOX. The clock has been
switched off after the second rising edge from the start of the encryption. The
current has been measured from the main VDD pad of the device under attack. The
integration time of the internal analog-to-digital converter (ADC) of the Keithley
6485 has been set to 20ms, in order to take advantage of the noise performance of the
instrument on this settings. The working temperature of the device has been set to
65◦C. The number of measurement collected for this experiment was 4k, using (7)2
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Figure 3.35. Block scheme of the novel measurement setup (a) and timing digram of
signals (not in scale) during a measurement operation (b).
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    100µA

Figure 3.36. Static current absorption of a Xilinx Spartan 6 with a 4kbit ROM, filled with
’0’ (blue) and ’1’ (red), measured at T = 65◦C.
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Figure 3.37. Correlation coefficient as function of the number of measurements used to
perform the AESP attack on the 4-bit PRESENT crypto-core, implemented on the
Xilinx Spartan-6 FPGA. The black line represents the correct key’s correlation coefficient,
while gray lines are referred to correlation coefficients of wrong keys.

as secret key. A plot of the correlation coefficient curves for each key guess versus
the number of measurement are depicted in Figure 3.37. We obtained a MTD value
of 547 samples, and the correct key’s correlation curve can be clearly distinguish
among all the others, remarking the ability of this setup and procedure to reveal the
secret information.
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3.9 Conclusions

In this chapter, an in-depth analysis of Attacks Exploiting Static Power in deep
sub-micron CMOS technologies is presented. The arise of nanometer technologies
has highlighted new issues in terms of physical security. The strong increase of
static power is not anymore a secondary concern. The data-dependency in para-
sitic static currents can be used to recover secret information from secure devices,
even in the presence of countermeasures against dynamic power exploitation. The
AESP approach has shown that countermeasures conceived to protect cryptographic
hardware from attacks based on dynamic power consumption (e.g. WDDL, MDPL,
SABL) exhibit a leakage through the static power side channel and that this leakage
can be even higher than the leakage of standard CMOS logic. Increasing the number
of MOSFET devices in order to flatten the instantaneous current of the circuit and
reduce variability may be not sufficient to protect a crypto-device. Furthermore,
common techniques adopted to reduce static power in nanometer circuits can be
uneffective in decorrelating its data-dependance.

A multivariate approach to exploit information leakage using static power dis-
sipation has been also presented in this chapter. The temperature-dependency
of parasitic static currents has been used to expand the dimensionality of AESP,
which is intrinsically univariate. The use of the mutual information has shown that
using higher temperature, the possibility to get a successful experiment is increased
significantly. In fact, simulated AESP attacks have showed that the MTD value can
be significantly reduced using higher temperature. With the aim of studying the
effect of intra-die variations with an information theoretic approach, the multivariate
analysis has been applied intensively on sample chips generated through Monte
Carlo simulations. With a population of 100 chips, the median of the distribution of
the maximum value of the PI(X;L) is increased by 44% compared to the univariate
case. Focusing on a randomly picked chip, the increasing in the maximum value of
perceived information is of 91% using two temperatures, comparing the best result
obtained with 1-point analysis, which means that the multivariate approach can
lead to a strong reduction in the security level.

A new class of template attacks aiming at recovering the secret key of a crypto-
graphic core from measurements of its static power consumption has been presented
in this chapter. In Template Attacks Exploiting Static Power (TAESP), we take
advantage of the temperature dependence of static currents in order to build a
new multivariate approach able to extract relevant information from cryptographic
devices. Referring to Monte Carlo simulation results on the 4 bit data path of the
PRESENT crypto core, we have shown that, using just two temperature points the
multivariate TAESP allows to attack almost 50% more chips, if we consider the
number of chips that show the correct key as first ranked.

In this chapter, we have also presented a novel and effective measurement setup
to perform AESP and vulnerability analysis using static power as side-channel. The
use of not expansive and dedicated instrument to measure DC current instead of
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DSOs, helps to maximizes the SNR. In order to minimize the effect of temperature
on static current, we designed a controlled heater system using only off-the-shelf
components and a commercial Peltier Cell as heater. To verify the effectiveness
of the measurement setup, a 4x4 bit crypto-core based on PRESENT-80 has been
implemented on a Xilinx Spartan-6 FPGA. AESP has been performed to evaluate
the MTD of the implementation at 65◦C. It has been found that 547 static current
samples are sufficient to recover the correct key.
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Chapter 4

D3L - A TEL-based
Standard-Cell PAA Resilient
Logic Style

4.1 Introduction

As we have mentioned in the previous chapter, new needs in commercial applications
require that modern designs are often implemented with latest technologies. In
Chapter 3, we have analyzed the security vulnerability due to the data-dependency
of the static current consumption in recent technologies. The strong increase in static
power consumption and its dependence on the processed data are not the only issue in
modern CMOS processes. In the last two decades, many PAA countermeasures have
been proposed, transversely at all abstraction levels of a digital design. In nowadays
integrated circuits, it is critical the presence of intrinsic electrical mismatch due to
extremely scaled geometry of MOS transistors. Because of complex requirements
in manufacturing deep scaled CMOS integrated circuits, the presence of electrical
mismatches is expected to increase in the future as the repeatability of the process
becomes poorer. Since several PAAs countermeasures are based on the DPL principle,
introduced in the previous chapter, the intra-die and inter-die variations due to
electrical mismatches can impact significantly on the level of security of cryptographic
processors.

To overcome issues in security applications due to electrical mismatches, authors
in [33] have proposed an alternative to the classical RTZ encoding to avoid information
leakage due to capacitive unbalance: the Time Enclosed Logic (TEL) principle. In
this chapter, we propose a novel gate-level hardware countermeasure that is based on
the TEL principle, allowing to relax some requirements and constraints of previous
state-of-the-art logic styles used in counteracting PAAs: the Delay-based Dynamic
Differential Logic (D3L). The novel gate-level countermeasure is intended to be
standard-cell based, in order to make the design of secure devices easier and also
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mismatches tolerant. Most logic styles for counteracting PAAs require the adoption
of non-standard design flow, which usually requires additional effort to get a secured
sign-off. The aim of the new countermeasure is to relax also this design aspect. Since
most powerful logic styles are intended to be for ASIC application, the novel logic
style can be implemented on both ASIC and FPGA, as it does not require custom
designed cells.

The effectiveness of the novel logic style in counteracting PAAs is introduced
by simulations and real experiments on FPGAs. Both dynamic and static power
analysis have been taken into account, since these two side-channels are strongly
related to new technologies’ issues.

4.2 Issues in Implementations of DPL Logic Styles

The major problem concerning the security level in gate and logic level counter-
measure using the DPL approach is related to the effective balance of the total
capacitive load at each output of a dual-rail gate. If the capacitive load of each
output of a DPL gate differs, there is still a possibility to mount a successful attack
using the dynamic power consumption as side-channel. To better highlight this
aspect, we must discuss how the capacitive mismatch impacts on the security level
of a protected implementation.

The physical justification of PAAs is based on the difference in power (and in
energy) consumption of CMOS gates due to data-dependency. The energy per cycle
Eck of a CMOS gate, defined already in Chapter 2, can be expressed as follows [93]:

Eck =
∫ Tck

0
VDD · iDD(t)dt→ const (4.1)

where Tck is the clock period, VDD the supply voltage and iDD(t) the instantaneous
current absorption. In classic PAA, the information leakage is exploited using the
dynamic power consumption. In a CMOS gate, the dynamic power consumption
occurs if the output signal switches, and a current is drawn from the power supply.
For example, in a CMOS inverter, we have four possible transitions, as stated in
Table 3.1 and depicted in Figure 3.6. The dynamic power consumption of a CMOS
inverter, as well as a generic CMOS gate, is related to charge/discharge of the load
capacitor (usually the input capacitance of the next gate), as we will discuss in the
following. In 1→ 0 output transition, the load capacitor is discharged from VDD
to 0V through the n-channel device. In this case, a current is drawn by the power
supply line, because, around the logical threshold of the gate, both the p-channel
and the n-channel device are conducting, and they provide a resistive path from the
power supply line to ground. A simple model of the short-circuit power assumes
that the current absorption during the switching has a triangle shape, with base tsc
and height Ipeak:
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Psc = 1
Tck

∫ Tck

0
VDD · isc(t) · dt = α · fck · VDD · Ipeak · tsc (4.2)

where Tck and fck are the clock period and frequency respectively, α is the switching
activity factor and CL is the load capacitance of the gate.

In 0 → 1 output transition, the capacitive load is charged from 0V to VDD
through the p-channel device. In this case, the current to charge the load to VDD is
provided directly from the power supply line. In addition, also short-circuit current
occurs during the switching, similarly to the other case. The average charging power
consumed in a clock cycle is expressed as follows:

Pch = 1
Tck

∫ Tck

0
VDD · ich(t) · dt = α · fck · CL · V 2

DD (4.3)

Since these two transitions have different power consumptions, an adversary can
recover which transition occurs without effectively evaluate the output of the CMOS
inverter by monitoring its current absorption, which is the base of PAA.

As we have seen in Chapter 3, DPLs aim to achieve a constant power consumption
over the clock cycle. The main requirements for each DPL cell are:

• maximize the switching activity factor α, in order to ensure that each cell
provides a transition.

α→ 1 (4.4)

• balancing the total capacitive load Ctot,L at each single-rail output of the cell:

Ctot,L−T = Ctot,L−F (4.5)

where Ctot,L-T and Ctot,L-F is the total capacitance at the true and false output
of the DPL cell.

These two conditions are mandatory but not sufficient to achieve a concrete
resilience against power analysis.

4.2.1 Capacitive Unbalance

In a CMOS gate, the term Ctot,L can be seen as the sum of three components:

• the internal output capacitance of the gate, Co;

• the parasitic capacitance of the wiring that connects the output of the gate to
the next one, CW;
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• the input capacitance of the next gate, Ci.

Ctot,L = Co + CW + Ci (4.6)

CMOS Gate CMOS Gate

out in

Co CW Ci

Figure 4.1. Model of the output capacitance of a CMOS gate.

In modern technologies, the deep scaled geometry of transistors, and, conse-
quently, of a logic cell, allows to reach very small Co. The two dominant factors
in Equation 4.6 are the input capacitance of the driven gate Ci and the parasitic
capacitance CW of the wire interconnection between the two cells.

In DPL logic styles, it is required to achieve a balancing in load capacitance of
true and false outputs, as indicated in Equation 4.5. In fact, capacitive mismatches
impact significantly on the security level. If the condition in Equation 4.5 are
not fulfilled, for example Ctot,L-T > Ctot,L-F, the true output provides an higher
power consumption compared to false one. This condition allows the adversary to
distinguish the activity of the true output of the cell among the false, since the
capacitive loads are different. In recent technology, the Ci and Co can be easily
balanced during the design. However, balancing CW is difficult to get. In fact, the
very high density of devices per area in modern integrated circuits has a strong
impact on the length of interconnections. The higher variability of the process makes
the matching of complementary wires difficult to achieve.

4.2.2 Capacitive Imbalance Minimization on ASICs

As we have said before, capacitive mismatch has an critical relevance on the security
level of a hardware implementations of cryptographic algorithms. In [148], a routing
methodology for DPL styles has been introduced as the "fat wire" method to minimize
mismatches on differential interconnections. In this method, which can be applied
by using available EDA tools, the routing is a two-steps operation:

• The fat wire covers the differential outputs of the DPL gate, placing the
centerline of the wire in the centerline between them. The width of the fat
wire is set by the sum of the pitch between the normal single-ended wires and
2 times half the width of the normal wire. The pitch between the single-ended
output pins of the DPL can be made larger than the minimum to reduce
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Figure 4.2. DPL styles capacitive parasitics due to Ci, Co and CW.

cross-talk. During the first routing, each DPL cell is routed as a single ended
cell using the fat wire (see Figure 4.3(a)).

• After the place and route of the DPL cells with the fat wire, existing fat
connections are splitted and separated in order to create two single-ended
interconnections per each fat wire, as shown in Figure 4.3(b).

The fat wire method allows to minimize the mismatch between two complementary
wires, since each connection of a DPL cell has the same distributed resistive and
capacitive parasitics.

In [66], authors propose the "back-end duplication" method to overcome capacitive
mismatches issues in dual-rail implementations. The main idea is to use a regular
design flow on a single-ended netlist, taking care to leave enough free space on the
core section of the floorplan to make possible to place and route the duplicated
part of the netlist. The duplication is basically done by row. For each row used for
placing, the next row is kept free for duplication. This strategy requires that each
connection has to be done straight vertically, in order to get a simple duplication
by right shifting of the vertical routing. Horizontal routing are left free to make
turns, if and only if they remain in the routing row, to avoid shorts. As additional
requirement, the duplicated netlist has to be shifted to right by one routing pitch,
in order to accommodate both differential placing and routing constraints.
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Figure 4.3. In (a) each DPL cell is routed as single-ended cell using fat wire connections.
In (b) the fat wire connections are splitted and separated in true connection (red) and
false connection (blue).

4.2.3 Capacitive Imbalance Minimization on FPGAs

Both "fat wire" [148] and "back-end duplication" [66] methods are intended to be for
ASIC implementations, since they require a fine manipulation of the place and route
steps of the design flow. If the target platform for the cryptographic application is a
FPGA, other techniques can be used to minimize the mismatches due to differences
in interconnections delay. In ASIC, the designer has more degrees of freedom to place
and route the circuit, and also about the choice off full-custom versus standard-cell
logic styles. In FPGA platforms, the designer has additional and implicit constraints
due to the physical implementation of the FPGA. Since the FPGA is basically made
of atomic cells, that contain programmable Look-up Tables and flip-flops with a
pre-existing infrastructure for interconnections via switch-boxes, it can be difficult
to implement PAAs resistant DPL styles, taking care of electrical mismatches. In
literature, also several papers discuss about the possibility to make the place and
route compliant with the needs of a perfectly balanced DPL. In [13], a FPGA version
of the "back-end duplication" method is presented. In this case, the duplication is
performed by routing the true netlist in a half of the desired region of the FPGA,
and then, both placing and routing are mirrored vertically, in order to provide
also the false implementation. This strategy allows to get a good balancing but it
will not reduce other information leakage. In fact, an Electro-Magnetic Analysis
(EMA) can successfully recover the secret key, because the true and false netlist are
geographically far from each other, and if the EM-probe is sufficiently directional, the
information leakage through electromagnetic emissions can be exploited separately.
In addition, this duplication strategy requires additional area and power overhead
because of the wire swapping cannot be used to perform the logical inversion on
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Figure 4.4. The "back-end duplication" method explained in [66].

complementary wires. In [70], authors presented a methodology to get an identical
routing on Xilinx FPGA based on the set of APIs named RapidSmith. After a
standard place and route of the design with the standard flow, RapidSmith allows
to repair the imbalanced routing, minimizing net delay differences in complementary
wires, reducing the effective information leakage due to capacitive mismatch. The set
of APIs implemented in RapidSmith can be used only in Xilinx ISE, as the output
.XDL file can be interpreted by Xilinx products only. Amouri et al. [9], propose
a methodology for mesh-style FPGA similar to the "fat wire" method proposed
in [148] for ASIC applications. The complementary signals are routed using the
"double-wire" graph, grouping interconnections with the following properties:

• they belong to the same routing channel

• they have the same logical length

• they are routed following the same routing direction

• they are connected to more than one input of adjacent atomic cell of the FPGA
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Table 4.1. RTZ voltage values for each phase of the clock signal.

Pre-Charge Evaluation RTZ Encoding Logical Value
A A A A (A,A) IN
0 0 0 VDD (0,1) 0
0 0 VDD 0 (1,0) 1
0 0 VDD VDD NULL Invalid

• they are connected to more than one output of adjacent atomic cell of the
FPGA

To obtain the "double wire graph", each pair of complementary wires is converted
to a single double wire, and routed properly. As in the "fat wire" method, the single
"double wire" is then split in two single wires.

4.3 Time Enclosed Logic Principle and Guidelines

The Time Enclosed Logic (TEL) principle has been introduced in [33] aiming to
reduce the sensibility of the security level of cryptographic devices to electrical
mismatches. As we have said before, capacitive mismatches in security applica-
tions when DPL styles are adopted impact critically on the security level of the
implementation, as they assess the information that can still be exploited through
dynamic power consumption. In Time Enclosed Logic, the datum is encoded in the
delay domain instead of the differential level domain. As we will discuss in this
chapter, TEL encoding allows the designer to relax routing constraints for DPL
implementations.

4.3.1 Assumption on the Adversary Model in TEL signaling

Before explaining in detail how the TEL protocol works, we have to state what is the
main assumption on the model of the adversary used in this context. In the design
of a secure implementation, it is needed to make assumptions on the adversary that
the designer could expect. This model has to take into account the real attack
capability that the adversary could have in extracting secret information from the
device. The use of the SPICE level simulations is very meaningful in preliminary
assessment of the information leaked by the device during the design step [72].
SPICE level simulations are able to provide a useful tool to evaluate the information
leakage, allowing the designer to estimate the effectiveness of the countermeasure in
counteracting PAAs. Nevertheless, such high-accuracy simulations allow the designer
to evaluate the capability of the Perfect Adversary to extract information from the
hardware implementation. The Perfect Adversary model has specific properties, that
can be resumed as follows:
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• infinite bandwidth in collecting physical emissions (e.g. power consumption);

• infinite storage capability.

The Perfect Adversary model is able to provide a conservative approach in
designing and evaluating secure applications. However, this model does not hold
in practice [93]. In fact, it is impossible to get infinite bandwidth in measuring the
physical emission. The entire measurement equipment, and the device itself, provides
a limited bandwidth, which can be able to filter off information leaked through
power consumption. The DSO used to collect and digitize power samples has an
analog front-end, which is limited in bandwidth, and also the Analog-to-Digital
converter inside the instrument has limited time resolution and number of bits to
represents the sampled data. More demanding are these limits, higher will be the
cost of the instrument. In addition, the storage capability is always limited, which
reduces the possibility to filter-off noisy component on the collected data. In the
TEL signaling, the assumption on the adversary model are more realistic. The main
assumption behind the practical application of TEL signaling is that the adversary
has limited resources in time resolution and bandwidth [93]. As we will
discuss further, this factor impacts critically on the possibility to recover information
on implementations that use TEL signaling and TEL-compatible logic styles to
protect information, since it is a delay-based time encoding.

4.3.2 The TEL Protocol

As we have discussed before, the Time Enclosed Logic is a different signaling
methodology and protocol which differs from the classic RTZ, used in DPL styles.
The main differences of the TEL with RTZ is that the datum is encoded in the
time-domain instead of magnitude-domain. In TEL signaling, the differential signal
is routed by to complementary wires, as in RTZ. The signaling is divided in three
phase during the clock cycle:

• pre-charge phase tpre;

• evaluation phase teval;

• post-evaluation phase tpost.

As it is clear, we have that the sum of the three phases is equal to the clock
cycle period:

tck = tpre + teval + tpost (4.7)

During the pre-charge phase of duration tpre, both wires of a complementary pair
assume the same value, for example ’0’. In this phase, all transistors are pre-charged
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Figure 4.5. TEL protocol signaling for the logical ’1’ (a), logical ’0’ (b) and NULL logic
value (c) (not in scale).

Table 4.2. TEL voltage values for each phase of the clock signal.

Pre-Charge Evaluation Post-Evaluation TEL Encoding Logical Value
A A A A A A (A,A) IN
0 0 0 VDD VDD VDD (0,1) 0
0 0 VDD 0 VDD VDD (1,0) 1
0 0 VDD VDD VDD VDD NULL Invalid

to ’0’, and the complementary output of each TEL-compatible cell is ’0’. Thus, the
entire combinational path is pre-charged and all internal capacitance of each gate is
at the same value. During the evaluation phase, the complementary pair assumes its
differential value, and the logic net evaluates the results. After the evaluation phase,
all the signals of the net are forced to logic value ’1’ during the post-evaluation
phase tpost. The need of a third phase allows to avoid information leakage due to
memory effect, which is typical of some standard-cell based logic style using the
RTZ encoding [34]. It has to be noted that the duration of evaluation phase teval is
much shorter than both pre-charge and post-evaluation:

{
teval � tpre
teval � tpost

(4.8)

The signaling used in TEL protocol is depicted in Figure 4.5(a) and 4.5(b),
respectively for the logical ’1’ and ’0’. For the invalid logic value, shown in Fig-
ure 4.5(c), both complementary wires have the same value throughout the entire
clock cycle. A resume of the value of both wires in each phase for each logical value,
is reported in Table 4.2.

Looking at Figure 4.5 and Table 4.2, a differential signal (A, A) in the TEL
domain can assume three possible states, and the logical value is encoded as follows.
If the single-ended rail A reaches the post-evaluation voltage before the single-ended
rail A, the corresponding logical value is ’0’. On the contrary, if the single-ended rail A
reaches the post-evaluation voltage before the single-ended rail A, the corresponding
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logical value is ’1’. If both wires are charged to the post-evaluation voltage at the
same time, the logical value is NULL. It has to be noticed that the TEL encoding
evaluates only in teval, which is a small fraction of the semi-period of the clock signal
tck/2, according to Equation 4.8. In addition,TEL data encoding has the property
of functional completeness. The completeness is the property of logic circuit to be
represented by symbolically complete logic expression, and a set of Boolean function
is functionally complete, if and only if all other Boolean functions can be constructed
from this set [58]. In TEL encoding, the differential datum is coded into a mutually
exclusive value assertion domain, and only one single-ended wire in a TEL signal is
asserted during the evaluation phase. In order to make the Boolean logic symbolically
complete, the NULL value is added to the value domain, as shown in Table 4.2,
ensuring the completeness of the input set. The completeness of the input set allows
to automatically synchronize the signals at the output of a combinational path,
because a gate asserts data only when a complete set of input data values is presented
at its input [58]. In fact, each gate acts as a synchronization node, and this property
has been intensively used to design asynchronous logic [58] and delay insensitive
circuits [87] [30]. The most important property of the TEL encoding and protocol
is that the relevant information is enclosed in the duration of the evaluation phase
teval, and all the information that is leaked by the hardware implementation can be
captured only during the time window teval. As we have mentioned before, the TEL
encoding assumes that the adversary has limited resources in terms of time resolution
and bandwidth for monitoring the power consumption of the cryptographic device.
If the sampling period of the DSO is greater than teval, no relevant power samples
can be captured and the adversary will not be able to recover information from
the device’s consumption anymore. In order to clarify this property of TEL-based
circuits, let us introduce an example. Let us to suppose that the adversary has a DSO
with sampling rate 2GS/s, which is able to capture signal in the bandwidth from
DC to 1GHz (due to Nyquist’s theorem), the minimum evaluation phase duration
teval to prevent PAA is 500ps, that can reasonably be achieved using nowadays
technologies. This simple consideration can be enforced by the presence of other
on-chip or on-board low-pass effects, which can filter off relevant information.

4.3.3 TEL-based Cell Templates

The property of completeness of the TEL encoding requires that complementary
signals have to propagate with reciprocal time delays equal to the evaluation phase
duration teval. Any mismatch on propagation times can be balanced by exploiting
the property of completeness. In RTZ encoding, each complementary pair has one
complete commutation in a clock cycle, to maximize the switching activity factor at
gate-level. In TEL encoding, this property is applied on each single-ended signal
of a complementary pair, ensuring that each signal has one and only one complete
commutation cycle in a clock cycle. In the previous chapter, we have discussed about
the WDDL [147], as a widely used DPL logic style which can be implemented using
standard-cells. The WDDL uses the RTZ encoding. The aim of WDDL is to satisfy
the condition expressed in Equation 3.20. Re-arranging Equation 3.20, we have:
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Figure 4.6. Template of a TEL-compatible gate using two independent circuit for the
complementary function F1 and F2.

out = F1(D1, D2, ..., Dn)
out = F2(D1, D2, ..., Dn) (4.9)

Asserted signals are all connected to F1, while complementary input signals are all
connected to F2. The functions F1 and F2 are compatible with RTZ encoding if and
only if they are positive monotonic Boolean functions [93]. It has to be noted that
functions F1 and F2 in WDDL are implemented using different logic compounds. This
approach in designing secure devices leads to a mismatch-sensitive implementation.
In fact, WDDL may suffer from capacitive and timing mismatches strongly, since the
two logic functions could offer different Co values and different propagation times.
In TEL-compatible gates, the property of completeness requires redundancy on the
input vector, and equations shown in Equation 4.9 and Equation 3.20 have to be
modified to take into account this requirement. The new set of equation to satisfy
the requirement on the completeness is shown in the followings:

out = F1(D1, D2, ..., Dn, D1, D2, ..., Dn)
out = F2(D1, D2, ..., Dn, D1, D2, ..., Dn) (4.10)

Each TEL-compatible gate has to satisfy Equation 4.10. In this case, the positive
monotonic property holds and it provides the correctness of the pre-charge and
post-evaluation values. In fact, during the pre-charge, when the input values (Di,Di)
(with i = 1, ..., n) are set to ’0’, the output values of F1 and F2 are ’0’. In the
post-evaluation, all input values are set to VDD, and the output values are set, in
turns, to VDD. In TEL encoding, all signals exhibit a 0→ 1 and 1→ 0 transition
within a clock cycle, making the switching behavior of TEL-compatible gates strictly
positive monotonic. This property has as an important consequence on how a TEL-
compatible gate has to be designed. In fact, each compound of a TEL-compatible
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gate can be designed using the NAND function, and since the NAND function is
the minimum complete function, it can be adopted to design a self-synchronized
TEL-based gate.
Once the property and functional requirements of the TEL principle and cell template
have been defined, it is possible to design a logic style based on the adoption of this
encoding scheme, as we will discuss further in this chapter.

4.3.4 Power Analysis Considerations on TEL-compatible Logic

The TEL principle discussed previously has been proposed to overcome security
issues due to electrical mismatch. In this paragraph, dynamic power consumptions
of a TEL-compatible gate and of a DPL-RTZ gate regarding output transitions are
evaluated and compared. In Table 4.3, a summary of the dynamic power consumption
of both encoding schemes is reported. Regarding the timing paradigm reported
in Table 4.2, a TEL-compatible gate shows three peaks in dynamic consumption,
as the signaling in TEL encoding takes into account three phases. The first peak
occurs at the pre-charge phase; each single-ended signal is set to 0V, and all parasitic
capacitors are discharged. The other two peaks occur at the evaluation and post-
evaluation phase, which, nominally, are separated by teval. In the TEL encoding,
each capacitance is charged and discharged once in the clock cycle [26]. Since the
consumption of the gate depends directly on the sum of the consumption of the two
complementary halves, and given CL1 6= CL2 due to automatic routing, the total
power consumption in a TEL-compatible gate is balanced within the clock cycle.
It has to be noted that in RTZ encoding, the switching activity factor is balanced
at gate level, ensuring that in each gate, seen as macro-blocks, occurs a transition
per clock cycle. At this level of abstraction, it is not possible to deal with the
unbalancing of the load capacitors, as can be seen in Table 4.3. In the TEL encoding,
the switching activity is not balanced only at differential level, but it is also
balanced at single-ended level, providing that each signal in a gate behaves like
the clock signal. Hence, the TEL protocol allows to tolerate capacitive mismatches,
as reported in Table 4.3, providing the balancing throughout the clock cycle and
making the total dynamic power consumption to be independent from differences
of load capacitors. Since in a TEL-compatible gate the total power consumption
depends on the sum of the load capacitors, the TEL principle is able to make the
consumption independent from both input vectors and electrical mismatches.

Since the capacitive unbalance depends strongly on the routing process, we define
the Mismatch Factor (MF), introduced in [66], to indicate the degree of unbalance
of the differential interconnections as the ratio of the maximum and the minimum
differential load capacitance:

MF = CL,max
CL,min

(4.11)

The capacitive unbalance, and consequently the MF, relies on the complexity
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Table 4.3. Dynamic power consumption for a TEL-compatible and for a DPL (using RTZ
encoding) inverter, assuming unbalanced load.

(Y,Y )
1st Semiperiod 2nd Semiperiod

Pdyn
1st Pdyn

2nd Pdyn,TOT
Y Y Y Y

RTZ
(0,1) 0 → 0 0 → 1 0 → 0 1 → 0 0 VDD

2 CL2 fck VDD
2 CL2 fck

(1,0) 0 → 1 0 → 0 1 → 0 0 → 0 VDD
2 CL1 f_ck 0 VDD

2 CL1 fck

TEL
(0,1) 0 → 1 0 → 1 1 → 0 1 → 0 VDD

2 CL1 fck VDD
2 CL2 fck V DD

2(CL1 + CL2)f ck

(1,0) 0 → 1 0 → 1 1 → 0 1 → 0 VDD
2 CL1 fck VDD

2 CL2 fck V DD
2(CL1 + CL2)f ck
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Figure 4.7. RTZ (a) and TEL-compatible (b) inverter.

of the layout, and how the routing generation is carried out by the specific tool.
Generally, if no additional routing constraints are given, automatic EDA provides
high values of the MF, since the layout is not optimized for secure applications.

4.3.5 Timing Constraints of TEL-based Circuits

In the following paragraphs, we introduce the timing constraints for TEL-based
circuits. It must to be noted that according to the timing diagram reported in
Figure 4.5 and Table 4.2, the synchronization scheme is semi-synchronous. The
pre-charge phase is perfectly synchronous with the clock signal’s falling edge. On the
contrary, the post-evaluation phase is not strictly synchronous with the clock signal,
since the duration of the evaluation phase is nominally teval, but it can vary along the
combinational path, as we will discuss in the followings. At the output of converter
circuitry, from the single-rail CMOS domain to TEL domain, the evaluation phase
has its nominal duration, which is equal to teval. TEL-compliant differential signals
propagate throughout the pipeline combinational path, and they are evaluated at
different time instants. The delay of each gate cannot be equal to the nominal
teval, due to non-ideal behavior of logic cells in TEL-based circuit. The variation of
the teval along the combinational path is called fluctuation effect, which limits the
number of logic stages between two sequential cells in a pipeline stage. In order to
preserve the security level of the implementation and to avoid timing violations, a
TEL-compatible circuit has to meet the following requirements:

1. teval can decrease at the output of a combinational cell (or path), but cannot
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increase:
teval,CL < teval (4.12)

2. teval,CL at the output of a combinational cell must be greater than the setup-
time of the flip-flop, in order to avoid timing violations:

teval,CL > tsetup (4.13)

3. The nominal teval has to be regenerated at the output of each flip-flop in the
TEL domain (neglecting the propagation time of the flip-flop):

tFF = teval (4.14)

Equation 4.12-4.14 represent the timing constraints of a TEL-based circuit.

The propagation delay ∆δ in a TEL-based circuit is defined as the difference of
the teval,IN of the input and the teval,OUT of the output:

∆δ = teval,IN − teval,OUT > 0 (4.15)

We define the propagation time of the critical path teval,CP as the maximum
variation of teval along a combinational path. It is calculated as the difference
between the teval,1 at the input of the first gate (which is the nominal teval) and the
minimum delay teval,CL at the output of the combinational path:

∆teval,CP = max [teval − touteval,CL] = teval −min teval,CL (4.16)

The propagation time of the critical path is strongly related to the number of
stages between two flip-flops, and it can be calculated as follows:

∆teval,CP =
N∑
i=1

∆δi = N ·∆δ (4.17)

where N is the number of stages in a path, and ∆δ is the average propagation
time of TEL combinational gates in a given technology. The setup time of the TEL
flip-flop is defined as the minimum propagation delay at the output of the critical
path (which is the input of the flip-flop) that get the sequential element to correctly
sample the TEL signal. Combining Condition 2 with Equations 4.16 and 4.17, we
can define the timing constraint for the critical path:

teval,CP = teval −∆teval,CP = teval −N ·∆δ ≥ tsetup (4.18)

It has to be noticed that the adopted technology set the average propagation
delay, which in turns limits the number of stages between two flip-flops, according
to Equation 4.18:
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Table 4.4. Road map for timing performances of TEL-compatible circuits for different
technologies.

Technology teval,CL [ps] tsetup teval,MIN
[nm] TEL AND/NAND [ps] [ps]
90 100 180 380
65 50 90 190
45 25 45 95
28 12 20 48

NMAX = teval − tsetup
∆δ

(4.19)

As previously mentioned, the nominal evaluation phase duration teval is chosen
by the designer, accordingly to the level of security he/she wants to reach. This
choice has to met the specific technology limit, imposing the minimum teval and the
maximum N. In addition, we must consider that we must meet Condition 2, and
considering the propagation delay of a minimum two combinational gates (e.g. two
AND/NAND gates), we can calculate teval,MIN as follows:

teval,MIN = 2 · teval,CP + tsetup (4.20)

Since the technology process used to implement the cryptographic device indi-
rectly set the lower bound for eval,MIN, it is possible to consider Table 4.4 as a road
map for timing performances of TEL-compatible circuits considering the technology
process node. At each new technology process, the propagation delay is expected to
be halved, as well the setup time tsetup, and, consequently teval,MIN. This analysis
is useful in order to make the assumption on the upper bound of the security level
that the adversary can reach setting the nominal teval as small as possible with the
given number of stage of the design.

4.4 Full-custom DDPL/iDDPL Logic Style

In the previous section, we have defined the background of the Time Enclosed
Logic principle for counteracting PAAs. In the TEL encoding, the diversities in
power consumption due to electrical mismatches are confined in a very short time
window, which corresponds to the duration of the evaluation phase teval. Shorter
is the evaluation phase, higher must be the sampling rate and the bandwidth of
the measurement equipment to capture the information leakage contained in the
power consumption even in the presence of capacitive imbalances. This property
defines two demanding constraints for both the designer and the attacker, under the
assumption of Non Perfect Adversary model.
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Looking at the property of TEL encoding discussed in the previous section,
TEL-compatible logic styles can be designed following different approaches and
targets. There are two leading requirements on the technology side of the secure
implementation:

• the target platform;

– FPGA-compatible;

– ASIC only.

• the synchronization scheme.

Regarding the target platform, there are two main approaches in designing a new
logic styles. If the template of logic style can be implemented using only pre-designed
gates, connected to provide the desired functional and electrical beahvior, or by
designing new gates from scratch. If the new logic style can be implemented using
standard-cells and no custom logic is needed, the target platform can be (in general)
both FPGAs and ASICs. The ASIC-only solution with custom designed cells is
adopted when standard-cell approach is not suitable for the implementation of the
template.

Regarding the synchronization scheme, the design of a new logic style can require
or not a special routing for synchronization signals throughout the combinational
path, in order to maintain its timing closure. In the latter case, the design has to be
able to maintain the timing closure on its own, in accordance with the TEL principle
for the signaling in a clock cycle due to pre-charge → evaluation → post-evaluation
sequence.

In literature, full custom designs for implementing TEL principle at gate-level
has been proposed. In [33], authors introduce the TEL principle and propose a first
logic family TEL-compatible. This new logic family, named Delay-Based Dual-rail
Pre-charge Logic (DDPL), has been demonstrated to be less sensitive to capacitive
mismatches compared to DPL logic styles, such as SABL [144] and WDDL [147].
Authors in [33] presented a full custom template to implement DDPL gates. In
Figure 4.8(a)-4.8(b), the AND/NAND and XOR/XNOR gate in DDPL style are
shown. In this preliminary version of the DDPL logic style, the pre-charge voltage
is VDD, while the post-evaluation voltage is 0V. The evaluation phase takes place
at the falling edge of the clock signal, instead of the rising edge. The DDPL is
intended to be implemented in ASIC, and in this case, the synchronization scheme
requires that each combinational gate is connected to the clock signal CK. When
CK is high, the output of each gate pre-charge to VDD, and every pull-up network
is open. During the evaluation phase, the differential output is evaluated. When
CK is low, the pull-down network goes open and the differential output (Y,Y ) goes
to (0,0). Since all the signals are set to 0V, all output signals in each gate are set to
0V, satisfying all TEL requirements.
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Figure 4.8. DDPL p-type AND/NAND gate (a) and DDPL p-type XOR/XNOR gate (b).

4.4.1 Limitations of the DDPL Style

The DDPL logic style presented in [33] has been the first attempt to design a new
template that can be compliant with the TEL principle, aiming to balance the
energy per cycle and enclosing the information leakage due to electrical mismatches
in a narrow time window. Although it can be considered the first example of TEL-
compatible logic style, it suffers from a critical problem which is common in PAAs’
literature, as we will discuss in this section.

The DDPL gates in Figure 4.8(a)-4.8(b) are often referred to DDPL p-type
gates, since evaluation networks are implemented with p-channel devices. As briefly
mentioned above, this implementation has a larger area overhead compared to the
DDPL n-type, as we will discuss further, due to the fact that p-channel devices have
to be designed larger than n-channel, to overcome the reduced carrier mobility. Let us
analyze the AND/NAND gate, as depicted in Figure 4.8(a). The evaluation network
is composed of four transistors, in order to implement the AND/NAND function.
We must notice that the gate can propagate its logical output value without waiting
that all input signals are valid. In fact, the evaluation depth, which in a p-type gate
corresponds to the number of transistor in series between the supply line and the
output internal capacitance, is not the same for the two branches. The evaluation
depth for the NAND side of the gate is 3 transistors (M1,2,5), while for the AND side,
we have two transistor (M3/4,7). This will cause internal unbalance of propagation
times of the gate. In fact, the AND side will behave as a OR gate, making the
gate internally unbalanced. Early propagated transitions provide data-dependent
power consumption, which the adversary can exploit to recover secret information
from the device [29]. The DDPL gates in Figure 4.8(a)-4.8(b) are often referred to
DDPL p-type, since evaluation networks are implemented with p-channel devices.
In general, this implementation has a larger area overhead compared to the DDPL
n-type, as we will discuss further, due to the fact that p-channel devices have to be
designed larger than n-channel, to overcome the reduced carrier mobility. Let us
analyze the AND/NAND gate, as depicted in Figure 4.8(a). The evaluation network
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is composed of four transistors, in order to implement the AND/NAND functions.
We must notice that the gate can propagate its logical output value early, without
waiting that all the input signals are valid. In fact, the evaluation depth, which in a
p-type gate corresponds to the number of transistor in series between the supply
line and the output internal capacitance, is not the same for the two branches. The
evaluation depth for the NAND side of the gate is 3 transistors (M1,2,5), while for
the AND side, we have two transistor (M3/4,7). This will cause internal unbalance
of the timing propagation of the gate. In fact, the AND side will behave as a OR
gate, making the unbalanced internally. The early propagated transition implies a
data-dependent power consumption, which can be exploited by the adversary [29].

This effect is called early evaluation (EE). The EE is very critical in DPL
implementations [139], because it produces a dependency of the current absorption
on the arrival times of the input signals. From the adversary point of view, the EE
helps to maintain high the correlation between power consumption and processed
data, vanishing the presence of PAAs countermeasure. In literature, the effect of
EE has been evaluated for DPA-resistant logic. In [86], authors present a study
of the effect of the EE on SABL logic on the current absorption behavior. They
demonstrated that the data-dependency of the evaluation time of a combinational
net regarding the input vectors has a strong impact on the power consumption,
which can be exploited to recover sensible information, also in the presence of DPL
countermeasure. In [23], Bhasin et al. remark the vulnerability of dual-rail pre-charge
logic due to EE effect. It has been demonstrated that most of the information leaked
by a WDDL implementation is given by the data-dependency of the early evaluation
effect. In fact, even if the WDDL is built upon a monotonic positive Boolean function
set, it is possible to observe EE, and thus, recovering the information processed
within the device. Moreover, they propose also a technique to reduce, at least
halving, the information leaked through dynamic power consumption due to EE
effect. Modifying the truth table of each function, and making the combinational
function to evaluate only when the input signals are in a "VALID" state, the EE can
be reduced as well as the information leaked due to non-perfect timing matching
between signals. In [149] and [86] also the SABL style has been enhanced with a
EE-free pull-down template, that allows to easily balance timing mismatches in
generating output values. In the first formulation of the SABL template [144], the
pull-down network provides unbalanced paths for output load capacitance. The
Enhanced Fully Connected DPDN SABL allows the designer to make the evaluation
depth of the pull-down network equal for every discharge event. A formalization
of the fully connection method adopted in [149] and [146], adopting the Boolean
Decision Diagram, is presented in [79].

4.4.2 Improved DDPL (iDDPL)

As we have discussed in the previous section, the DDPL is able to balance the
energy per cycle, by means of the TEL encoding. Although, the DDPL exhibits
information leakage due to intrinsic unbalancing in timing mismatches internally at
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monotonic positive gates, such as the AND/NAND or the OR/NOR. The imbalances
in evaluation depth of the true and false evaluation network, makes the instantaneous
current absorption dependent from the arrival times of data. This aspect can be
determinant and critical from a security point of view, since it helps to maintain
high the correlation with the processed data. In addition to that, the first proposal
for the DDPL style makes use of p-type cells. The p-type approach implies a larger
area overhead, due to larger transistor compensating the reduced carrier mobility in
p-channel devices.

In order to overcome these issues, an improved version of the DDPL proposed
by Bongiovanni et al. in [29]: the Improved DDPL (iDDPL). The iDDPL, similarly
to its predecessor DDPL, is a full custom logic styles, which is compatible with
TEL requirements and that can be optimized at transistor-level to counteract power
analysis. Both DDPL and iDDPL can be considered as successors of the Three-phase
DPL (TDPL) [34]. The TDPL has been proposed basically as improvement of the
SABL style, in order to enhance the robustness against PAAs also in the presence of
electrical mismatches. Authors in [34] extended the classic RTZ paradigm with a
post-charge phase, which is functionally equivalent to the post-evaluation phase in
the TEL encoding. The purpose of this additional phase is to balance the energy
per cycle even in the presence of capacitive unbalances. The TDPL adds to SABL
template a third transistor in order to implement the three-phase signaling, as
shown in Figure 4.9(a) for a TDPL inverter gate. During the charge phase, both
complementary wire are set to 0V, and both charge and discharge signals are low.
The output load capacitors are charged to VDD by transistors Mp1,p4,p5. When
the charge signal goes high, also the eval signal goes high, the input signals are
evaluated through the pull-down network, which is now connected to ground by
the foot-transistor Mn3. At the end of the evaluation phase, the signal discharge is
set active and eval signal is set to low. At this point, the main pull-up transistor
Mp5 behaves like an open circuit, and the output load capacitors are forced to
discharge through transistors Mn7,n8. A timing diagram of the TDPL inverter is
shown in Figure 4.9(b). The main drawback of a TDPL implementation is that
at least two synchronization signals has to be routed, which implies a larger area
overhead to reduce the cross-talk effects. In addition to that, the presence of a
complex synchronization scheme implies more stringent timing requirements.

The iDDPL has been proposed to overcome issues in robustness of the DDPL
style, since the level of security may be reduced by the presence of the early evaluation
effect. The aims of the iDDPL are:

• balancing the energy per cycle;

• instantaneous power consumption independent from the input vectors;

• enclosing data-dependent leakage in teval.

The circuit in Figure 4.10(a) shows a iDDPL inverter/buffer. As we can see, it
is quiet similar to the TDPL buffer/inverter, but it does not needs multiple synchro-
nization signals, and less devices are used to design a gate. The synchronization
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Figure 4.9. TDPL inverter gate (a) and timing diagram (b).

scheme in iDDPL requires only the routing of the clock signal CK, in order to
maintain the timing correctness along combinational paths. The absence of multiple
signal for synchronization impacts strongly on the silicon area and on the power
overhead, since the number of devices per gate has been reduced as well.

Let us analyze the iDDPL inverter/buffer shown in Figure 4.10(a). The pull-
down network has a direct connection with the ground line, saving the space due to
foot-transistor in TDPL. When CK is low, the combinational logic is in pre-charge
phase, and input and output signals of each gate are set to 0V, because of transistors
Mp1,2 force the inputs of the inverters to VDD. During the evaluation phase, the
complementary signals at the input assume their TEL value after the rising edge of
CK. Assuming (A,A) = (1,0), as shown in the timing diagram in Figure 4.10(b), the
output signal Y is charged after Y , providing the correct TEL value (Y,Y ) = (0,1)
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at the output of the gate. After the evaluation, both input signals are charged to
VDD, and consequently, both output lines are set to VDD. The two transistor Mp3,4
are necessary to remove memory effect due to internal capacitance of the pull-down
network, during the pre-charge phase. At the beginning of each pre-charge phase,
the upper nodes of the pull-down network are both charged to VDD; this approach
limits the information leakage due to non perfect balancing of the two differential
side of a iDDPL gate due to internal mismatch. The presence of these two additional
transistor respect to the DDPL combinational template, allows to achieve a better
balancing in the energy per cycle, making the consumption of each gate throughout
the clock cycle independent from the input pattern.

As discussed in Section 4.3.2, the TEL encoding requires strictly positive mono-
tonic behavior of a gate, in order to achieve the completeness. The property of
completeness requires that each compound of a TEL-compatible gate can be designed
using a NAND approach. In [29], the iDDPL AND/NAND gate has been designed
using the NAND approach, as shown in Figure 4.11. The presence of additional
transistors in the evaluation network provides an additional benefit. They allow
to equalize the resistive path during the evaluation phase, avoiding, de facto, the
occurrence of the early evaluation effect. This approach, similarly to the fully
connected SABL in [149], allows to balance the propagation times for each possible
input pattern [29].

4.5 D3L - Standard Design Flow for Secure Applica-
tions

In the previous section, we have discussed about the application of the TEL principle
with the DDPL [34] and iDDPL [29] logic styles. Both logic styles have been
conceived to be implemented in a custom ASIC, using full-custom or semi-custom
design flow. In security applications, designers have to make huge effort to adopt a
secure design flow, since several aspects of the design and implementation impact
critically on the final level of security of the cryptographic device. In this section,
we introduce a novel logic style which is TEL-compatible and does not require
full/semi-custom design flow and it relaxes some constraints respect to other state-
of-the-art gate-level countermeasures. The novel logic style, which is based on a
pure standard-cells approach, is intended to be compliant with both FPGA and
ASIC applications, making it more flexible than previous TEL-based logic styles.
The validity and the robustness of this new family is supported with simulated and
practical evaluation on FPGAs, using only standard design flow, to remark the
strong reduction in design effort compared to other gate-level countermeasures that
imply standard-cells to counteract PAAs.
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Figure 4.10. In (a), iDDPL inverter/buffer schematic. In (b), iDDPL inverter/buffer
timing diagram. It has to be noticed that teval,IN and teval,OUT are generally different.

4.5.1 Standard Design Flow vs Full/Semi Custom Design Flow

The design steps of a trustworthy platform has several critical points that have to
be addressed properly to not underestimate the information leakage of an architec-
ture. Compared to standard and classical design of digital devices, secure IPs for
cryptographic applications often require additional steps, according to the required
security level. Adding steps to the design flow has a strong impact to the total cost
of final product’s engineering process. Several modifications of the standard digital
design flow are typical of security applications and it is common to refer to them as
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Figure 4.11. iDDPL AND/NAND gate with enhanced pull-down network for EE-free
design.

secure digital design flow.

4.5.2 D3L Logic Cell Template

The application of the TEL principle on a digital circuit requires some special
attentions in how the basic gates are designed. These requirements can be used as a
direct guideline to design the basic gates. The intention of this new logic style is to
implement digitally the TEL encoding scheme using a standard-cell approach, in
order to simplify the secure digital design flow and relaxing demanding requirements
of other gate-level countermeasures. The standard-cell approach provides also FPGA-
compatible implementations, relaxing the capacitive mismatch requirements typical
of most DPL styles on this kind of target platform. The Delay-Based Differential
Dynamic Logic (DDDL or D3L), presented in this chapter, is a novel dynamic and
differential logic style based on the TEL principle, and represents the first attempt
to outline a TEL-compatible logic style using a standard-cell approach and standard
design flow for secure applications. The D3L style has the following properties:

• supports both TEL and RTZ encoding;

• no complex pre/post place&route modifications are required;
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Figure 4.12. D3L 2-input combinational gate template.

• implementable using only standard cells, available in most commercial digital
design kits;

• FPGA-compatible.

As mentioned in previous sections, the TEL encoding scheme requires that the
logic circuitry has to meet the property of completeness. Consequently, the property
of completeness requires that each gate has to satisfy Equation 4.10 and each signal
has both 0→ 1 and 1→ 0 transitions in a clock cycle. The requirement of strictly
positive monotonic gates can be satisfied if the NAND function is used as basic
function to derive every Boolean function needed in a cryptographic device. In
order to fulfill all those mathematical and functional requirements, we decided to
re-arrange the basic Boolean functions using only the NAND function as basic
building block. Since the D3L is a dual-rail logic style, both complementary output
functions have to be defined, according to TEL encoding requirements. A 2-input
combinational gate template in D3L style is shown in Figure 4.12. As we will discuss
in this section, the evaluation of the output values is performed by using two layers,
both based on the use of the NAND functions. In the following, the three main
Boolean function implementations for the D3L style using only CMOS NAND gates
are presented.

In Table 4.5, the AND/NAND truth table is reported. All the possible four
combinations of signals A, A, B and B are used to re-write the functions. It must to
be noted that the function AND/NAND is evaluated in two levels. Using DeMorgan’s
laws and the properties of Boolean algebra, it is possible to rearrange both functions
as product of products. As we will discuss later, each D3L gate is composed by two
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Table 4.5. D3L AND/NAND complete truth table.

AND NAND
A B A ·B A ·B A ·B A ·B

F1 F2

0 0 1 0 1 1 0 1
0 1 1 1 1 0 0 1
1 0 1 1 0 1 0 1
1 1 0 1 1 1 1 0

A

B

A

B

A

B

A

B

F = AND

F = NAND

1

2

Figure 4.13. D3L AND/NAND gate.

NAND layers for each compound. The complementary output signals are computed
as depicted in Figure 4.13 and their expressions are shown in Equation 4.21 and
4.22. The AND/NAND function can be evaluated using 6 NAND gates, and requires
approximately the same number of gates required for a MDPL masked AND/NAND
gate.

F1 = A ·B = A ·B (4.21)

F2 = (A ·B) · (A ·B) · (A ·B) =
= ((A+B) · (A+B) · (A+B)) =
= (A ·A+A ·B +A ·B +B ·B) · (A+B) =
= [A+A · (B +B)] · (A+B) =
= A · (A+B) = A ·A+A ·B = A ·B

(4.22)

The OR/NOR in the D3L can be rewritten similarly to the AND/NAND gate.
The same number of NAND are required, and it is fairly symmetric to the AND/-
NAND gate. It has to be noted that the AB and A ·B products are swapped, to
accommodate the OR and NOR functions. The truth table and expressions of the
output signals are reported in Table 4.6 and Equations 4.24-4.23. The OR/NOR
gate in D3L’s template is depicted in Figure 4.14.
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Table 4.6. D3L OR/NOR truth table.

NOR OR
A B A ·B A ·B A ·B A ·B

F1 F2

0 0 0 1 1 1 1 0
0 1 1 1 1 0 0 1
1 0 1 1 0 1 0 1
1 1 1 0 1 1 0 1

A

B

A

B

A

B

A

B

F = NOR

F = OR

1

2

Figure 4.14. D3L OR/NOR gate.

F1 = A ·B = A+B (4.23)

F2 = (A ·B) · (A ·B) · (A ·B) =
= (A+B) · (A+B) · (A+B) =
= (A ·A+A ·B +A ·B +B ·B) · (A+B) =
= A · (A+B) =
= A ·A+A ·B = A ·B = A+B

(4.24)

The XOR/XNOR gate, which is one of the main building block in the implemen-
tation of block ciphers, can be designed using the same approach, using only the
NAND functions, as shown in Figure 4.15. The truth table and the expressions with
Boolean operands are reported in Table 4.7 and Equations 4.25-4.26.

F1 = (A ·B) · (A ·B) = A ·B +A ·B = XNOR (4.25)

F2 = (A ·B) · (A ·B) = A ·B +A ·B = XOR (4.26)

As it can be seen from Figure 4.13-4.15, the gates are perfectly symmetric in
terms of functionality, since both compounds of each gate has been derived using only
NAND functions. The NAND approach ensures the property of completeness which
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Table 4.7. D3L XOR/XNOR truth table.

XNOR XOR
A B A ·B A ·B A ·B A ·B

F1 F2

0 0 1 0 1 1 1 0
0 1 1 1 0 1 0 1
1 0 1 1 1 0 0 1
1 1 0 1 1 1 1 0

A

B

A

B

A

B

A

B

F = XNOR

F = XOR

1

2

Figure 4.15. D3L XOR/XNOR gate.

is required from the TEL encoding. In addition, the design method used in this
case, allows to get homogenous gate, by reason of the presence of gate of the same
type. Nevertheless, this particular way to design a standard-cell TEL-compatible
logic family has a major drawback. The presence of non perfectly balanced timing
path and fan-out between the two branches of a gate may be a potential weakness
in the design, as previously mentioned for the early evaluation effect. As we will
discuss later on this chapter, the D3L style can be designed to perfectly match the
balancing requirement to avoid unwanted information leakage in the dynamic power
consumption.

4.5.3 Early Evaluation Free D3L Combinational Gates

The leading philosophy in designing D3L cells templates is to derive fully symmetric
basic gates for combinational functions. The cell templates for the basic logical
functions depicted in Figure 4.13-4.15 satisfy this main requirement, but it is
compliant with a fully symmetric design only in terms of functional behavior. Since
in TEL encoding the evaluation phase takes place with then rising edge of CK
signal, the critical transition where the information leakage may be at its maximum
is the 1 → 0 transition for the 1st evaluation level, and 0 → 1 for the 2nd, time
constants of charge/discharge events at each internal interface of the system have
to be investigated. A simple resistive model of each NAND gate is used to analyze
the time constant at the output of each gate. We will use the AND/NAND gate in
Figure 4.13 as reference example for this analysis, which can be easily applied to
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Figure 4.16. CMOS NAND2 (a) and NAND3 (b) gates.

Table 4.8. Time constant for charging/discharging event on the first evaluation layer of
the D3L AND/NAND gate.

A B A ·B A ·B A ·B A ·B

0 0 Rp/2 C 2RnC RpC RpC
0 1 Rp C RpC Rp/2 C 2RnC
1 0 Rp C RpC 2RnC Rp/2 C
1 1 2Rn C Rp/2 C 2RnC Rp/2 C

OR/NOR gate as well.

If we use standard-cell CMOS NAND2 and NAND3 gates (Figure 4.16(a)-4.16(b)),
we can model the charge and discharge event of the load capacitor using a simple
resistive model. Assuming that the ON-resistance of a p-channel device is Rp and
the ON-resistance of a n-channel device is Rn and the OFF-resistance of both kind
of device is infinite (open-circuit model of the MOS device), we can calculate the
RC-type time constant of each input pattern that we have in D3L AND/NAND
gate. In the D3L AND/NAND gate presented previously and shown in Figure 4.13
(and similarly the OR/NOR gate, shown in Figure 4.14), the NAND2 gate on F1
branch has a fan-out of 3, which is greater than the other three NAND2 gates, which
have a fan-out of 1. Assuming that the four NAND gates at the first evaluation
layer of the D3L AND/NAND gate have the same drive-strength, the first one is
over-loaded, and the rise and fall time of the gate will not match with the other
three. Moreover, since the first NAND gate sees three times the value of the load
capacitance, its power consumption is also higher compared to the rest of the first
layer’s gates. Thus, the information leakage due to this internal unbalance can be
easily detected and the power analysis may still recover the input/output state of
the D3L gate. In addition to that, the rise and fall time of the output NAND3
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Figure 4.17. D3L AND/NAND (a) and OR/NOR gate with enhanced output layer to
avoid unbalancing in fan-out values between the compounds.

gate that provide F1 cannot match the other NAND3 on the output layer, since
the evaluation depth resistance is not matched assuming the same load capacitance.
The D3L OR/NOR gate in Figure 4.14 has a similar behavior, since they are built
on the same functional template. The D3L XOR/XNOR gate in Figure 4.15 is fully
symmetric, since there is no unbalance in the internal fan-out, and the evaluation
depth resistance is the same for the two compounds. Thus no information leakage
due to internal mismatch can be exploited in the XOR/XNOR gate in D3L style, as
we will analyze further.

In order to overcome the issue related to internal unbalance of the first evaluation
layer in AND/NAND (OR/NOR) gate, a simple solution is to set fixed two inputs
of the NAND3 gate which provides the F1 at the output layer,without changing
the functional behavior of the AND/NAND (OR/NOR) gate. Since the NAND
function can be seen as a logical 1-bit inverter if all unused input are tied to ’1’,
we can re-arrange the AND/NAND, and similarly the OR/NOR gate, as shown in
Figure 4.17(a)-4.17(b).

Considering only the first layer of NAND gates, we can have the four possible
situations depicted in Figure 4.18. A summary of the time constant for each
combination is reported in Table 4.8.

As we can see, the first evaluation layer can be characterized with four possible
time constants. This will ensure that the sum in time of the four transitions is
always constant. In fact, since the drive strength of each NAND2 gate is the same by
design, and since their capacitive loads are the same, the consumption for each cycle
is the same, neglecting the input pattern. Moreover, in TEL signaling, 1st evaluation
layer provides only 1→ 0 transitions during the evaluation phase. Thus, the time
constant for each discharge events between at the output of the 1st evaluation level is
always 2RnC. As we have said before, NAND gates behave as synchronization nodes,
since they will evaluate (in this case, drive outputs to ’0’) only when all inputs are
high. At the end of the post-evaluation phase, all NAND2 gates are pre-charged to
VDD with the same time constant 0.5RpC. A similar analysis can be applied to the
2nd evaluation level, using the NAND3 equivalent model, as shown in Figure 4.19.
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Figure 4.18. Equivalent model of the first evaluation layer of the D3L AND/NAND gate
for the four possible combinations of the CMOS input data: (A,B) = (0,0) (a), (A,B) =
(0,1) (b), (A,B) = (1,0) (c), (A,B) = (1,1) (d). The ON-resistance is depicted in black
and the OFF-resistance is depicted in gray.



116 4. D3L - A TEL-based Standard-Cell PAA Resilient Logic Style

VDD

3Rn

CL

Rp

VDD

CL

(a)

VDD

3Rn

CL

Rp

VDD

CL

(b)

VDD

3Rn

CL

Rp

VDD

CL

(c)

VDD

3Rn

CL

Rp

VDD

CL

(d)

Figure 4.19. Equivalent model of the second evaluation layer of the D3L AND/NAND
gate for the four possible combinations of the CMOS input data: (A,B) = (0,0) (a),
(A,B) = (0,1) (b), (A,B) = (1,0) (c), (A,B) = (1,1) (d). The ON-resistance is depicted
in black and the OFF-resistance is depicted in gray.

Table 4.9. Sum of the time constants of the D3L AND/NAND gate for RTZ signaling.

A B 1st Eval. Level 2nd Eval. Layer

0 0 (2Rp + 0.5Rp + 2Rn)C (Rp + 2Rn)C
0 1 (2Rp + 0.5Rp + 2Rn)C (Rp + 2Rn)C
1 0 (2Rp + 0.5Rp + 2Rn)C (Rp + 2Rn)C
1 1 (2Rp + 0.5Rp + 2Rn)C (Rp + 2Rn)C

To summarize this analysis, a resume of the sum of the time constant for each
combination of the equivalent CMOS input data is reported in Table 4.9-4.10.

It is clear that this symmetry makes the implementation of the AND/NAND gate
in D3L, as well as OR/NOR gate, symmetric also for the evaluation time, making
the basic gates free from information leakage due to early evaluation effect for both
RTZ and TEL signaling. It has to be noted that also the implementation of basic
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Table 4.10. Sum of the time constants of the D3L AND/NAND gate for TEL signaling.

Pre-charge → Evaluation Post-evaluation → Pre-charge
1st Eval. Lev. 4 · (Rp/2C) 2RnC
2nd Eval. Lev. 3RnCo RpC

Table 4.11. Delay time of basic gates in standard-cells logic style. Basic delays tNAND,
tNOT , tNOR and tXOR, are referred to respective single-ended CMOS gates’ delay.

Implementation NAND NOR XOR
CMOS tNAND tNOR tXOR
WDDL tNAND + tNOT tNOR + tNOR tNAND + tNOR + 2tNOT
MDPL tAND + tOR tAND + tOR 2(tAND + tOR)
D3L 2tNAND 2tNAND 2tNAND

gates using all CMOS NAND gates allows the designer to obtain a static glitch-free
implementation. In fact, it can be demonstrated that, since during the pre-charge
all the input signals of each gate are forced to 0V, all intermediate signals in each
gate are forced to VDD. The presence of NAND gates at output interface allows only
1→ 0 transitions, and no unwanted pulses can be generated. This approach helps
in eliminating additional information leakages due to unwanted second-order effects.

4.5.4 Conversion from CMOS Domain to Secure TEL Domain

In order to convert the input data from single-ended CMOS domain to the secure
TEL domain, a conversion circuit is needed. The converter circuit is shown in
Figure 4.20. The input of the circuit is composed by the single-ended CMOS signal
A to be converted, and the clock signal CK. The signal CKD is a delayed replica of
the clock signal CK. The time delay between CK and CKD is equal to the nominal
duration of the evaluation phase teval. There are several approaches to generate
CKD from CK, as we will discuss later. This delayed version of the clock can be
shared throughout the D3L architecture, in order to save silicon area and maintain
small the power overhead. Two 2:1 multiplexers are used to feed CK and CKD
signals to the next stage. Control signals of the two multiplexers are connected both
to the single-ended CMOS input data A. When A =′ 1′, outputs of the multiplexers
will be CK for the upper one and CKD for the lower one. When A =′ 0′, the two
clock signals are exchanged at the output of the two multiplexers. At the output of
the two multiplexers we do not have a TEL compatible dual-rail signal. In fact, as
shown in Figure 4.5, the dual-rail signal has to be aligned properly with CK, in order
to respect the TEL signaling paradigm pre-charge → evaluation → post-charge.
Two AND gates perform the logical AND function to gate signals at the output
of multiplexers with CK, providing the correct TEL encoding and generating the
TEL-compatible pair (A_TEL,A_TEL). The timing diagram of the CMOS-to-TEL
converter circuit is depicted in Figure 4.21. It is clear that the converter is able to
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generate a TEL-compatible signal from its CMOS value, using the nominal duration
teval of the evaluation phase.

1

0
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0

teval

CK

CKD

CKA

A_TEL

A_TEL

Figure 4.20. Circuit for the conversion from the single-ended CMOS domain to the
dual-rail TEL domain in D3L style.

CK
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A

A_TEL

A_TEL

teval teval

Figure 4.21. Timing diagram of signals in CMOS-to-TEL converter of Figure 4.20.

The generation of the nominal teval is a critical task in TEL-compatible logic
styles, because it has to meet the following requirements:

• constant with voltage power supply and temperature variations;

• compact in terms of silicon area and power consumption.

The simplest solution to implement a delay line is to use a chain of inverter
stages, which can be applied to both FPGA and ASIC implementations. Using the
propagation delay of the inverter, it is possible to shift in time a digital waveform.
Typically, the propagation delay of inverters in nowadays CMOS technology process
is very small. In the STMicroelectronics 40nm process, the typical propagation
delay of the minimum inverter is approximately 10ps at 1V of power supply voltage.
To achieve a delay line of 1ns, the chain has to get a minimum of 100 inverters.
Moreover, this solution suffers from a high dependency of the propagation time of the
single inverter cell from the power supply voltage and from the working temperature
of the device. A malevolent adversary can alter one (or both) of these two attack
variables to alter the duration of the evaluation phase. From a security point of
view, it is not recommended to use an inverter chain as a delay element. Regarding
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Figure 4.22. Delay element implemented using the starved inverter in [27] for iDDPL
implementations. The VCTRL voltage can be used to vary the delay provided by the
starved inverter.

ASIC implementations, another possible solution to generate longer delay is to use
the linear current starved delay element proposed in [76]. The delay element is
implemented using a starved inverter circuit with linearized biasing scheme. The
solution proposed by Jovanovic and Stojcev can provide a delay up to tenths of
nanosecond, which is very long compared to the needs of TEL-compatible circuits
to reach a reasonably level of security. In [27], the circuit shown in Figure 4.22 has
been used to generate the nominal teval for an iDDPL implementation. The circuit
is a slight modified version of the starved inverter in [76]: the main difference is that
the control voltage is applied only to the upper p-channel transistor, resulting in a
shorter delay.

Among open-loop solutions to generate specified delay, we choose the most
general possible solution. Since we want to provide a general template for the D3L
style, we need to address solutions that are reliable and feasible in both FPGA and
ASIC applications. The starved inverter solution used in [27] offers a very compact
and power efficient solution, if the delay element is not controlled in with a feedback
control loop. In fact, variations in the working temperature of the device may cause
variations and/or not negligible fluctuations of the nominal teval value. Deviations
in the teval value may reduce the level of security, making the implementation still
vulnerable to PAAs. To overcome this issue, we propose to use a generic macro
to generate precise delay values that is based on a feedback loop approach. This
solution requires the presence of one of this two following subsystems: Phase-Locked
Loop (PLL) and Delay-Locked Loop (DLL). Both of them can be easily found in
complex System-on-Chip and also in FPGAs. In fact, the needs of multiple clock
domains requires the use of a PLL to generate all required frequencies and phases.
Nowadays integrated circuits require the re-phasing of digital modulated signals,
and this task is often handled using a DLL. In most commercial FPGA, a not
negligible portion of the total die area is reserved to pre-implemented PLLs. They
are able to generate multiple clocks from multiple input signals, with different output
frequencies and phases. DLLs can be also implemented in FPGA using DSP blocks,
but since PLLs are generically pre-implemented in most FPGAs, we choose the latter
in order to provide the most generic template for D3L cryptographic implementation.
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Nowadays PLL macros, available for both FPGAs and ASICs, offer an almost ready-
to-use solution to generate delayed version of the main clock through multiple phase
outputs. Thanks to the presence of the negative feedback, such kind of hardware
macro can be generically considered more tolerant to power supply voltage and
working temperature variations compared to other solutions, making them more
attractive to generate the delayed clock signal CKD for D3L implementations.

4.5.5 Analysis of ∆δ in D3L Style

The property of time-enclosing of TEL signaling is based on the use of short delay
between the two rail used to propagate the information. The duration of the short
delay is ideally constant, but, in practice, the evaluation phase has no constant
duration through the combinational path of a pipeline stage. In Section 4.3.5, we
have defined the timing constraints of a TEL-compatible logic. Each combinational
gate in a TEL-compatible path has to satisfy and Equation 4.12 Equation 4.15.
Hence, we must ensure teval,CL to be smaller than the nominal teval for any input
combination, in order to maintain the time enclosure of the information leakage. In
this section, we want to show that D3L combinational gates can satisfy Equation 4.15,
making the proposed logic style compliant with the time-enclosing requirements.

In order to provide an analysis of the behavior of basic D3L gates in terms of
fluctuations of teval,CL, the synchronization of the input TEL-compatible signals of a
gate has to be defined properly. Considering a basic gate, we assume the input signal
(A,A) has an evaluation phase duration teval,A = teval, without loss of generality,
and the input signal (B,B) is delayed with the input (A,A) so that the rising edge of
the respective asserted signals is t1, while the rising edge of the non-asserted signals
is t2, with t2 < t1. Let us assume that the signals (A,A) and (B,B) are provided
by gates which do not suffer from the fluctuation of teval. We can define teval,B as
follows:

teval,B = teval,A + t2 − t1 ≤ teval,A = teval (4.27)

With a first-order approximation, the delay provided by a single rail from a basic
gate in D3L style can be assumed as 2tNAND, as reported in Table 4.11. Since
t2 < t1, we have to verify if Equation 4.12 is satisfied for the two cases t2 < 2tNAND
and t2 > 2tNAND. As case study, we will refer to the AND/NAND gate in D3L
style depicted in Figure 4.17(a), using all minimum NAND2 and NAND3 gates. Let
us to assume, that the dominant capacitance in the AND/NAND of Figure 4.17(a)
is due to load capacitors at the output interface, neglecting internal unbalance or
asymmetry, since the 1st level of the evaluation network is composed of all similar
NAND2 gates, each one with fan-out equal to 1 towards a NAND3, all the internal
signals are forced to load almost the same capacitance with the same drive strength.
The case t2 < 2tNAND is reported in Equation 4.28-4.31.
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t1,1eval,CL = teval − t1 (4.28)

t1,0eval,CL = teval + t2 − t1 (4.29)

t0,1eval,CL = teval − t1 (4.30)

t0,0eval,CL = teval + t2 − t1 (4.31)

Since t2 < t1 and t1 < teval, for each input combination, the output delay will
be always smaller than the nominal teval and ∆δ > 0. Time diagrams of the case
t2 < 2tNAND are shown in Figure 4.23.

The case t2 > 2tNAND is described by Equation 4.32-4.35, and depicted in
Figure 4.24.

t1,1eval,CL = teval − t1 (4.32)
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Figure 4.23. Time diagram of the AND/NAND gate in D3L with t2 < 2tNAND.
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Figure 4.24. Time diagram of the AND/NAND gate in D3L with t2 > 2tNAND.

t1,0eval,CL = teval + t2 − t1 (4.33)

t0,1eval,CL = teval − t1 (4.34)

t0,0eval,CL = teval + t2 − t1 (4.35)

Similarly to the previous case, the propagation delay in Equation 4.15 is always
negative, and the teval,CL will be always shorter than nominal teval. This analysis
allows us to define the time enclosing for the AND/NAND gate in D3L. The OR/NOR
gate has the same behavior of the AND/NAND, since they share the same template
and structure of the AND/NAND. Due to the fully symmetric structure of the
XOR/XNOR gate in D3L style, the output evaluation phase duration is always equal
to teval − t1 for both scenario t2 < 2tNAND and t2 > 2tNAND. This analysis ensure
that the D3L is able to guarantee the time enclosing throughout the combinational
path in a pipeline stage. Moreover, we can conclude this section making a further
consideration on the upper bound of the propagation delay of a D3L logic gate. In
fact, the maximum value of the propagation delay provided by a D3L depends on
the delay between the rising edge of the two asserted signal at the input of the D3L
gate:
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∆δMAX = t1 (4.36)

As it is clear, the value of t1 is given by the sum of delay times between the
driver of (B,B) and the gate.

4.6 Sequential Element in D3L Style

The design of the sequential element is a critical task in each logic family. In security
applications, and particularly in DPL implementations, the design of the sequential
element is often the most complex building block, since additional parameters and
requirements have to be taken into account if compared to classical storage primitives
[108]. Secure sequential elements are required to be able to balance the instantaneous
power consumption, but, at the same time, to provide a memory element which is
optimized in terms of area, power consumption and speed. In many design scenario,
these different needs cannot be satisfied at the same time, since to protect the
implementation from a PAA, the design of sequential element has to use larger
silicon area, which implies also larger power consumption. It is worth noting that
registers are one of the most critical part in cryptographic implementations in terms
of security, as the instantaneous current drawn by registers strongly depends on the
sampled data, making it extremely vulnerable to power analysis.

In a DPL implementation, registers and memory elements have to meet several
specifications and provide special features that are non-standard. We can resume
features of a DPL sequential element as follows:

• balance the instantaneous current absorption, making the power consumption
independent from the sampled and stored data;

• allow differential signaling;

• according to the input signaling, the output stage of the memory element must
be able to restore the correct encoding before providing the data at the next
active clock edge;

• balance internal timing and capacitive mismatch, to avoid additional and
unwanted information leakage through dynamic power consumption.

4.6.1 Sequential Elements in DPLs Styles

In security applications, the role played by the sequential element is critical, since it
can be considered one of the most vulnerable building block. In previous sections,
we have discussed about the vulnerability that DPL styles have due to capacitive
mismatch [148] and early evaluation effect [139]. These two aspects have to be
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Figure 4.25. In (a), cell schematic of a WDDL register without the pre-charge wave
generator. The CK signal has frequency equal to double of the data-rate. In (b), a block
scheme of the SABL fully dynamic flip-flop [93].

taken into account also in the design of the sequential element, and not only for
combinational gates. In fact, we must consider that in the sequential element, the
input data is processed for an entire clock cycle, making it more vulnerable to power
analysis, if special attentions are not taken into account during its design. In WDDL
[147], the sequential element can be designed in different ways. An optimized way to
design a WDDL sequential element is to use two CMOS D-FF in parallel, running
with the same clock, which capture the RTZ signal at the input. Once the data
is stored in the registers, it cannot be considered RTZ anymore, since it looses
the pre− charge→ evaluation signaling. Two AND gate, the wave generator can
be used to restore the RTZ signaling, in order to generate the wave of pre-charge.
Another design for a WDDL sequential element, which may not be optimized in
terms of area and power overhead, makes use of four CMOS D-FF, two for each
input signal. The clock frequency is doubled compared to the other architecture,
in order to preserve the same throughput. In this architecture, when a register
stores the pre-charge value, the previous one stores the evaluation value. The wave
generator is no longer needed, since the use of two registers in series per branch
clocked at double the data-rate, allows to maintain correct the RTZ encoding.

In MDPL [117] and improved MDPL (iMDPL), the sequential element has to
take into account the RTZ encoding and the masking scheme. The input data is
masked and at the next clock cycle, the output data of the register has to be masked
with the new masking value. Hence, the sequential element in MDPL/iMDPL is
composed by three main components, as shown in Figure 3.11(b). The first one is a
XOR/XNOR gate in MDPL style, which is used to remove the old mask and apply
the new one. After that a single-ended CMOS D-FF is used to store the masked data.
At the output of the register, a wave generation circuit restore the RTZ encoding. In
[129], it has been demonstrated that the presence of the masking scheme combined to
DPL approach may not increase the security level of the cryptographic applications.
The presence of physical leakage due to capacitive unbalance and glitches can still
occur, making the implementation still intrinsically not secure.
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Figure 4.26. Block scheme of the iDDPL flip-flop proposed in [27].

Regarding the SABL sequential element, the first implementation given in [96]
adopts a master-slave configuration. Matsui et al. took advantage of the intrinsically
latch behavior of the SABL inverter to implement the master device, and a CMOS
NAND SR latch to implement the slave device. This implementation of the flip-flop
in SABL logic has a major drawback that if there is no change in the captured
value for two or more clock cycles, there is no dynamic switching. This condition
does not allow to balance the consumption for each input pattern and makes the
flip-flop vulnerable to power analysis. An improved version of the SABL flip-flop has
been presented in [113], where a fully dynamic flip-flop has been used to solve the
problem in [96]. In [93], a cascade of p-type and n-type SABL inverter have been
used to implement a fully dynamic flip-flop, using only building blocks from a SABL
template, as shown in Figure 4.25(b). As we have analyzed in this chapter, SABL
implementations, and moreover the sequential element, are extremely vulnerable to
power analysis in the presence of capacitive mismatches [26]. This aspect represents
a limiting factor in implementing cryptographic applications using the SABL style,
as a huge effort in routing (at least a designer can adopt manual routing to achieve
balancing) has to be taken into account.

In [27], a balanced flip-flop that is compatible for TEL data encoding has been
proposed. The DDPL flip-flop uses the master-slave architecture of the SABL
flip-flop in [93]. In order to reuse the paradigm of p-type+n-type inverter shown in
Figure 4.25(b), the flip-flop in DDPL needs of additional sub-systems which actually
convert the signal from/to the TEL domain to/from the RTZ domain. A self-timed
pulse clock latch is used to convert the TEL signal to an RTZ signal. A transistor
schematic of the self-timed pulse clock latch in [27] is depicted in Figure 4.27(a).
A p-type DDPL inverter is used as master latch, while the slave device has been
implemented using the n-type RTZ-to-TEL converter shown in Figure 4.27(b), which
acts as a latch and allows to restore the TEL encoding. The architecture proposed in
[27] is able to tolerate higher capacitive mismatch compared to other DPL flip-flops,
remarking the ability of the TEL encoding to increase the level of security also in
the presence of strong mismatch.

4.6.2 Design of the Sequential Element in D3L Style

Thanks to the TEL encoding, the D3L can be implemented using two parallel
compounds, as they evaluate the output results based on the arrival time of the
input signals. In D3L style, the sequential element can be designed adopting a
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Figure 4.27. In (a), a self-timed pulse clock latch used as TEL-to-RTZ converter in iDDPL
flip-flop architecture. In (b), the n-type RTZ-to-TEL latch/converter.

master-slave approach, as used also for SABL [113] [93] and iDDPL [27] flip-flops.
The block scheme of the D3L sequential element is shown in Figure 4.28.

Similarly to the iDDPL sequential element, the D3L flip-flop requires the presence
of a TEL-to-RTZ converter. According to Figure 4.5, the TEL paradigm makes use
of the difference in the time of arrival of the two complementary signals, allowing to
convert from TEL domain to RTZ domain using this information. The TEL-to-RTZ
converter used in D3L has been implemented using a NAND SR latch, as shown
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Figure 4.29. Timing diagram of signals in D3L sequential element.

in Figure 4.30. During the pre-charge phase, both TEL rails at the input are set
to 0V. This input configuration corresponds to the Invalid State of the NAND SR
latch. In this case, both output signals of the latch are forced to assume both the
logical ′1′ value, which is inverted by the output inverters. During the evaluation
phase, the complementary signals assume their respective value, according to TEL
signaling. If we consider D and D as Set and Reset respectively, the NAND SR
latch is able to capture which of them reach the post-evaluation value as first, and
generates output values according to the TEL value. During the post-evaluation
phase, both input signals are set to VDD, which corresponds to Hold State of the SR
latch. At this point, the RTZ value is set according to the stored value. A transient
simulation on the circuit shown in Figure 4.30 perfomed in Cadence Virtuoso using
the STMicroelectronics 40nm CMOS Design Kit is reported in Figure 4.31.

The most critical building block used to implement the D3L flip-flop is the
OR-gated NOR SR latch, and it has been used for both master and the slave device.
Its architecture is shown in Figure 4.32. When CK is high, both Set and Reset are
high, and (0,0 ) is forced at the output of the latch. During the falling edge of the
clock signal, one of the input line of the NOR SR latch is high, due to inertial delay of
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the previous block to react to the clock signal’s transition, while the other one is low.
The respective output of the OR-based gate is then forced to 0V after the other, and
the NOR SR latch can sample the state of the input signals. For example, let us to
assume that the input data of the OR-based NOR SR latch is (D, D) = (0, 1), when
a falling edge of CK occurs, the OR-based gate has the following input transitions:

(CK,D) : (1, 0)→ (0, 0)
(CK,D) : (1, 1) →

δprev
(1, 0)→ (0, 0) (4.37)

The two output signals of the OR-based gating circuitry assume their respective
value for a time interval equal to δprev that corresponds to the propagation delay of
the previous stage. After all input signals are set to zero, Set and Reset are both
forced to logical ′0′, and the latch is in the Hold state, storing the sampled data.
The timing diagram of signals involved in the OR-gated NOR SR latch is shown in
Figure 4.33. It has to be mentioned that, according to Figure 4.28, the slave latch is
identical to the master device, but it is clocked by CK.

At this point, the RTZ signal has been sampled and stored for one clock cycle.
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In order to restore the TEL signaling, a RTZ-to-TEL converter is used at the D3L
flip-flop’s output. A circuit schematic of the RTZ-to-TEL converter is depicted in
Figure 4.35. It is composed by a first OR gates layer and a second AND gates
layer. The first layer will logical add the delayed clock CKD to the RTZ input signal.
Since the RTZ encoding adopted in the sequential element requires that both signals
pre-charge at 0V when CK is low, the ORing with CKD allows to reintroduce the
evaluation phase of the TEL encoding using the nominal teval. The RTZ signal ORed
with CKD is not yet a TEL-compatible signal, since the complementary wires at
this interface are not synchronized with CK. To solve this problem, the second layer
will gate the RTZ signal ORed with CKD by forcing both lines to 0V when CK goes
low. The gating operation is performed using AND gates. This conversion allows to
restore the TEL signaling and the nominal teval, providing a TEL-compatible signal
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Figure 4.35. Scheme of the RTZ-to-TEL converter used as output interface in the D3L
sequential element to restore the TEL encoding.

at the output of the sequential element.

4.7 Design and Characterization of the D3L Style

The design of the novel logic style has been carried out on the 40nm STMicroelectron-
ics CMOS design kit, mentioned in previous chapters. Simulations and Computer
Aided Design tools help the designer to evaluate and test the logic circuit, providing
very accurate modeling of the real implementation. Moreover, using simulations is
also useful in finding potential weakness of a secure design in a pre-silicon design
phase. In fact, there are several aspects that cannot be analyzed and evaluated in
a real environment, since, in general there is no possibility to catch in-depth the
behavior of the circuit under test. Moreover, the presence of a real environment
could influence in a no negligible way the result of the analysis. So far, in this
section we present the simulation aided design of the D3L, using standard-cells
from the aforementioned design kit. We have chosen to adopt both energy and
frequency-domain security metrics to evaluate the strength of the D3L to PAAs.
Furthermore, the analysis on combinational gates and sequential element, has been
carried out taking into account the presence of capacitive mismatch, to provide a
complete characterization of the novel logic style.

4.7.1 Energy Balancing in D3L Combinational Gates

The adoption of the DPL approach in counteracting PAAs is due to the possibility
to achieve a switching activity of 1 for each DPL gate in a combinational path.
This requirement is usually achieved using the dual-rail design and adopting the
RTZ encoding. Also in the development of the D3L, the energy balance has been
a practical aspect to be taken into account. As we have already discussed in
Section 4.4.2, the TEL encoding uses three phases signaling with dual-rail approach
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flip-flop’s requirements.

to guarantee the energy balancing also in the presence of capacitive mismatch. As
reported in [148], [66], [13], [54], [26] and [70], the capacitive balance represents one
of the most critical issue in the implementation of the secure DPL cryptographic
circuits. Thus, during the evaluation of the D3L, it has been necessary to study the
impact of the capacitive mismatch on the capability to balance the energy per cycle.

It is worth noting that in D3L, the combinational cell template in Figure 4.12
ensure a critical difference with classic DPL styles based on RTZ encoding. Due
to internal symmetry and homogeneity of the architecture of each D3L gate, the
requirement about the needs to provide a switching activity equals to unity to
get energy balancing and independence from the processed data of the power
consumption, is conducted not only at DPL level, but also at internal level. In fact,
since the TEL encoding requires the compatibility with the three phase signaling
presented in Section 4.3.2, both evaluation levels in Figure 4.12 are able to replicate
the TEL signaling also at NAND gates level. By means of TEL encoding, each D3L
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gate provides switching activity equals to unity at each hierarchy level.

In this analysis, we have used the WDDL style as reference, to compare the
performance of the novel D3L with a classic DPL and RTZ gate-level countermeasure
based on a standard-cells design. The evaluation of the security level of the proposed
D3L has been carried out by simulations in Cadence Virtuoso, using the 40nm
STMicroelectronics design kit, which support BSIM4 models for the best accuracy.
Schematics in Figure 4.17 have been implemented using only standard-cells from
the digital library with minimum driving capability. The power supply has been
set to 1V and the teval has been set to 1ns. The clock frequency has been set to
10MHz, according to previous works [26], [15], [19], [126]. The time resolution of
the simulation has been set to 10ps, providing a bandwidth of 50GHz. In order to
simulate capacitive mismatch, the output capacitors have been sized accordingly to
the previously mentioned Mismatch Factor (MF), here defined as follows:

MF = CL2
CL1

(4.38)

where CL1 and CL2 are the load capacitor of the true and false output of each
gate respectively, with MF varying from 1 to 4 and CL1 set to 1fF. We consider the
following levels of mismatch:

• no mismatch: MF=1;

• light mismatch: MF=2;

• strong mismatch: MF=3;

• extreme mismatch: MF=4.

Results for NED and NSD values for both logic families are reported in Table 4.12-
4.15. It has to be noted that also without output mismatch (MF=1), both NED and
NSD for D3L are strongly reduced compared to WDDL. The presence of mismatch
impacts critically on WDDL implementation, since both NED and NSD increase
significantly as MF is greater than 1. In fact, these results highlights the weakness
of this logic style, because of the presence of capacitive mismatch yields to a strong
reduction in the security level. In the D3L, the NED and NSD do not increase,
remarking its capability to limit the possibility to mount a successful PAAs. The
maximum values of the NED and NSD for D3L are 2.87% and 1.30% respectively.

Table 4.12. NED value of combinational gates in D3L.

MF=1 MF=2 MF=3 MF=4
AND/NAND 2.58% 2.20% 1.92% 1.71%
OR/NOR 2.87% 2.48% 2.18% 1.94%

XOR/XNOR 2.27% 1.93% 1.69% 1.51%
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Table 4.13. NSD value of combinational gates in D3L.

MF=1 MF=2 MF=3 MF=4
AND/NAND 1.11% 0.95% 0.83% 0.73%
OR/NOR 1.20% 1.03% 0.91% 0.81%

XOR/XNOR 1.30% 1.10% 0.97% 0.86%

Table 4.14. NED value of combinational gates in WDDL.

MF=1 MF=2 MF=3 MF=4
AND/NAND 11.13% 35.03% 50.24% 59.67%
OR/NOR 11.24% 35.18% 50.94% 60.52%

XOR/XNOR 5.33% 19.63% 71.00% 39.79%

Table 4.15. NSD value of combinational gates in WDDL.

MF=1 MF=2 MF=3 MF=4
AND/NAND 4.86% 18.09% 27.94% 34.50%
OR/NOR 4.95% 20.83% 37.61% 51.60%

XOR/XNOR 2.32% 10.84% 47.26% 27.00%

4.7.2 Security Evaluation in the Frequency Domain

Since the D3L is a TEL-based logic style, it is necessary to evaluate the frequency
contents of the information leakage. In [26], Bongiovanni et al. have introduced
new criteria for assessment of the information leakage in the frequency domain.
In TEL compatible circuits, the duration of the evaluation phase teval is directly
related to the frequency content of the dynamic power consumption. Shorter the
evaluation phase, higher will be the frequency at which the information leakage can
be detected. A preliminary evaluation of the leakage distribution in the frequency
domain can be performed using the squared absolute value of the difference of the
Fast Fourier Transform (FFT) of the current absorption of an inverter for the two
data transitions:

|∆FFT |= |FFT 2
0 − FFT 2

1 | (4.39)

In order to get a generalized evaluation for N input vectors, we adopt the
Frequency Energy Deviation (FED), which is defined as follows:

FED = [σ1σ2 . . . σF ] (4.40)

where the elements σf are defined as:
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σf =
[

1
N

N∑
i=1

√[
FFT

2[f ] + FFT 2
i [f ]

]]
(4.41)

with f = 1, 2, . . . , F are the frequency points of the FFT calculation, and FFT [f ]
represents the average of the FFT at bin f. FFT [f ] is calculated as follows:

FFT [f ] = 1
N

N∑
j=1

FFTj [f ] (4.42)

The FED security metric represents the variance in the frequency domain of the
information leakage in the dynamic power consumption of the digital circuits. In a
secure implementation, the FED has to maintain a value which has to be as lowest
as possible into the attacking bandwidth, assuming the TEL model of the adversary.
Generically, the attacking bandwidth is upper bounded by the frequency cutoff that
it is possible to get at the power supply pin (or pins) of the cryptographic chip. Of
course, this is an optimistic upper bound, because the final attacking bandwidth
will be stated by the entire measurement chain.

In [26], authors present a study of the ∆FFT on a SABL and iDDPL inverter.
Since in D3L and WDDL there are no explicit inverter gates, we have used the
XOR/XNOR gate to compare the ∆FFT , setting one of the input to logical ‘1’ in
each respective encoding scheme. We have used 2M points to get an approximated
resolution of 50kHz for each bin current traces’ FFT from the simulations. ∆FFT
plots are shown in Figure 4.37 and Figure 4.38 for different mismatch conditions.
At low frequency, FFT is around -115dB for D3L neglecting the mismatch factor.
The slope for MF=1 remains approximately flat, while for MF>1 the slope becomes
positive for a certain cutoff frequency fc ≈ 30MHz. Beyond this cutoff frequency,
differences due data-dependency start to increase in magnitude. Higher is the
mismatch factor, higher will be the slope. It is worth noting to mention that some
lobes are visible at multiple of 1GHz, due to higher order effects, which are not
relevant for our analysis, since they can be considered out of the attacking bandwidth.

The WDDL shows approximately the same ∆FFT value of the D3L at low
frequency in no mismatch condition. If MF > 1, FFT plots shows higher values
even at low frequency (+10dB). At extreme condition (MF = 4), the low frequency
∆FFT is approximately -99dB, which is significantly higher than the respective D3L.
These results are in accordance with Table 4.12-4.15 since it is sufficient a slight
mismatch (MF ≥ 2) to strongly increase information leakage that the adversary
can exploit from dynamic consumption. Moreover, the low-frequency side of ∆FFT
is extremely relevant from the adversary point of view [26]. In general, the presence
of on-chip and off-chip filters limits the useful bandwidth to mount the attack. In
order to remove the information leakage due to capacitive mismatch in D3L, we can
implement a simple low-pass filter using, aiming to flatten the ∆FFT plots with
MF > 1. Assuming the testbench in Figure 4.39, with Rs = 100Ω, the minimum
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value of the on-chip capacitance to flatten ∆FFT plots is expressed according to
[26]:

C = Copt ≈ 1
2πfcRs

∼= 53pF (4.43)

As additional analysis, we have used the implementation S-BOX in PRESENT-80
algorithm function to evaluate the FED security metrics on a complex network,
using MF = 3. The S-BOX has been designed adopting K-map synthesis and using
only 2-input Boolean operands. We have chosen MF = 3 since it can be suitable to
model two worst-case scenarios:

• ASIC applications without routing constraints;

• FPGA applications without optimized placeroute.

The testbench used in this evaluation is the same of Figure 4.39. Results of the
FED analysis are shown in Figure 4.40. It has to be noted that the behavior of the
D3L implementation of the S-BOX is similar to ∆0FFT plots in Figure 4.37. In this
case, the cutoff frequency is approximately 50MHz, and the Copt is approximately
equal to 31.83pF. The low-frequency FED for the WDDL implementation has been
found higher than the respective D3L (+5dB), remarking that the novel logic style
is able to provide a PAA resistant design library using only standard-cells, which is
also capacitive mismatch tolerant. A resume of area and power overhead of the D3L
versus the WDDL implementation of the S-BOX is reported on Table 4.16.

4.7.3 Fluctuations of teval in Combinational Gates

In Section 4.5.5, we have discussed about the property of D3L combinational gates
to satisfy the condition teval,CL ≤ teval. In this section, we want to verify the
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Figure 4.37. ∆FFT vectors for D3L XOR/XNOR gate used as inverter, with teval = 1ns.
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D3L with Copt = 32pF (green) and WDDL (red) style for MF = 3.

correctness of this timing model proposed for D3L combinational gates. Simulations
in Cadence Virtuoso have been performed to demonstrate the validity of this timing
model, assuming a clock frequency of 10MHz and a nominal teval of 1ns. The output
capacitance has been set to 200aF, that is equal to the input capacitance of a
CMOS D flip-flop in the 40nm design library. Signals A and B have been set with
the nominal teval, and the time shift t1 and t2 has been set to 140ps. It has been
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Table 4.16. Area and power consumption comparison for the PRESENT-80 S-BOX
implementation.

Implementation # of Devices Area Overhead Average Power Power Overhead NED NSD
CMOS 132 x1 0.60µW x1 52.04% 17.36%
WDDL 360 x2.72 1.02µW x1.7 3.27% 1.14%
D3L 948 x7.18 2.52µW x4.2 0.57% 0.13%
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Figure 4.41. Testbenches used for the evaluation of the 4-bit register. Figure (a) shows the
testbench used for WDDL, MDPL and D3L registers, and figure (b) shows the testbench
used for the CMOS register, which is falling-edge triggered.

found that the validity of the timing model in Section 4.5.5 is correct for all the
combinational gates defined in this chapter, as shown in Table 4.17.

4.7.4 Analysis of ∆δ with Process Variations

A critical aspects of security designs is the presence of process variations. In this
chapter, we have considered the capacitive mismatch as the main source of additional
information leakage [125]. In order to get a complete characterization of the D3L
style, the fluctuation effect of the evaluation phase duration at each combinational
gate’s output has been studied in the presence of process variations, by means
of Monte Carlo simulations. 500 iterations with a nominal teval of 1ns have been
considered. Results of the statistics are shown in Figure 4.42.

The results shown in Figure 4.42 remark that distributions are approximately

Table 4.17. teval,CL of combinational gate in D3L style.

A B
AND/NAND OR/NOR XOR/XNOR
Bal. Unbal. Bal. Unbal. Bal. Unbal.

0 0 999ps 994ps 866ps 861ps 866ps 860ps
0 1 865ps 859ps 999ps 1000ps 867ps 873ps
1 0 1000ps 995ps 860ps 866ps 860ps 866ps
1 1 864ps 870ps 999ps 1000ps 861ps 856ps
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(a)

(b)

(c)

Figure 4.42. Distributions of the output delay teval,CL of D3L combinational gates for 500
iterations of Monte Carlo simulations: AND/NAND (a), OR/NOR (b) and XOR/XNOR
(c).

Gaussians. The average value is approximately 1ns in all cases, that corresponds to
the nominal teval, as it was expected. In addition, the spread around the average
values is always less than 6ps, which corresponds to a CV of 0.6%, which is a very
small value. The Therefore, it has been found that combinational gates in D3L
styles are compliant with the requirement of ∆δ < 0, also in the presence of process
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variations. A resume of average and standard deviation values are reported in
Table 4.18.

Table 4.18. Average and standard deviation of the ∆δ for D3L combinational gates under
process variations (500 iterations of Monte Carlo simulations).

AND/NAND OR/NOR XOR/XNOR
µ 998.51ps 995.12ps 992.02ps
σ 5.83ps 5.48ps 4.49ps
CV 0.58% 0.55% 0.45%

4.7.5 Sequential Element Characterization

The design of D3L sequential element makes use of the same approach used to design
the SABL flip-flop [93] and the iDDPL flip-flop [27]. The capability of the novel flip-
flop to counteract PAAs has to be verified and compared to other implementations.
In this section, a comparison of the proposed D3L sequential element with other
sequential elements from standard-cell based DPL styles is presented. 4-bit registers
have been designed in CMOS, WDDL [147], MDPL [117], in addition to D3L, to
be used as case study. It has to be noted that in the MDPL case, both change
and no change of the masking bit have been taken into account. Simulations, that
have been carried out using Cadence Virtuoso and using the 40nm CMOS design kit
from STMicroelectronics, have been performed using the same working condition.
The power supply voltage has been set to 1V, and the clock frequency has been
set to 10MHz. The evaluation phase duration for the D3L has been set to 1ns for
these simulations. The output load capacitance CL1 on the true output of each
sequential element has been set to 1fF, while the output load capacitance on the
false output has been set from 1fF to 4fF (with steps of 1fF), to simulate mismatch
conditions, from no mismatch (MF=1) to extreme mismatch (MF=4), as used in
the previous section. Each 4-bit register has been driven by its respective converters
(see Figure 4.41(a)), and in the case of CMOS, buffers are used instead of converters
(see Figure 4.41(b)). The working temperature has been set to room temperature for
each experiment. The simulation step is fixed to 20ps (which corresponds to 50GS/s
of sampling rate), providing 5000 points per clock cycle.

The results of the simulations are reported in Figure 4.43, using strong mismatch
(MF=3) as representative case. The CMOS case is used as reference. It has to
be mentioned that the first peak is referred to the rising edge of the clock signal,
while the second one is related to the falling edge. In the first half of each plot in
Figure 4.43, we have the evaluation phase (evaluation and post-evaluation for D3L).
During the second half, the pre-charge phase takes place and both RTZ and TEL
signals are forced to 0V. At a first glance, it is clear that for WDDL and MDPL,
the current absorption has a really strong dependency on the stored data in the
case of strong mismatch. The design of flip-flops in WDDL and MDPL styles suffer
from strong leakage using the Hamming Weight, as it can be easily understand from
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a visual inspection of power traces. The reason behind this strong dependency of
the dynamic power consumption from the value of stored vectors, is due to the
fact that they are based on CMOS D-type flip-flop, as storage element. In fact,
Figure 4.43(c)-4.43(e) are very similar to Figure 4.43(a) in terms of variability of
the current absorption regarding the input vectors.

The presence of the DPL using RTZ encoding does not help to equalize the power
consumption of the register regarding the stored data if capacitive mismatch exists.
The information leakage that can be extracted for unbalanced WDDL and MDPL
implementations can still reveal the internal state of the register, neglecting the
intrinsic presence of redundancy for PAAs resilience. In Figure 4.44, the standard
deviation of the 4-bit registers’ noise-free current absorption traces are shown. The
standard deviation is helpful in understanding where the power consumption has
its maximum variability, since it is related to the magnitude of the data-dependent
power consumption. In this simulation, current traces are noise-free, which allows
us to highlight the information leakage magnitude of the dynamic consumption
of registers’ different implementations. As it can be noted from Figure 4.44, the
maximum of the standard deviation due to data-dependency occurs during the
falling edge of the clock signal (50ns to 100ns), which corresponds to the beginning
of the pre-charge phase in all dual-rail implementations considered in this analysis.
The WDDL register shows a similar behavior if compared to the CMOS counterpart,
while the MDPL shows a higher standard deviation in both scenario. In the presence
of strong mismatch, MDPL shows the worst performance among the considered ones,
with a maximum of the standard deviation that is x4.63 and x6.20 higher than the
CMOS. The proposed D3L allows to remarkably decrease the standard deviation of
the absorbed current, also in the presence of strong mismatch. It has been found
also in this case that the maximum of the standard deviation occurs at the falling
edge of the clock signal, but its magnitude is significantly lower than CMOS. The
maximum of σi is x0.05 compared to CMOS. The ability of the D3L in tolerating
the presence of capacitive mismatch at the output has been tested and verified also
in this context, since, in many cases, the most of the information leakage that can
be extracted from a hardware implementation is due to the large dependence of
the sequential elements’ power consumption on the stored data. In Table 4.19, the
maximum values of the standard deviation are reported for MF=3, using CMOS as
reference.

Table 4.19. Maximum values of standard deviation of the noise-free current samples for
the 4-bit registers in different logic styles with MF=3. CMOS implementation is used as
reference.

CMOS WDDL
MDPL MDPL

D3L
(change) (no change)

max(σi(t)) 2.50µA 3.25µA 4.63µA 6.20µA 0.12µA
Ratio x1 x1.20 x1.85 x2.48 x0.05
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Figure 4.43. Current traces of 4-bit registers implemented in CMOS (a), D3L (b), WDDL
(c), MDPL with change in the masking bit (d) and without change in the masking bit
(e), using MF=3 (strong mismatch).
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Figure 4.44. Standard deviation of the current absorption in a clock cycle as function of
the time for the 4-bit registers implemented in CMOS (a), D3L (b), WDDL (c), MDPL
with and without change in masking bit ((d) and (e) respectively).
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Table 4.20. Comparison of the NED on the 4-bit registers.

Implementation
MF=1 MF=2 MF=3 MF=4

[%] [%] [%] [%]

CMOS 68.58 - - -
WDDL 45.57 43.86 40.69 37.95
MDPL-0 24.29 27.49 31.24 34.25
MDPL-1 23.32 23.33 23.34 23.36

D3L 1.54 1.47 1.40 1.34

Table 4.21. Comparison of the NSD on the 4-bit registers.

Implementation
MF=1 MF=2 MF=3 MF=4

[%] [%] [%] [%]

CMOS 26.95 - - -
WDDL 16.11 14.51 13.19 12.09
MDPL-0 7.12 8.36 9.54 10.65
MDPL-1 6.80 6.80 6.80 6.81

D3L 0.40 0.38 0.36 0.35

4.7.6 Timing Constraints

The combinational path in a pipeline stage reduces the actual evaluation phase
duration. The minimum value of the evaluation phase at the output of the combi-
national path is bounded by the capability of the flip-flop to correctly sample the
datum. In CMOS logic, as well as other DPL styles, the maximal length of the
combinational path, namely the critical path length, is constrained by the maximum
clock frequency and the setup time of the flip-flop. The setup time is defined as the
time window in which the input data has to remain stable before the sampling edge
of the clock signal to ensure the correct transfer of the data from the input to the
output [4]. In addition, it is defined also the hold time, as the time window in which
the input data of a flip-flop has to remain stable after the sampling edge of the clock
signal to ensure a correct sampling operation. In most Master-Slave (MS) flip-flop
types, it is mandatory that the clock-to-data delay tDC has to satisfy the following
condition [4]:

tDC > tsetup (4.44)

Table 4.22. Comparison of the average power Pav of the 4-bit registers.

CMOS WDDL MDPL-0 MDPL-1 D3L
Pav [µW ] 14.46 35.92 69.57 67.86 79.65
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where tDC represents the delay between data transition and the sampling edge of
the clock signal. Then condition in Equation 4.44 is mandatory, and it has to be
satisfied to maintain the correctness of the stored data. More in detail, a MS flip-flop
has to match the condition in Equation 4.44 locally at master device, because it is
designed to work alternatively with the slave device on opposite level of the clock
signal.

In the TEL domain, the encoding of the signal is different from CMOS, and
moreover, it has different requirements. The presence of a three-phases signaling, as
discussed in Section 4.3.2, implies that every signal in the secured TEL domain has
similar behavior, through each phase of the TEL paradigm. In this section, we want
to present a set of timing constraints that the designer has to take into account to
design a secure implementation with the D3L style.

Analyzing the D3L flip-flop in Figure 4.28, we can decompose its architecture
in a TEL side and in a RTZ side. In the TEL side we have the TEL-to-RTZ and
the RTZ-to-TEL converters, acting as input and output interfaces for the storage
element. A primary constraints is due to the capability of the TEL-to-RTZ converter
in Figure 4.30. It allows to convert the TEL data into a RTZ data, by means of
a NAND SR latch. The limit of the NAND SR latch in distinguishing the two
single-rail signals is established by the intrinsic inertial time of the latch itself. It has
to be noted that TEL signals can only perform 0→ 1 transitions, that corresponds
to the evaluation phase duration at the input of the flip-flop. This limitation impacts
directly on the minimum teval,CL that it is possible to guarantee the correct conversion
of the TEL signal to the RTZ domain:

teval,CL ≥ tlim (4.45)

For the 40nm CMOS design kit, it has been found that the minimum acceptable
teval,CL at the output of a combinational net is approximately 7ps:

tmineval,CL ≈ 7ps (4.46)

This value is directly related on the maximum number of logical depth of the
longest path in between two flip-flops.

On the other side, the architecture of the D3L flip-flop is based on a MS flip-flop
architecture using the RTZ encoding, with dynamic behavior. In fact, the two
clocked latches in the D3L flip-flop, are based on the OR-gated NOR SR latch in
Figure 4.32. As we have already discussed, this building block samples the input
data at the falling edge of the clock signal. The sampled data, which is stored on the
output capacitance of the OR-gate, is regenerated by the NOR SR latch, which is in
Hold state when CK is low. In order to get the data correctly sampled, the OR-gated
NOR SR latch, the clock-to-data delay tCD has to be positive (see Equation 4.47).
The definition of the tCD is given in the following:
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Figure 4.45. Plot of the tCQ as function of data-to-clock tCD.

tCD = trise,D/D − trise,CK > 0 (4.47)

To ensure the correctness of the sampled data, the tCD has to be constrained. In
fact, if tCD is too short, the NOR SR latch is not able to correctly sample the data at
the falling edge of the clock. Similarly to a pulsed CMOS flip-flop, the D3L flip-flop
has to provide a minimum thold, needed to provide a timing constraint. According
to [4], the thold can be derived by analyzing the clock-to-Q delay tCQ of the master
latch as function of tCD. Figure 4.46 shows the tCQ as function of tCD. The thold can
be found as the value of tCD that provides −1 as the value of the derivative of tCQ
in tDC [4].

thold →
δtCQ
δCD tCD=thold

= −1 (4.48)

It has been found that for the D3L flip-flop, the value of thold is 39.198ps, with a
minimum value of tCQ,min equals to 62.928ps. The timing constraint to avoid thold
violation is:

tCD ≥ 39.194ps (4.49)
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Figure 4.46. Plot of the derivative of the δtCQ/δtDC as function of data-to-clock tCD.

To resume the timing constraints of the D3L with the 40nm design kit:

1. teval,CL ≥ tmineval,CL = 7ps

2. tCD ≥ thold = 39.194ps

These values are collected on pre-layout simulations, so, they are given as best-
case estimations. As it is clear, we expect higher values taking into account the
presence of parasitic capacitance and resistance of local routing wires. In TEL
compatible logic, we have to deal with two different timing constraints, since we
have on one hand the evaluation phase duration at the output of combinational
path teval,CL, and on the other one, the delay of the TEL signal compared to clock
tCD. In fact, we must consider that D3L is a domino logic, similarly to WDDL. It is
worth noting that WDDL and D3L share also the pre-charge wave, but in this case,
we have both pre-charge wave and evaluation wave.
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4.8 D3L Implementation of the 4-bit PRESENT Crypto-
Core

Analysis performed on combinational gates and sequential element, and presented
in previous section, have been conducted only on basic elements of D3L style. The
adoption of the DPL approach with TEL signaling has led to the design of a new
template for a standard-cell based logic style, which is able to thwart PAAs and
to deal with electrical mismatch due to capacitive unbalance. In this section, we
analyze the ability of the core to counteract PAAs, adopting the same approach
used previously, in order to simulate various level of capacitive mismatch. The
4-bit PRESENT crypto-core, used in the Chapter 3, has been adopted as case
study to evaluate the vulnerability of the D3L to power analysis in a more realistic
environment. The crypto-core has been designed in Cadence Virtuoso using the
aforementioned 40nm STMicroelectronics design kit. The RTL implementation
of the crypto-core is shown in Figure 4.47. To take into account the presence of
mismatch, a specially designed block has been connected to the output each D3L
gate (both combinational and sequential). This block contains two capacitors, as
shown in Figure 4.48. Single lines in Figure 4.47 represents single-rail signals (CMOS
domain), while double line ones are referred to TEL-domain signals. In order to
compare the effectiveness of the D3L in thwarting PAAs with other standard cell
based gate-level countermeasures, WDDL implementation has been designed.
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Figure 4.47. RTL schematic of the implementation of the 4-bit PRESENT crypto-core
with D3L style.
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Figure 4.48. Output load for each gate (both combinational and sequential) in the analysis
of the 4-bit PRESENT crypto-core, to simulate the presence of mismatch.
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4.8.1 Proof of PAA Resistance using Correlation Power Analysis

Simulated CPA attacks on a 4-bit PRESENT crypto-core using D3L style are
presented in this section, adopting a WDDL implementation for a straight comparison
with a common RTZ-based standard-cell logic style. The clock frequency has been
set to 10MHz, and the core voltage is kept constant at 1V. In order to get a more
realistic behavior of the simulation, the noise-free samples collected in Cadence
Virtuoso have been processed in Matlab. Additive Gaussian noise has been added
to the data set, according to previous works [125] [20], in order to take into account
the presence of both electronic and switching noise. The standard deviation of the
additive noise σnoise has been set to 1−5A. Moreover, simulations time resolution is
too optimistic, since samples have been collected with a time step of 20ps, which
roughly corresponds to a very expensive 50GS/s DSO. In Section 4.3.1 we have
introduced the concept of Perfect Adversary model, assuming that the adversary has
infinite bandwidth and infinite storage capability. The adversary model introduced
with TEL principle deals with a more realistic scenario. In the TEL adversary
model, he/she has limited bandwidth and storage capability, hence, which, in fact,
reduces the feasibility of a successful attack. As we have discussed in Section 4.7.2,
the duration of the evaluation phase D3L states a lower bound on the minimum
bandwidth that the adversary should have to mount a successful PAA. To verify
that this property holds, we have decimated simulated power traces in Matlab, using
a custom function. This function filters power traces to avoid aliasing effect due to
decimation, and then reduces the sampling rate to the desired one. In addition, we
have considered to filter power traces set using the output Nyquist’s frequency as cut-
off. Thus, we have assumed that the analog front-end of the emulated DSO provides
an analog bandwidth equal to the corresponding Nyquist’s bandwidth. Generically,
analog front-end circuitry has a cut-off frequency which is less than the Nyquist
limit. Oversampling analog-to-digital converters are commonly adopted in most
of modern DSOs, featuring the possibility to reduce noise by using post-sampling
processing:

fanalogF.E < fNyquist (4.50)

We present the following cases:

1. High grade DSO with 10GS/s;

2. Mid grade DSO with 1GS/s;

3. Low grade DSO with 500MS/s.

The D3L and WDDL implementations of the 4-bit PRESENT crypto-core has
been simulated with a strong mismatch (MF=3), which can be assumed as the
regular case in a FPGA implementation. For this evaluation, 100k power traces
(for each core and for each case) have been generated to perform CPA attacks.
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In all cases, the 4-bit output word of the S-BOX function has been adopted as
target intermediate result. The key has been fixed to (5)2. The D3L evaluation
phase has been set to 1ns. The testbench used for this experiment is the same
of Figure 4.39. In Figure 4.49-4.50, noise-free power traces collected on D3L and
WDDL implementations are shown. The current absorption in D3L exhibits a very
small variations with the input plaintext, and the only evidence in the difference of
plaintext due to mismatch is visible only during the evaluation phase, that is confined
in a 1ns time window. The only possibility to capture the data-dependency in the
current absorption is confined in this short time window, making straightforward to
mount an attack. For the WDDL implementation, the data-dependency is stronger
with the same MF. In fact, it will be simpler to attack the unbalanced WDDL
implementation, and the requirement on the sampling rate will be way less stringent.
It has to be pointed out that the strongest variation of the current absorption
appears at the beginning of the pre-charge, that corresponds to the falling edge of
the clock signal. As we will see, it will provide two correlation peaks using CPA
attack.
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Figure 4.49. Noise-free power traces collected on D3L implementation of 4-bit PRESENT
crypto-core with teval = 1ns andMF = 3. The sampling rate of the simulator is 50GS/s.
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Figure 4.50. Noise-free power traces collected onWDDL implementation of 4-bit PRESENT
crypto-core with MF = 3. The sampling rate of the simulator is 50GS/s.

4.8.2 High grade DSO, Case 1

In case 1, the high grade DSO is assumed to simulate the attack. The sampling
rate is reduced to 10GS/s before executing the attack script. The time resolution in
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case 1 becomes 100ps/pts. In D3L implementation, the evaluation phase contains
10 current samples. The CPA attack using 100k measurements yields to a MTD
of ≈ 37k power traces for the D3L implementation and to ≈ 1000 for WDDL. The
correlation coefficient value is reduced from 71.7×10−3 for WDDL to 20.5×10−3 for
D3L. It has to be noted that the correlation coefficient for the D3L implementation
appears only during the evaluation phase, as it was expected. The peak is composed
by 9 time samples, which corresponds to the 90% of the evaluation phase length.
In the WDDL implementation, we have two correlation peaks, as it was expected
comparing Figure 4.50. In fact, the visual inspection of the noise-free samples has
highlighted that there is a strong dependency of the current absorption at both
clock edges. Hence, we have found correlations between processed data and current
absorption in two time points, corresponding to the beginning of the pre-charge and
the beginning of the evaluation phase.
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Figure 4.51. Plots of simulated CPA attack on the D3L implementation with teval = 1ns,
using a high grade DSO (10GS/s). Top figure shows the correlation coefficient ρ vs.
current traces time samples. Bottom figure shows the MTD diagram. The black solid
line represents the correlation coefficient of the correct key. Grey lines are referred to
the correlation coefficient of wrong keys.

4.8.3 Mid Grade DSO, Case 2

In case 2, the mid grade DSO post-processing has been used, and the sampling rate
is reduced to 1GS/s, corresponding to a time resolution of 1ns/pts. This is a very
common choice for a not expansive DSO (generically, it costs under 10k€), and it
represent the average case. The evaluation phase of the D3L is sampled with only 1
point in time. In fact, in this case, the result of the CPA attack on the D3L is less
accurate, and correct key’s correlation coefficient is slightly higher than the best
ranked wrong key (SV I% = +6.18%). However, it is possible to identify an MTD
of ≈ 77k measurements. The correlation peak contains only 1 sample, that can be
considered as the only relevant for the PAA for the D3L. In this case, it is critical
the jitter value on the DSO. We have hypothesized zero jitter, and a perfect phase
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Figure 4.52. Plots of simulated CPA attack on the WDDL implementation, using a high
grade DSO (10GS/s). Top figure shows the correlation coefficient ρ vs. current traces
time samples. Bottom figure shows the MTD diagram. The black solid line represents
the correlation coefficient of the correct key. Grey lines are referred to the correlation
coefficient of wrong keys.

alignment between the sampling and the CK signal. These assumptions allow us to
define a worst-case situation for the designer, in order to present pros and cons of
the D3L. In general, the jitter of the DSO’s sampling clock is non zero, and also the
phase alignment with the core’s clock signal is almost impossible; consequently, the
correlation coefficient could significantly be smaller, and the attack could provide
poorer results. With the mid grade DSO situation, the WDDL implementation
exhibits a MTD of 1100, that is slightly higher than case 1. The correct key’s
correlation coefficient with 100k power measurements and the time positions of
correlation peaks are similar.

4.8.4 Low Grade DSO, Case 3

Attacks performed assuming low grade DSO (case 3) are very significant. Lower
grade DSOs have lower sampling rates and reduced analog bandwidth compared to
more expensive equipment. They are widely diffused, due to lower cost, but also
less effective in performing power analysis attacks. In this case, the sampling rate of
the DSO has the most critical impact on the effectiveness of the attack for the D3L
implementation. In case 3, the sampling rate is reduced to 500MS/s, resulting in 0.5
sample/pts for the evaluation phase. The D3L implementation has a MTD higher
than the maximum number of generated measurements (MTD > 100k). The SVI
is always negative in this case, and the attack is unsuccessful. According to TEL
assumptions discussed in Section 4.3.1, the sampling rate of case 3 is not sufficient
to mount a successful attack, since the information leakage is completely out of the
available bandwidth. The correct key’s correlation coefficient is strongly reduced
compared to best ranked wrong key (SV I% = −28.72%). Regarding the WDDL
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Figure 4.53. Plots of simulated CPA attack on the D3L implementation with teval = 1ns,
using a mid grade DSO (1GS/s). Top figure shows the correlation coefficient ρ vs.
current traces time samples. Bottom figure shows the MTD diagram. The black solid
line represents the correlation coefficient of the correct key. Grey lines are referred to
the correlation coefficient of wrong keys.
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Figure 4.54. Plots of simulated CPA attack on the WDDL implementation, using a mid
grade DSO (1GS/s). Top figure shows the correlation coefficient ρ vs. current traces
time samples. Bottom figure shows the MTD diagram. The black solid line represents
the correlation coefficient of the correct key. Grey lines are referred to the correlation
coefficient of wrong keys.

implementation, CPA attacks is successful with a MTD of ≈ 6.6k measurements.
It is worth noting that the correct key’s correlation coefficient peak has a huge
spread with wrong keys’ correlation coefficients (SV I% = +30.13%). In fact, as we
have discussed in Section 4.7.2, WDDL style (and more in general, RTZ-compatible
DPLs) exhibits higher values of FED at low frequency compared to TEL-compatible
circuits, and reducing the bandwidth, we filter also the noise as well. Comparing
the correct key’s correlation coefficient value for both implementations, the D3L is
able to reduce it by a factor of 0.0604/0.0094 ≈ 6.43.
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Figure 4.55. Plots of simulated CPA attack on the D3L implementation with teval = 1ns,
using a low grade DSO (500MS/s). Top figure shows the correlation coefficient ρ vs.
current traces time samples. Bottom figure shows the MTD diagram. The black solid
line represents the correlation coefficient of the correct key. Grey lines are referred to
the correlation coefficient of wrong keys.
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Figure 4.56. Plots of simulated CPA attack on the WDDL implementation, using a low
grade DSO (500MS/s). Top figure shows the correlation coefficient ρ vs. current traces
time samples. Bottom figure shows the MTD diagram. The black solid line represents
the correlation coefficient of the correct key. Grey lines are referred to the correlation
coefficient of wrong keys.

4.8.5 D3L with teval=500ps

As additional case study, we have also simulated the D3 implementation with
teval = 500ps, in order to better evaluate the relation between the value of teval with
the attack capability of the adversary. Results of the attack are shown in Figure 4.57.
The chosen value of teval requires a minimum sampling rate of 4GS/s,that can be
considered halfway between mid and high grade DSO in our analysis. Also this
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Table 4.23. Summary of the CPA attacks results on the 40nm implementation of 4-bit
PRESENT crypto-core with D3L and WDDL styles.

ρcorr SVI SVI% MTD
Low Grade DSO 0.0094 −0.0027 −28.72% > 100k

D3L Mid Grade DSO 0.0140 +0.0009 +6.14% ∼ 77k
with teval = 1ns High Grade DSO 0.0205 +0.0047 +22.78% ∼ 37k

Low Grade DSO 0.0094 −0.0027 −28.62% > 100k
D3L Mid Grade DSO 0.0106 −0.011 −10.96% > 100k

with teval = 500ps High Grade DSO 0.0205 +0.0047 +22.78% ∼ 38k

Low Grade DSO 0.0604 +0.0182 +30.13% ∼ 6.6k
WDDL Mid Grade DSO 0.0668 +0.0175 +26.14% 1100

High Grade DSO 0.0717 +0.0173 +24.13% 1000

scenario has been evaluated using three DSO grades presented previously.

The attack has been successful only in case 1, where the sampling rate is
reasonably high to correctly capture the information leakage during the evaluation
phase. The MTD in this case is ≈ 38k current measurements, which is also similar
to case 1 of previous section also in terms of correlation coefficient’s value. Low and
mid grade DSOs do not meet requirements for mounting a successful attacks, thus
the MTD is always higher than 100k. Also the SVI is sufficiently higher to avoid a
successful recovering of the secret key.

4.8.6 Final Remarks on PAA-Resilience of D3L

In this section, we have demonstrated how the D3L style is able to protect a
cryptographic circuit from PAA, also in the presence of mismatch. The validation
has confirmed also main assumptions of TEL signaling regarding the adversary model.
It has been found that the the duration of the evaluation phase teval affects the
minimum requirement of available bandwidth and sampling rate for the adversary.
Compared to WDDL, the D3L has been found dramatically more resistant if the teval
is very short. The analysis presented in this section has been carried out without the
proper filtering capacitance (only 50pF has been used, that is a very small capacitor
for a 4-bit PRESENT crypto-core), allowing us a case study in worst-case scenario.
The presence of a proper sized filtering capacitance on the supply net will improve
the ability of the D3L to minimize the residual information leakage at high frequency,
that is possible to capture only with very high sampling rate (>1GS/s). Results
presented in this section are summarized in Table 4.23.
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Figure 4.57. Plots of simulated CPA attack on the D3L implementation, with teval = 500ps,
using a low grade DSO (500MS/s) (a), mid grade DSO (1GS/s) (b) and high grade
DSO (10GS/s) (c). Top figures show the correlation coefficient ρ vs. current traces
time samples. Bottom figures show the MTD diagram. The black solid line represents
the correlation coefficient of the correct key. Grey lines are referred to the correlation
coefficient of wrong keys.
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4.9 FPGA Implementations using the D3L

The developing process of new countermeasures should take every abstraction level of
the design, from the concept to the real and physical implementation. At each level,
the new countermeasure has to be tested, to evaluate the strength and potential
weakness. Starting from a model, which relies on a mathematical background, the
designer can take advantage of the ease of use, making the new countermeasure
as more bullet-proof as possible. In previous sections of this chapter, we have
discussed about the physical modeling and the mathematical background of the
use D3L as gate-level countermeasure against PAAs. The characterization using
Cadence Virtuoso and the 40nm STMicroelectronics digital design kit makes use
of very accurate BSIM4 models, provided by the foundry. Since the presence of
the capacitive unbalance (as well as other electrical mismatch and non-idealities)
and its impact on the secure device’s developing cost forces the designer to adopt
more complex design flow, we want to provide an easier way to design trustworthy
platforms and devices using the D3L style, without the presence of additional steps
to deal with those implementation problems. In this section, we present the design
of a D3L library that allows designers to implement cryptographic accelerator for
FPGA applications without the effort of a secure design flow. The library, written
in VHDL language, has been tested functionally on two different FPGAs:

• Xilinx Spartan-6 LX45 (45nm process);

• Altera Cyclone-IV EP4CE10E22C8 (65nm process).

The hardware description has been elaborated using the two development envi-
ronment of their respective vendors:

• Xilinx ISE 14.1;

• Altera Quartus II 13.0.

Basically, the VHDL code for the library is almost the same. In fact, since the
two development and synthesis applications (and their respective design tool-chains)
have slight differences, attributes and synthesis directives are different as well. In
fact, the approach behind the D3L VHDL library is "keep it simple", in order to
simplify the adoption of this novel logic style. As we will see in the next section, the
same VHDL code has been used for ASIC implementations.

It has to be mentioned that this is the first implementation of the D3L on a real
platform, in order to understand if the novel logic style along with TEL signaling
could be supported using FPGA as final hardware platform. The degrees of freedom
in designing digital circuits for FPGAs are relatively low if compared to ASIC
designs, and thus, implies that the presence of additive leakage due to imperfect
balancing in load capacitance is more evident and less controllable. Therefore, the
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(a)

(b)

Figure 4.58. FPGA boards. In (a), the ComBlock COM 1500-A board [44] with the Xilinx
Spartan-6 LX45 FPGA chip. In (b), the EP4C10 development board with the Altera
Cyclone-IV EP4CE10E22C8.
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possibility to design secure implementations without the additional effort due to
balancing capacitive loads (see [70], [9]) can significantly reduce the developing time
and cost. In literature, there are no implementations that make use of TEL signaling
for FPGA applications. So far, this is the first attempt to provide a TEL compatible
logic style suitable for FPGA applications.

4.9.1 Combinational Logic

In a regular design flow with default settings, the redundancy is often optimized
away, to improve the three main factors in a digital design:

• area occupation;

• maximum frequency;

• power consumption.

Generically, the synthesizer is set to drive the synthesis engine to improve one
(or at least two) of these aspects. With this aim, the designer should write a
constraint file (e.g. .sdc files) to drive the synthesizer to his/her needs. In D3L, the
combinational logic contains a huge amount of redundancy, as shown in Figure 4.17
and Figure 4.15, to satisfy requirements of TEL signaling. Four NAND2 are required
to implement the first evaluation level, and two NAND3 for the second one (two
NAND2 for the XOR/XNOR gate). In most VHDL synthesizer, the following code,
which describes the behavior of a D3L AND/NAND gate, will be optimized if not
correctly addressed:

AND
data_O(1) <= ’1’ NAND (’1’ NAND (data_A(1) NAND data_B(1)));

NAND
data_O(0) <= (data_A(0) NAND data_B(0)) NAND (data_A(1) NAND

data_B(0)) NAND (data_A(0) NAND data_B(1));

where signals with (1) are intended to be the true signals, while signals with
(0) are intended to be the false signals. Without any kind of specifications, the
synthesizer will build the AND function as a pure AND, while the NAND function
will be implemented using the correct NAND architecture depicted in Figure 4.17(a).
This synthesis carries internal unbalance, which will cause additional leakage due
differences in power consumption and time propagation within the two compounds.
To force the synthesizer to design the AND/NAND gate, we decided to design the
NAND3 as separete entity, using the followings attributes:

Altera Cyclone IV attributes
attribute dont_touch : boolean;
attribute dont_touch of NAND_3IN : entity is true;
attribute syn_keep : boolean;
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attribute of A, B, C, F : signal is true;
attribute altera_attribute : string ;
attribute altera_attribute of NAND_3IN : entity is "name␣

REMOVE_DUPLICATE_LOGIC␣OFF";
attribute altera_attribute of A, B, C : signal is " name␣

IGNORE_LCELL_BUFFERS␣ON";

Xilinx Spartan6 attributes
attribute KEEP_HIERARCHY : string;
attribute KEEP_HIERARCHY of NAND_3IN_architecture : architecture is

"YES";

where A, B and C are the input signals of the NAND3 and F is the NAND3’s
output signal. The behavior description of the NAND3 gate can be rewritten as:
F <= ’0’ when (A=’1’ AND B=’1’ AND C=’1’) else ’1’;

The NAND3 can be now used as a standalone component, since its architecture
and attributes are correctly defined and the synthesizer cannot modify it, during
the optimization process. The first evaluation level has been designed with basic
NAND2, defined in the IEEE VHDL library. The VHDL code for the complete 1st

evaluation level and the connection with the 2nd level is shown in the following:
...

Altera Cyclone IV attributes
signal data_VDD1, data_VDD2 : std_logic := ’1’;
attribute syn_keep : boolean;
attribute syn_keep of data_C, data_D, data_E, data_F : signal is true;
attribute syn_keep of data_VDD1, data_VDD2 : signal is true;

Xilinx Spartan6 attributes
attribute KEEP_HIERARCHY: string;
attribute KEEP_HIERARCHY of D3L_AND_NAND_architecture:

architecture is "YES";

begin
1st evaluation layer

data_C <= data_A(1) NAND data_B(1);
data_D <= data_A(0) NAND data_B(0);
data_E <= data_A(1) NAND data_B(0);
data_F <= data_A(0) NAND data_B(1);

2nd evaluation layer
N1 : NAND_3IN
port map (
A => data_C,
B => data_VDD1,



160 4. D3L - A TEL-based Standard-Cell PAA Resilient Logic Style

C => data_VDD2,
F => data_O(1)

) ;

N2 : NAND_3IN
port map (
A => data_D,
B => data_E,
C => data_F,
F => data_O(0)

) ;

for Xilinx Spartan6 only
P1 : PULLUP
port map(
O => data_VDD1
);

P2 : PULLUP
port map(
O => data_VDD2
);

end architecture;

The signals data_VDD1 and data_VDD2 are used to tie up two unused in-
put ports of the NAND3 gate on the true branch of the D3L AND/NAND gate.
Definitions of the these two signals are different with the target FPGA. For the
Altera Cyclone-IV, we have defined them as std_logic tied up to logical ’1’, inserting
the syn_keep attribute to avoid optimization during the synthesis. Attributes on
data_VDD1 and data_VDD2 signals force the synthesizer to instantiate two LUT
providing both the logical output ’1’. Since Xilinx ISE does not support directly the
same approach to tie up cell, we have adopted the PULLUP Xilinx primitive, which
is recalled from the UNISIM.VComponents library, available with the development
environment. This primitive allows to tie up the signal to logical ’1’. Results of the
post-synthesis are shown in Figure 4.59.

The same approach has been used to design the OR/NOR gate, which also
requires two NAND3 gates on the 2nd evaluation level. The design of the D3L
XOR/XNOR is sligthly different, since the 2nd evaluation level requires only NAND2
gate. In this case, the definition of the XOR and XNOR compound requires only
syn_keep attributes for the Altera Cyclone-IV implementation. In Xilinx ISE, it is
needed to specify the save net flag to avoid the optimization of the flattened design.
So far, the XOR/XNOR design in Xilinx ISE has required the additional attribute
S as shown in the following code:

...
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Figure 4.59. Post-synthesis and post-optmization technology view of the D3L AND/NAND
gate with Altera Quartus II 13.0 (a) and Xilinx ISE 14.1 (b).
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Altera Cyclone IV attributes
attribute syn_keep : boolean;
attribute syn_keep of data_C, data_D, data_E, data_F : signal is true;

Xilinx Spartan6 attributes
attribute KEEP_HIERARCHY : string;
attribute KEEP_HIERARCHY of D3L_XOR_XNOR_architecture:

architecture is "YES";
attribute S : boolean;
attribute S of data_C : signal is true;
attribute S of data_D : signal is true;
attribute S of data_E : signal is true;
attribute S of data_F : signal is true;

begin

XNOR
data_C <= data_A(1) nand data_B(1);
data_D <= data_A(0) nand data_B(0);
data_O(0) <= data_C nand data_D;

XOR
data_E <= data_A(0) nand data_B(1);
data_F <= data_A(1) nand data_B(0);
data_O(1) <= data_E nand data_F;

end architecture;

The post-synthesis and post-optimization results with both development envi-
ronment are shown in Figure 4.60.

It has to be noted that the results of the synthesis is correctly mapped into LUT2
implementing NAND2 operation.

4.9.2 Sequential Element

The implementation of the sequential element is commonly used standard-cell based
DPL styles, such as WDDL and MDPL, relies on the CMOS D-type flip-flop. In
FPGAs, 1-bit flip-flops are usually available at each basic module, providing both
storage and basic 2-input computation (such as AND2 function). In Altera Cyclone-
IV, the basic element, named Logic Element and shown in Figure 4.61, is composed
by a 4-inputs LUT, a 1-bit configurable register, and internal routing circuitry [8].

In the Xilinx Spartan-6 family, there are three main version of the basic element,
named SLICEX, SLICEL and SLICEM. The SLICEX version [153] is the smallest
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Figure 4.60. Post-synthesis and post-optmization technology view of the D3L XOR/XNOR
gate with Altera Quartus II 13.0 (a) and Xilinx ISE 14.1 (b).

among the others and contains four 6-inputs LUTs, 8 flip-flops and internal routing
circuitry, as shown in Figure 4.62. SLICEX basic elements represent almost 50% of
the total basic elements pre-implemented in a Xilinx Spartan-6 LX45 FPGA.

A huge fraction of the information leakage that can be exploited from power
consumption is usually provided by storage elements. In Section 4.6, we have
introduced the sequential element in D3L style. As it can be noted from Figure 4.30
and Figure 4.32, the D3L sequential element can be implemented using combinational
gates, avoiding the adoption of optimized scheme often used to implement flip-flops
in ASIC and FPGA integrated circuits. In fact, from the analysis in Section 4.7.5,
it has been found that flip-flops based on the CMOS D-type flip-flop from the
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Figure 4.61. Logic element (in Normal Mode) architecture in Altera Cyclone-IV devices
[8].

aforementioned design library, which are based on the complicated versions of
the classical back-to-back inverters (e.g. with transmission gates), exhibit worst
performance in terms of security if compared with the proposed D3L D-type flip-flop.
For this reason, we have adopted the same design also in FPGA implementations,
avoiding the utilization of pre-implemented registers.

The first building block of the D3L D-type flip-flop is the TEL-to-RTZ converter
in Figure 4.30, which is basically a NAND SR-latch. The VHDL code of the
NAND SR-latch in its combinational gates implementation, usually provides warning
messages. In fact, in VHDL, a SR-latch is recognized as a combinational loop, which
provides a latching behavior. Designs which contain latches can have issues in terms
of timing violations and unwanted behavior. In this case, we want to instantiate a
latch to provide the conversion from a domain to the other. To make sure that the
synthesizer does not optimize the latch, attempting to remove the combinational
loop and preserving the time enclosure of the hierarchy, we have used synthesis
attributes in both FPGA designs, as shown in the followings:

...

Altera Cyclone IV attributes
attribute dont_touch : boolean;
attribute dont_touch of TEL_2_RTZ : entity is true;
attribute keep : boolean;
attribute keep of Q : signal is true;
attribute keep of Q_not : signal is true;
attribute keep of A_RTZ : signal is true;

Xilinx Spartan6 attributes
attribute KEEP_HIERARCHY : string;
attribute KEEP_HIERARCHY of TEL_2_RTZ_architecture : architecture

is "YES";
attribute S : boolean;
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Figure 4.62. SLICEX in Xilinx Spartan-6 FPGAs [153].
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attribute S of Q : signal is true;
attribute S of Q_not : signal is true;
attribute S of A_RTZ : signal is true;

begin

Q_not <= A_TEL(1) NAND Q;
Q <= A_TEL(0) NAND Q_not;

A_RTZ(0) <= NOT Q;
A_RTZ(1) <= NOT Q_int;

end architecture;

In this case, we have used the attribute dont_touch on the entity TEL_2_RTZ
which has the same behavior of the KEEP_HIERARCHY in Xilinx ISE. In a similar
fashion, we have designed the OR-gated NOR SR-latch used for both master and
slave latches. In this case, we need of additional circuitry to implement the gating
scheme, as discussed in Section 4.6.2, which is basically composed by a pair of
clocked NOR followed by a pair of inverters:

...

Altera Cyclone IV attributes
attribute keep of D_gated : signal is true;
attribute keep of D_gated_not : signal is true;
attribute keep of Q_int : signal is true;

Xilinx Spartan6 attributes
attribute KEEP_HIERARCHY : string;
attribute KEEP_HIERARCHY of Behavioral : architecture is "YES";
attribute S: boolean;
attribute S of D_gated_not : signal is true;
attribute S of D_gated : signal is true;

begin

D_gated (1) <= D(1) NOR CK;
D_gated (0) <= D(0) NOR CK;

D_gated_not <= not D_gated;

Q_int(0) <= D_gated_not(1) nor Q_int(1);
Q_int(1) <= D_gated_not(0) nor Q_int(0);

Q <= Q_int;
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Figure 4.63. OR-gated NOR SR-latch post-synthesis and post-optmization in Altera
Quartus II.

end architecture;

The last building block in the D3L sequential element is the RTZ-to-TEL con-
verter, which provides the correct TEL signaling, imposing the nominal teval to the
output signal. It does not require any special attribute, so the VHDL code is not
reported here.

4.9.3 Generation of the Delayed Clock

In a TEL compatible logic, it is critical the length of the evaluation phase teval,
since it implies the security level of the implementation, as we have discussed in this
chapter. In Section 4.5.4, we have presented various possible solution to generate a
secondary clock, with a certain time shift. In FPGA applications, the generation
of a delayed clock, with the same frequency of the main clock, low jitter and high
voltage/temperature stability, it is not a simple task. As we have discussed before,
a general approach, that can be adopted in both ASIC and FPGA, can be the
utilization of a Phase-Locked Loop (PLL), which is a commonly used strategy to
derive multiple clocks with very stable performance. In FPGAs, PLLs are usually
available as pre-implemented mixed signal primitives. Both Altera Cyclone-IV and
the Xilinx Spartan-6 provide more than one PLL on-chip:

• ALTPLL primitive (Altera Quartus II 13.0);

• Clocking Manager IP-core (Xilinx ISE 14.1).

They can be configured to be fed with multiple input clock signals, and to generate
up to 8 different clocks, with different frequency, duty cycle and phase. On both
boards shown in Figure 4.58, on-board clock references have higher frequencies
compared to our needs (50MHz for the Cyclone-IV and 60MHz for the Spartan-6).
We have chosen a main clock of 2MHz on both FPGAs, and the PLLs have been
set to provide an output clock signal with a frequency equal to 2MHz. The delayed
clock CKD can be set with a phase shift between 0° and 180° respect to CK.



168 4. D3L - A TEL-based Standard-Cell PAA Resilient Logic Style

4.9.4 4-bit PRESENT Crypto-Core

To test the effectiveness of D3L style in counteracting PAAs on a real and physical
platform, we have chosen to design the 4-bit PRESENT crypto-core as case study,
adopting the same architecture designed for the simulations using the 40nm STMi-
croelectronics digital design kit (see Section 4.8). For both FPGAs, the synthesizer
has been set to not flatten the cryptographic-processor hierarchy, in order to preserve
the architecture presented in previous sections. The S-BOX has been synthesized
with K-map synthesis, using only 2-inputs Boolean operands. We have chosen to
synthesize bit per bit. This approach in synthesizing the S-BOX, allows to isolate
logical cones. Each output bit has no sharing results with others, avoiding additive
information leakage due to hazard phenomena. The post-synthesis and post-map
results of the S-BOX for the two FPGAs are shown in Figure 4.64. It has to be
noted that the critical path of the S-BOX is composed by four cascaded D3L gates,
corresponding to a length of 8 in terms of CMOS gates.

The AddRoundKey layer is reduced to a 4x4 bit XORing between the 4-bit input
plaintext and the 4-bit key. In this case, only XOR/XNOR gates from the D3L
library have been used.

The 4-bit PRESENT-based crypto-core, implementing the first round of the
complete PRESENT-80 algorithm, has been designed as 2 stage, as shown in
Figure 4.47. In this case, the XOR and the S-BOX are in the same pipeline stage,
and since the input of the S-BOX has a huge fan-in, we have chosen to let the
synthesizer to place buffers between the two building blocks. This way, we have
ensured a proper driving stage to the output of the XOR/XNOR gates.

To allow the stimulation of the crypto-core, also glue logic has been designed
in order to connect the device under attack to a computer. Since we need to
provide both key and plaintext to the device under attack, we have designed a
UART interface, which is able to provide the signaling of an asynchronous serial
communication. The UART interface is fed by the main 2MHz clock signal, but
internally, it reduces the frequency to adapt the speed to the specified baud rate,
which has been set to 56.7kbaud. The communications settings are resumed in the
following:

• 8-bit data;

• 1 stop bit;

• no parity check;

• 57.6kbaud.

The UART interface has been designed to accommodate different needs; there-
fore, it is possible to specify the number of bytes to be transmitted and received
(independently) as a generic property on the VHDL code. In this case, we have set
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(a)

(b)

Figure 4.64. RTL view of the implementation of the S-BOX after the synthesis and the
map steps; (a) for the Altera Cyclone-IV and (b) for the Xilinx Spartan-6.
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PRESENT crypto-core.

both to 1. For the scheduling and the control of the encryption and sending/receiv-
ing operations, a custom synchronous finite state machine has been designed. The
scheduling of the operations to be handled can be resumed as follows:

1. waiting for the valid data package at the output of the UART interface.

2. enabling the crypto-core;

3. waiting for the end of the encryption operation;

4. enabling the UART interface to transmit data;
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5. resetting the crypto-core, to prepare it for a new (and fresh) encryption.

In Figure 4.65, the scheduling of the operations performed by the controller unit
is shown.

A block scheme of the FPGA implementation of the cryptographic processor is
depicted in Figure 4.66. As we will discuss further, additional signaling has been
added to synchronize measurement instruments to perform power analysis attacks
(using both dynamic and static power consumption). ser_in and ser_out signals
are connected to output pins of the target FPGA, and provide physical connections
with a USB-FTDI daughter board, shown in Figure 4.67. The USB-FTDI daughter
board allows to communicate with the PC through a UART interface using 3.3V
signals through USB connection. In fact, the FTDI chip (e.g. FT-232RL [42]) is a
USB to serial UART interface, and implements the USB’s physical layer with the
additional circuitry needed for the UART conversion. When a complete package of
data has been received (specified in the number of bytes to receive in the generic
declaration of the UART interface code), the UART interface asserts the valid_in
signal, stating that valid data is available at its output port. At this point, the
controller unit enables the 4-bit PRESENT crypto-core, asserting start_enc. At the
end of the encryption, the crypto-core asserts done_enc, that forces the finite-state
machine inside the controller to assert start_tx and starting the transmission of the
4-bit ciphertext ct through UART interface.

The start_enc signal assumes logical value ’1’ at the beginning of the encryption
operation, and it is generated by the controller unit. start_enc is forwarded to an
output pin of the target FPGA, providing a trigger signal for the DSO, in order to
synchronize automated measurements on a common point in time. The stop_clk
and strobe signals are used to perform AESP attacks, as we have already discussed
in Section 3.8.3. In detail, when the strobe signal is high, it freezes both CK and
CKD signals to their value, making the DC-picoammeter (see Chapter 3) to perform
the measurement.
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Figure 4.67. FTDI FT-232RL daughter board for USB-to-UART connection mounted on
the Altera Cyclone-IV’s evaluation board.

It is worth noting that the Clock Manager Unit (CMU) in Figure 4.66 refers to
the PLL and timing circuitry described in Section 4.9.3.

Similarly to the AESP measurement setup described in Section 3.8, a Matlab
script controls the scheduling of the operation and the DSO through TCP-IP
connection. The oscilloscope used to acquire current traces is a LeCroy WaveSurfer
MX-104B [88]; it has 1GHz of analog bandwidth and 10GS/s of sampling frequency.
The current absorbed during the encoding operation is measured through the
Tektronix CT-1 inductive current probe [140]. The probe is applied to the positive
wire of the power supply of the part of the chip under attack, as shown in Figure 4.68.
As previously mentioned, the acquisition system is automated by a custom Matlab
script, performing the following tasks, in the same order in which they are mentioned
below:

1. plaintext generation, which can be random or preset depending on the type of
experiment to be carried out;

2. sending of the plaintext to the target FPGA;

3. traces acquisition from the oscilloscope through TCP-IP connection;

4. storing of the traces as a matrix in a .mat file.

After trace acquisition, data processing and PAAs are performed by means of
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additional custom Matlab scripts.

In order to compare the security level of the 4-bit PRESENT crypto-core im-
plemented using D3L with other logic styles, we have designed using the following
logics:

• CMOS;

• WDDL;

• MDPL.

More in detail, we have used the same architecture of Figure 4.47 and Figure 4.66,
adopting the same approach to implement the S-BOX function. Specific VHDL
library has been designed for WDDL and MDPL styles. Since the MDPL needs
the generation of a masking bit, we have designed also Pseudo-Random Number
Generator (PRNG), based on a LFSR (Linear Feedback Shift Register). The long
periodicity, compared to the length of the experiment, makes the bit stream generated
by the LFSR to act as a random stream. The LFSR can be activated/deactivated by
asserting/deasserting the enable_PRNG signal, which acts like a gating port for the
clock that feeds the PRNG. The activation of the LFSR is demanded through the
UART connection. In the MDPL implementation, the UART interface has been set
to receive two bytes instead of one, making possible to remotely activate/deactivate
the PRNG through the Matlab script. The Chip Planner view of Altera Cyclone-IV
implementations are shown in Figure 4.70, Red boxes represent the logic elements
used by the cryptographic circuit, while blue ones are referred to non-cryptographic
circuitry. A resume of the resources usage with considered logic styles on the Altera
Cyclone-IV FPGA is reported in Table 4.24.

Table 4.24. Resource usage for the Altera Cyclone-IV FPGA using Altera Quartus II 13.1.

Implementation LUT only Reg. only LUT/Reg. Pair
CMOS 30 6 13
WDDL 154 0 30
MDPL* 784 34 62
D3L 486 0 6

It has to be noted that the MDPL requirements in terms of resources is the
highest, and the synthesis becomes very large with MDPL implementation. It is
worth noting that also in Figure 4.70, the MDPL implementation of the cryptographic
processor is the largest one. The D3L implementation overhead lower than MDPL
but larger than WDDL, since it requires more than double of logic gates. In addition,
the D3L requires more logic element than WDDL also because registers have been
designed according to the storage element described in Section 4.6, that do not use
CMOS explicit flip-flops. Registers in D3L use only LUTs to store data, so it shows
the smallest number of LUT/Register pairs, which is equal to 6. In fact, this value
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Figure 4.69. Dynamic power measurement setup.
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(a) (b)

(c) (d)

Figure 4.70. Chip Planner view of PRESENT crypto-cores’ implementations on the Altera
Cyclone-IV FPGA: CMOS (a), MDPL (b), WDDL (c) and D3L (d). Red boxes represent
the logic elements used by the cryptographic circuit, while blue ones are referred to
non-cryptographic circuitry.

refers to an internal counter of the crypto-core on a non-secured path plus additional
registers for internal control.

The synthesis attributes and methodology presented in this section have been
used to synthesize also to design WDDL and MDPL version of the cryptographic
processor, in order to get What You See Is What You Get implementations. Our
aim is to provide a simple way to design cryptographic processor, by means of a logic
style which does not need of complex place&route constraints. As we have already
discussed in this chapter, the presence of mismatch impact even more critically
on FPGA platforms, because the granularity of the synthesis is very far from the
approach used with ASICs. To provide a fair analysis, this comparison has been
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carried out without changing settings on routing and placing engine.

4.9.5 Dynamic Power Analysis on FPGA Implementation of D3L
PRESENT Crypto-Core

Experiments have been performed to analyze the information leaked through dynamic
power consumption of the 4-bit PRESENT crypto-core in the implementation with
D3L style. The same setup has been used for all experiments in this section, in
order to get a fair comparison of the D3L with other DPL styles. Without loss of
generality, we have used the Altera Cyclone-IV FPGA as device under attack, since
the evaluation board we have used, as the minimum number of on-board components.
It is worth noting that the power consumption has been measured after the linear
regulator that feeds the FPGA’s core. Inductor and filtering capacitors have been
removed on this line, in order to get as much bandwidth as possible. The power
supply voltage at the linear regulator’s output is 1.2V, and since we have used the
Tektronix-CT1 inductive probe, no voltage burden has been introduced. For each
implementation, 217 = 131072 power traces have been collected, using a sampling
period of 5GS/s, that corresponds to 200ps/sample. The clock frequency of each core
has been set to 2MHz, whereas we have 2500 samples per cycle. teval has been set to
4.17ns, recorded in ∼ 21 samples. The key has been set to (6)2 in all experiments.
The encryption takes three cycles. Current absorption in this time window are
reported in Figure 4.72. NED and NSD values are reported in Table 4.25 and shown
in Figure 4.71.

Table 4.25. NED and NSD values of dynamic power consumption of the 4-bit PRESENT
crypto-core implementations.

Implementation NED NSD
CMOS 30.30% 10.32%
WDDL 21.95% 7.20%

MDPL-PRNGon 22.03% 6.85%
MDPL-PRNGoff 8.79% 2.66%

D3L 8.32% 2.87%

In Figure 4.72, pre-charge and evaluation phase are clearly distinguishable for
WDDL and MDPL implementations. The dynamic power consumption tends to
assume higher values during the evaluation phase, since all charging events occur at
the rising edge of the clock (all DPL-RTZ cores have been designed according to the
RTZ encoding scheme in Section 3.5). Regarding D3L’s power trace, we can notice
that it has almost a constant power consumption within three cycles. This simple
power analysis is also supported by the NED and NSD analysis in Table 4.25. In fact,
D3L implementation exhibits the lowest NED value among other implementations,
remarking that the impact due to presence of mismatch (almost unavoidable on
FPGA) is strongly reduced. The MDPL with PRNG enabled exhibits a very high
NED and NSD values: it has been demonstrated that this logic style allows to
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Figure 4.71. NED and NSD values of dynamic power consumption of the 4-bit PRESENT
crypto-core implementations.

Table 4.26. Average power consumption of PRESENT-based cryptographic processors
(fCLK=2MHz and VDD,core=1.2V) on the Altera Cyclone-IV.

CMOS WDDL MDPL-PRNGon MDPL-PRNGoff D3L
PAVG 13.17mW 13.14mW 16.67mW 15.53mW 17.21mW

Table 4.27. Results of CPA attacks against various implementation of the 4-bit PRESENT
crypto-core on Altera Cyclone-IV FPGA using dynamic power consumption.

Implementation
S-BOX XOR

ρMAX
corr SVI MTD ρMAX

corr SVI MTD
CMOS 0.0310 0.0290 > 32k 0.3194 +0.0298 750
WDDL 0.0379 +0.0008 54.5k 0.0379 −0.0200 > 132k

MDPL-PRNGon 0.0156 −0.0094 > 131k 0.1297 +0.0342 2.5k
MDPL-PRNGoff 0.0617 −0.0183 > 131k 0.0262 −0.0750 > 131k

D3L 0.0074 −0.0068 > 131k 0.0216 −0.0026 > 131k

relax the constraint on the unbalance in load capacitance, but it provides additional
leakage due to early propagation effect [86] [139] [116]. An improved version of the
MDPL (iMDPL) has been proposed in [82] that aims to solve this problem using an
evaluation-precharge detection unit (EPDU) before majority gates to synchronize
each input at the beginning of the evaluation phase (see also [109]).

CPA attacks results using the HW as power model are shown in Figure 4.73
and 4.74, using the output of the S-BOX and the output of the XOR respectively.
It has to be noted that it is possible to attack only the WDDL implementation
with 54.5k power traces using the output word of the S-BOX as target intermediate
result. The WDDL implementation exhibits a correlation peak at the beginning
of the third clock cycle, but the distance with the maximally ranked wrong key is
very poor, providing a SVI of 0.0008. Attacks implying the output word of the XOR
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Figure 4.72. Power traces collected during the encryption of the 4-bit PRESENT crypto-
core in the Altera Cyclone-IV FPGA: CMOS (a), WDDL(b), MDPL with PRNG enabled
(c), MDPL with PRNG disabled (d) and D3L (e). Plot (f) shows the clock signal CK.

provide better results, since the CMOS and the MDPL with PRNG enabled shows
peaks of correlation coefficient related to the correct key when the XOR operation
occurs (beginning of the second cycle). The CMOS implementation has an MTD
value of ∼ 750 power traces, while the MDPL with the PRNG enabled ∼ 2500.
It is worth noting that the MDPL implementation has a different behavior with
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the PRNG enabled or disabled. A possible explanation to the higher vulnerability
enabling the PRNG is due to the fact of the early propagation effect, as mentioned
previously in this section. The presence of not synchronized switching events implies
higher unwanted data-dependency in the power consumption, as can be noted in
Figure 4.73(c). Moreover, the MDPL implementation running with the PRNG
enabled shows the maximum average power consumption, as it was expected. The
D3L implementation has an MTD higher than the maximum number of power traces
collected, and it was not possible to recover the secret key using CPA attacks with
the target functions. A resume of the results of CPA attacks is reported in Table 4.27,
and MTD diagrams are depicted in Figure 4.75-4.79.

The analysis of the information leakage has been performed also using the SNR
[93] and the mutual information [91], presented in Chapter 2. In Figure 4.80, the
SNR values as function of time are shown. It has to be mentioned that the encryption
operation takes place only during the second clock cycle, and during the third one,
the 4-bit ciphertext is forwarded to the output by means of the output register,
according to Figure 4.47. For our purpose, it is sufficient to consider the SNR curves
after sample no.2000. It should be noted that there is a strong relation between
SNR curves in Figure 4.80 and CPA attacks’ results in Figure 4.73-4.74. In fact,
high values of SNR occur at the same time intervals of correct key’s highest peaks of
correlation coefficient in their respective implementations. In D3L implementation,
the value of the SNR during the cryptographic operation is very small, and also if
compared with the other implementations, it is significantly reduced. Low values of
SNR remark that the data-dependent component of the overall power consumption
is low compared to the noisy component’s power.

Also the information theoretic approach using mutual information, reported
in Figure 4.81, has remarked the same conclusion we had with the SNR analysis.
During the processing of the secret key (from sample no.2000 to sample no.8000), the
estimated mutual information curves are very similar in shape with their respective
SNR ones, similarly to [54]. D3L implementation shows the minimum value of
mutual information during the processing time window.
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Figure 4.73. Plots of correlation coefficients for CMOS (a), WDDL (b), MDPL with
PRNG enabled (c), MDPL with PRNG disabled (d) and D3L (e) using the output word
of the S-BOX and the HW as power model. Attacks have been performed using 217
power traces. Black lines correspond to the correct key’s correlation coefficients. Grey
lines are referred to wrong keys’ correlation coefficients.

A resume of SNR and mutual information performance of the implementations
of the PRESENT-based cryptographic processor are reported in Table 4.28. The
D3L implementation allows to reduce both SNR and mutual information peaks,
thus, providing a better security performance when dynamic power exploitation.
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Figure 4.74. Plots of correlation coefficients for CMOS (a), WDDL (b), MDPL with
PRNG enabled (c), MDPL with PRNG disabled (d) and D3L (e) using the output word
of the 4-bit XOR and the HW as power model. Attacks have been performed using 217
power traces. Black lines correspond to the correct key’s correlation coefficients. Grey
lines are referred to wrong keys’ correlation coefficients.

Compared to other state-of-the-art standard-cell based DPL styles, the D3L improves
the SNR by a a factor of 6, and the mutual information by a factor of 2. Comparing
to MDPL, that is the only one that could not be broken using 131k power traces in
our analysis (only with PRNG disabled), the D3L improves the most critical aspects
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Figure 4.75. MTD diagrams on CMOS implementation: (a) using S-BOX and (b) using
XOR.
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Figure 4.76. MTD diagrams on WDDL implementation: (a) using S-BOX and (b) using
XOR.

in security applications: area and robustness to PAAs. The resource utilization
is almost halved compared to MDPL, and the MTD is improved at least of three
orders of magnitude compared to the CMOS reference. We want to remark that
this comparison has been carried on synthesizing all cores without balancing
capacitive mismatches through security-oriented place&route design steps. This
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Figure 4.77. MTD diagrams on MDPL implementation with PRNG enabled: (a) using
S-BOX and (b) using XOR.
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Figure 4.78. MTD diagrams on MDPL implementation with PRNG disabled: (a) using
S-BOX and (b) using XOR.

choice has been made to compare the security performance of D3L in a worst-case
scenario, and providing a comparison with the state-of-the-art of FPGA-compatible
DPL styles, synthesized in the same manner. The D3L style aims to provide an
easy-to-design logic style without routing constraints, relaxing one of the most
critical problem in security applications.
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Figure 4.79. MTD diagrams on D3L implementation: (a) S-BOX and (b) using XOR.

Table 4.28. SNR and mutual information values on the PRESENT-based cryptographic
processor within the processing time window (from sample no.2000 to sample no.8000).

Implementation max(SNR) max(MI) [bit]
CMOS 169.90× 10−3 0.3950
WDDL 9.67× 10−3 0.0264

MDPL-PRNGon 23.24× 10−3 0.0418
MDPL-PRNGoff 20.48× 10−3 0.0465

D3L 1.73× 10−3 0.0136

4.9.6 AESP Attack on FPGA Implementation of D3L PRESENT
Crypto-Core

In this evaluation, also the static power consumption has been taken into account to
verify the security level of D3L. AESP attacks and information leakage through static
power have been performed using the measurement setup in [16], presented also in
Section 3.8. As previously mentioned, all PRESENT-based cores have been designed
with synchronization signals for both dynamic and static exploitation, according to
both measurement setups. In this section we will give a results of AESP attacks
using the 4-bit output of the XOR and the S-BOX functions. All experiments have
been performed at 65◦C, since it is a reasonably higher working temperature to
easily extract information leakage [48].

Since the encryption operation takes place in two clock cycles, we have collected
power samples for each phases of the clock signal in the processing time window.
Thus, we have four possible stopping moments:
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Figure 4.80. SNR curves as function of time: CMOS (a), WDDL (b), MDPL with PRNG
enabled (c), MDPL with PRNG disabled (d) and D3L (e).
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Figure 4.81. Mutual information curves as function of time: CMOS (a), WDDL (b),
MDPL with PRNG enabled (c), MDPL with PRNG disabled (d) and D3L (e).
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Table 4.29. SNR, mutual information and σdata of static power measurements collected
during the 3rd clock cycle

Impl.
CK=0 CK=1

SNR[dB] MI(X;L)[mbit] σdata[nA] SNR [dB] MI(X;L) [mbit] σdata[nA]

CMOS −39.80 19.09 416 −36.29 28.54 537
WDDL −48.21 7.27 259 −49.02 6.63 260

MDPL-PRNGon −47.02 8.34 416 −51.53 4.97 302
MDPL-PRNGoff −39.13 20.65 493 −36.04 29.39 568

D3L −56.62 2.76 184 −55.39 3.18 199

1. 2nd cycle, CK = 1;

2. 2nd cycle, CK = 0;

3. 3rd cycle, CK = 1;

4. 3rd cycle, CK = 0.

After an initial stage, we have noticed that we could get better result using the
3rd cycle rather than the 2nd, and thus, we will present attacks performed on case 3
and 4. Adopting the AESP procedure, we have chosen the output of the 4-bit XOR
as target function. 64k static samples for each core and for each case have been
collected using the Keithley 6485 DC-picoammeter.

A preliminary analysis of the information leakage in the static consumption has
been carried out using the SNR and the mutual information. It has been found
that during the evaluation phase, the MDPL with PRNG disabled shows almost
the same SNR and higher mutual information than the CMOS implementation.
These results are in accordance with results presented in Chapter 3, for leakage
assessment of standard-cell based DPL styles. In these experiments, we have found
that the the D3L implementation shows the minimum values for SNR and mutual
information compared to others. The SNR is reduced of 19dB compared to CMOS
and also compared with MDPL and WDDL, the improvement is up to 10dB. The
maximum value of the mutual information for the D3L is 3.18× 10−3bit which is
one order of magnitude smaller compared to CMOS and MDPL (with PRNG off).
It has to be noted that these are first experimental results on the effectiveness of
the TEL approach in thwarting also attacks exploiting static power, as suggested
in [15]. In a TEL circuit, the very short duration of the evaluation phase allows to
make reasonably unfeasible to separate the static power from dynamic power, since
settling times of transient currents are usually longer than teval.

Results of AESP attacks as MTD diagrams for case 3 and 4 are shown in
Figure 4.82-4.83 and summarized in Table 4.30. The correct key has been recovered
only with CMOS and MDPL implementations. It has to be noted that the MDPL
has been broken only with case 4 (CK = 1) and with PRNG enabled. During the
evaluation phase, both storage elements and combinational cells have inputs set
to their evaluation values. As a consequence, it will be easier for the adversary
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Table 4.30. Results of AESP attacks on PRESENT-based crypto-cores (T = 65, 3rd cycle).

Impl.
CK=0 CK=1

ρMAX SVI SVI% MTD ρMAX SVI SVI% MTD
CMOS 0.0836 +0.0180 +21.53% 2060 0.0960 +0.0286 +70.21% 411
WDDL 0.0119 −0.0274 −230.25% > 64k 0.0337 −0.0051 −15.14% > 64k

MDPL-PRNGon 0.0265 −0.0258 −97.36% > 64k 0.0362 +0.0058 +83.98% 12.5k
MDPL-PRNGoff 0.0407 −0.0136 −33.41% > 64k 0.0445 −0.0581 −130.56% > 64k

D3L 0.0128 −0.0047 −36.71% > 64k 0.0079 −0.0179 −213.92% > 64k

to exploit information leaked through the static current, since there will be more
data-dependent power consumption. Moreover, the presence of the PRNG is not
enough

The D3L implementation cannot be broken with 64k measurements using the
AESP procedure on both cases, reinforcing results in Table 4.29. To better analyze
these result, we introduce the normalized SV I%, defined as follows:

SV I% = SV I

max(ρcorr, ρwrong)
= ρcorr − ρwrong
max(ρcorr, ρwrong

(4.51)

Using SV I%, it is possible to better understand which is the improvement in the
reduction of the value of the statistical distinguisher with a given countermeasure.
Hence, the SV I% allows to make a fair comparison between different implementations
and attack results.

When the adversary stops CK, and, consequently, CKD, all D3L combinational
gates will assume the same internal and external states, neglecting the value of CK.
As a result, D3L combinational gates provide theoretically zero mutual information
through static power. The residual information that can be extracted in D3L’s
power consumption may be leaked only by storage elements in the architecture.
Nevertheless,the exploitable information through static power in the D3L flip-flop is
minimized by the symmetric architecture of the storage element. The presence of
two symmetric and homogeneous branches for each sub-block in the flip-flop makes
the information leakage through static power theoretically zero also for the flip-flop.
In fact, for each possible TEL state of the input data, the number of transistor
that are switched off/on is the same for each value of CK. As it can be seen in
Table 4.30, SV I% is −213.92% in the best-case (CK = 1) and −36.71% in the
worst-case (CK = 0) for the D3L, which outperforms the WDDL’s worst-case. It is
worth mentioning that the D3L implementation reaches the minimum correlation
coefficient (ρcorr = 0.0079) among all implementations.
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4.10 Final Remarks on the Novel D3L Style

The Time-Enclosed Logic principle has been proposed to overcome the presence of
additional information leakage in cryptographic hardware implementations due to
unbalanced load capacitors at the output of differential gates. The classical Return-
to-Zero protocol with dual rail pre-charge logic (DPL) approach has been found to
be not sufficient to counteract Power Analysis Attacks (PAAs) due to non-idealities
and electrical mismatches. In this chapter, the Delay-based Dynamic Differential
Logic (DDDL or D3L) is proposed as novel logic style, capable to counteract PAAs
also in the presence of capacitive mismatch at the output of differential gates.
The new logic style aims to thwart PAAs at both protocol and gate-level, since it
supports TEL-encoding with DPL approach. The D3L is based on a standard-cell
design flow and it is suitable to be implemented on FPGAs without any routing
constraint on the differential lines. A 4-bit PRESENT-based crypto-core has been
designed using D3L for FPGA applications, and its security level has been compared
with other gate-level countermeasures. Experiments in Section 4.9.5-4.9.6 have
highlighted the ability of D3L logic style in thwarting power analysis attacks in a real
implementation, using both dynamic and static power consumption. As a trade-off
with regular implementation, the D3L requires higher area and power consumption,
but the improvement in security level outperforms other DPL styles used to protect
cryptographic circuit from PAAs also in the presence of mismatch.
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Figure 4.82. Correlation coefficient ρMAX as function of the number of measurements
used to perform AESP attacks on 4-bit PRESENT crypto-cores, using the 3rd clock
cycle with CK = 0: CMOS (a), WDDL (b), MDPL with PRNG enabled (c), MDPL
with PRNG disabled (d) and D3L (e). Black lines represent the correct key’s correlation
coefficient, while gray lines are referred to correlation coefficients of wrong keys.
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Figure 4.83. Correlation coefficient ρMAX as function of the number of measurements
used to perform AESP attacks on 4-bit PRESENT crypto-cores, using the 3rd clock
cycle with CK = 1: CMOS (a), WDDL (b), MDPL with PRNG enabled (c), MDPL
with PRNG disabled (d) and D3L (e). Black lines represent the correct key’s correlation
coefficient, while gray lines are referred to correlation coefficients of wrong keys.
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Chapter 5

Countermeasures based on
Analog Current Equalizers

5.1 Introduction

As we have discussed in previous chapters, the protection of sensible data in a cryp-
tographic hardware accelerator can be carried out transversely at each abstraction
level of the implementation. The information leaked through the power consumption
of a cryptographic device has been analyzed for twenty years. Since PAAs are
basically non-invasive attacks, the adversary can measure only the off-chip power
consumption, which may limit the information that he/she can recover. In Chapter
4, we have deeply analyzed a logic-level countermeasure, the D3L style, which can
be considered a pure digital approach to power balancing and time enclosing of
the information leaked through dynamic power consumption of a cryptographic
implementation. The pure digital approach is the most used in the protection of the
power signature of cryptographic accelerators, since it offers several advantages in
the realization of the physical implementations, but, also non-digital approaches can
be still effective.

System-level techniques have the purpose of preventing the exploitation of infor-
mation leakage in the power consumption, and aim to de-correlate the consumption
from the processed data. They require to adapt the regular implementation with
additional logics, by changing the basic functions, and altering the order of execution
of operations of the cryptographic algorithm. As we have discussed in previous
chapters, at gate-level, there is the possibility to use other logic styles that are
more resilient to power analysis compared to CMOS. These countermeasures aim
to balance the power consumption per cycle, in order to provide a constant power
consumption to an external observer. Many of them suffer of various problems
related to non-idealities in the physical implementation of the hardware device.
Issues like capacitive mismatches or early evaluation effects, cause the presence of
unwanted leakage in the dynamic power consumption, that can be used to recover
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sensible information, and they represent a weakness in protected implementations
using such kind of countermeasures.

The less explored way to protect cryptographic implementation is the analog
approach. We must consider that from the adversary point of view, the information
leakage is contained in an analog signal, which is the actual current absorption of
the cryptographic device. The idea behind the utilization of the analog approach
to design a thwarting scheme is to provide an analog interface that is able to
filter off the data-dependent component of the dynamic power consumption. Analog
approach approaches can be used to develop countermeasures that are able to prevent
information leakage through the observation of the dynamic power consumption of
a cryptographic implementation. As well as many full custom DPLs, on-chip analog
countermeasures cannot be directly implemented on FPGA platform, because of the
presence of non-digital sub-blocks. In this chapter, we will introduce two on-chip
analog countermeasures based on a current-mode approach to thwart power analysis
attacks using the dynamic power consumption as source of information leakage.

5.2 State-of-the-Art of Analog Approach Countermea-
sures

The possibility to integrate analog circuitry in digital integrated circuits is often used
to expand the set of features of modern electronic products, reducing production cost,
and increasing performance and energy efficiency. Since it is a common approach to
integrate analog blocks with digital circuitry on the same silicon die, it is possible to
use analog processing to decouple the actual power consumption of a cryptographic
device from the processed data. The analog approach approach can be considered
as an hiding technique, since it will reduce the SNR by reducing the magnitude of
the data-dependent power consumption.

In order to understand the application of analog processing on the signal that
the adversary can measure to mount the attack, we must consider the block scheme
in Figure 5.1. In fact, it is critical in which point of the circuit the adversary will
place the SCA sensor, to collect the power traces. Let us assume that the adversary
can place the SCA sensor before and after the off-chip filtering, which serves as
low-pass filter for the power supply voltage fed to the chip. In the scenario depicted
in Figure 5.1(a), the adversary places the SCA sensor before the off-chip filter. The
collected current samples iDD,off will take into account the presence of the off-chip
filter, which smooths the current peaks and limits the bandwidth available to the
adversary. In this case, the data-dependent component of the measured power
consumption can be reduced by the filtering effect provided by the off-chip filter, and
the possibility to mount a successful attack may be reduced as well. In most cases,
the off-chip filter can be removed or bypassed, since it is usually implemented using
external capacitors and inductors, as depicted in Figure 5.1(b). In this scenario,
the bandwidth available at the adversary can be strongly increased. Bypassing
the off-chip filter, the adversary is able to capture the current absorption iDD,on
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Figure 5.1. Realistic PAAs scenarios: (a) the SCA sensor is placed before the off-chip
filter, (b) the SCA sensor is placed after off-chip filter.

that is absorbed by the chip. The current iDD,on is usually the measurable signal
with the larger bandwidth that can or cannot have dependency with the processed
data. The presence of an on-chip analog approach countermeasure that is able to
decouple the iDD,on (and, in turns, iDD,off) from the processed data will help the
designer to protect the implementation also in the case that the off-chip filter is
bypassed/removed.

In [150], authors have proposed an on-chip flattening circuit based on switched
capacitor circuits. Thanks to the use of controlled decoupling stages, the crypto-
graphic engine is not directly powered by the main VDD pad. A precise sequence of
charge-supply-discharge of the switching capacitor array is used to provide energy
to the cryptographic core, in order to hide the real consumption to the malicious
attacker. Based on a similar concept, Gornik et al. propose a three layers decou-
pling circuit, which provides energy to the target implementation [65]. It aims to
flatten the power consumption, and uses CMOS switches and CMOS capacitors.
Each gate of the cryptographic device is protected by the proposed decoupling cell,
providing distributed filtering capability. Also in [97], a switching NMOS capacitor
array is used to thwart PAAs on a cryptographic implementation. In this case, the
charge/discharge of capacitor arrays is controlled by a specific unit (e.g. the charge
control unit), that connects a subset of NMOS capacitors with a random pattern.

In [122], a different approach has been adopted. Using a feedback loop archi-
tecture, a dynamic current correction scheme suppresses differences in dynamic
power consumption related to different processed data. Instantaneous current drawn
by the cryptographic engine is sensed using a voltage-mode approach, and then,
the proper additional current is shunted from the main power supply, in order to
maintain the total current constant. Hence, the observable power consumption
is approximately flat and unrelated to processed data. In [102], Mesquita et al.,
propose a Current Mask Generator (CGM) circuit, which is used to provide the
maximum value of power consumption of the cryptographic circuit at each clock
cycle. The cryptographic circuit is powered by the CGM, which also measures
its current absorption. The current draw is converted into a voltage signal and
compared with a properly designed reference. Additional current is drawn to nullify
the voltage error signal. In [111], an on-chip current flattening circuit is proposed to
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protect the power consumption of a smart card accelerator from CPA/DPA attacks.
The circuit makes use of a static current reference to compensate variations in
current consumption due to data-dependency. The actual current drawn by the
microcontroller is compared with the static reference; the difference is then used to
drive a transconductance amplifier that will shunt an extra current to minimize the
error signal.

Iokibe et al. propose an off-chip solution in [73], aiming to improve the tolerance
to PAA of FPGA cryptographic implementations. An external decoupling circuit
has been designed, in order to implement an off-chip filter on the power supply line.
Anyway, this kind of protection can be easily bypassed or removed, as illustrated
in Figure 5.1(b). In a real scenario, the off-chip filter is usually removed to mount
the attack, and the presence of this such countermeasure will not really improve the
security of the system, as it can be easily circumvented.

5.3 OCE: On-chip current equalizer

In literature, several voltage-mode analog countermeasures have been proposed [122],
[111], [97].The The On-chip Current Equalizer (OCE) is the first pure current-mode
approach to design an analog countermeasure to thwart power analysis, and it has
been proposed during the Ph.D. work in [20]. The current mode approach is widely
used in many electronic applications, such as AD/DA converters, analog filters, etc.,
due to its compactness and speed.

The idea behind our approach is to set the same current drawn at each clock
edge, in order to reduce the variability due to different input patterns. As we have
said before, during the active edge of the clock, standard CMOS gates in a data-path
perform output transitions and a certain current is drawn from the supply line.
During the active clock edge, the current equalizer senses the current drawn by the
logic and compares it with a reference current. If for the specific input pattern the
current drawn is less than the reference current, current equalizer circuits shunts
an extra current from the supply line, in order to hide to the attacker the real
consumption of the logic circuit below. At each clock cycle, the same current is
drawn and the power consumption is ideally constant. A block scheme that is able
to implement our approach is shown in Figure 5.2.

A linearized and simplified model of the current equalizer is shown in Figure 5.3.
We can express the relationship between ITOT (total current) and IREF (reference
current) as function of ILOGIC (current drawn by the logic):

ITOT = IREF
R0GM

1 +R0GM
+ ILOGIC

1
1 +R0GM

(5.1)

ITOT = ISINK + ILOGIC
1

1 +R0GM
(5.2)
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Figure 5.2. Block scheme of the OCE.

If the loop gain R0GM � 1, the output of the current equalizer is expressed by:

ITOT (t) = ISINK(t) + ILOGIC(t) = IREF = const (5.3)

where ILOGIC is the data-dependent component and provides energy to the logic, and
ISINK is the current that is drawn by the equalizer to reach IREF, which is constant.
As we can see in Figure 5.2-5.3, the current equalizer is a feedback loop system. The
input of the feedback loop is the current IREF and the output is ITOT, while ISINK
is the correction. The Current Comparison block compares ITOT with the reference
current IREF, and produces a voltage signal, driving the Controlled Current Sink,
which acts as a transconductance GM and equalize the total current drawn by the
system. The current ILOGIC can be considered as a disturbance for ITOT, and it has
to be rejected. Since the reference current IREF is constant, the ISINK current has
to dynamically correct the variability of ILOGIC due to data-dependency.

In Figure 5.4, a circuit implementation of the current equalizer is shown. M1-7
senses the current ITOT, and implements a current mirror with M2. M3-4 allows to
invert the sign of the current and scales down its magnitude, in order to reduce the
power consumption overhead. The reduction ratio of the sensed current can be set
by properly designing the aspect ratio of the current mirror M3-4. Transistor M5 is
the reference generator, which has to be sized and designed to provide the proper
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Figure 5.3. Simplified and linearized model of the current equalizer.
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Figure 5.4. Circuit implementation of the proposed current equalizer.

reference current IREF. The control voltage Vsync activates M5 during the edge of
the clock. During this short interval, M5 is in saturation region and IREF is drawn
from VDD. At the drain node of M5, the difference between the drain current of
M5 and M4 produces a voltage swing on the total equivalent resistance R0 at the
node. This voltage swing drives M6, to shunt the ISINK required to nullify the error
current of the loop.

In order to provide enough power supply to the logic, it is necessary to use
a cascode configuration of the input of the current mirror M1,2,7. Thanks to the
presence of M7, a low voltage drop is reached between VDD and VDD_int, due to the
low impedance provided by the cascode current mirror.

Vsync signal, which is used to activate the reference generator M5, has to be
generated from the clock signal. To reduce power consumption overhead, the
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Figure 5.5. Circuit implementation of the Vsync signal. The delay element is implemented
with a starved inverter.

correction on the current drawn by the logic is performed only around the active
edge of the clock. In Figure 5.5, Vsync signal generator circuit is shown. A D flip-flop
is used to get a clock signal at half of the frequency of the global clock. The delay
element is obtained with a starved inverter [105]. As discussed in Chapter 4, the
delay can be achieved also with other methods (e.g. PLL, DLL, etc), but we have
chosen a compact and energy saving solution. The delay ∆ can be set with the
control voltage of a starved inverter, and allows to designers to choose the width of
the pulse of Vsync. The value of ∆ has to be chosen larger than the evaluation time
tcp required by the critical path to generate correct results, in order to guarantee
that the power consumption is dynamically equalized during the switching:

tcp < ∆ (5.4)

Using Vsync instead of a constant reference allows to prevent a static power dissipation
when the logic net is not switching. A timing diagram of the Vsync signal is depicted
in Figure 5.6.

The capacitor C1 is used to help the stability of the loop, and it can be implemented
using MOS capacitors or decap cells, since it is connected directly on the power rail
of the digital core.

5.3.1 Performance on Single Logic Gates

To demonstrate the effectiveness of the proposed current-mode approach to thwart
CPA attacks, basic combinational gates have been studied, and the power variability
due to data-dependency has been analyzed using the on-chip current equalizer shown
in Figure 5.4.

STMicroelectronics CMOS 40nm design library has been used to design both,
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Figure 5.6. Timing diagram of the Vsync signal.

Table 5.1. Comparison of unprotected CMOS and protected CMOS using the OCE, in
terms of NED and NSD for basic logic gates.

Unprot. CMOS Prot. CMOS
NED NSD NED NSD
[%] [%] [%] [%]

NAND 0.81 0.55 0.09 0.04
NOR 0.80 0.58 0.07 0.03
NOT 0.81 0.80 0.05 0.03

the OCE and digital logic cells. The power supply voltage for CMOS gates has been
fixed at 1V. VDD for the current equalizer is fixed at 1.2V, in order to guarantee a
VDD_int ≈ 1V for protected gates. The clock frequency has been set to 20MHz. In
Table 5.1, a comparison between standard CMOS gates and OCE-protected CMOS
gates is reported.

Both NED and NSD of protected gates are 10-20 times smaller respect to unpro-
tected implementations. It implies that the ability of the attacker to discriminate
the peak value of the current consumption is reduced. The possibility of a successful
DPA/CPA is strongly dependent on NSD of basic gates, and since they are reduced,
the possibility to mount a successful attack is limited.
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Figure 5.7. Protected implementation of the 4-bit PRESENT crypto-core. Each sub-block
is protected locally by an on-chip current equalizer.

5.3.2 Case Study: Application of OCE on the 4-bit PRESENT
Crypto-core

To test the effectiveness of the on-chip current equalizer, the proposed countermeasure
has been implemented as analog approach protection to the 4-bit PRESENT crypto-
core of Figure 3.18. The protected core has the same architecture of the unprotected
one. Each sub-block of the 4-bit PRESENT crypto-core has its own current equalizer,
to provide local protection and filtering at power supply node, as depicted in
Figure 5.7. This choice allows to reduce the needs of large capacitor for C1 and
let more degrees of freedom to the designer to customize current equalizers. The
comparison is performed on unprotected and protected implementation of the case
study. The measurements are collected on Cadence Virtuoso and the attack routine
is executed on Matlab. For the sake of generality, Gaussian distributed noise has
been added to simulation results, to simulate a real attack scenario [125]. A SNR of
6dB has been chosen as reference for measurements, and a maximum of 100k traces
has been used as maximum storage capability. The key has been set to (5)2, and
∆ has been set to 500ps. A maximum of a 100k power traces has been chosen as
maximum storage capability, as in a real attack scenario. The output of the S-BOX
has been chosen as target intermediate value.

In Figure 5.8, the power traces of the unprotected and OCE-protected imple-
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Figure 5.8. Power traces of unprotected (a) and protected (b) implementation of the 4-bit
PRESENT crypto-core using the on-chip current equalizer with different plaintexts.
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mentations are shown for different plaintexts. It is clear that the unprotected
CMOS implementation exhibits a stronger variability in the power consumption,
compared to the protected one. The on-chip current equalizer is able to suppress
those differences, making the power signature almost independent from the processed
data.
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Figure 5.9. Plots of the CPA attack on the unprotected 4-bit PRESENT crypto-core.
In (a), the correlation coefficient ρ vs. current traces time samples. In (b), the MTD
diagram is shown. The black solid line represents the correlation coefficient of the correct
key. Grey lines are referred to the correlation coefficient of wrong keys.

Results of CPA attack on both implementations are shown in Figure 5.9-5.10.The
unprotected core has been successfully attacked with 8 traces. The protected core
shows a robust behavior in counteracting PAA. In fact, the MTD of the protected
PRESENT core is higher than 100k power traces. All simulated experiments on this
core have not led to a successful attack, and the SVI is negative over the entire power
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Figure 5.10. Plots of the CPA attack on the protected 4-bit PRESENT crypto-core, using
the on-chip current equalizers as analog approach countermeasure. In (a) the correlation
coefficient ρ vs. current traces time samples. In (b), the MTD diagram is shown. The
black solid line represents the correlation coefficient of the correct key. Grey lines are
referred to the correlation coefficient of wrong keys.

Table 5.2. Comparison between unprotected and protected implementation of the 4-bit
PRESENT crypto-core.

Area PAV MTD
NED NSD Max SVI

[µm2] [µW ] [%] [%] (@100k Meas.)

Unprot.CMOS 5.02 0.83 8 40.12 15.89 +0.25
Prot.CMOS 15.34 7.25 > 100k 7.53 2.28 −0.075
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measurement set. This result remarks the capability of our design to counteract a
dynamic power analysis attack. Note that the logic and registers of the two cores
are the same, but in the protected one, current equalizers allow to avoid a physical
attack that uses dynamic consumption as source of information leakage. The result
of a CPA attack using the maximum storage capability is shown in Fig. 7. In
Table 5.2, area and average power are shown for both implementations. In terms
of silicon area, the protected core uses 3 times the area of the unprotected CMOS
implementation, while the power consumption is almost 9 times.

Both NED and NSD values are strongly reduced in the protected implementation
compared to standard CMOS, and no successful attack is possible within the
storage capability. The improvement in security is more evident when the proposed
countermeasure is used for logic sub-blocks. The use of current equalizers at gate-
level leads to an inefficient design in terms of area, which even limits improvements
in the security level. It has to be noted, that this kind of analysis is pessimistic,
because, using simulations, we are considering a Perfect Adversary model, which has
no limit in bandwidth. No filters have been designed on the main supply lines.

5.4 Improved OCE: an area and power efficient solution

As reported in Table 5.2, the required area of the protected core using the current-
equalizer in Figure 5.4 is three times compared to unprotected one. In addition, also
the average power overhead is ×8.7. In order to make the current-mode approach
compatible with demanding requirements of modern devices, such as IoT nodes,
the countermeasure has to be improved, in order to reduce both area and power
overheads.

AI1 RX GM

IREF IERR VX ICORR

ILOGIC

IFB

ITOT
+

-

+
+

AI2

Figure 5.11. Simplified and linearized block scheme of the on-chip current-mode suppressor.
ILOGIC is considered as a disturbance to be rejected, in order to counteract a CPA
attack.

An improved on-chip current equalizer (iOCE) is shown in Figure 5.11, which
implements a current-mode feedback loop suppressor. The iOCE has been proposed
during the Ph.D. work in [22]. The output current, which is namely the total current
ITOT, on the current sensor’s branch, can be expressed as sum of two components as
in Equations 5.1-5.3:
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The protected crypto-core is fed through the suppressor circuit.

ITOT = IREF
AI1AI2RXGM

1 +AI2AI1]RXGM
+ ILOGIC(pt, key) 1

1 +AI2AI1RXGM
(5.5)

where ILOGIC is the current drawn by the cryptographic processor, and represents the
data-dependent signal exploited by the PAA. If the loop gain ensures the condition
AI1AI2RXGM � 1, we have:

ITOT → IREF (5.6)

∆ITOT (ILOGIC(pt, key))→ 0 (5.7)

The CMOS implementation of the proposed on-chip current-mode suppressor is
depicted in Figure 5.12. M1,2-M4,5 implement a Flipped Voltage Follower Current
Sensor (FVFCS) [39], which offers a current mirror, and a very low impedance at
the drain node of M1, due to the shunt feedback provided by M2. The very low
impedance helps to feed the supply voltage correctly to the cryptographic logics,
without significant alteration of the nominal working condition. The output current
of M4,5, namely IFB, is the sum of the current drawn by the logic ILOGIC and the
correction current ICORR and it is compared with the reference current IREF.

M9,10 provide the reference current IREF, which is not constant, but pulsed, in
order to avoid an extra static power consumption. The iOCE is activated only
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Figure 5.13. Implementation of the pulse generator, which generates the signal VPULSE.

during the active edge of the clock signal, which the device leaks at its maximum
level. According to Kirchhoff’s law, the difference current IERR is mirrored by the
high swing current mirror M7,8,11,12, and it can be defined as follows:

IERR = IREF − IFB = IREF −AI2 · (ICORR + ILOGIC) (5.8)

IERR is amplified by a proper sizing of the aspect ratio of the aforementioned high-
swing current mirror. The difference current IERR is converted to a voltage signal
VX through the high impedance RX that can be seen at the drain of M12, which can
be approximated as:

RX ≈ (ro,11ro,12gm12)//(ro,14ro,13gm13) (5.9)

The signal VX is used to control the gate voltage of M4, in order to obtain ICORR.
If we assume that the condition AI1AI2RXGM � 1 is satisfied, the IERR is negligible
and the VX is set to compensate the difference due to data-dependency of ILOGIC.
The control signal VPULSE used to generate the pulsed IREF, is generated by means
of the circuit depicted in Figure 5.13. Also in this design, a starved inverter has been
used as delay element. The width of the current pulse has to be chosen as a tradeoff
between security requirements and the power consumption overhead according to
the following constraint:

tcp < tpulse <
tclk
2 (5.10)

5.4.1 Case Study:4-bit PRESENT Crypto-Core

In order to demonstrate the effectiveness of the improved on-chip current-mode
feedback countermeasure, simulated experiments have been performed on the 4-bit
PRESENT crypto-core, shown in Figure 3.18. In this case, the protected crypto-core
has been designed using only one protection circuit. Thus, the main VDD pin of
the cryptographic logic is connected to the output of the iOCE unit. The external
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Figure 5.14. CMOS implementation of the improved on-chip current mode suppressor
with each sub-system in Figure 5.11 highlighted.

power supply has been set to 1V, while the clock frequency has been set to 20MHz.
Current consumption has been measured at the VDD pin. A maximum of a 100k
power traces has been chosen as maximum storage capability. Also in this case, the
output of the S-BOX has been chosen as target intermediate value. The key has
been set to (5)2, and the tpulse has been set to 1ns.

The noise-free power traces sample collected on the protected implementation of
the 4-bit PRESENT are shown in Figure 5.15. The on-chip current-mode feedback
equalizer is able to strongly reduce the power variability due to data-dependency of
the CMOS crypto-core.

As we can notice from Figure 5.17(a), the protected core with the improved
on-chip current-mode feedback suppressor does not exhibit the correct key with the
maximum correlation coefficient, demonstrating the effectiveness of the countermea-
sure to thwart CPA. The correlation coefficient is reduced by a factor of 47. The
MTD is 85 for the unprotected implementation, while the protected crypto-core has
a MTD >100k. Regarding results in Section 5.3.2, different seeds have been used
to generate additive Gaussian noise to perform simulated attacks. Thus, the MTD
value on the unprotected core is slightly different in this section. A resume of the
comparison between the two implementations is shown in Table 5.3.

Comparing the area and power consumption of the improved on-chip current
suppressor with the protection circuit discussed in the previous section, we can
notice that both design aspects have been improved too. Moreover, the correlation
coefficient has been reduced by a factor of 47.
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Figure 5.15. Power traces on the protected implementation of the 4-bit PRESENT crypto-
core. The improved on-chip current-mode feedback equalizer is able to strongly reduce
the power variability due to data-dependency of the CMOS crypto-core.
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Figure 5.16. CPA attacks on unprotected PRESENT crypto-core. Top figure shows
the correlation coefficient ρ vs. current traces time samples, using 1000 power traces.
Bottoms figure shows the MTD diagram. The black solid line represents the correlation
coefficient of the correct key. Grey lines are referred to the correlation coefficient of
wrong keys.

5.4.2 Full Implementation of the iOCE-Protected PRESENT-80

In order to better assess the effectiveness of the improved on-chip current equalizer,
the complete CMOS implementation of the PRESENT-80 block cipher in Figure 3.19
has been adopted as additional case study. A single on-chip suppressor has been used
to protect and feed the core, as in the previous case. External power supply voltage
has been set to 1V and the clock frequency to 20MHz. The SNR has been set to
18dB. The higher SNR value is due to the fact that in this case the measured power
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Figure 5.17. CPA attacks on the protected 4-bit PRESENT crypto-core implementation.
The correlation coefficient ρ vs. current traces time samples, using 100k power traces,
is shown in (a). The MTD diagram is shown in (b). The black solid line represents
the correlation coefficient of the correct key. Grey lines are referred to the correlation
coefficient of wrong keys.

consumption takes into account also non-targeted sub-blocks of the cryptographic
circuitry, and smaller noise power are required to simulate a realistic environment.
Without loss of generality, the target function is the most significant nibble of the
output of the SubsLayer at the first round, expressed by Equation 5.11.

ctround−1
63,62,61,60 = S −BOX

(
pt63,62,61,60 ⊕ keyround−1

79,78,77,76

)
(5.11)

Results of CPA attacks on both implementations are depicted in Figure 5.18-
5.19, and a resume is reported in Table 5.4. CPA results on both implementations
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Table 5.3. Comparison of the unprotected and protected implementation of the 4-bit
PRESENT crypto-core, using the improved on-chip current equalizer.

Area PAV
ρMAX MTD

[µm2] [µW ]

Unprot. CMOS 5.02 0.83 0.615 85
Prot. CMOS (iOCE) 5.40 1.20 0.013 > 100k

Table 5.4. Comparison of the unprotected versus protected implementation of the
PRESENT-80 using the improved on-chip suppressor as protection circuit.

Area PAV MTD NED NSD Max SVI
[µm2] [µW ] [%] [%] (@100k meas.)

Unprotected 105.29 12.57 16 6.76 2.27 +0.132
Protected (with iOCE) 105.96 13.36 > 100k 1.85 0.50 −0.189

Table 5.5. Comparison of the iOCE feedback suppressor with other analog approach and
gate-level CPA/DPA countermeasure in terms of area and average power overhead.
Unprotected CMOS implementation is used as reference.

CMOS WDDL [147] MDPL [117] Gornik et al. [65] OCE [20] iOCE [21]
Area 1 3.1 4− 5 10 3 1.004
Power 1 3.7 3− 7 3.5 8.7 1.07

(standard CMOS and iOCE-protected CMOS) have shown that also in this case the
sub-key can be recovered with only 16 power traces on the unprotected one, with a
+0.132 of SVI. The improved on-chip current-mode suppressor provides an MTD
greater than 100k measurements, and the SVI is always negative. The SVI using
the maximum storage capability is −0.189. It has to be noted that also the rank of
the key in the protected implementation (see Figure 5.19(b)) is fair distant from
first places, remarking the real effectiveness of this improved on-chip suppressor
to hide the information leakage through dynamic power consumption. In addition
to that, the area overhead is very small compared to the on-chip current equalizer
depicted in Figure 5.4 and to other CPA countermeasures, as shown in Table 5.5.
Also the power consumption is very small, and it requires only +7% compared to
the unprotected implementation of the PRESENT-80.

The iOCE has a very small footprint compared to the OCE unit. It requires only
a +0.4% area overhead and a +7% power consumption overhead. This improved
on-chip suppressor is fully suitable and implementable in secure IoT smart devices,
since it is able to meet demanding requirements of area/power overhead, while
providing a strong increase in level of security. It has to be considered that the
presence of the on-chip current suppressor is compliant with several others PAA
countermeasures, giving to designers the possibility to implement nested protections
throughout different abstraction levels.
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Figure 5.18. Plots of the CPA attack on the unprotected PRESENT-80. Figure in (a)
shows the correlation coefficient ρ vs. current traces time samples. Figure in (b) shows
the MTD diagram. The black solid line represents the correlation coefficient of the
correct key. Grey lines are referred to the correlation coefficient of wrong keys.

For the sake of completeness, the case study of the full implementation of the
PRESENT-80 has been analyzed within the technology process corners, in order
to take into account the presence of intra-die variations and their impact on the
effectiveness of the proposed countermeasure. In Figure 5.20-5.21, a resume of CPA
attacks on the PRESENT-80 with SS and FF process corners are shown. It has to
be noted that also in both case, the countermeasure is effective and the MTD is
greater than 100k. The SVI in the FF case is −0.068, and in the SS case is −0.111,
using the maximum storage capability. These results show that the improved on-chip
current equalizer is able to counteract a CPA attack also in the presence of intra-die
variation.
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Figure 5.19. Plots of the CPA attack on the protected PRESENT-80 (nominal case), using
the on-chip current-mode suppressor of Figure 5.12 as analog approach countermeasure.
Figure (a) shows the correlation coefficient ρ vs. current traces time samples. Figure (b)
shows the MTD diagram. The black solid line represents the correlation coefficient of
the correct key. Grey lines are referred to the correlation coefficient of wrong keys.
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Figure 5.20. Plots of the CPA attack on the protected PRESENT-80 (SS corner), using
the on-chip current-mode suppressor of Figure 5.12 as analog approach countermeasure.
Figure (a) shows the correlation coefficient ρ vs. current traces time samples. Figure (b)
shows the MTD diagram. The black solid line represents the correlation coefficient of
the correct key. Grey lines are referred to the correlation coefficient of wrong keys.
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Figure 5.21. Plots of the CPA attack on the protected PRESENT-80 (FF corner), using
the on-chip current-mode suppressor of Figure 5.12 as analog approach countermeasure.
Figure (a) shows the correlation coefficient ρ vs. current traces time samples. Figure (b)
shows the MTD diagram. The black solid line represents the correlation coefficient of
the correct key. Grey lines are referred to the correlation coefficient of wrong keys.
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Chapter 6

Test and Security Evaluation of
the SERPAES Chip

6.1 Introduction

The analysis of a secure implementation has to cope with a physical evaluation
after the manufacturing of the chip. The post-silicon verification is one of the most
critical stage in the assessment of the information leakage that can be exploited to
recover sensible data. Simulations are able to provide useful information on potential
source of exploitable leakage, as, nowadays, the modeling of circuits in pre and post
layout are very accurate compared to the past. Lower is the abstraction level of the
simulations, higher will be the accuracy in the results. However, some unwanted
effects, due to fabrication process, can threaten the physical security of the device
and may not be evident in simulations. Hence, a measurement campaign on the
real chip (attacks and leakage assessment) should be conducted to verify if security
requirements are met. In this chapter, we will discuss about the evaluation of four
out of seven crypto-cores, designed with RTL and gate-level countermeasure, and
implemented on a dedicated ASIC, named SERPAES. The prototype SERPAES chip
has been designed in our department (Centro Studi Giorgio Barzilai lab.), during
2013-2014, using the CMOS065SVTLP technology provided by STMicroelectronics.
As we will discuss in this chapter, the SERPAES chip contains several crypto-cores
based on two block cipher algorithms:

• AES-128 (also known as Rijndael);

• SERPENT.

The chip is divided in two macro-blocks, as shown in Figure 6.1. The smallest
section has been implemented using full-custom cells, designed in SABL and iDDPL
styles. These two logic styles have been used to implement two 4-bit crypto-cores
based on SERPENT algorithm. The iDDPL implementation of this core is the
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Figure 6.1. Macro-blocks in SERPAES chip.

first physical implementation of the logic family presented in [29], and mentioned
in Chapter 4. Thus, the SERPAES could be considered as the first prototype of
the iDDPL style. In addition, the SABL implementation has been designed as
state-of-the-art of full-custom DPL style for cryptographic applications adopting the
RTZ encoding. Most of the die’s area is dedicated to five different implementations
of the AES-128 algorithm, all of them using standard-cells only. Four cores have
been designed using different RTL-level countermeasures, while a fifth one has
been implemented unprotected, to be used as reference for PAAs evaluations and
comparison. RTL-level countermeasures used in the SERPAES chip have been
developed in our department during the last years as VHDL firmware for FPGA
platforms [35], [36], [99], [101], [100]. Functional and security level assessments have
been evaluated through FPGA experiments, using different FPGAs:

• Altera Cyclone;

• Xilinx Spartan-6.

A microphotograph of the SERPAES chip is shown in Figure 6.2.

In addition, also a custom printed circuit board has been designed to evaluate
the SERPAES chip. The prototype board has been equipped with all the necessary
circuitry (linear regulators and filtering capacitors) to provide the correct power
supply required by the technology of the chip. A complete set of headers are used to
measure the power consumption of both sections of the chip independently. SABL
and iDDPL cores have additional headers and jumpers to measure individually
the power consumption of sections of the core. On-board level-shifters provide
voltage conversions for I/O interfacing. A serial interface has been embedded in the
SERPAES chip, for data communications and chip programming. Sets of internal
multiplexers have been designed to select the desired core to stimulate. An on-board
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Figure 6.2. Microphotograph of the SERPAES chip.

Figure 6.3. Printed circuit board with the SERPAES chip, power supply network and
level shifters.

voltage regulator provides the desired Vbias for the iDDPL SERPENT crypto-core,
to adjust the internal teval used by TEL-compatible circuitry.

During the PhD course, the SERPAES chip has been tested functionally, in order
to provide a characterization of the performance of the chip as hardware accelerator
in secure applications. Moreover, an intensive measurement campaign has been
carried out to perform a security verification and evaluation of both standard-cells
cores and full-custom designed cores. In this chapter, we present the results of PAA
evaluations on one of the countermeasured AES-128 core. A comparison between
the SABL and iDDPL implementations of the 4-bit SERPENT crypto-core is also
given in terms of security level.
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6.1.1 Securing RTL Implementation of Cryptographic Devices, State-
of-the-Art

PAA countermeasures operating at register-transfer level (RTL) typically require a
simpler design flow, as they do not have need of full-custom building blocks, and
can be implemented also on reconfigurable hardware, such as FPGAs. One of the
first RTL countermeasures proposed in the technical literature was the Random
Pre-charge Logic (RPL) [35]. In RPL, dummy data generated by random number
generators (RNG) are pre-charged in the combinational networks at the rising edge
of the clock cycle and evaluated for half the clock cycle. In [99], authors showed
an architectural technique to protect the AddRoundKey processing block of an
AES crypto-engine, using a duplicated XOR data-path, with one side dedicated
to real-data processing and the other to random-data processing, both in inverted
and non-inverted form. The processing of real and random data takes place in a
time-interleaved manner, to “obfuscate” dynamic power consumption and reduce its
correlation with the input data. Authors in [101] have proposed the use of random
clocks, generated with random number generators and phase shifters, to increase the
randomness of the time behavior of the power traces, and thwart PAAs. In [89], the
intra-cycle energy variation was exploited. A large variance in data-dependent delay
was introduced to increase the randomness of power traces, reducing the probability
of a successful attack. Authors in [12] proposed the CMOS-based Blurring Gate
(CMOS-BG) embedded in a CMOS network. The CMOS-BG is an RTL-level
countermeasure operating in both static and dynamic mode. The presence of a
CMOS-BG in a combinational network provides random delay, as in [36], with the
possibility to randomly pre-charge internal nodes of the network. The combination
of these two techniques blurs the power profiles of the cryptographic device and
randomize its initial conditions. These countermeasures focus on protecting the
combinational logic, and have no effect on the power consumption of sequential logic
(i.e. registers), which is a significant contribution to overall data-dependent current
consumption. Furthermore, all the previously proposed RTL countermeasures [35],
[99], [101], [89], [12], [36], have been validated referring to simulations and/or FPGA
implementations and no measurement results on ASIC implementations can be found
in technical literature.

6.2 RTL-Level Countermeasures for AES-128

The AES-128 is one of the most used block cipher, in both hardware accelerators
and software implementations. The SERPAES chip contains five different imple-
mentations of the AES-128 block cipher encryption algorithm. These cryptographic
cores have been intensively tested in our department as VHDL implementations
for Altera Cyclone FPGA [100] [99] [101]. The chip has been designed to run only
one AES-128 core at a time, in order to minimize coupling effects. The selection
has been made through a 3-bit input word AES_sel. AES_sel is used to enable
one core at a time and also to route forward five 128-bit ciphertext buses to the
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Figure 6.4. Simplified schematic of the SERPAES’ standard-cell section with AES-128
implementations.
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Figure 6.5. Data-path of the basic implementation of the AES-128 block cipher (AES-0).

serial interface. A simplified schematic diagram of the standard-cell section of the
SERPAES chip is shown in Figure 6.4. It has to be noted that the also a Random
Number Generator (RNG) has been designed and placed in this section of the chip,
since RTL-countermeasures in SERPAES make use of random data. There a plethora
of possible RNG design on ASIC. In this case, a simple Linear Feedback Shift Register
(LFSR) has been used as pseudo-RNG. In this section, a brief description of AES-128
implementations is presented. We refer to AES-128 implementations with number,
from 0 to 4, where AES-0 is the unprotected implementation. AES-4 implementation
has been the target core of an intensive measurement campaign. Therefore, the
analysis of the architecture of AES-4 will be more consistent than other cores.

6.2.1 Unprotected Reference Implementation (AES-0)

The basic AES-128 encryption processor implemented in the SERPAES, namely
AES-0, has been designed according to the VHDL in [98]. The data-path of the
architecture of AES-0 is shown in Figure 6.5. It is composed by the four basic
operation of the AES-128 (see Appendix A.1):
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• AddRoundKey;

• SubByte;

• ShiftRows;

• MixColumn.

They compose a pipeline of four stages. The entire pipeline can be assumed
as a round of the AES algorithm. Each operation has been implemented with a
combinational circuit. A key scheduler is also present in the core. A finite state
machine (not shown in Figure 6.5) controls the routing of data through the pipeline,
and allows to interface the core with external circuitry. The cryptographic processing
of the input data is handled completely parallel, thus, each bus in Figure 6.5 is
128-bit wide. The entire encryption corresponds to 10 rounds plus a final 3-layers
round, requiring 44 clock cycles to perform a complete encryption. Therefore, the
throughput can be considered 3 bytes per clock cycle.

It has to be mentioned that the synthesis of the SubByte operation is critical
for PAAs. It has been demonstrated that the PAA resistance of the AES-128
can be improved if the AES’ S-BOX function (see Appendix A.1) is synthesized
using combinational cells instead of look-up tables [151]. In this case, the SubByte
operation has been synthesized using only combinational logic cells.

6.2.2 Random Pre-charged Interleaved Pipeline Countermeasure
(AES-1)

Along with the classical sub-blocks in the archicteture of AES-128 in Figure 6.5, it
is possible to design several countermeasures operating at RTL-level. In AES-1 core,
the Random Pre-charged Interleaved (RPI) pipeline has been adopted, as shown in
Figure 6.6, which was presented in [35]. Each pipeline stage of AES-0 in Figure 6.5
has been modified according to Figure 6.6. In AES-1, each register in the architecture
is doubled. A commutator routes alternatively the real data and a random data in
two parallel registers. This unit can be implemented using a pair of multiplexers,
as shown in Figure 6.7. When the real data is stored in one register, the other one
will store a random vector, generated by the RNG. Output data of registers are
forwarded to the combinational network of the pipeline stage through a multiplexer.
SEL signal makes the combinational network to pre-charge at the value imposed by
the random vector at the beginning of the clock cycle.

6.2.3 XOR-Series Countermeasure (AES-2)

AES-2 is based on a different approach. It is composed by two countermeasures at
the same time, both at RTL-level. The structure of the countermeasure in AES-2 is
shown in Figure 6.8. The first one acts to protect AddRoundKey at round-0, where
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the relevance of the original key is the highest. The AddRoundKey is based on the
bitwise XORing of the data with the round key. In AES-2, the XOR is doubled,
in order to combine data with the key and the inverted key. This solution acts as
a replication of the dual-rail principle at RTL-level, aiming to balance the current
consumption. The additional countermeasure doubles also the register at each stage
of the pipeline. The data at the output of the double XOR is multiplexed with
a random data (both direct and inverted) and processed in parallel by cascaded
registers. The routing of datum is handled by SEL, that ensure data correctness
alongside the pipeline. The random data is processed sequentially with the real data,
and thus the clock frequency has to be doubled to maintain the same throughput of
AES-0.

6.2.4 XOR-Parallel Countermeasure (AES-3)

AES-3 makes use of a modified version of the XOR-series countermeasure in AES-2.
The input section is designed similar to AES-2, adopting the same XOR duplication to
protect the AddRoundKey intermediate result at round-0. To enhance the randomness
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of the data processed, a commutator is added at the output of each combinational
later, providing a random pre-charge of next layers, as shown in Figure 6.9. In
addition, the parallel registers at the output of the commutator provides the random
pre-charge during the first semi-period of the clock [151], thanks to the presence of
the final multiplexer.

6.2.5 Secure Double Rate Register (AES-4)

The last core in the standard-cell section of the SERPAES chip is AES-4. The
architectural-level countermeasure used in AES-4 is based on a novel building block,
called Secure Double Rate Register. The block scheme of the proposed Secure Double
Rate Register (SDRR) is depicted in Figure 6.10. The SDRR is composed of two
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cascaded registers and an input multiplexer which allows to select the input data
to the first register. Flip-flops in the SDRR are clocked by the CK signal (whose
frequency is doubled with respect to the CK signal in the reference architecture).
The control (SEL signal) is used to select between real and random data. By
using the SDRR in place of conventional registers the power consumption of both
sequential and combinational gates can be randomized. In fact, when the real input
datum is stored in one of the two registers of the SDRR, a random datum is stored
in the other one and vice versa, allowing de-correlation of the power consumption,
as described in the following.

AES-4 architecture is shown in Figure 6.11. It exploits a pipelined pre-charging
technique to force both combinational and sequential logic to a random state Sr.
For this purpose, conventional registers are replaced by SDRRs. In each stage of the
pipeline, the SDRR feeds the combinational logic alternating the correct and the
random data. In this way, correct data and random data are processed and stored
simultaneously, exploiting the diffusion property of the cryptographic algorithm. To
better explain this point, we refer to the power consumption model in [35]. According
to this model the current IDD(t) drawn by a standard CMOS circuit is a function of
the transition from an initial state Sk to a final state S(k+1):

IDD(t) ∝
∑
i

(iDD(Sk(i)→ Sk+1(i), t) (6.1)

where iDD(Sk(i) → S(k+1)(i), t) is the current consumption of the i-th node
of the circuit at time t. Equation 6.1 highlights a strong correlation between the
current IDD(t) and the transitions due to changes in the internal state. Due to
the presence of the double-rate registers in the SDRR, random states Sr and Sr+1
force both sequential and combinational gates to consume randomly along with
the consumption given by real initial and final states Sk and Sk+1, corrupting the
correlation between the current consumption IDD(t) and the internal transitions:

IDD(t) ∝
∑
i (iDD(Sk(i)→ Sr(i), t)+

+iDD(Sr(i)→ Sk+1(i), t− TCK/2)+
+iDD(Sk+1(i)→ S(r+1)(i), t− TCK)

(6.2)

In conventional CPA attacks the attacker is not supposed to know the hardware
architecture and implementation of the device under attack, and his/her knowledge
is limited to the adopted cryptographic algorithm. In technology-based attacks,
which have been recently introduced in [12], the attacker is able to identify the
sample t∗ (or a narrow time window around it), in which the information leakage
can be exploited through dynamic power consumption. Authors in [12] have shown
that the conventional Random Pre-charge Logic (RPL) [35] offers a reduction of the
SNR for the attacker, but this reduction depends strongly on the duration of the
pre-charge phase. If the attacker gains knowledge of the duration of the pre-charge
phase, he/she can retrieve the secret key by analyzing the correlation in a narrow
time window around the switch from the pre-charge phase to the evaluation phase.
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The usage of the proposed SDRR blocks avoids this critical problem allowing the
combinational path to evaluate random data throughout the entire clock cycle, and
not only a portion of it. The adoption of the interleaved processing of random data
along with real data ensures the protection of both combinational and sequential
logic and offers a two-fold improvement:

• it removes memory effects on the combinational path of a stage of the pipeline;

• the presence of two registers in each SDRR unit ensures that the total con-
sumption due to data-storage is randomized by means of the simultaneous
storage of the random data alongside with real data.

It has to be pointed out that the proposed technique does not require the duplication
of the data-path for the random datum, and limiting the area and power consumption
overhead. Furthermore, the proposed architecture does not suffer from critical
problems related to the imbalance of the fan-out, because the real and random data
share the same data-path.
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Table 6.1. FPGA implementation of AES-0 and AES-4 cores on a Xilinx Spartan-6 LX45.

LUT FFs Avg. Overhead Norm. Power MTD
AES-0 1146 1040 − 1 < 256
AES-4 1476 1606 40% 2.9 > 100k

6.3 Security Level Evaluation of AES-4, a Case Study

In this section we present an evaluation of the security level of the AES-4 compared
to unprotected AES-0. During the writing of the VHDL code, AES-4 has been
tested on the Xilinx Spartan-6 LX45, mentioned in Chapter 3 and 4. After a
functional level verification, the AES-4 has been attacked using CPA, in order to
state the level of security of the protected implementation compared to AES-0. The
post-silicon verification has been carried out similarly to the FPGA case, starting
from a functional level test. The leakage assessment of the core has been deeply
analyzed using actual and information theoretic security metrics, using the dynamic
power consumption of the chip as side-channel.

6.3.1 FPGA Prototyping of AES-0 and AES-4

To provide a preliminary validation of the proposed protected AES architecture,
we have implemented and tested AES-0 and AES-4 cores on a Xilinx Spartan-6
LX45 FPGA device. A summary of the FPGA implementation of AES-0 and
AES-4 is shown in Table 6.1 (clock frequency are different in order to get the same
throughput).

Also in the FPGA design, random data have been generated by means of a simple
PRNG based on the same LFSR. AES-0 and AES-4 have been attacked through CPA
(adopting HW power model). The aim of the attacks was to recover the encoding
key, which was hard-wired in the FPGA design, along with other interface circuitry:

key =′ 9DAC5F7D56E8BE7B655A48912120BA77′ (6.3)

The clock frequency has been set to 10MHz (20MHz for AES-4) and the output
of the S-BOX at the first round has been chosen as the target function for the attack.
Results are shown in Figure 6.12 and 6.13. Notice that the number of queries on
the bottom plots are different. The AES-0 core has proven to be vulnerable to
correlation analysis. In fact, most of the key’s bytes were successfully retrieved
with less than 256 power traces and without any pre-processing. The correlation
coefficient resulting from the CPA attack on AES-0 (top plot) and the MTD diagram
(bottom plot), summarizing the maximum correlation coefficient versus the number
of queries, are shown in Figure 6.12. The attack on AES-4 was not successful even
with 100.000 traces. The experimental results can be seen in the correlation curves
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Figure 6.12. Plots of the CPA attack on AES-0 (FPGA implementation). Top figure shows
the correlation coefficient ρ vs. current traces time samples. Bottom figure shows the
MTD diagram. The black solid line represents the correlation coefficient of the correct
key. Grey lines are referred to the correlation coefficient of wrong keys.
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Figure 6.13. Plots of the CPA attack on AES-4 (FPGA implementation). Top figure shows
the correlation coefficient ρ vs. current traces time samples. Bottom figure shows the
MTD diagram. The black solid line represents the correlation coefficient of the correct
key. Grey lines are referred to the correlation coefficient of wrong keys.

of Figure 6.13.

6.3.2 Leakage Assessment on the SERPAES chip of AES-0 and
AES-4.

The measurement setup adopted to carry out DPA and CPA attacks on AES-0
and AES-4 is depicted in Figure 6.14. The AES-128 test-chip has been mounted
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Figure 6.14. Block scheme of the measurement setup for SERPAES chip.

on a printed circuit board, which also contains the support circuitry: a set of
bidirectional level shifters, needed for input-output interfacing and some step-down
linear regulators. The power regulators provide separate power supplies for the
different parts of the chip internal circuitry. The power supply for the AES crypto
cores can be provided both via the on-board regulators or an external bench-top
power supplier. Several jumpers allow feeding current only to specific parts of the
chip and to measure power absorption through removable shunts.

The testchip board is connected to a personal computer via a FPGA board
(Altera Cyclone-II), implementing the RS-232 interface and control functions. The
interface allows bidirectional communication: the plaintext is sent from the PC to
the chip while the ciphertext goes in the reverse direction. The FPGA also provides
the CK and SEL signals for the AES cores and the trigger signal for the oscilloscope.
The clock frequency has been set to 10MHz for AES-0 and 20MHz for AES-4 (see
Section 6.2.5) in all the experiments. The oscilloscope used to acquire current traces
is a LeCroy WaveSurfer MX-104B [88]; it has 1GHz bandwidth and 10GS/s sampling
frequency. The current absorbed during the encoding operation is measured through
the Tektronix CT-1 inductive probe [140]. The probe is applied to the positive
wire of the power supply of the part of the chip under attack. The whole system is
managed by a Matlab script, that performs the following tasks, in the same order in
which they are mentioned below:

1. plaintext generation, which can be random or preset depending on the type of
experiment to be carried out;

2. sending of the plaintext to the chip;

3. traces acquisition from the oscilloscope;
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Figure 6.15. Plots of the CPA attack on AES-0 (SERPAES). Top figure shows the
correlation coefficient ρ vs. current traces time samples. Bottom figure shows the MTD
diagram. The black solid line represents the correlation coefficient of the correct key.
Grey lines are referred to the correlation coefficient of wrong keys.
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Figure 6.16. Plots of the CPA attack on AES-4 (SERPAES). Top figure shows the
correlation coefficient ρ vs. current traces time samples. Bottom figure shows the MTD
diagram. The black solid line represents the correlation coefficient of the correct key.
Grey lines are referred to the correlation coefficient of wrong keys.

4. storing of traces as .mat files.

After trace acquisition, data processing and the PAAs are performed by means of
additional custom Matlab scripts.

To compare the vulnerability to PAAs of AES-0 and AES-4 both CPA and
DPA attacks techniques have been used. For each core, 100.000 current traces have
been recorded and used to attack all the 16 bytes of the AES-128 key (one by one).
Without loss of generality, we present the results obtained for byte 3, which resulted



6.3 Security Level Evaluation of AES-4, a Case Study 231

the easiest to attack for AES-0. When performing CPA attacks, we have chosen the
output of the S-BOX at the first round as target operation. With this assumption,
the output of the S-BOX (outsb) is a function of the sub-byte of the plaintext and
the sub-byte of the secret key at first round:

outsb = f(ptsb, keysb) = SBOX(ptsb ⊕ keysb) (6.4)

Results of the CPA attack on AES-0 are reported in Figure 6.15, showing how
AES-0 can be successfully attacked exploiting CPA on byte 3 with only 72 power
traces. Under the same conditions, AES-4 cannot be successfully attacked even with
100k measurements. Figure 6.16 shows that the correlation peak corresponding to
the correct key is embedded in the “bulk”, proving an MTD of > 100k. The correct
sub-key’s correlation coefficient is never large enough to make it distinguishable
among wrong keys. As it is clear from experimental CPA attacks on the SERPAES
testchip, in AES-4 there is a strong reduction of the correlation coefficient for the
correct key. In the non-protected AES implementation, the steady state’s correlation
coefficient value is ρAES−0 = 0.3816, whereas for AES-4, using the maximum number
of queries, it is about ρAES−4 = 0.011.

Starting from these values and using the expression of the correlation coefficient
as function of the minimum number of traces needed to recover the secret key
reported in [93], i.e. ρ2 ∝ 1/MTD, we have estimated that AES-4 has an MTD
greater than the MTD of AES-0 of a factor given by [54]:

nMTD = MTDAES−4
MTDAES−0

≈
(
ρAES−0
ρAES−4

)2
= 1203 (6.5)

This result is in accordance with the result of the CPA attack on AES-4 using
the whole power traces set. By using the same power traces set, a DPA analysis on
the two AES-128 cores has been carried out, showing very similar results in terms
of vulnerability. In particular, for the sake of completeness, we have performed the
DPA attack using each bit of byte 3 as a single-bit power model. For AES-0, the
DoM coefficients of the correct key were always easily distinguishable from the ones
corresponding to wrong keys. Regarding AES-4, DPA attacks using all the bits of
byte 3 as single bit power models were carried out. Even using 100k traces, it was
not possible to retrieve the correct key. Figure 4.46 shows the results of the DPA
attack assuming the MSB as single bit power model.

As shown in Figure 6.16 and in Figure 6.17, neither conventional nor technology-
based CPA and DPA attacks are effective on AES-4. In fact, the correlation
coefficients and the DoM coefficients are hidden in the “noise floor” for all the
relevant time samples, and it is not possible to retrieve the correct key, even
assuming the attacker model proposed in [12].

Figure 6.18 shows the SNR for the AES-0 and AES-4 implementations. The
reduction of the SNR is describe in Equation 6.6:
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Figure 6.17. Plots of the DPA attack on AES-4 (SERPAES). Top figure shows the
difference of mean (DoM) coefficient vs. current traces time samples. Bottom figure
shows the MTD diagram. The black solid line represents the correlation coefficient of
the correct key. Grey lines are referred to the correlation coefficient of wrong keys.
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Figure 6.18. SNR curves for AES-0 (top) and AES-4 (bottom) at the first-round.

SNRratio = SNRAES−0
SNRAES−4

= 24.52
0.0078 ≈ 3205 (6.6)



6.3 Security Level Evaluation of AES-4, a Case Study 233

Time Samples

1000 1200 1400 1600 1800 2000 2200 2400 2600 2800

M
I(

X
;L

)[
b

it
]

0

1

2

3

4

5

6

7

(a)

Time Samples

1000 1200 1400 1600 1800 2000 2200 2400 2600 2800

M
I(

X
;L

)[
b

it
]

0.005

0.01

0.015

0.02

0.025

0.03

0.035

0.04

(b)

Figure 6.19. Mutual information curves for AES-0 (top) and AES-4 (bottom) at the first
round.

The SNR is reduced by a factor of 3205, which is a three orders of magnitude
improvement. In AES-4, the presence of the additional randomness introduced by
SDRRs instead of regular registers, allows to maximize the contribution of the noise
on both storage elements and combinational cells for all operations.

The mutual information curves are shown in Figure 6.19. As in [54], the MI
curves are similar to the SNR curves. The reduction of the maximum value is
199, remarking the ability of the protected architecture to reduce the information
leakage through dynamic power consumption. Mutual information assumes perfect
knowledge of the statistical model of the device, so it represents the upper bound on
what an adversary can extract from the chip. The Welch’s t-test analysis of the first
round, depicted in Figure 6.20, shows that there is a leakage reduction in the AES-4
implementation. As in [131], we have used the threshold value |t[k]|> 4.5 to reject
the null hypothesis. The t-value does not exceed the threshold and is much lower
than in the unprotected AES-0. This countermeasured architecture of the AES-128,
which makes use of SDRR element, is effective in reducing the information leakage.
A summary of the security metrics for AES-0 and AES-4 is reported in Table 6.2.
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Figure 6.20. Welch’s T-test with power samples from AES-0 (top) and AES-1 (bottom) at
the first round.

Table 6.2. Actual and information theoretic security metrics of AES-0 and AES-4 cores on
the SERPAES chip.

Maximum Value
SNR MI[bit] T-test ρMAX DoM

AES-0 25.52 6.178 −17.600 0.3816 1.22
AES-4 0.0078 0.031 −2.670 0.0110 0.19

6.4 Full-Custom 4-bit SERPENT Crypto-cores

The SERPAES chip can be considered the first implementation of a cryptographic
circuit using the iDDPL style, which was proposed by Bongiovanni et al. in 2013
[29], using the CMOS065SVTLP process from STMicroelectronics, mentioned at the
beginning of this chapter. This section of the chip contains two full-custom designed
crypto-cores based on the following logic styles:

• SABL;
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Table 6.3. Comparison of performances of SABL and iDDPL 4-bit SERPENT-based
crypto-cores.

# Devices
Area Active Area PAV max fCK

Throughput
Overhead [µm2] 10MHz [µW ] [MHz]

CMOS 564 ×1.0 n.a. n.a. n.a. ×1
SABL 1538 ×2.7 1703 23.3 215 ≈ ×0.5
iDDPL 1983 ×3.5 2323 36.1 380(240) ≈ ×0.5

• iDDPL.

For both logic styles, a full-custom library has been designed in our laboratory
using Cadence, using a top-down approach. Pre and post simulations have been
used to carefully design both implementations and libraries, in order to get a fair
comparison between the RTZ and TEL approach with the aforementioned logic
styles. SABL and iDDPL libraries have been manually designed in Cadence and
post-layout simulations have been used to generate technology files.

The two cores are placed side-by-side in a macro block, in the lower right corner
of the chip’s core area, as shown in Figure 6.1. The two implementations of the 4-bit
SERPENT crypto-core share the same ground ring, but they have separated power
nets. It has to be reminded that SERPAES is a prototype chip for PAA evaluations
of iDDPL style. Hence, it has been designed to provide several test points for power
analysis. In fact, the iDDPL has six different power nets, while SABL has only
two power nets, providing the possibility to monitor power consumption of different
sub-block in each implementation. Each power net is accessible from the outside by
a specific pin, connected to a 2-pins header for testing. It has to be noticed that the
printed circuit board designed for the SERPAES chip is featured with two additional
set of headers, acting as main power nets, separately for iDDPL and SABL cores’
power nets. This feature has been used to power independently each full-custom
core, minimizing coupling effects.

In order to enhance the minimization of coupling effects between the SABL and
iDDPL core, the full-custom macro has been designed to run only one core at a
time, similarly to standard-cells side of the SERPAES chip. As it can be seen in
Figure 6.21, a SEL signal is used to route 4-bit input plaintext and key to only one
core at a time through a set of input demultiplexers. An output multiplexer route
the 4-bit output ciphertext of the selected core through output pads. In addition, we
also have two distinct input pads for clock signals. In the iDDPL implementation,
a delayed replica of the clock signal needs to be generated on-chip, in order to
guarantee a certain duration of the evaluation phase teval. The starved inverter in
Figure 4.22 and presented in [27] has been used to as delay element in this design.
The control voltage Vbias, provided externally, sets the delay to the desired value.

In this section, a security evaluation of SERPENT-based cores in SABL and
iDDPL styles are discussed by means of PAAs. Further details on the design of the
custom cores are reported in [28].
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Figure 6.21. Architecture of the full-custom section of the SERPAES chip, containing two
implementations of a 4-bit SERPENT-based crypto-core.

Figure 6.22. Layout of the SERPENT macro. The section on the left is the iDDPL
implementation, while the one on the right is the SABL implementation.

6.4.1 Data-path of 4-bit SERPENT Crypto-Cores

Both cores share the same 4-bit architecture, implementing round-0 of the SER-
PENT block cipher. The block scheme of the 4-bit SERPENT-based crypto-core is
depicted in Figure 6.23. The conversion of input data from CMOS to the respective
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Figure 6.23. Block scheme of the 4-bit SERPENT-based crypto-cores in the SERPAES
chip. The signal CKD is used only on the iDDPL core.

secure domain is performed by CMOS-to-RTZ and CMOS-to-TEL input converter
respectively. The secure domain is composed by 2 pipelined stages. The first one
performs bitwise XOR operation between the 4-bit input plaintext and the 4-bit key.
The second stage implements the non-linear S-BOX S0 function of the SERPENT
algorithm (see Appendix A.3). The complete encryption requires 4 clock cycles to
generate the correct ciphertext. A in-depth description of the design of the SABL
and iDDPL 4-bit SERPENT-based crypto-cores is reported in [28].

6.4.2 Capacitive Mismatch Analysis

In Chapter 4, we have discussed on the impact that the capacitive mismatch has
on the security level of a cryptographic devices protected with PAA-resilient DPLs.
The TEL protocol adopted in the D3L implementation has been found to be effective
in tolerating the presence of capacitive mismatch on different testbenches (FPGA
and pre-layout simulation with 40nm CMOS process) if compared to RTZ-based
DPLs. The full-custom section of the SERPAES prototype chip has been designed to
minimize the capacitive mismatch, thanks to ad hoc routing. Nevertheless, a custom
programmable load cell has been designed to emulate the presence of capacitive
mismatch. The cell, shown in Figure 6.24, is composed by two capacitors activated by
two n-MOS switches independently. The additive capacitance Cadd is programmed
with the 2-bit word VSEL, providing 4 different values:

• V SEL = 00, Cadd = 0fF ;

• V SEL = 01, Cadd = 3.2fF ;

• V SEL = 10, Cadd = 6.4fF ;

• V SEL = 11, Cadd = 9.6fF .

Both cores have been designed including a programmable load cell connected
at the false output of each combinational gate and sequential element in SABL
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Figure 6.24. Programmable output load in SERPAES chip.

and iDDPL SERPENT-based crypto-cores. The 2-bit word VSEL for capacitive
mismatch selection is provided by external interface through dedicated input pins.
We can redefine the real mismatch factor in these implementations taking into
account the presence of Cadd:

MF ′ =
max(C ′true, C ′false)
min(Ctrue, Cfalse)

= max(Ctrue, Cfalse) + Cadd
min(Ctrue, Cfalse)

= MF+ Cadd
min(Ctrue, Cfalse)

(6.7)

6.5 Power Analysis Attacks on SERPENT-based Crypto-
cores

The full-custom section of the prototype SERPAES chip has been intensively studied
and analyzed through a measurement campaign. The PA conducted on SERPENT
crypto-cores has been focused on the dynamic power consumption exploitability.
The same measurement setup discussed for the AES side of the chip has been used
to carry out the information leakage analysis. Minor changes in the measurement
setup are due to the simpler interface between the control FPGA and the device
under attack.

The core voltage has been set to 1.2V, according to foundry specifications for
nominal voltage of the 65nm design-kit. We have set the external Vbias to 0.8V,
which is the minimum value that guarantees the correct encryption on the iDDPL
core. It corresponds internally to a teval equal to ≈ 1ns [28]. Both cores have been
tested with a running frequency of 1MHz, using the LeCroy WaveSurfer MX-104B
DSO with a sampling rate of 5GS/s and full analog-bandwidth (1GHz). Also in
this case, we have used the Tektronix-CT1 inductive probe to sense the current
absorption on main core power supply headers.
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In order to mitigate coupling effects within crypto-cores, the main power supply
pin of the unused one has been tied to ground. Coupling effects of adjacent cores
are almost unavoidable if they are placed back-to-back on the same die, whereas a
minimization of their magnitude is needed to improve the quality of measurements.

Power traces of the SABL and iDDPL crypto-cores are shown in Figure 6.25. It
has to be noted that power trace collected on the SABL implementation appears
more smooth than the respective iDDPL counterpart. In iDDPL implementation, the
power trace appears more "ringing", with a pseudo-period of ≈ 50ns, as can be clearly
seen in Figure 6.25(b). Higher frequency effects are expected in TEL-compatible
implementations, since the evaluation phase has a very short duration compared to
the clock period. In the D3L FPGA implementation in Chapter 4, the presence of a
huge parasitic capacitance between the supply rails may cut off resonant mode, and
power traces appear smoothed. In this case, we have very low on-chip capacitance,
since the prototype iDDPL (as SABL) SERPENT-based crypto-core is implemented
on a small and isolated hard-macro inside the chip.

As previously mentioned, SABL and iDDPL implementations have been designed
with multiple power supply pins, to provide access also to power consumption of
different sub-blocks in the design. We have chosen to monitor only the power
consumption of SBOX +DFFOUT combo. Therefore, the 4-bit output word of the
S-BOX S0 has been used as target intermediate function. This choice is justified by
the fact that the S-BOX sub-block contains a large number of combinational gates.
Addressing the S-BOX’s output as target function provides us useful informations
about the behavior of the SABL and iDDPL in the presence of capacitive mismatch.
Moreover, excluding non-targeted sub-blocks, we can reduce the influence of switching
noise, improving the quality of collected power traces. We want to remark that,
according to Figure 6.23 and Figure 6.26, the S-BOX elaboration takes place during
the second cycle of the encryption operation, and the 4-bit ciphertext is forwarded
to the output at the third cycle.

The investigation of the resistance to power analysis have been conducted
repeating CPA (adopting HW power model) and DPA attacks with different level
of capacitive mismatch between true and false output of each gate with the two
implementations, according to Section 6.4.2. It has to be noted that the iDDPL
implementation is the first full-custom designed TEL-compatible circuit to be tested
on a real chip. Since TEL encoding has been proposed to overcome security issues due
to capacitive mismatch, it is needed to characterize its behavior from no mismatch
condition (Cadd = 0F ) to maximum mismatch (Cadd = 9.6fF ).

6.5.1 Evaluation of Security Metrics

In this section, an evaluation of the security metrics on both cores with different
mismatch conditions. It has to be noted that, if V BAL = 00, a residual of mismatch
is still present on both cores, due to non perfectly symmetric routing, which is
reported to be under 1.5 for the S-BOX, and under 2.20 for the output register for
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(a)

(b)

Figure 6.25. Current traces of the SABL (a) and iDDPL (b) 4-bit SERPENT-based
crypto-cores collected on the respective main voltage supply pin, running at 1MHz, with
1.2V of core voltage. Yellow traces represent the trigger signal, while pink traces are
current traces, measured with the Tektronix-CT1 inductive probe.

both implementations [28].

Results of SNR and mutual information with the four possible V BAL configura-
tions on both cores are shown in Figure 6.27. Regarding SNR values, the iDDPL
implementation exhibits a positive monotonic behavior increasing Cadd, moving from
5.43 to 12.51, as expected. In SABL implementation, SNR peak values are always
higher than iDDPL counterpart, in accordance with experimental results we have
found for RTZ vs TEL FPGA implementation in Chapter 4. With V BAL = 00, the
SNR is 50.41 for the SABL implementation, which is ten times higher respect to
iDDPL (5.41). It is worth noting that a minimum of SNR value can be observed
at V BAL = 10, that corresponds to Cadd = 6.4fF . A possible explanation for
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Figure 6.26. Time diagram of the encryption in SABL/iDDPL cores: clock signal (top),
SABL current absorption (middle), iDDPL current absorption (bottom).

the presence of a minimum is reasonably due to a higher residual mismatch in
SABL implementation compared to iDDPL. The presence of a certain value of
Cadd (reasonably between 5fF and 7fF) can help to provide balancing in capacitive
loads on SABL implementation, and thus helping in reducing information leakage
through dynamic power consumption. However, for all settings of V BAL, SABL
implementation exhibits higher values of SNR peaks, remarking the relevance of
capacitive mismatch in determining the level of security for DPLs adopting RTZ
signaling. Similarly to SNR, peak values of mutual information assume higher values
in SABL implementation. If V BAL = 00, the estimated mutual information for
SABL core is 3.82bit, while for the iDDPL is 2.92bit. The spread between the
two implementations of the 4-bit SERPENT-based crypto-core remains higher, but,
also in this case, a minimum of SABL’s mutual information value can be found at
V BAL = 10. At this value, the mutual information of the S −BOX +DFFOUT is
practically the same.

The analysis of SNR and mutual information is reasonably in accordance with
experimental findings in Chapter 4. The iDDPL, adopting TEL signaling, exhibits
lower information leakage compared to RTZ-based SABL. Moreover, different mis-
matches does not impact severely on the information leaked by the iDDPL core.
In the SABL implementation, the presence of a local minimum value for SNR and
estimated mutual information remarks how the improvement in security of this logic
style is sensible to capacitive mismatch.
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Figure 6.27. Peak values of SNR (a) and mutual information (b) regarding V BAL
configurations.

6.5.2 CPA Attacks on SERPENT-based Crypto-Cores

Both cores have been attacked using CPA attacks adopting HW power model.
Results of CPA attacks on SABL and iDDPL cores with all possible configurations of
V BAL are shown in Figure 6.28. The iDDPL implementation exhibited an extreme
resistance to multi-bit attack, and in all mismatch cases, it was not possible to
recover the secret key. In fact, the MTD is always higher than 50k. Despite high
values of correct key’s correlation coefficient, the value of SV I% tends to increase
with Cadd, remarking that the correct key tends to be hidden in the "bulk" even
in the presence of mismatch. Regarding the SABL implementation, the CPA is
not effective in recovering the correct key only with V BAL = 10, according to
SNR and mutual information analysis mentioned previously. For all the remaining
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Figure 6.28. Plots of correlation coefficients for SABL (left column) and iDDPL (right
column) implementations with Cadd = 0fF (a)-(b), Cadd = 3.2fF (c)-(d), Cadd = 6.4fF
(e)-(f), Cadd = 9.6fF (g)-(h). Black lines correspond to the correct key’s correlation
coefficients. Grey lines are referred to wrong keys’ correlation coefficients.

configurations of V BAL, the CPA is able to recover the secret key with a very small
number of traces (from 40 to 670). MTD diagrams of CPA attacks are shown in
Figure 6.29 and a summary of results are reported in Table 6.4.
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Figure 6.29. MTD diagrams for SABL (left column) and iDDPL (right column) imple-
mentations with Cadd = 0fF (a)-(b), Cadd = 3.2fF (c)-(d), Cadd = 6.4fF (e)-(f),
Cadd = 9.6fF (g)-(h). Black lines correspond to the correct key’s correlation coefficients.
Grey lines are referred to wrong keys’ correlation coefficients.
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Table 6.4. CPA attacks results on iDDPL and SABL implementations of 4-bit SERPENT-
based data-path.

Cadd ρMAX SVI SVI% MTD
0fF 0.5028 −0.0154 −2.97% > 50k

iDDPL 3.2fF 0.4775 −0.0406 −7.84% > 50k
6.4fF 0.3063 −0.0524 −14.6% > 50k
9.6fF 0.4959 −0.1078 −17.88% > 50k
0fF 0.3889 +0.057 +14.66& 40

SABL 3.2fF 0.4149 +0.0707 +17.04% 130
6.4fF 0.1131 −0.0891 −78.78% > 50k
9.6fF 0.4229 +0.0402 +9.51% 670

6.5.3 DPA Attacks on SERPENT-based Crypto-Cores

In addition to CPA, we have also performed single-bit attacks using the classical
DPA procedure. In this section, only results regarding the value of most significant
bit (MSB) as single-bit power model are presented, since it gives most representative
informations about the PAA-resilience of SABL and iDDPL implementations in
SERPAES prototype chip.

Using the same data-set of CPA attacks in previous section, both SABL and
iDDPL implementation have been attacked adopting the DPA procedure. Results of
DPA attacks are shown in Figure 6.30. It has to be mentioned that difference of
means plots targeting the MSB of the S-BOX’ output word in both implementations
provide results quiet similar to classic output results of CPA/DPA attacks using
XOR. In fact, we have obtained symmetric curves for each (key, key), as it can be
generically found adopting the output word of the XOR as target intermediate result.
For the iDDPL implementation, the attack ended unsuccessfully for Cadd = 0fF
and Cadd = 3.2fF . Increasing the mismatch, it has been possible to recover the
secret key for Cadd = 6.4fF and Cadd = 9.6fF , with a MTD value of ≈30 power
measurements. Regarding the SABL implementation of the SERPENT crypto-core,
DPA attacks show almost the same behavior of CPA. In fact, it has been possible to
recover clearly the secret key for all values of Cadd, with MTD values between 20 and
40 power measurements, expect Cadd = 6.4fF , corresponding to V BAL = 10. As
previously discussed, SABL implementation exhibits a minimum of SNR and mutual
information at V BAL = 10, and also the CPA attack did not succeed in recovering
the key with this configuration. Further considerations about the behavior the
information leaked during the encryption can be given looking at Figure 6.30. It has
been noted that in iDDPL, maximum values of DoM coefficients can be found only
during the rising edge of the clock at the beginning of the third cycle ([2ns,2.5ns]),
remarking that a critical point leaking information is due to the output register
and not from the combinational gates of the S-BOX. In addition, falling edges on
the second and third clock cycles do not provide relevant informations. In SABL
implementation, not negligible leakage can be observed during the falling edge of
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the third cycle ([2.5ns,3ns]).

6.6 Conclusions

In this chapter, security evaluations and tests on the 65nm SERPAES prototype chip
have been presented. The prototype chip has been designed at our laboratory and
fabricated by STMicroelectronics that provides us also the CMOS065SVTLP design-
kit. The chip contains five implementations of the popular AES-128 block cipher
and two full-custom designed cores based on the SERPENT algorithm. AES-128
implementations have been designed using only standard-cells, and the synthesis has
been led with the help of VHDL codes. Four implementations have been designed
with RTL-level countermeasures, aiming to break the physical link between power
consumption and processed data through randomization, plus an unprotected version
of core has been placed for reference. In this context, the Secure Double Rate Register
(SDRR), implemented in AES-4 core, have been in-depth analyzed through PAAs,
using actual and information theoretic security metrics in addition to CPA and
DPA attack procedures. We have found that the AES-128 architecture where each
register has been substituted by a SDRR unit is able to resist to PAAs, improving
(at least) of three orders of magnitude the number of measurements needed to break
the unprotected implementation. Regarding the full-custom cores, they have been
conceived to fairly compare state-of-the-art of full-custom designed DPLs: SABL
and iDDPL. The latter one makes use of TEL principle for differential signaling.
The TEL encoding scheme has been proposed to overcome issues due to capacitive
mismatch in modern CMOS processes, due to non-perfectly symmetric routing. In
fact, the comparison "SABL vs. iDDPL" can be seen also under the perspective of
"RTZ vs. TEL" encoding, since RTZ has been found to be inadequate in presence of
capacitive mismatch. Results concerning PAAs procedure and information leakage
evaluation have confirmed that TEL-based iDDPL implementation is able to tolerate
multi-bit attacks also in presence of extreme unbalancing in capacitive loads. Also
adopting a single-bit power model, the SABL has been found very sensitive to
unbalance.
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Figure 6.30. Plots of difference of means for SABL (left column) and iDDPL (right column)
implementations with Cadd = 0fF (a)-(b), Cadd = 3.2fF (c)-(d), Cadd = 6.4fF (e)-(f),
Cadd = 9.6fF (g)-(h). Black lines correspond to the correct key’s DoM coefficient. Grey
lines are referred to wrong keys’ DoM coefficient.
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Chapter 7

Conclusions and Future
Developments

7.1 Summary of the Research Contributions

In this thesis, several topics in the context of Power Analysis Attacks have been
studied and discussed. The onset of new technologies and the arise of nanometer
CMOS processes have highlighted new issues in terms of physical security. The
analysis of security issues of cryptographic circuits manufactured with nanometer
CMOS processes has been the focus of this thesis work, where the power consumption
is used as source of information leakage. Moreover, a great effort has been made in
defining new countermeasures and design methodologies against PAAs, also under
the new perspective of exploiting static power. The research contributions are
summarized as follows:

• Study and analysis of information leakage in static power consumption of
cryptographic circuits in deep sub-micron technologies, as novel frontier of
physical observable security. The formalization of Attack Exploiting Static
Power (AESP) as two-fold procedure, to attack and evaluate robustness of
cryptographic circuits against parasitic leakage currents exploitation, have
provided a methodology to assess security issues arisen with deep scaled
processes.

• Analysis of security issues of Dual-rail Pre-charge Logic (DPL) styles, commonly
adopted to counteract Power Analysis Attacks exploiting dynamic power, under
the perspective of using the static power consumption as source of information
leakage. AESP analysis, adopting actual and information theoretic security
metrics, have highlighted that such gate-level countermeasures conceived to
avoid any steal of information from power consumption are still vulnerable if
static power is adopted as side-channel. It has been found that many CMOS-
based DPLs do not offer any protection if the adversary takes advantage of
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data-dependency in parasitic static consumption.

• Analysis of the temperature-dependency of the information leaked through
static power consumption, based on the physical phenomena of parasitic static
currents in CMOS technology. Each contribution to static power consumption
in CMOS technology has an exponential (or quasi-exponential) relation with
temperature. If the working temperature of a cryptographic device changes,
also the information that an adversary could extract may change. Analysis
with AESP procedure conducted on simulated cryptographic implementations
(using 40nm design kit provided by STMicroelectronics) at different working
temperatures have highlighted that the adversary could tolerate higher noise
power if the temperature on the device under attack is increased to extract
the same amount of information. Also simulated AESP attacks have validated
this results. In fact, the MTD of univariate AESP attacks decreases if the
working temperature of the device is increased.

• A novel multivariate approach in exploiting static power has been developed,
based on temperature-dependency of parasitic leakage currents in CMOS
technology. Analysis conducted on Monte Carlo generated circuit samples of a
4-bit PRESENT-based crypto-core have shown that the average outcome of
perceived information’s peaks adopting multiple temperature-points is increased
by +44% respect to univariate best-case. On a randomly picked sample from
the Monte Carlo’s pool (namely chip no.46), the multivariate analysis with
two temperature points has been able to double the perceived information
with the same noise standard deviation, respect to the univariate best-case,
remarking a strong increase in probability to get a successful attack within
the same scenario.

• A novel attack procedure has been developed, in order to extend profiling
attacks with the exploitation of static power consumption: Template Attack
Exploiting Static Power (TAESP). Unlike classical Template Attack, TAESP
makes use of static power samples to mount the attack, and it can be considered
intrinsically a univariate attack procedure. Moreover, we have also proposed
to extend the univariate TAESP attack to a multivariate approach, adopting
the working temperature as additional domain. The TAESP attack procedure
has been tested successfully on 100 Monte Carlo generated circuit samples of
the 4-bit PRESENT crypto-cores, and the multivariate approach in the range
[20◦C; 60◦C] exhibited best results in terms of MTD.

• Design of a novel measurement setup to perform AESP/LPA and vulnerability
analysis using static power as side-channel. The use of not expansive and dedi-
cated instrument to measure DC current instead of DSOs, helps to maximizes
the SNR. In order to minimize the effect of temperature on static current, we
designed a controlled heater system using only off-the-shelf components and
a commercial Peltier Cell as heater. The system is able to fine control the
working temperature of the device under attack, allowing to set precisely the
working temperature of the device under attack. To verify the effectiveness of
the measurement setup, a 4x4 crypto-core based on PRESENT-80 has been
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implemented on a Xilinx Spartan-6 FPGA. AESP has been performed to
evaluate the MTD of the implementation at 65◦C. It has been found that 547
static current samples are sufficient to recover the correct key with the novel
measurement setup.

• Design of a novel gate-level PAA-countermeasure, named Delay-based Dynamic
Differential Logic (DDDL or D3L), adoptable in a standard digital design-flow,
and based on the Time Enclosed Logic principle for differential signaling. The
new logic style is completely implementable with standard-cells, since it does
not need any custom design digital primitive. The aim of this new logic is to
provide an easy-to-use DPL which is capable of counteracting PAAs also in
the presence of capacitive mismatch, that is a major concern in the context of
DPLs as gate-level PAA-countermeasures.

• Design and analysis of a D3L library using a 40nm CMOS design-kit provided by
STMicroelectronics. The combinational cells have been implemented adopting
a NAND-approach for each 2-input Boolean operands. Moreover, also the
sequential element, which is a TEL-compatible D-type flip-flop, has been
designed using the same design-kit, adopting a Master-Slave architecture,
with RTZ/TEL/RTZ interfacing. Combinational cells and flip-flop have been
characterized in order to evaluate their robustness against PAAs, adopting
physical security metrics as NED, NSD and standard deviation of the data-
dependent consumption, even in the presence of unbalanced load capacitance.
Same building blocks have been designed in other standard-cells based DPLs
(WDDL, MDPL and CMOS, used as base reference), in order to compare
performance with literature. The D3L allows to improve all main figures
of merits compared to reference cases. Also recently proposed frequency-
domain security metrics have been evaluated on the D3L library, since the TEL
encoding has a direct impact on the frequency spectrum of the information
leaked through dynamic consumption.

• Design and comparison of 4x4 PRESENT-based crypto-cores, implemented
with D3L and WDDL styles in Cadence Virtuoso. Both cores have been
compared under the same working condition. The physical security evaluation
has been performed adopting the modeling of different attack capabilities.
Since D3L requires demanding constraints on a minimum sampling rate and
bandwidth that the adversary should have theoretically to mount an attack,
three realistic situations have been taken into account: 10GS/s, 1GS/s and
500MS/s. Simulated CPA attacks, considering the presence of additive Gaus-
sian noise on simulated power traces, have been performed on D3L and WDDL
crypto-cores in given attack scenarios. It has been found that even with a
low-grade Digital Storage Oscilloscope (DSO) (500MS/s), unbalanced WDDL
implementation can be attacked successfully, while the D3L implementation
needs a superior attack capability to be broken. In addition, shorter is the
duration of the evaluation phase in D3L, higher is the minimum sampling rate
and bandwidth needed to mount the attack.

• Design of a D3L VHDL library, that can be easily adapted to FPGA and
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ASIC applications. The VHDL library has been used to synthesize all D3L
primitives in two different FPGAs from different vendors: Xilinx Spartan-6
(45nm technology) and Altera Cyclone-IV (65nm technology). In addition,
also WDDL and MDPL VHDL libraries have been written, in order to fairly
compare the D3L other popular gate-level solutions to protect cryptographic
circuits on FPGAs. The D3L VHDL library has been used to design the 4x4
PRESENT crypto-core for the Altera Cyclone-IV without routing constraints.
CMOS, WDDL and MDPL implementations have been also designed, using
their respective VHDL libraries and adopting the same design-flow used for
the D3L implementation.

• Test and attacks of various implementation (D3L, WDDL, MDPL and CMOS)
of 4x4 PRESENT-based crypto-cores on the Altera Cyclone-IV FPGA, ex-
ploiting dynamic power (CPA with HW power model). We have found that
the D3L implementation has been able to resist to CPA attacks, with 120k
power traces. Experiments carried on other implementations have highlighted
that also in a real attack, the TEL principle, embodied within D3L, is able
to tolerate capacitive mismatch (due to unconstrained routing), remarking
that the RTZ signaling is not suitable to design secure implementations with a
standard design-flow. Also SNR and mutual information analysis on collected
power traces have confirmed that D3L, enforced with TEL signaling, is able to
reduce the information leaked through dynamic power adopting a standard
digital design flow.

• Test and attacks of various implementation (D3L, WDDL, MDPL and CMOS)
of 4x4 PRESENT-based crypto-cores on the Altera Cyclone-IV FPGA, adopt-
ing AESP procedure. The evaluation of the information leaked through static
power consumption has shown that the D3L exhibits lower mutual information
and SNR compared to other considered DPLs. This is the first time that a
TEL-compatible logic is tested against static power exploitation, and exper-
imental results confirm that TEL is able to reduce also data-dependency in
static current absorption. In fact, AESP attacks on PRESENT-based crypto-
cores have shown that also in this case, it is not possible to recover the secret
key exploiting the D3L implementation, since its MTD has been found higher
than the collected static samples.

• Development and design of a novel analog-approach countermeasure against
PAAs, based on a feedback-loop architecture. The On-chip Current Equalizer
(OCE) takes advantage of a current-mode approach to obtain a constant power
consumption that is independent from processing data. The OCE circuit senses
the current drawn by a cryptographic circuit, and compares it with a properly
sized pulsed current reference. The error signal, converted through a voltage
signal, is used to drive a transconductance amplifier. The latter shunts an extra
current, zeroing the error signal, and providing constant current consumption.
The OCE has been tested on a PRESENT-based crypto-circuit on Cadence
Virtuoso. Simulated attacks have been performed, adding Gaussian white
noise in Matlab. The OCE is able to protect a CMOS implementation avoiding
the possibility to recover the secret key. The protection ability is traded-off
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with not negligible area/power overhead.

• Design and development of an improved version of the OCE, called iOCE.
This improved version makes use of a Flipped Voltage Follower (FVF) current
mirror as current sensing cell, which acts also as a very low impedance buffer
to provide power supply to the cryptographic circuit. The comparison with a
pulsed current is done differently respect to the aforementioned OCE, since it
is done by a current subtractor circuit. The error current is firstly amplified, by
means of a properly sized current mirror. After that, it is converted to a voltage
signal through the high-impedance offered by a cascode stage. Also in this case,
the voltage signal, representing the error between the current drawn by the logic
(that is data-dependent) is used to drive a transconductance amplifier. The
transconductance amplifier shunts an extra current that is needed to suppress
the error signal, to make the overall power consumption data-independent.
The feedback loop architecture of the OCE has been designed to consider the
data-dependent current drawn by the logic as a disturbance to suppress. The
iOCE has been tested on the 4x4 PRESENT crypto-core and on a complete
implementation of the PRESENT-80 in Cadence Virtuoso, simulating real
attack experiments. The iOCE has been able to protect aforementioned
cryptographic circuits, since PAAs has not succeed with maximum storage
capabilities with given scenarios. Compared to the OCE circuit, the area
and power overhead required by iOCE protection circuit is negligible, since it
requires a +0.4% of area and +7% of power respect the full implementation of
the PRESENT-80.

• Security evaluations and experimental activities on the 65nm SERPAES proto-
type chip. The SERPAES contains different PAA-protected implementations
of AES and of a 4 × 4 SERPENT-based circuits, developed in our depart-
ment and implemented as independent cores. AES cores have been designed
with architecture-level PAA-countermeasures, and implemented using only
standard-cells from CMOS065SVTLP design kit from STMicroelectronics. The
experimental activity on standard-cell side of the SERPAES chip has been
focused on the test of the AES-4 core, where each register has been replaced
with a Secure Double Rate Register (SDRR), especially designed to randomize
the power consumption of both combinational network and registers. AES-4
has been characterized with CPA and DPA attacks, and also physical and
information theoretic security metrics have been estimated. The protected
implementation has been found to be strongly PAA-resistant compared to
unprotected AES (also implemented in the SERPAES chip). The unprotected
core has been attacked with only 72 power traces, while AES-4 has a MTD
greater than the number of collected power traces (> 100k). The presence of
SDRR allows to reduce each considered security metric (SNR, mutual informa-
tion and Welch’s T-test) compared to unprotected implementation, remarking
its ability to avoid stealing of information through power consumption. Security
evaluations have been carried out also on the two prototype SERPENT-based
cores on the custom designed side of the chip. They have been designed at our
laboratory with two state-of-the-art DPLs, conceived to protect cryptographic
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circuits from PAAS: SABL and iDDPL. Results concerning PAAs procedure
and information leakage evaluation have confirmed that TEL-based iDDPL
implementation is able to tolerate multi-bit attacks also in presence of extreme
unbalancing in capacitive loads. Also adopting a single-bit power model, the
RTZ-based SABL has been found very sensitive to unbalance. Experiments
performed on SABL and iDDPL implementations are in accordance with
findings highlighted during the experimental activity on FPGA for D3L vs.
RTZ-based DPLs implementations of the 4x4 PRESENT crypto-core.

7.1.1 Additional Research Activities

In addition to research conducted in the context of PAAs, also non inherent topics
have been treated during the Ph.D. course. Main off-topic research fields and main
results are summarized as follows:

• design of a novel low-voltage high-speed D-latch circuit suitable for nanometer
CMOS technologies [132]. The proposed topology is compared against the
low-voltage triple-tail D-latch and its advantages are demonstrated both by
simulations, under different performance/power consumption tradeoffs with
a 40nm CMOS technology, and theoretically, thanks to a simple model of
the propagation delay derived for both low-voltage topologies. In order to
further demonstrate the advantages of the proposed topology, it has also been
used to design a D flip-flop (DFF), where thanks to the feature to need just
1 clock differential pair; a further speed improvement is achieved over the
conventional triple-tail topology. Indeed, by comparing a two-stage frequency
divider designed using both the triple-tail DFF and the proposed folded DFF,
a 54% improvement in the maximum operating frequency is found when using
the proposed folded DFF.

• design and test of VHDL implementation of the Frisch-Waugh-Lovell (FWL)
Recursive Least Squares (RLS) algorithm [18], successfully implemented on
a Xilinx Virtex-7 FPGA. The FWL-RLS algorithm has a complexity of L2 +
O(L) products, instead of 1.5L2 +O(L) products as in the conventional RLS
algorithms. Because it removes all matrix operations separating an L input
vector problem into L separate scalar problems, it is stable and often faster in
fixed-point arithmetic than conventional RLS. An RLS filter with L inputs is
composed of L stages, and the i-th stage (i = 1, 2, . . . , L) has L+ 2− i inputs
and L+ 1− i outputs. The implementation is based on two blocks: a scalar
estimation block (EB), which is instantiated once for every layer, and L+ 1− i
identical filtering blocks (FB). For a L-input RLS model, there are L EBs and
L(L + 1)/2 FBs. Adding an input involves instantiating one additional EB
and L + 1 FBs. Removing one input requires the removal of the first layer.
The VHDL structure is modular and can be easily adjusted for different values
of L. We also present estimated hardware costs over a wide range of L values.
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7.2 Future Works

On the basis of results contained in this thesis work, there are several open points
and suggestions, encouraging possible future developments and further investigations.
First of all, the exploitation of data-dependency of static power consumption offer is
still at first stages, since most of the PAA literature is focused on dynamic power
analysis. In deep scaled CMOS processes, the static power consumption plays a key
role in the overall power budget, and considerations about physical security must
be taken into account also on this side. Multivariate analysis in the temperature
domain and TAESP have exhibited encouraging results in increasing the quantity
of information that can be extracted from parasitic static consumption. To further
validate these methodologies, real experiments should be conducted on a physical
device. For example, the SERPAES chip could be an interesting case study to
investigate, since it has been implemented with a "not-so-old" 65nm technology.

Regarding the novel D3L style, a further validation of its capability to tolerate
capacitive mismatch would be an implementation on a ASIC based on such logic style,
implementing an entire block cipher, such as the AES-128, the PRESENT-80/128
or the SERPENT, using a standard digital design-flow, without routing constraints.
The presence of electrical mismatch is unavoidable, but the D3L implementation has
been found to be very effective in counteracting PAA also without any balancing
in differential routing. Results collected on FPGA and with simulated PAAs have
shown that D3L can be a suitable candidate for an easy-to-use protection strategy,
that does not require additional effort to minimize unwanted leakage, whilst typically
needed with other DPLs.

In Chapter 5, the analog approach to design a PAA-countermeasure has been
explored. The utilization of the OCE and iOCE on a CMOS implementation of a
cryptographic circuit, allowed a strong reduction of the information leaked through
dynamic power consumption. Regarding the iOCE, which has been found to provide
an effective solution with a negligible impact on area/power overhead, a possible and
interesting future development could be its application alongside with other digital
approach countermeasures, in order to further increase the security level through a
nested protection scheme. In fact, the adoption of other possible countermeasures
can provide additional protection from other physical emissions exploitation, such
as electromagnetic radiation, not investigated in this work.
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Appendix A

Introduction to Modern
Lightweight Cryptography

In the last ten years, newest technologies made possible to strongly reduce the
power consumption while increasing the density on chip. The "Moore’s Law" should
need to be reinterpreted in order to be aligned with newer needs and possibilities.
The upcoming philosophy in design electronic circuits and devices is the "More
Than Moore", which can be considered as the solution to the nearly end (or at
least, linearization) of the "Moore’s Law". The "More than Moore" approach is
characterized by high density of functions per unit of silicon area, meaning that
with the "same" number of transistors, the features of the device are increased with
respect to the past. Heterogeneous sub-blocks are implemented on the same die:

• microprocessor;

• memory;

• A/D and D/A converters;

• I/O interfaces;

• sensors;

• cryptographic primitives;

• DSP units;

• etc.

One of the best examples of the "More Than Moore" are "Internet of Things" (IoT)
devices and networks. An IoT device is a "smart node", which is able to collect
real world data through sensors, elaborate them locally, and provide connectivity
with similar devices. These devices have demanding constraints since are often
battery powered or take advantage of energy harvesting, thus the power budget
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plays a critical role in their design flow. Moreover, long idle times are dominant
in the lifetime of the device, and a designer should take into account that static
power consumption can be a problem in terms of battery life and also in terms
on self-heating. Other interesting devices that are heavily constrained are RFIDs,
that are extremely diffused in many foreseen applications, such as public transport
cards, company badges, etc. It has to be noted that the collected/stored data in
such smart devices are constrained to some protection strategy, since it is possible
that they contain private and sensible informations, such as health-monitoring
and biometric data or ID. Hence, those tight constraints are usually reflected also
on cryptographic circuits and protection strategies that aim to maintain secure
sensible data. In general, it is referred with the term lightweight cryptography all
cryptographic algorithms that provide suitable solutions for this purpose [51]. In
lightweight cryptography, designers have to deal with those demanding constraints,
and a trade-off between area, power and security is needed to provide cryptographic
primitives for such smart devices.

In this work, design methodologies and analysis of cryptographic circuits in terms
of physical security against Power Analysis Attacks (PAAs) have been discussed. As
case study, three block cipher algorithms have been taken into account:

• AES-128;

• PRESENT-80;

• SERPENT.

The wide utilization of block ciphers in several applications has been enforced by
the effort that several cryptographic designers have made to provide low hardware
cost solutions. In recent years, several works in this direction have been published,
providing a plethora of solutions that differ from length of key, length of data-blocks,
hardware requirements, and, of course, security level. In this Appendix, three
popular symmetric key cipher algorithms are discussed, as representative cases of
modern and lightweight solutions to data protection.

A.1 Advanced Encryption Standard: AES-128 Block
Cipher

The Advanced Encryption Standard (AES) [114] is a symmetric key block cipher,
adopted by the US National Institute for Standard and Technology (NIST) as official
block cipher for secure applications, supporting key of length 128, 192 and 256 bits.
The original formulation of the AES is the Rijndael algorithm [45], which was the
finalist and the winner of the NIST competition in 2000 to update the classical
Data Encryption Standard (DES) and triple-DES. In 2003, its relevance has been
enforced by the US National Security Agency (NSA), after the adoption of AES-128
as ciphering algorithm for SECRET level files. Moreover, the AES (with longer
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keys) has been chosen also for protecting TOP SECRET files. The approval of the
NSA established a solid credibility in AES features in protecting data. In fact, the
AES became a standard not only for the US government, but also industries and
foreign administrations adopted the AES for encryption. As we have said before,
the AES is available for three possible key length: 128, 192 and 256 bits. We refer
to the first one, as it is the most used as case study in the PAAs literature.

The AES-128 algorithm encrypts 128-bit of data-block with 128-bit key. Encryp-
tion consists in iterated operations, known as “rounds” on a 4×4 column-major order
matrix of bytes, called the state matrix. Each round is composed of sub-operations
on the state matrix, working on a single byte of the matrix and known as “layers”.
The AES-128 is composed of 11 rounds, which are in turn composed of 4 layers
(except Round-0 and Round-10):

• SubstituteBytes (SubBytes): each byte of the state matrix is mapped into
another byte according to a specific calculation in GF (28) which involves a
non-linear operation: the inverse element calculus in GF (28). It is possible
to describe this step as an associative 16x16 table, where each input byte is
divided into two nibbles: the first nibble is the row index i while the second
nibble is the column index j of the table; then, the element ij is the output byte
of the substitution phase. This table is called substitution box (S-BOX), and it
can be efficiently implemented in hardware using look-up tables or hardwired
logics.

• ShiftRows: in this layer, the rows of the state matrix are shifted to the left:
in general, the i-th row is shifted by i− 1 positions to the left (i = 1, 2, 3, 4).

• MixColumns: the bytes of the state matrix are combined using an invertible
linear transformation. The MixColumns function takes four bytes as input
and outputs four bytes, where each input byte affects all four output bytes.
Together with ShiftRows, MixColumns provides the propriety of confusion of
the algorithm in order to resist high-order cryptanalytic attacks.

• AddRoundKey: in this layer, each byte of the matrix is exclusively summed
to each byte of the 128-bit round key. A round key is calculated through
the function ExpandKey of the Key Scheduler device, which takes as input
the k-th round key and generates the (k + 1)-th round key using nonlinear
operations which involve again the usage of S-BOXes.

The encryption process is shown in Figure A.1, where the different elaboration
steps are shown. Round-0 is made up only of the AddRoundKey layer, where the
key is combined directly to the input block. Rounds 1-9 are composed of all the
four layers and at each round, the XOR operation is executed between the bytes
of the state matrix and the round key generated by the Key Scheduler. Finally, in
Round 10 the MixColumns layer is not present. The four operations/layers required
in AES-128 are shown also in Figure A.2.
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Figure A.1. Different elaboration steps of the encoding procedure of AES-128.

a0,0 a0,1 a0,2 a0,3

a1,0 a1,1 a1,2 a1,3

a2,0 a2,1 a2,2 a2,3

a3,0 a3,1 a3,2 a3,3

b0,0 b0,1 b0,2 b0,3

b1,0 b1,1 b1,2 b1,3

b2,0 b2,1 b2,2 b2,3

b3,0 b3,1 b3,2 b3,3

S-BOX

(a)

a0,0 a0,1 a0,2 a0,3

a1,0 a1,1 a1,2 a1,3

a2,0 a2,1 a2,2 a2,3

a3,0 a3,1 a3,2 a3,3

b0,0 b0,1 b0,2 b0,3

b1,0 b1,1 b1,2 b1,3

b2,0 b2,1 b2,2 b2,3

b3,0 b3,1 b3,2 b3,3

(b)

a0,0 a0,1 a0,2 a0,3

a1,0 a1,1 a1,2 a1,3

a2,0 a2,1 a2,2 a2,3

a3,0 a3,1 a3,2 a3,3

b0,0 b0,1 b0,2 b0,3

b1,0 b1,1 b1,2 b1,3

b2,0 b2,1 b2,2 b2,3

b3,0 b3,1 b3,2 b3,3

(c)

a0,0 a0,1 a0,2 a0,3

a1,0 a1,1 a1,2 a1,3

a2,0 a2,1 a2,2 a2,3

a3,0 a3,1 a3,2 a3,3

k0,0 k0,1 k0,2 k0,3

k1,0 k1,1 k1,2 k1,3

k2,0 k2,1 k2,2 k2,3

k3,0 k3,1 k3,2 k3,3

b0,0 b0,1 b0,2 b0,3

b1,0 b1,1 b1,2 b1,3

b2,0 b2,1 b2,2 b2,3

b3,0 b3,1 b3,2 b3,3

(d)

Figure A.2. Basic operations on state matrix in AES-128: SubBytes (a), ShiftRows (b),
MixColumns (c) and AddRoundKey (d).

A Key Schedule expands the key, generating at each round a new 128-bit round
key. The key expansion can be efficiently computed, since require less computation
than the encryption itself, and for each possible key, there is one and only one
possible expansion set. In this case, the key schedule performs three basic operations:
rotation (8-bit left shift), SubBytes and bitwise XOR with a 8-bit vector called Rcon,
the value of which depends on the round.
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Table A.1. S-BOX of PRESENT regarding the input value.

x 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

SBOX[x] 12 5 6 11 9 0 10 13 3 14 15 8 4 7 1 2

A.2 PRESENT

On the legacy of AES block cipher, several other alternative design of symmetric
key algorithms, based on the substitution-permutation network (SPN) paradigm,
meeting cryptanalysis-resilience, throughput and demanding constraints based on
hardware needs have been presented in the last fifteen years. The PRESENT block
cipher algorithm (ISO/IEC 29192-2:2012 standard) proposed by Bogdanov et al. in
[25], is considered as a lightweight cryptographic algorithm, since it requires down
to half of hardware resources needed for AES-128 [51] [77], and can operates on
64-bit data-blocks. The algorithm has been conceived with the perspective to work
with 80-bit or 128-bit keys. In this section, we will focus on the PRESENT-80
version, which is the most adopted in PAAs literature. The main algorithm has been
designed with simplicity in mind, since it requires very low-computational effort
compared to other popular symmetric key cipher (e.g. DES, AES). The main goal
of Bogdanov et al. was to reduce the hardware cost of the implementation, to make
it suitable for ultra-constrained applications.

The algorithm is composed by 31 rounds, structured as follows:

• AddRoundKey: the 64-bit round key is XORed with the 64-bit round
ciphertext;

• SubsLayer: 16 identical 4 × 4-bit S-BOXes (see Table A.1) perform the
non-linear function, providing diffusion. The S-BOX in the PRESENT is a
bijective function SBOX : GF (4)→ GF (4), ;

• PermLayer: a linear permutation is performed after the non-linear operation,
and the round ciphertext is stored in the status register (see Table A.2). The
aim of the linear permutation is to ensure avalanche effect together with
SubsLayer in the following round. This layer can be hardwired with wire-
swapping.

Only the last round is different from the others, and it is composed only by the
AddRoundKey. All the round keys are obtained from the secret key, by using a
KeyScheduler. At each round, only the most significant 64-bit of the round key are
XORed with the round ciphertext. The final ciphertext is captured at the output of
the AddRoundKey layer at the end of the last round. As it is clear, the core of the
algorithm can be considered as a simplification of the AES, in order to reduce the
hardware footprint. The KeyScheduler is very simple, and not too far from AES key
schedule. It is composed by a 61-bit rotation of the round key, a single 4× 4 S-BOX
and an addition with the round counter.
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Table A.2. Permutation rule in PermLayer of PRESENT.

i 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
P(i) 0 16 32 48 1 17 33 49 2 18 34 50 3 19 35 51

i 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
P(i) 4 20 36 52 5 21 37 53 6 22 38 54 7 23 39 55

i 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
P(i) 8 24 40 56 9 25 41 57 10 26 42 58 11 27 43 59

i 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63
P(i) 12 28 44 60 13 29 45 61 14 30 46 62 15 31 47 63

Figure A.3. Data-path of the PRESENT-80 in [25].

A.2.1 Design of the PRESENT S-BOX

Throughout this thesis work, the 4 × 4 S-BOX used for PRESENT-80 and 4-bit
PRESENT-based crypto-cores has been implemented using a K-map synthesis,
in order to have independent logic cone for each bit. Thus, each output path is
independent, and their design can be better controlled, since the S-BOX is a critical
sub-block in a cryptographic circuit. In the following, equations for the internal
processing of the PRESENT S-BOX are given. In this 2-input Boolean synthesis
with K-map, the PRESENT S-BOX needs 47 instruction to be computed. If we
consider to share only input bits and their complementary values, the number of
instruction falls to 37.

A.3 SERPENT

The SERPENT block cipher proposed by Anderson et al. in [10] as possible candidate
for Advanced Encryption Standard in 1998. It is based on a 32 rounds substitute-
permutation network, operating on 128-bit data word, with key of length 128, 192
or 256 bits, similarly to the Rijndael. The SERPENT algorithm ranked second, just
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Table A.3. Boolean equations describing the PRESENT 4× 4 S-BOX using only 2-input
Boolean operands.

p1 = a⊕ b p11 = c · d p21 = p17 · p18 g = p14 + p15
p2 = b · c p12 = b · p8 p22 = d · p19 h = p6 + p7
p3 = c · d p13 = c · p9 p23 = p20 + p21
p4 = a+ b p14 = p10 · p11 p24 = b+ c
p5 = p1 + p2 p15 = p12 + p13 p25 = a⊕ d
p6 = p3 · p4 b⊕ d p26 = b · c
p7 = d · p5 p17 = a · b p27 = a⊕ d
p8 = c⊕ d p18 = c⊕ d p28 = p24 · p25
p9 = a⊕ b p19 = a · c e = p28 + p29
p10 = a · b p20 = c · p16 f = p22 + p23

No. of Instruction 47

in_bit0

in_bit1

in_bit2

in_bit3

out_bit0

out_bit1

out_bit2

out_bit3

a

b

c

d

e

f

g

h

S

B

O

X

Figure A.4. PRESENT S-BOX.

after the Rijndael algorithm, thus, it was not elected as the AES. The algorithm is
well suited to be implemented in a parallel fashion, adopting 32-bit slices. It takes
advantage of a 8 4× 4 S-BOX, that are smaller than Rijndael’s 8× 8 S-BOX. The
encryption operation in the SERPENT block cipher can be summarized as follows:

1. an initial permutation IP;

2. 32 rounds, consisting in a key mixing operation, substitution through S-BOXes,
and a linear transformation, expect the last round. In the last round, the
linear transformation is replaced by an additional key mixing;

3. a final permutation FP.

It has to be pointed out that in SERPENT, there are eight S-BOXes (S0 to S7) that
are used in parallel in 32 copies. They are chosen in according with the number of
the round, more precisely:

round = i→ S −BOXi = Simod8 (A.1)
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Thus, in 32 rounds, each S-BOX is used four times. Their designs have been inspired
by RC4 algorithm, as mentioned by authors in [10], and the starting point for
them has been DES S-BOXes. It has to be noted that the first formulation of the
SERPENT algorithm, reported in [24], made use of DES S-BOXes, but, in the latter
version of [10], a different and determinist design has been adopted. More details of
the implementation of SERPENT S-BOX S0 are reported in [28].
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