	List of Figures
	List of Tables
	Acronyms
	Introduction
	Motivation and context
	Research questions and objectives
	Thesis contributions
	Roadmap: from grid digitalization to urban electrification and cybersecurity
	Methodological approach and case study framework
	Thesis structure

	The Evolution of DNs and SGs
	Global and European trends in DNs
	SG technologies and key components
	SCADA systems
	AMI
	Electrical measurement devices

	DR and flexible energy management
	DR mechanisms
	Flexible Energy Communities
	ML-based DR

	Transport electrification and grid implications
	E-Mobility and grid strategies
	EVs: load and stability considerations
	Public vehicles electrification

	Challenges and barriers in SG implementation
	Methodological approaches for barrier analysis
	European case studies and quantitative assessment
	Italy
	Romania
	The Netherlands
	Slovenia
	Greece
	Cross-country comparison



	Case study: the Terni DN
	Introduction and Objectives
	Overview of the Terni DS
	Integration of DERs
	RPF and grid challenges

	SG technologies and monitoring infrastructure
	Smart metering and AMI
	SCADA and grid automation systems
	Power quality monitoring and communication systems
	EV charging infrastructure and load profiles
	Building energy management at headquarters

	Prosumers and local energy communities
	Characterization of domestic PV prosumers
	Statistical analysis of self-consumption and self-sufficiency
	DSM and storage potential

	ASM headquarters: a smart energy district
	Energy district configuration and load characteristics
	Renewable generation and smart charging
	Data acquisition, control systems, and real-time capabilities

	Role in European SG projects
	Summary and relevance to the thesis framework
	Case study within the digital energy transition
	Key challenges and opportunities identified
	Link to presented methodologies


	Enabling flexibility through digital transition
	Introduction
	Literature review
	Conceptual foundations of DT in power systems
	Digitalization in SGs
	Forecasting techniques for enhanced observability
	SE techniques for low-observability grids

	Methodology
	DT architecture and feeder modeling
	GA-based SE
	Critical MV user forecasting
	Hybrid SE with forecast-enhanced observability

	Feeder case study
	Grid topology
	Green feeder
	Energy-efficient pump replacement
	Characterization of the feeder
	Preliminary analysis on pump consumption
	Hourly load profiles
	Correlation with temperature and groundwater levels
	Weekly operational patterns
	Key findings
	Monitoring sensors and power quality behavior


	Results & analysis
	Verification of power monitoring via PQAs
	SE performance
	Scenario-based evaluation of SE performance
	SARIMA forecast for water pump station

	Conlusion

	Enabling flexibility through digital Transition
	Introduction
	Literature review
	Overview of flexibility concepts in ADNs
	Flexible resources in DSs
	Control methods for flexible resource activation
	Rule-based and threshold controls
	Optimization-based scheduling and control

	Gap analysis

	Flexibility activation framework
	Resource identification
	Virtual battery storage system
	Water pump as controllable flexible load
	PV generation and feeder-level drivers

	Operational scenarios and constraints
	Battery-based flexibility control logic
	Pump-based flexibility control logic

	Real-time feedback loop via DT

	Case study and implementation
	Battery-based flexibility demonstrator
	Pump-based flexibility case study

	Results and discussion
	Battery-based flexibility
	Pump-based flexibility
	Flexibility scenario analysis
	Performance metrics
	Baseline results
	Comparative analysis


	Conclusion

	Real-time circuit simulation and DT development for energy systems
	Introduction
	Literature review
	Dynamic phasor-based simulation: overview of DPsim
	DT applications in IESs

	Methodology
	Dynamic phasor model development and application
	Power flow simulation and circuit analysis

	Case study: ASM headquarters network
	Results & discussion
	Simulation setup and platform
	DPsim power flow simulation and validation
	Comprehensive power flow results analysis
	Dynamic behavior over extended simulation period

	Conclusion

	Forecasting, optimization, and management of smart urban mobility services
	Introduction
	Urban decarbonization and electrification of mobility and services
	Research motivation: contribution to the digital energy transition
	Objectives and structure

	Literature review
	EV charging optimization in SGs
	Smart technologies: AI, GIS, IoT, and forecasting
	Research gaps and contribution

	Methodology
	Research design and structure
	EV service management in energy districts
	MILP-based charging optimization
	AI-based anomaly detection for EVCS
	Hybrid load forecasting for EV demand


	Case study
	Overview and context
	EV fleet management in an energy district
	Smart charging infrastructure and data-driven insights
	Cross-sector integration and synthesis
	Key reflections of case study

	Results & discussion
	EV services in the energy district
	Optimization results
	Anomaly detection accuracy & benefits
	Forecasting performance and impact on grid stability
	Forecasting accuracy of EV charging sessions

	Forecasting accuracy of smart parking systems
	Forecasting accuracy and temporal dynamics
	Comparison with actual data
	Dashboard integration and public deployment


	Integrated discussion
	Synergies between charging optimization, forecasting, and fleet electrification
	Cross-sector value of AI, optimization, and digital models

	Conclusion
	Summary of key findings across urban mobility and energy services
	Future directions


	Smart energy districts: integration and electrification of waste fleet Operations
	Introduction
	Role of DSOs, multi-utility companies, and smart energy districts
	Research motivation
	Chapter objectives and structure

	Literature review
	Optimization in waste fleet management
	Electrification of municipal fleets
	Research gaps and contribution

	Methodology
	Geospatial clustering for operational zones
	Vehicle-to-cluster assignment with Hungarian algorithm
	Scenario-based electrification feasibility
	Route optimization using CVRP
	Charging scheduling optimization
	Scenario analysis and cost–benefit evaluation

	Charging-constrained CVRP for operational feasibility
	Methodological contribution and replicability

	Case study
	Waste collection operations: optimization and survey validation
	Route optimization and electrification in Narni district

	Results & discussion
	Routing optimization results
	Cluster-based zoning and routing
	Performance metrics
	Key insights and operational impact

	Fleet-to-cluster matching and efficiency gains
	Cost matrix and vehicle matching
	Adjustment for operational time constraints
	Operational and economic gains

	Electrification feasibility
	Operational feasibility based on optimized scheduling
	ICE vs. EV comparison
	Electrification scenarios and infrastructure assessment
	Economic and environmental outcomes

	Comparative assessment with traditional fleets
	Operational efficiency: ICE vs. optimized fleet
	Route performance and travel efficiency
	Economic comparison
	Strategic and environmental implications


	Integrated discussion
	Advancing sustainable urban services and role of DSOs

	Conclusion
	Reinforcing the strategic value of digital tools in urban operations


	Cyber-physical risk assessment and mitigation for the distribution feeder
	Introduction & scope
	System under protection (feeder overview)
	Anonymized feeder topology
	Assets & components
	dfi
	Trust zones & conduits (segmentation model)
	Critical functions & safety constraints
	Stakeholders & roles

	Baseline security posture
	Architecture and segmentation
	Identity and access management
	Structural gaps at baseline

	Methodology
	Standards and framing
	Threat-modeling approach
	Evidence sources
	Likelihood and impact scoring
	Setting SL-T
	Acceptance criteria and operational SLOs
	Risk register structure and prioritization

	Threat modeling
	Modeling context and data-flow surfaces
	Adversary goals and capabilities
	STRIDE enumeration by conduit
	Attack paths (illustrative)
	Path A — False-data injection to mask abnormal export (C1  Z2)
	Path B — Unsafe actuation via command abuse (C3)

	Prioritized threat scenarios (pre-mitigation scoring)
	From threats to requirements

	Vulnerability assessment
	Hardware, firmware, and OS baselines
	Protocol and network communications
	Applications, APIs, and identity
	Third-party & supply-chain exposure
	Safety-interlock and fail-safe governance

	Risk analysis & register
	Mitigation strategy & control design
	Preventive controls
	Detective controls
	Corrective & recovery controls
	Safety protections
	Control architecture summary
	Configuration and deployment patterns

	Thesis Considerations
	Verification & validation protocol
	Acceptance criteria
	Reproducibility
	Expected interpretation

	Operations and incident response
	Logging and telemetry observation
	Detection use-cases mapped to ATT&CK for ICS
	Severity, triage, and communications
	Playbook skeletons

	Compliance and assurance mapping
	Discussion and conclusion

	Conclusion and future directions
	Summary of findings
	Contributions to research and industry
	Future work

	Published material
	Bibliography

