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A B S T R A C T

An important issue in coopetitive supply chains is ensuring business confidentiality when sharing sensitive
information among partner actors. This challenge becomes even more complex in blockchain-based supply
chains due to inherent transparency, conflicting with businesses’ need to safeguard sensitive information and
posing risks to proprietary data. In this paper, we propose an approach based on permissioned blockchains to
support transactional business confidentiality in supply chains. The approach is implemented as an open-source
platform and evaluated against five non-functional requirements.
1. Introduction

Supply chain management (SCM) aims at efficiently managing the
flow of products from suppliers to end-users, ultimately enhancing
customer satisfaction while maintaining costs in check [1,2]. To meet
the demand for more practical models, cooperative competition struc-
tures have been developed within supply chains. These frameworks
seek to align supply chain members by implementing strategies that
effectively combine cooperation and competition (aka coopetition) that
offer the potential for mutually beneficial outcomes. Coopetition thus
refers to a strategic concept where actors engage in both cooperative
and competitive behaviors simultaneously [3]. It typically involves
competitors collaborating in certain areas while still competing in other
aspects of their operations [4].

Blockchain technology is emerging as a standout solution for
coopetitive scenarios [5,6]. In Section 2 we will provide an in-depth
overview of this technology, highlighting its central role in our work
and explaining why it was chosen based on specific requirements. As an
example, the use of blockchain can ensure transparency of transactions
within the supply chain even among competing actors — therefore not
fully trusting each others, enabling companies to better manage the
information flow about exchanged products, and efficiently tracking
the usage of products to record the actual performance throughout the
supply chain [7]. Traditionally, the management of confidentiality in
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supply chains has been handled using Certification Authorities-based
systems (CA) [8], which authenticate and authorize the involved actors.
However, these systems lack the programmability and flexibility that
are offered by smart contracts, which can dynamically and condi-
tionally manage access rights based on specific rules, making them
particularly suitable for coopetitive environments, where relationships
between parties often change. Although there is limited research on
the adoption of decentralized technologies with a coopetitive approach
at the industrial level, most of it focuses on supply chains [9] and
challenges such as complex relationships between organizations, trust,
engagement and knowledge exchange [10].

While the use of blockchain technology in the domain of SCM has
enhanced data transparency, traceability, and verifiability, it has placed
relatively less emphasis on a fundamental challenge in coopetition:
ensuring business confidentiality.5 Differently from data privacy [11–
14], in which the transactions are completely obfuscated to third
parties, business confidentiality aims at limiting access to sensitive,
proprietary transactional data to authorized parties while preserving
the transparency of the transaction itself, thereby reducing the risk of
such data being used against stakeholders [15–22].

In coopetitive supply chains [23], there is often the need for selec-
tive information sharing. Hence, different actors may expect varying
valuable information, such as pricing details, which must be protected
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from actors not directly involved in a specific transaction. Therefore, it
is important for an actor within the supply chain to safeguard sensitive
information and only selectively disclose non-confidential data. Indeed,
depending on the responsibilities of the parties involved in the supply
chain processes, an approach is needed (in blockchain networks) to
regulate access to crucial data, such as product information, shipping
details, and quality control records.

Therefore, in a coopetitive scenario, blockchain technology intro-
duces a layer of trust between competing entities [24]. This trust

echanism is essential in coopetitive environments, where collabora-
ion is necessary despite inherent competition. When transactions are
enerated on a smart contract involving a set of actors, all participants
ust initially trust each other, as the transaction itself is visible to

veryone. However, specific data can be obscured to ensure business
onfidentiality.

For example, consider three actors in coopetition but aiming for
joint processes to achieve common business goals. The first actor,
while collaborating, restricts access to its data from the other two,
allowing the second actor to view all data (both confidential and
non-confidential) and the third actor to view only non-confidential
data. This approach leverages blockchain to enable collaboration, de-
centralize control, and ensure that sensitive business data remains
confidential while transaction transparency is maintained among all
involved parties.

While smart contracts offer flexibility in access control, they must be
carefully designed and audited to avoid vulnerabilities that could com-
promise confidentiality or the security of transactions. In this context,
ensuring the robustness of smart contracts is essential for maintain-
ing the trust needed in coopetitive scenarios. Additionally, blockchain
technology enhances trust and transparency not only in transactions
but also in related processes like certificate generation and revocation,
pivotal for maintaining accountability. This is particularly relevant in
coopetitive environments where selective information sharing is key to
preserving business confidentiality.

The ability of smart contracts to program specific rules for access
to data based on relationships between parties marks a significant
advancement over traditional CA-based authorization systems. This
flexibility is vital for coopetitive environments. However, despite this
advantage, smart contracts still face challenges related to scalabil-
ity and performance, which stem from the computational resources
required to execute them.

Our primary focus is on addressing the issue of business confiden-
iality in coopetitive supply chains. This led us to the following key
esearch questions:

• RQ1: How can blockchain technology be leveraged to provide
business confidentiality in coopetitive scenarios?

• RQ2: To what extent does the exclusive use of blockchain
effectively achieve the business confidentiality of supply chains?

To address the research questions, we propose the B-CONFIDENT
approach and its implementation leveraging smart contracts that can
be configured to ensure that confidential data are accessible solely
o specific actors with appropriate permissions, effectively addressing
oncerns regarding business confidentiality in coopetitive supply chain

scenarios. Specifically, we developed B-CONFIDENT on top of Quo-
um [25], one of the reference permissioned blockchain technology
erived from Ethereum [26].

The rest of the paper is organized as follows. Section 2 discusses
background and related works. Section 3 describes the problem related
to business confidentiality in coopetitive scenarios. Section 4 presents
 motivating case study based on the agrifood supply chain. Then,
ection 5 outlines the design of the proposed approach to ensure
usiness confidentiality among the actors participating in a permis-
ioned blockchain through three sequential steps. Section 6 describes
he application of the proposed solution through the case study. Finally,
ection 7 reports the evaluation of the proposed approach against

several non-functional requirements, and Section 8 concludes the paper
y discussing limitations and future works.
2 
2. Background and related works

This section provides an overview of the technology used in our ap-
proach. Specifically, Section 2.1 introduces the concept of blockchain,
the main architectural characteristics, the concept of smart contracts,
nd their classification. It also explains the reasons that led us to choose
ne of the most widely used platforms for their implementation, namely
uorum. In addition to this background, Section 2.2 examines related

works that focus on SCM using blockchain technology, highlighting
arious approaches and their contributions to data confidentiality,
ransparency, traceability, and verifiability.

2.1. Background

As defined by [27], blockchain is a distributed ledger that can
record transactions between two (or more) parties efficiently and in
a verifiable and permanent way. Blockchain, in its original form, is
a distributed database technology that utilizes a tamper-proof list of
transaction records with timestamps. It finds applications in various
domains, including cryptocurrencies like Bitcoin [28]. Its revolution-
ry potential lies in enabling secure transactions between untrusted
arties over a computer network in which nobody is trusted. This is
chieved through a combination of peer-to-peer networks, consensus

mechanisms, cryptographic techniques, and market mechanisms. The
ame blockchain is derived from its essential data structure, which is a
inked list of blocks. These blocks are distributed across a decentralized
etwork, with each node maintaining the most up-to-date version and
ithin which transaction details can be found. The transaction is an
peration between users, represented by the transfer of value. When a
ew block is added to the blockchain, it is signed using cryptographic
ethods; a specific hash function is applied to the block’s content,
roducing a unique output. Each block is connected to a hash value
enerated from its own content and the hash value of the previous block
n the chain. As a result, hash values not only represent the transactions
ithin blocks but also establish the sequential order of every block. This

undamental mechanism forms the basis of the blockchain’s integrity.
ny attempt to modify a transaction would alter the hash value of its
orresponding block, thereby breaking the chain.

Blockchain offers an additional concept called smart contract, which
olds great relevance for business processes [29,30]. Business processes
ften operate according to predefined rules, dictating how they should
espond to specific conditions. Smart contracts serve as a means to
xpress these business rules encoded in a programming language.
eploying the code of a smart contract involves a specific type of

ransaction, and like any other blockchain transaction, it becomes
mmutable once deployed. By leveraging blockchain technology, un-
rusted parties can establish trust in the truthful execution of the
ode.

Blockchains vary in terms of visibility and authorization mech-
nisms applied to their operations. Public (or permissionless), and
private (or permissioned) blockchains are different types of blockchain
networks, each having its unique characteristics:

• Permissionless blockchain: it is a decentralized distributed
ledger open to anyone. Anyone can participate in the net-
work, validate transactions, and access the ledger. Permissionless
blockchains are typically based on a consensus mechanism like
Proof of Work or Proof of Stake [31]. Bitcoin and Ethereum are
examples of permissionless blockchains [28,32].

• Permissioned blockchain: it is a centralized distributed ledger
that is only accessible to restricted users. These users are typically
chosen by the organization running the network and access to
participate must be granted. In addition, they allow also for se-
lective access to transaction data. For instance, it can be set up so
that only certain users are allowed to read some transaction data,
while others not. This is useful in a variety of scenarios, such as
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in finance, healthcare, SCM (which is exactly our case) and more,
where transparency is important but sensitive information needs
to be protected. Examples of permissioned blockchain platforms
are: Quorum, Hyperledger Fabric, R3 Corda and MultiChain.

Among the sets of permissioned and permissionless blockchains, the B-
ONFIDENT approach relies specifically on permissioned blockchains.
his decision, supported by [22], stems from the need for selective net-

work access to address concerns about business confidentiality without
elying on public-key cryptography to keep data confidential, which is

rather needed in public blockchains such as Ethereum, as it offers full
transparency of transaction data.

2.2. Related works

A vast number of studies in the literature focus on the application
of blockchain technology in SCM for various purposes such as enhanc-
ing security, promoting traceability, and improving data collection.
The wide-ranging impacts and benefits of this technology, including
reducing data duplication, enhancing supply chain visibility, and pre-
venting counterfeiting, have been extensively discussed [33–39]. These
tudies highlight the use of blockchain to enhance data transparency,
raceability, and verifiability through various mechanisms including
mart contracts, Internet of Things (IoT) solutions, and certification
uthorities. Given the huge amount of studies on this topic, we focus
n highlighting only the most recent ones.

Very recently, authors in [40] propose a holistic approach that
rovides full traceability and transparency by connecting both sup-
ly chain actors and product identifications using digital certificates
sing a blockchain to manage the traceability of the product and
alidate identities. To create and validate the certificates, and set up
he chain of trusts, a public key infrastructure is designed as part
f the proposal. Similarly, authors in [39] propose a solution ensur-
ng confidential information sharing between the organizations in the

supply chain via a multi-chain framework, which guarantees access
to the implemented Hyperledger network via a certification authority
access control. However, these solutions rely on a centralized and
ierarchical trust model and a central entity for certificate validation. In

another study, authors in [41] explore a multidimensional, blockchain-
based platform integrating the Internet of Things (IoT) and Building
Information Modelling (BIM) to enhance supply chain management
in offsite manufacturing. They developed the IoT-BIM-BCT platform
characterized by a three-layered SCM Model to address traceability
issues and information exchange incompatibilities by focusing on real-
time communication and interoperability from planning to installation.
Further, authors in [42] propose a blockchain-based traceability model
to ensure accurate traceability, transparent information transmission,
nd secure storage. They introduced a decentralized, tamper-proof

blockchain system and a verifiable delegated proof of stake (VDPoS)
scheme to tackle centralization and security concerns.

Current solutions do not place so much emphasis on ensuring busi-
ess confidentiality among network participants. To fill this gap, authors
n [43,44] have introduced a novel technique that integrates blockchain
echnology with Multi-Authority Attribute-Based Encryption (MA-ABE)
o regulate data access in the scenario of multi-party business oper-

ations. The method also leverages the usage of IPFS (InterPlanetary
File System) for preserving information artifacts, access regulations and
metadata. Smart contracts are used here to manage user attributes,
establish access grants to the process participants, and save the con-
nection to IPFS files. The authors implemented such an approach in the
CAKE [44] and MARTSIA [43] systems. Similarly, authors in [45] take
dvantage of permissioned blockchain technology to store traceability
ata. Particularly, they propose a solution providing transparency to
ll the partners involved while preserving the confidentiality of their
espective critical data in the Multichain blockchain. To preserve busi-
ess confidentiality, the confidential data are not directly inserted into
 o

3 
the blockchain, but only the derived information (i.e., data encryption
nd the hash before encryption) allowing to prove the unicity, integrity
nd authenticity of the actual confidential data.

Also, authors in [46] propose a Confidentiality-Minded Framework
(CMF) for secure Building Information Modeling (BIM) design collab-
oration. The CMF is built on two decentralized networks: an IPFS
network for storing large-sized design files and a blockchain network
to keep and exchange design information. They developed innovative
modules to provide: (i) an access control model to prevent unauthored
access to sensitive data in a transparent blockchain and (ii) strategies
for design coordination.

All these methods depend on public-key cryptography to meet
usiness confidentiality. The implementation of these approaches may
e complex and not feasible in supply chain scenarios involving a high
olume of data. In this direction, the next sections will present the B-

CONFIDENT solution, which targets to ensure business confidentiality
among blockchain participants without delving into public-key cryp-
tography, while at the same time satisfying: (i) data transparency, (ii)
traceability, and (iii) verifiability requirements.

3. Problem description

The application of permissioned blockchain technology in coopeti-
ive environments, while upholding business confidentiality, is one of the

greatest obstacles in supply chain selective information sharing. In the
following, we formalize the scenario under study.

In a coopetitive supply chain scenario using a permissioned
lockchain, we define 𝑈 as the set of the involved actors. Among the
nvolved actors in 𝑈 , we determine different classes of actors 𝐾. The set

is therefore defined as 𝑈 =
{
⋃

∀𝑘∈𝐾 𝐴𝑘
}

, where 𝐴𝑘 is the set of actors
f the same class 𝑘. In this scenario, we identify groups of actors 𝐴 ⊆ 𝑈
nvolving actors of different classes 𝐾𝐴 ⊆ 𝐾 who cooperate together
n a specific activity of the process, i.e., 𝐴 =

{
⋃

∀𝑘∈𝐾𝐴
𝐴𝑘

}

. During
heir interactions, the actors 𝐴 exchange data fields 𝐷 also including
onfidential data.

We then formalize a smart contract as follows:

𝑆 𝐶 = (𝐴, 𝐷 , 𝐶 𝐹 𝐷) (1)

where 𝐴 ⊆ 𝑈 denotes the set of actors involved, 𝐷 refers to the set
of data fields, and 𝐶 𝐹 𝐷 refers to the set establishing the subsets of
accessible confidential data fields. Specifically, 𝐴 is characterized by
(i) the subset 𝑊 ⊆ 𝐴, which includes actors authorized to write data
and are usually of the same class 𝑘 ∈ 𝐾𝐴, and (ii) the subset 𝑅 ⊆ 𝐴,
which includes the actors authorized to read data. 𝐷 is divided into
non-confidential data 𝑁 𝐶 and confidential data 𝐶, with 𝐷 = 𝑁 𝐶 ∪ 𝐶
and 𝑁 𝐶 ∩ 𝐶 = ∅. Finally, for each different class of actor 𝑘 ∈ 𝐾𝐴,
subsets of confidential data 𝐶𝑘 ⊆ 𝐶 are defined to characterize the set
𝐶 𝐹 𝐷 =

{
⋃

∀𝑘∈𝐾𝐴
𝐶𝑘}, which contain different sets of confidential data

fields for each different class.
Given a smart contract 𝑆 𝐶 = (𝐴, 𝐷 , 𝐶 𝐹 𝐷), a transaction 𝑇 generated

fter its execution is defined as follows:

𝑇 = (𝑤,(𝐷),  ) (2)

where, 𝑤 ∈ 𝑊 ⊆ 𝐴 is the actor generating the transaction (the one that
writes data), (𝐷) is an instance of the data fields 𝐷, and   is the set
defining access of the actors to confidential data. Each data field 𝑑 ∈ 𝐷
as its own domain (𝑑) and  represent an assignment of each data

field 𝑑 to a value 𝑣 ∈ (𝑑). The set   = {(𝑟, 𝐶𝑘) ∣ ∀𝑘 ∈ 𝐾𝐴 ∧ 𝑟 ∈
𝑅𝐶 ⊆ 𝐴𝑘∧𝐶𝑘 ∈ 𝐶 𝐹 𝐷} defines and regulates access to confidential data
ields 𝐶, where 𝐶𝑘 ∈ 𝐶 𝐹 𝐷 represents the subset of confidential data
ield accessed by the actor 𝑟 of class 𝑘, and 𝑅𝐶 ⊆ 𝐴𝑘 is the set of actors
f the same class 𝑘 authorized to access confidential data fields 𝐶. Thus,
 𝐹 contains tuples specifying that each authorized actor 𝑟 ∈ 𝑅𝐶 ⊆ 𝐴𝑘

𝑘
f class 𝑘 can access their designated subset of confidential data 𝐶 .
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Fig. 1. An example of instantiation of the business confidentiality property.

Definition 3.1 (Business Confidentiality). Given a transaction 𝑇 =
(𝑤,(𝐷),  ) generated by the execution of a smart contract 𝑆 𝐶 =
(𝐴, 𝐷 , 𝐶 𝐹 𝐷). Business confidentiality is defined as the property that
guarantees that:

• each actor 𝑎 ∈ 𝐴 is allowed to access the non-confidential data
fields NC and their associated values (𝑁 𝐶);

• each actor 𝑟 ∈ 𝑅𝐶 of class 𝑘 is restricted to access its designed
subset of confidential data fields 𝐶𝑘 as specified by   , and their
associated values (𝐶𝑘) ⊆ (𝐶).

Fig. 1 shows, as an example, an instantiation of the business confi-
dentiality property. In this example, 𝐴 = {𝑒, 𝑓 , 𝑔 , ℎ, 𝑖, 𝑗} represents the
set of actors of six different classes 𝐾𝐴 = {𝐸 , 𝐹 , 𝐺 , 𝐻 , 𝐼 , 𝐽} involved
in the smart contract 𝑆 𝐶, 𝐷 =

{
⋃6

𝑖=1 𝑥𝑖
}

is the set of managed data,
and 𝐶 𝐹 𝐷 =

{

𝐶𝐹 = {𝑥1}, 𝐶𝐺 = {𝑥2, 𝑥3}, 𝐶𝐻 = {𝑥4}
}

is the set defining
the subsets of accessible confidential data and 𝑅𝐶 = {𝑓 , 𝑔 , ℎ} is the set
of actors accessing confidential data. As defined in Definition 3.1, if
a transaction 𝑇 = (𝑒,(𝐷),  ) with   = {(𝑓 , 𝐶𝐹 = {𝑥1}), (𝑔 , 𝐶𝐺 =
{𝑥2, 𝑥3}), (ℎ, 𝐶𝐻 = {𝑥4})} exists, it means that:

• 𝑓 is the only one that can access 𝑥1 and read its stored value (𝑥1);

• 𝑔 is the only one that can access both 𝑥2 and 𝑥3, thus also reading
their stored values (𝑥2) and (𝑥3);

• ℎ is the only one that can access 𝑥4 and read its stored value (𝑥4);

• 𝑖 and 𝑗 can access only the non-confidential data fields 𝑥5 and 𝑥6,
thus also reading their stored values (𝑥5) and (𝑥6). This is also
true for 𝑓 , 𝑔, and ℎ.

In general, a transaction 𝑇 generated by a given actor 𝑎 ∈ 𝐴 by
xecuting 𝑆 𝐶 will guarantee access to (in other words, will guarantee

the possibility to read) the instance of non-confidential data fields
(𝑁 𝐶) to all the actors 𝐴, and the access to the instance of confidential
ata fields (𝐶) to the actors 𝑅𝐶 , regulated by   .

4. The case study

In this section, we present a motivating case study from the agrifood
industry to illustrate how permissioned blockchain technology can be
everaged to provide business confidentiality in coopetitive scenarios
nd to frame our key research question (RQ1) introduced in Section 1.

The application of blockchain in agrifood industry supply chains, par-
icularly in the wine sector, deserves special attention for the following

reasons:

• Economic contribution: the agrifood industry, including the wine
sector, is a significant driver of the global economy. It contributed
approximately USD 1.264 trillion to the U.S. economy in 2021,
4 
about 5.4% of the total GDP [47]. In 2018, the European Union
(EU) did really well in selling agricultural and food products to
other countries, making a surplus of EUR 21 billion. Especially the
Italian wine sector holds a prominent position on the global stage,
with exports amounting to 6.3 billion Euros and 21.3 million
hectoliters in 2019 [48];

• Complex supply chain: the agrifood industry is intricate and in-
volves various stakeholders. A wine supply chain, in particular,
includes several actors including grape growers, wine producers,
certifying authorities, agronomists, distributors, fillers, resellers,
and consumers, each with distinct responsibilities. This diversity
of roles underscores the necessity for precise tracking and tracing
of elements throughout the supply chain. Our focus is specifically
on the agrifood supply chain of the wine, using it as a case study
(see Fig. 2 for a high-level example);

• Coopetitive context : in the wine sector, coopetitive environment
demands a balance between collaboration and competition, em-
phasizing the role of business confidentiality. Alongside the
increasing importance of transparency, protecting proprietary
information is vital for wine producers [49].

Fig. 2 presents a BPMN (Business Process Modeling and Notation)6

choreography diagram showing the interaction in the wine supply
chain serving as a running example, between the following participants:
grape grower, wine producer, filler, distributor, certifying authority,
agronomist, resellers, and consumers. A BPMN choreography diagram
defines how participants coordinate their interactions. The focus is
herefore not on the work being done but rather on the exchange of

information between the involved parties. This means that a BPMN
choreography acts as a contract between all involved parties. Once
this contract is defined, each party can transform it into their private
process, or all parties can work together to transform the choreography
into a collaboration diagram. Such characteristics perfectly fit the
requirements needed for the B-CONFIDENT approach.

Below, we describe the interactions between the aforementioned
articipants.

• Agronomist: The agronomist interacts with both the grape
grower and the certifying authority. In the first case, the
agronomist sends all collected environmental data to the grape
grower. This data is essential for assessing the quality and suit-
ability of the vineyard. The agronomist also communicates the
results of quality controls to the certification authority.

• Grape Grower: The grape grower collaborates with the wine
producer by sending data on the grape harvest and also sends
destination data to the filler. For verification purposes, the grape
grower interacts with the certification authority to confirm that
the provided harvest data complies with the standards.

• Wine Producer: The wine producer records the list of products
used and communicates it to the filler. Additionally, they collabo-
rate with the certification authority to obtain certification for the
list of products used in production.

• Certifying Authority: The certification authority plays a crucial
role in maintaining the quality and authenticity of the wine
production process. It interacts with all actors in the supply chain
to receive quality control data from the agronomist, harvest data
from the grape grower, wine product lists from the wine producer,
batch numbers from the reseller, and transport data from the
distributor.

6 Business Processing Modeling Notation is a standard language, proposed
by the Object Management Group (OMG), to design business processes. We
refer here to the last release of BPMN, namely BPMN v2.0 – http://www.omg.
org/spec/BPMN/2.0/.

http://www.omg.org/spec/BPMN/2.0/
http://www.omg.org/spec/BPMN/2.0/
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Fig. 2. The BPMN choreography of a wine supply chain.
• Distributor: The distributor collaborates with the reseller by
providing pricing information, interacts with the filler to receive
tracking codes, and sends transport-related data to the certifi-
cation authority to ensure that the wine is transported while
maintaining product integrity. Considering the business confiden-
tiality issue (cf. Section 3), in a situation where a single wine
distributor sells his wine to multiple resellers, it may expect a dif-
ferent sale price among the different resellers. It is crucial to hide
the price information to the resellers not involved in a particular
sale. Let us consider an example scenario involving the distrib-
utor class interactions (cf. the BPMN choreography in Fig. 2).
Suppose we have a set of actors involving two distributors (𝑑1
and 𝑑2), two resellers (𝑟1 and 𝑟2), and a certification authority 𝑐 𝑎1
(i.e., 𝐴 =

{

𝐴𝑑 𝑖𝑠𝑡 = {𝑑1, 𝑑2}, 𝐴𝑟𝑒𝑠 = {𝑟1, 𝑟2}, 𝐴𝑐 𝑒𝑟𝑡 = {𝑐 𝑎1}
}

), which
are involved in a smart contract 𝑆 𝐶 managing data 𝐷 regard-
ing sales (i.e., 𝑠𝑎𝑙 𝑒𝑃 𝑟𝑖𝑐 𝑒, 𝑝𝑟𝑜𝑑 𝑢𝑐 𝑡𝑁 𝑎𝑚𝑒, 𝑎𝑚𝑜𝑢𝑛𝑡, 𝑟𝑒𝑠𝑒𝑙 𝑙 𝑒𝑟𝑁 𝑎𝑚𝑒 and
𝑠𝑎𝑙 𝑒𝐷 𝑎𝑡𝑒) and transportation (i.e., 𝑏𝑎𝑡𝑐 ℎ𝑁 𝑢𝑚𝑏𝑒𝑟 and 𝑑 𝑒𝑠𝑡𝑖𝑛𝑎𝑡𝑖𝑜𝑛),
with accessible confidential data defined as 𝐶 𝐹 𝐷 =

{

𝐶𝑟𝑒𝑠 =
{𝑠𝑎𝑙 𝑒𝑃 𝑟𝑖𝑐 𝑒, 𝑟𝑒𝑠𝑒𝑙 𝑙 𝑒𝑟𝑁 𝑎𝑚𝑒}, 𝐶𝑐 𝑒𝑟𝑡 = {𝑏𝑎𝑡𝑐 ℎ𝑁 𝑢𝑚𝑏𝑒𝑟, 𝑑 𝑒𝑠𝑡𝑖𝑛𝑎𝑡𝑖𝑜𝑛}}.
When the distributor 𝑑1 generates a transaction, it assigns values
to the data field depending on the specific domain  of the
various data, i.e., (𝐷) = {𝑠𝑎𝑙 𝑒𝑃 𝑟𝑖𝑐 𝑒 = 50e, 𝑝𝑟𝑜𝑑 𝑢𝑐 𝑡𝑁 𝑎𝑚𝑒 =
𝑐 ℎ𝑎𝑟𝑑 𝑜𝑛𝑛𝑎𝑦, 𝑎𝑚𝑜𝑢𝑛𝑡 = 7, 𝑟𝑒𝑠𝑒𝑙 𝑙 𝑒𝑟𝑁 𝑎𝑚𝑒 = 𝐶 𝑎𝑝𝑟𝑖𝑔 𝑙 𝑖𝑎𝑛𝑜, 𝑠𝑎𝑙 𝑒𝐷 𝑎𝑡𝑒 =
23∕01∕2024, 𝑏𝑎𝑡𝑐 ℎ𝑁 𝑢𝑚𝑏𝑒𝑟 = 32, 𝑑 𝑒𝑠𝑡𝑖𝑛𝑎𝑡𝑖𝑜𝑛 = 𝑏𝑜𝑟𝑔 𝑜𝑔 𝑛𝑎}. Also,
it defines the   set s.t.   = {(𝑟1, 𝐶𝑟𝑒𝑠), (𝑐 𝑎1, 𝐶𝑐 𝑒𝑟𝑡)}, meaning
that only the reseller 𝑟1 can access the 𝑝𝑟𝑖𝑐 𝑒 data and only
the certification authority 𝑐 𝑎1 can access the 𝑏𝑎𝑡𝑐 ℎ𝑁 𝑢𝑚𝑏𝑒𝑟 and
𝑑 𝑒𝑠𝑡𝑖𝑛𝑎𝑡𝑖𝑜𝑛. The other involved actors, i.e., 𝑑2 and 𝑟2, can only
access the non confidential data, i.e, 𝑝𝑟𝑜𝑑 𝑢𝑐 𝑡𝑁 𝑎𝑚𝑒, 𝑎𝑚𝑜𝑢𝑛𝑡 and
𝑠𝑎𝑙 𝑒𝐷 𝑎𝑡𝑒. Such a condition is pivotal in the context of blockchain
technology and B-CONFIDENT proposes a solution (detailed in
Section 5) to maintain sensitive data, such as sales information,
confidential.

• Filler: The filler generates and tracks the codes, which are then
communicated to the distributor. Additionally, they collaborate
with the certification authority to certify the QR codes. Finally,
they also provide the QR codes to the consumer, enabling
product monitoring.

• Reseller: The reseller interacts with the certifying authority by
transmitting batch numbers for their certification and with the
distributor, from whom they receive pricing information.

• Consumer: The consumer is the final recipient and interacts only
with the filler through the QR code, which allows tracing the
product through the entire production process.

B-CONFIDENT envisions a tailored smart contract for each actor
involved in the wine supply chain, as described in Section 6.
5 
5. The B-CONFIDENT approach

The proposed approach has been conceptualized and designed to
enable business confidentiality among actors participating over a permis-
sioned blockchain while at the same time ensuring data transparency,
traceability, and verifiability. The approach consists of 3 operational
stages to be applied in sequence: (i) Smart Contract Deployment, (ii)
Transaction Initiation, and (iii) Supporting Business Confidentiality, as
depicted in Fig. 3. Notably such steps are useful not only to tackle the
technical requirements but also to serve as our answer to RQ1.

Smart contract deployment. A BPMN choreography diagram serves as
the starting point of this stage. Indeed, the total number of deployed
smart contracts depends on the number of different classes of actors
involved in the BPMN choreography diagram (i.e., |𝐾|). When a smart
contract is deployed, the identifiers of actors of different classes par-
ticipating in the choreography (i.e., 𝐴 ⊆ 𝑈 =

{
⋃

∀𝑘∈𝐾 𝐴𝑘
}

) are placed
in a list called PrivateFor. The identifiers of the actors are their wallet
addresses. In case a smart contract is deployed as public among all the
blockchain participants, the set 𝐴 coincides with the set 𝑈 . Given a
smart contract 𝑆 𝐶 = (𝐴, 𝐷 , 𝐶 𝐹 𝐷) as defined in Section 3, we foresee
the use of both getter and setter functions to read and write both 𝑁 𝐶
and 𝐶 data fields. Specifically, for confidential data 𝐶, the number of
get and set functions is determined by:

(1) ∀𝐶𝑘 ∈ 𝐶 𝐹 𝐷 ,∃𝑤 ∈ 𝑊 ⟹ ∃ 𝑠𝑒𝑡(𝐶𝑘) ∶ 𝑤 → (𝐶𝑘)
(2) ∀𝐶𝑘 ∈ 𝐶 𝐹 𝐷 ⟹ ∃ 𝑔 𝑒𝑡() ∶ ∀𝑟 ∈ 𝑅𝐶 ⊆ 𝐴𝑘 → (𝐶𝑘)

While, for non-confidential data 𝑁 𝐶, it holds:

(3) ∀𝑛𝑐 ∈ 𝑁 𝐶 ,∃𝑤 ∈ 𝑊 ⟹ ∃ 𝑠𝑒𝑡(𝑛𝑐) ∶ 𝑤 → (𝑛𝑐)
(4) ∀𝑛𝑐 ∈ 𝑁 𝐶 ⟹ ∃ 𝑔 𝑒𝑡() ∶ ∀𝑟 ∈ 𝑅 → (𝑛𝑐)

Transaction initiation. Actors utilize their smart contracts to initiate
transactions, securely updating the blockchain state through prede-
fined logic and representing specific actions within the supply chain.
Transactions can happen in both reading and writing modes, but only
writing transactions will be recorded on the blockchain, as they modify
its state. When a transaction 𝑇 is initiated by an originator 𝑤 ∈ 𝑊
and broadcasted to actors 𝐴 within the PrivateFor list, it is initially
represented as a block and consequently validated. It is worth noticing
that transactions occurring on a smart contract, are visible only by
explicitly declared actors of the PrivateFor list.

Supporting business confidentiality. Concerning transaction 𝑇 generated
from the execution of a smart contract 𝑆 𝐶, to address the business
confidentiality concern outlined in Section 3, two lists are considered,
i.e., PrivateFor and ConfidentialFor lists. The PrivateFor list is derived
from the 𝑆 𝐶 definition and consists of actors 𝐴 ⊂ 𝑈 involved in the
smart contract, while the ConfidentialFor list encompasses the subset of
actors 𝑅𝐶 ⊂ 𝑅 that can access confidential data 𝐶 of transaction 𝑇 as
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Fig. 3. Implemented approach with transaction data: C and NC fields.
dictated by   . During the validation of transaction 𝑇 of 𝑆 𝐶 with the
set 𝐷 of data fields, the PrivateFor list is checked to ensure that only
the actors 𝐴 access the 𝑁 𝐶 fields in 𝑇 while 𝑈 ⧵ 𝐴 cannot. Then, the
ConfidentialFor list is examined to guarantee that solely the confidential
𝑅𝐶 actors have access to the confidential data fields 𝐶 in 𝑇 . Access to
NC and C fields, in both writing and reading mode, is regulated by the
getter and setter functions as defined above.

6. B-CONFIDENT in action

In this section, we provide some implementing details. We then
show the technical steps enacted to develop the B-CONFIDENT ap-
proach as a real implemented platform, then instantiated on the use
case scenario of Section 4. This also serves for demonstration purposes
of our artifact.

B-CONFIDENT is entirely built on the GoQuorum7 (a version of
Quorum) blockchain. Quorum is a permissioned blockchain platform
that is based on a modified version of the Ethereum protocol, which
allows the use of smart contracts and the execution of decentralized
applications. The smart contracts are implemented using Solidity,8 an
Ethereum native programming language. Due to these reasons, we
opted to use Quorum which aligns perfectly with our specific needs.
GoQuorum particularly, is a lightweight fork of the Geth9 client and im-
plements Proof of Authority (PoA) consensus mechanisms, specifically
through the IBFT10 (Istanbul Byzantine Fault Tolerance) variant, which
operates when participants know each other and have a certain level
of mutual trust, such as in a permissioned consortium network. PoA
consensus protocols have faster block times and a much greater trans-
action throughput than the Proof of Work (PoW) or Proof of Stake (PoS)
protocols, with a group of nodes in the network acting as validators in
the GoQuorum PoA consensus (QBFT and IBFT). The privateFor trans-
action field is managed by Tessera,11 a private transaction manager
that guarantees privacy by encrypting transaction data and securely
exchanging payloads between Tessera nodes. Tessera operates inde-
pendently of private keys and can utilize an enclave for cryptographic
functionality. In our implementation, GoQuorum is configured as a
zero-gas network. While gas is the unit that measures the computational
effort required for transaction execution, GoQuorum removes the need
for gas fees unless explicitly enabled. Specifically, transactions consume
computational resources (with associated costs), where the cost unit is

7 Cf. https://docs.goquorum.consensys.net/concepts/consensus.
8 Cf. https://soliditylang.org/.
9 Cf. https://geth.ethereum.org/.

10 Cf. https://docs.goquorum.consensys.io/concepts/consensus.
11 Tessera is an open-source private transaction manager developed under

the Apache 2.0 license and written in Java, cf. https://docs.tessera.consensys.
io/.
6 
Fig. 4. Deployment of a private smart contract in the Quorum-based implemented
approach.

gas, priced at the gas price per unit. The transaction cost is the gas
used multiplied by the gas price. In public Ethereum networks, the
transaction cost is paid by the sender in Ether and received by the miner
or validator, whereas in private networks like GoQuorum, validators
are network participants and no gas incentive is required. This is
beneficial for private networks where validators are known and there
is no need for economic incentives to process transactions. However,
this does not exclude an estimate in terms of gas for transactions, to
assess the effort required by the network to execute and validate them.
In our case, it was not relevant since no tokens were planned for the
network.

The first step of the approach is the Smart Contract Deployment.
Since the number of different classes of actors involved in the BPMN
choreography diagram depicted in Fig. 2 is eight (i.e., |𝐾| = 8), the total
number of smart contracts deployed will also be eight. The details of
these smart contracts are discussed as follows.12

The agronomist actor engages with its smart contract in supply
chain activities for wine health, cultivation data and quality control
data. The grape grower actor uses its smart contract for grape-related
rules and vineyard data. The wine producer actor oversees wine trans-
formation via smart contracts, monitoring production with the filler.

12 All the artifacts (platform and smart contracts of the case study) are acces-
sible at https://tinyurl.com/bconfident-code, in order to guarantee complete
repeatability of the research outcomes.

https://docs.goquorum.consensys.net/concepts/consensus
https://soliditylang.org/
https://geth.ethereum.org/
https://docs.goquorum.consensys.io/concepts/consensus
https://docs.tessera.consensys.io/
https://docs.tessera.consensys.io/
https://tinyurl.com/bconfident-code
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1 function setSaleData(string memory _salePrice, string memory _productName, string memory _amount, string memory _resellerName,
string memory _saleDate, address[] memory confidentialFor) public {↪

2 //check if msg.sender is in privateFor list
3 require(authorized[msg.sender]); //msg.sender = address of the caller
4 //set sale data fields
5 sales[idSaleSerial].salePrice = _salePrice;
6 sales[idSaleSerial].productName = _productName;
7 sales[idSaleSerial].amount = _amount;
8 sales[idSaleSerial].resellerName = _resellerName;
9 sales[idSaleSerial].saleDate = _saleDate;

10 //each address specified in the confidentialFor array is authorized to get the sale data
11 for(uint i=0; i<confidentialFor.length; i++){
12 if(confidentialFor[i] != address(0)){ //address(0) = null address
13 allowedAddressesSales[idSaleSerial][msg.sender] = true;
14 allowedAddressesSales[idSaleSerial][confidentialFor[i]] = true;
15 }
16 }
17 idSaleSerial++; //increments the serial number of the sales made.
18 }

Listing 1: Solidity code snippet for the setSaleData function.
Fig. 5. Initiating a write transaction: schema (a) and values (b).
Distributor, filler, and reseller actors utilize their smart contracts for
shipping, filling, and distribution processes, ensuring data integrity and
quality control. In addition, the certifying authority engages with all
the smart contracts in the blockchain network to verify wine-related
information authenticity, ensuring accurate and transparent certifica-
tion processes. The consumer actor engages with the filler to retrieve
product information, including lot number, origin, grape variety, and
certifications, using a QR code. Fig. 4, as an example, illustrates the
deployment of a smart contract over the Quorum blockchain, incorpo-
rating the PrivateFor list useful for the next stages of the implemented
approach.

The Transaction Initiation comes into play when any actor en-
gages with its respective smart contract, thus generating a transaction.
This transaction will be visible to all the actors defined in the PrivateFor
list of that specific smart contract, namely actors 𝐴. These actors can
interact with their dedicated smart contracts through a designated user
interface that allows to use getter and setter functions as regulated by
  .

For supporting business confidentiality, Listing 1 illustrates the
process of a write transaction using as an example the setSaleData
function of the smart contract between the distributor, reseller and
certification authority actors. This function takes as input the sale data
fields (i.e., _salePrice, _productName, _amount, _resellerName, _saleDate)
and the confidentialFor list as an array. It begins by checking whether
the transaction originator (i.e., msg.sender) is authorized to execute the
transaction, verifying its inclusion in the PrivateFor list (line 3). The
function proceeds only if the originator is authorized. Subsequently,
lines 5 to 9 set the values of the sale data fields, while lines 11 to
7 
16 grant read access to confidential data fields 𝐶 ⊂ 𝐷 to each actor
in the set 𝑅𝐶 ⊂ 𝑅 of confidentialFor list. Fig. 5 provides an example of
initiating a write transaction in the setSaleData function through a
dedicated user interface.

In a similar way, Listing 2 shows how a read transaction is managed
when the getSaleData function is used. The function begins by checking
if the function caller msg.sender is authorized to access the data (line
3), i.e., it is included in the privateFor list. It is then checked if the
unique identifier of the caller is set in the setSaleData function as
allowedAddressesSales (line 5), to ensure that only actors 𝑅𝐶 ⊂ 𝑅 can
read the confidential data 𝐶 (line 6). Conversely, an error is returned
to the function caller (line 8).

In the following, for the sake of understanding, we instantiate the
example scenario of Section 4 in which we have two distributors (𝑑1
and 𝑑2), two resellers (𝑟1 and 𝑟2), and a certification authority 𝑐 𝑎1 where
𝑑1 generates the following transaction 𝑇 = (𝑑1,(𝐷),  ) by executing
the smart contract 𝑆 𝐶 = (𝐴, 𝐷 , 𝐶 𝐹 𝐷):

• 𝐴 =
{

𝐴𝑑 𝑖𝑠𝑡 = {𝑑1, 𝑑2}, 𝐴𝑟𝑒𝑠 = {𝑟1, 𝑟2}, 𝐴𝑐 𝑒𝑟𝑡 = {𝑐 𝑎1}
}

⟹

the privateFor list contains the wallet addresses of actors 𝐴 =
{𝑑1, 𝑑2, 𝑟1, 𝑟2, 𝑐 𝑎1}; specifically 𝑊 = {𝑑1, 𝑑2}, 𝑅 = {𝑟1, 𝑟2, 𝑐 𝑎1},
𝑅𝐶 = {𝑟1}.

• 𝐶 𝐹 𝐷 = {𝐶𝑟𝑒𝑠 = {𝑠𝑎𝑙 𝑒𝑃 𝑟𝑖𝑐 𝑒, 𝑝𝑟𝑜𝑑 𝑢𝑐 𝑡𝑁 𝑎𝑚𝑒, 𝑎𝑚𝑜𝑢𝑛𝑡, 𝑟𝑒𝑠𝑒𝑙 𝑙 𝑒𝑟𝑁 𝑎𝑚𝑒,
𝑠𝑎𝑙 𝑒𝐷 𝑎𝑡𝑒}}13;

13 We omitted 𝐶𝑐 𝑒𝑟𝑡 from the set CFD to improve understandability of the
example and to maintain consistency with the presented section.
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1 function getSaleData(uint256 _saleId) public view returns(string memory, string memory, string memory, string memory, string
memory) {↪

2 //check if msg.sender is in privateFor list
3 require(authorized[msg.sender]); //msg.sender = address of the caller
4 //returns the sale’s data if the msg.sender address was previously authorized
5 if (allowedAddressesSales[_saleId][msg.sender] == true) {
6 return (sales[_saleId].salePrice, sales[_saleId].productName, sales[_saleId].amount,

sales[_saleId].resellerName, sales[_saleId].saleDate);↪

7 } else {
8 revert("User not authorized");
9 }

10 }

Listing 2: Solidity code snippet for the getSaleData function.
m
E

i

s

b

– applying (1): 𝐶𝑟𝑒𝑠, 𝑑1 ⟹ 𝑠𝑒𝑡𝑆 𝑎𝑙 𝑒𝐷 𝑎𝑡𝑎(𝐶𝑟𝑒𝑠) ∶ 𝑑1 → (𝐶𝑟𝑒𝑠)
– applying (2): 𝐶𝑟𝑒𝑠 ⟹ 𝑔 𝑒𝑡𝑆 𝑎𝑙 𝑒𝐷 𝑎𝑡𝑎() ∶ 𝑟1 → (𝐶𝑟𝑒𝑠)

• 𝐶 𝐹 = {(𝑟1, 𝐶𝑟𝑒𝑠)} ⟹ the confidentialFor list contains the wallet
address of actors 𝑅𝐶 = {𝑟1};

This means that:

• when 𝑑1 call setSaleData function for a sale, 𝑟1 is granted access
to data fields of that sale (𝐶𝑟𝑒𝑠);

• when 𝑟1 call getSaleData function of a particular sale it can read
the data fields only if it was previously authorized. Since 𝑟1 was
granted access in the previous step, therefore the sale data fields
(𝐶𝑟𝑒𝑠) are safely returned to 𝑟1;

• when 𝑟2 call getSaleData function of the sale between 𝑑1 and 𝑟1,
an error is returned because it was not previously authorized.

It is worth noticing that we just focused on accessing 𝐶 fields, as
this is the primary objective of the paper. However, the implemented
approach encompasses additional functions specifically designed for
writing/reading also 𝑁 𝐶 fields, which are not included here for the
sake of simplicity (but still accessible in the source code of the
smart contracts). B-CONFIDENT has been implemented as a standalone
latform available for download at https://tinyurl.com/bconfident-

code.

7. Evaluation

In this section, we aim to understand the general quality of the
-CONFIDENT approach (and its implementation) in addressing RQ2.
o this end, we analyze five non-functional requirements of the ar-
ifact: effectiveness, feasibility, reliability, scalability, and robustness.
pecifically, to evaluate the effectiveness of our approach, we compare
t with CAKE [44], an approach with similar objectives as ours. Then, to
ssess its feasibility, we perform a controlled experiment involving real
sers exploiting the use case of Section 4. Lastly, we perform many

synthetic experiments to assess the reliability, scalability, and robust-
ness of B-CONFIDENT evaluating the performance of the underlying
permissioned blockchain network.

Evaluating the effectiveness. To investigate the effectiveness of the B-
ONFIDENT approach, we compared it with the CAKE approach [44]
ince it achieves business confidentiality in the context of multi-party
usiness processes. Specifically, it combines blockchain technology
nd Attribute-Based Encryption (ABE) to control data access among
etwork participants which we would like to neglect. Differently from
s, whereas B-CONFIDENT is equipped with a graphical user interface
GUI), CAKE operates entirely through a command-line interface (CLI).
n addition, CAKE is openly available on Github and provide two
mplementations (one for the EVM and one for the Algorand Virtual
achine (AVM)), distributed within Docker containers. Notably, since

he difference in interface types might have influenced user responses,
e implemented two key actions to mitigate potential confounding
ffects:
 h

8 
• Preliminary training : although the selected users were unaware
of both B-CONFIDENT and CAKE before the experiment, we
provided equivalent training sessions for both interfaces to ensure
participants had a proper understanding of the features and could
use each interface without bias due to unfamiliarity.

• Qualitative feedback: during the testing, we collected qualitative
feedback to capture user experiences with the interfaces, which
helped us in identifying any difficulties related to the inter-
face type. At this stage, we have not encountered any feedback
indicating that the interface type systematically influenced the
responses.

To assess the effectiveness, we conducted a user study based on
the use case presented in Section 4 with 40 different MSc students
enrolled in the Enterprise Information Systems (EIS) course at Sapienza
Università di Roma. Specifically, we denote two distinct groups of users

ade up of 20 people each: p1 and p2. It is worth noticing that all the
IS students involved in the user study can be considered expert users

in business process modeling and security.
We investigated the following experimental hypothesis H1: Employ-

ng the B-CONFIDENT approach, thus neglecting asymmetric cryptographic
functionalities, is easier than employing the CAKE approach which requires
manually ciphering confidential data among actors to achieve business
confidentiality.

Then, to support or reject H1, a between-subject approach was used,
i.e., each user in p1 and p2 respectively was assigned to a different
experimental condition, related to the exclusive use of B-CONFIDENT
(c1) or CAKE (c2) to perform the required steps for the enactment
of the use case. Any user in p1 (p2, respectively) was preliminarily
instructed about the functionalities of B-CONFIDENT (CAKE, respec-
tively) through a short training session, as described above. Notice that
we selected users who were unaware of the use of both B-CONFIDENT
and CAKE before the start of the experiment. We evaluated the va-
lidity of H1 by asking any student who completed the user study the
following three questions:

• Q1: The process of writing data in the blockchain is a complex
task. Do you agree?

• Q2: Making data confidential among actors involved in a smart
contract is a complex task. Do you agree?

• Q3: Once a transaction has been generated over the blockchain,
reading data stored in it is a complex task. Do you agree?

Questions are rated with a 7-point average numerical scale struc-
tured as follows: 1 (‘‘Strongly Disagree’’), 2 (‘‘Disagree’’), 3 (‘‘Somewhat
Disagree’’), 4 (‘‘Neither Agree nor Disagree’’), 5 (‘‘Somewhat Agree’’), 6
(‘‘Agree’’), 7 (‘‘Strongly Agree’’). We kept the same difference (numer-
ical 1) between subsequent points of the scale, as suggested by [50].
The choice to employ a 7-point scale (rather than a 5-point scale) is
upported by the findings of Sauro [51], which states that in case of a

questionnaire consisting of few questions ‘‘having seven points tends to
e a good balance between having enough points of discrimination without
aving to maintain too many response options’’.

https://tinyurl.com/bconfident-code
https://tinyurl.com/bconfident-code
https://tinyurl.com/bconfident-code
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Table 1
Effectiveness of B-CONFIDENT: p-values associated to each question.

Q1 Q2 Q3

B-CONF CAKE B-CONF CAKE B-CONF CAKE

1 1 1 3 1 1
1 1 2 3 1 1
1 1 2 3 1 2
1 2 2 3 1 2
1 2 3 3 2 3
1 2 3 3 2 3
1 3 3 3 2 3
2 3 3 3 2 3
2 3 3 3 2 3
2 3 3 4 2 3
2 3 3 4 2 3
2 3 3 4 2 3
2 3 3 4 3 3
2 3 4 4 3 3
3 4 4 4 3 3
3 4 4 4 3 3
3 4 4 5 3 3
4 4 4 5 3 4
4 4 4 5 3 4
4 4 5 6 4 4

p-value 0,0305558 p-value 0,0304094 p-value 0,0282627

To validate Q1, Q2 and Q3 we performed a comparison of the rates
btained from the questionnaire, respectively in the cases of c1 and c2.
pecifically, for each question, we employed a 2-sample t-test with a
5% confidence level to determine whether the means between the two
istinct populations (i.e., independent groups p1 and p2) involved in c1
nd c2 differ. Before running the 2-Sample t-test, we first exploited the
olmogorov Smirnov Statistic (KS Test) to establish the normality of the
istribution of the collected data [52], and then we checked that the

variances and standard deviations in both groups were approximately
equal [51].

Finally, we measured the level of statistical significance by analyz-
ing the resulting 𝑝-value. We remind that a 𝑝-value ≤ 0.05 is considered
o be statistically significant, while a 𝑝-value ≤ 0.01 indicates that there

is substantial evidence in favor of the experimental hypothesis. The
esults of the analysis are summarized in Table 1.

It appears evident that the experimental hypothesis H1 is supported
for both Q1, Q2, and Q3 since p-values are lower than 0.05, but since
they are greater than 0.01, it means that there is not too much statistical
vidence in the difference of the means of both populations.
Q1 and Q3 results revealed that users noted a distinction in the

way data are stored between B-CONFIDENT and CAKE, and also in
the access procedure. This distinction arises from the fact that in the
context of B-CONFIDENT, the payload data of a transaction is directly
stored on the permissioned blockchain, whereas in CAKE, it is stored
on the IPFS (InterPlanetary File System). Smart contracts are indeed
utilized in CAKE to generate links to IPFS files for reducing gas expenses
associated with public blockchains.

In addition, concerning Q2 users observed a distinction in handling
business confidentiality. More precisely, CAKE offers a fine-grained
specification for granting access permissions to process actors, in
contrast to B-CONFIDENT, which employs a more general or coarse-
grained specification. This means that users in CAKE can establish
access controls with a high degree of accuracy and granularity, enabling
them to encrypt individual data fields for precise and detailed manage-
ment of who can access specific data and under what conditions. In
contrast, B-CONFIDENT may offer simplicity in most situations.

Regarding the experiments’ findings, we claim that their validity is
bound to the experiment’s settings. For instance, performing a further
xperiment that includes more users and the application of a second

confidence level (e.g., set to 99%) could support more substantial
vidence of the results.
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Evaluating the reliability, scalability and robustness. To assess the reli-
ability, scalability, and robustness of our solution in a controlled and
reproducible manner we leveraged Hyperledger Caliper,14 an open-
source blockchain benchmarking tool specifically designed to evaluate
the performance and the scalability of blockchain networks, including
thereum-based blockchains [53], in which Quorum is comprehended.

Using it, we measured the network’s throughput for reading and writing
transactions.

Our evaluation involved conducting tests on a local Quorum net-
work consisting of 7 nodes, all deployed as Docker containers on a
single machine. We specifically select the smart contract between the
distributor, reseller and certifying authority actors as the target smart
contract due to its complexity and the varied range of operations it
executes. In Fig. 6, we can observe the performance of the Quorum
blockchain under different rounds, each consisting of 5000 transactions
but with varying send rates (representing the number of transactions
performed per second).

The throughput parameter indicates the number of transactions
per second that Quorum successfully managed without any failures.
Note that an empty column in the chart represents the point at which
the network becomes congested, indicating a failure in guaranteeing
reliability under a certain load. We observed that increasing the number
of transactions per round led to a decrease in the send rate at which
the blockchain failed. This suggests that the load of transactions during
a round represents the primary bottleneck for the network. We also
observed similar behavior when benchmarking reading transactions, as
shown in Fig. 7. Additionally, during our tests, we pointed out that
he blockchain tended to reach failure states when more than 100,000

consecutive transactions were performed within a short time frame
(with intervals between rounds not exceeding 5 s).

In practical contexts, the collected results are not worrisome. In-
deed, we need to take into account we are working in a coopetitive
nvironment where processes rely on human involvement, and tasks
ften take minutes or even hours to complete. These durations do not
ose any limitations in the employment of our solution. However, it is
orth noting that the results we found might be problematic if we were
perating in a real-time constrained context.

Evaluating the feasibility. To evaluate the feasibility of the B-
ONFIDENT approach, we conducted a user study with Caprigliano,15

an Italian company specialized in grape cultivation and winemaking.
e actively involved 10 employees from Caprigliano to provide

eedback on our system. We demonstrated the running platform
ased on the use case of Section 4 to the employees and conducted

several runs to gather their insights. The results of the user study
onfirmed that the transaction times were not critical and, importantly,
ighlighted the potential benefits that the users could experience
hrough the system, such as improved collaboration and interoperability.

8. Conclusion

In this paper, we have introduced the B-CONFIDENT approach and
ts implementation, designed to interact with permissioned blockchains
o offer simultaneous and shared management of (confidential)
nformation in coopetitive supply chain scenarios.

A limitation of our approach lies in its reliance on permissioned
lockchain since it prioritizes access control by restricting participation

to known actors in contrast with the transparent nature of public
blockchains. Therefore, the B-CONFIDENT approach cannot be directly
employed on public blockchains to address business confidentiality
concerns.

As future work, the adoption of blockchain technology in the
gricultural sector represents an exciting opportunity to establish a

14 Cf. https://hyperledger.github.io/caliper/.
15 Cf. https://www.caprigliano.com/.

https://hyperledger.github.io/caliper/
https://www.caprigliano.com/
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Fig. 6. Throughput of the distributor smart contract for 5k and 10k writing transactions/round.
Fig. 7. Throughput of the distributor smart contract for 5k and 10k reading transactions/round.
robust and trustworthy framework for facilitating collaboration be-
tween humans and robots in the field of precision agriculture [54].
Precision agriculture involves the utilization of advanced technologies,
including artificial intelligence (AI), to enhance various agricultural
practices, such as optimizing grape harvesting and branch pruning
operations, thereby contributing to the goals of B-CONFIDENT. The
utilization of AI algorithms within precision agriculture can further
enhance decision-making processes, enabling the system to analyze and
interpret data collected from blockchain-enabled sensors and devices,
ultimately facilitating data-driven insights and informed actions.
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