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Abstract

SRv6 is a routing architecture that can provide hybrid cooperation between a centralized network controller and network nodes:
IPv6 routers maintain the multi-hop ECMP-aware segments, whereas the controller, responsible for the Traffic Engineering policy,
combines them to form a source-routed path through the network. Since the state of the flow is defined at the ingress to the network
and then is contained in a specific packet header, called Segment Routing Header (SRH), the importance of such a header itself is
vital. Motivated by the increasing success and widespread deployment of such approaches and technologies, this paper introduces
the context and discusses some of the issues tied to possible tampering with the Segment Routing Header content. Finally, some
details of an experimental testbed aimed at evaluating the above issues are provided.
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1. Introduction

Today’s pervasive networks are increasingly smart and flexible [19, 5]. This is also due to the advanced technolo-
gies, together with IPv6 support, that are deployed on network devices (both physical ones and virtual ones).

Traffic Engineering (TE) in IP carrier networks is one of the functions that can benefit from the Software Defined
Networking (SDN) paradigm [17]. Nevertheless, traditional per-flow routing requires a direct interaction between the
SDN controller and each node that is involved in the traffic paths. Segment Routing (SR) is one technology that can
help simplify route enforcement by delegating all the configuration and per-flow state at the border of the network.

In the traditional routing approach a distributed intelligence is used: each decision on the traffic path is taken on
the packet by each node of the network. In fact, conventional routers in the network determine the path incrementally
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based on the packet destination. New networking paradigms such as SDN have introduced a centralized optimization
but require maintaining a per-flow state on each node.

A Segment Routing (SR) architecture [9] can provide hybrid centralized/distributed cooperation between the con-
troller and the network, where the network maintains the multi-hop ECMP-aware 1 segments while the centralized
controller combines them to form a source-routed path through the network. In SR the state is removed from the
network and it is only present at the ingress to the network and then in the packet header itself.

The IPv6 protocol has many features including the expanded addressing capability, auto-configuration mechanism,
simplification of the header format, improved support for extensions and options (see [12] and [20]), extensions for
authentication and privacy, flow labeling capability and so on.

For these reasons SR can be instantiated over the IPv6 data plane, in what is Segment Routing v6 (SRv6) [7], using
a new type of Routing Extension Header called the Segment Routing Header (SRH).

The main motivation for our work is the lack of a detailed and comprehensive discussion and experimental val-
idation and evaluation of the potential attacks SRv6 is vulnerable to. As such, this paper aims at introducing the
technological context and discussing some of the most relevant issues tied to tampering with the SRH content. The
present paper shows that SRv6 technology can be potentially misused and cause security and performance issues that
are discussed in the following.

2. Technological Background

A source-routing architecture seeks the right balance between distributed intelligence and centralized optimiza-
tion. Source routing allows the sender of a packet to partially or completely specify the route the packet takes through
the network. Two main options exist: Loose source routing uses a source routing option in IP to record the set of
routers a packet must visit; Strict source routing where every step of the route is decided in advance when the packet
is sent.

The Segment Routing (SR) architecture is based on the loose source routing paradigm. A node steers a packet
through an ordered list of instructions, called ”segments”. The list of segments represents an SR policy instantiated at
the ingress node to the SR domain. A segment is often referred to by its Segment Identifier (SID), it can represent any
kind of instruction. A segment associated with a topological instruction can be:

• a topological local segment, which may instruct a node to forward the packet via a specific outgoing interface;

• a topological global segment, which may instruct an SR domain to forward the packet via a specific path to a
destination.

A segment can also be service-based – e.g., the packet should be processed by a container or Virtual Machine
(VM) associated with the segment – or may be associated with a QoS treatment – e.g., shape the packets received with
this segment at x Mbps. The SR architecture supports any type of instruction associated with a segment.

The SR architecture supports any type of control plane: distributed, centralized, or hybrid. In a distributed control
plane segments are allocated and signaled by Intermediate System to Intermediate System (IS-IS) or Open Shortest
Path First (OSPF) or Border Gateway Protocol (BGP): a node individually computes the SR Policy and decides on its
own to steer packets based on that policy. In a centralized control plane, segments are allocated and instantiated by
an SR controller: the SR controller computes the source-routed policies and decides which nodes need to steer which
packets on those policies. The SR architecture does not restrict how the controller programs the network. A hybrid
scenario complements a base distributed control plane with a centralized controller.

The SR architecture can be instantiated on various data planes: SR over Multi Protocol Label Switching (SR-
MPLS) and SR over IPv6 (SRv6). SR can be directly applied to the MPLS architecture with no change to the forward-
ing plane: a segment is encoded as an MPLS label and an SR Policy is instantiated as a stack of labels. The segment
to process (the active segment) is on the top of the stack. Upon completion of a segment, the related label is popped
from the stack.

1 Equal-cost multi-path routing[11]

http://crossmark.crossref.org/dialog/?doi=10.1016/j.procs.2022.03.054&domain=pdf
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based on the packet destination. New networking paradigms such as SDN have introduced a centralized optimization
but require maintaining a per-flow state on each node.

A Segment Routing (SR) architecture [9] can provide hybrid centralized/distributed cooperation between the con-
troller and the network, where the network maintains the multi-hop ECMP-aware 1 segments while the centralized
controller combines them to form a source-routed path through the network. In SR the state is removed from the
network and it is only present at the ingress to the network and then in the packet header itself.

The IPv6 protocol has many features including the expanded addressing capability, auto-configuration mechanism,
simplification of the header format, improved support for extensions and options (see [12] and [20]), extensions for
authentication and privacy, flow labeling capability and so on.

For these reasons SR can be instantiated over the IPv6 data plane, in what is Segment Routing v6 (SRv6) [7], using
a new type of Routing Extension Header called the Segment Routing Header (SRH).

The main motivation for our work is the lack of a detailed and comprehensive discussion and experimental val-
idation and evaluation of the potential attacks SRv6 is vulnerable to. As such, this paper aims at introducing the
technological context and discussing some of the most relevant issues tied to tampering with the SRH content. The
present paper shows that SRv6 technology can be potentially misused and cause security and performance issues that
are discussed in the following.

2. Technological Background

A source-routing architecture seeks the right balance between distributed intelligence and centralized optimiza-
tion. Source routing allows the sender of a packet to partially or completely specify the route the packet takes through
the network. Two main options exist: Loose source routing uses a source routing option in IP to record the set of
routers a packet must visit; Strict source routing where every step of the route is decided in advance when the packet
is sent.

The Segment Routing (SR) architecture is based on the loose source routing paradigm. A node steers a packet
through an ordered list of instructions, called ”segments”. The list of segments represents an SR policy instantiated at
the ingress node to the SR domain. A segment is often referred to by its Segment Identifier (SID), it can represent any
kind of instruction. A segment associated with a topological instruction can be:

• a topological local segment, which may instruct a node to forward the packet via a specific outgoing interface;

• a topological global segment, which may instruct an SR domain to forward the packet via a specific path to a
destination.

A segment can also be service-based – e.g., the packet should be processed by a container or Virtual Machine
(VM) associated with the segment – or may be associated with a QoS treatment – e.g., shape the packets received with
this segment at x Mbps. The SR architecture supports any type of instruction associated with a segment.

The SR architecture supports any type of control plane: distributed, centralized, or hybrid. In a distributed control
plane segments are allocated and signaled by Intermediate System to Intermediate System (IS-IS) or Open Shortest
Path First (OSPF) or Border Gateway Protocol (BGP): a node individually computes the SR Policy and decides on its
own to steer packets based on that policy. In a centralized control plane, segments are allocated and instantiated by
an SR controller: the SR controller computes the source-routed policies and decides which nodes need to steer which
packets on those policies. The SR architecture does not restrict how the controller programs the network. A hybrid
scenario complements a base distributed control plane with a centralized controller.

The SR architecture can be instantiated on various data planes: SR over Multi Protocol Label Switching (SR-
MPLS) and SR over IPv6 (SRv6). SR can be directly applied to the MPLS architecture with no change to the forward-
ing plane: a segment is encoded as an MPLS label and an SR Policy is instantiated as a stack of labels. The segment
to process (the active segment) is on the top of the stack. Upon completion of a segment, the related label is popped
from the stack.

1 Equal-cost multi-path routing[11]
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Fig. 1. SRv6 Header [7]

If SR uses an IPv6 data plane, each instruction is associated with a segment and encoded as an IPv6 address. An
SRv6 segment is also called an SRv6 SID. An SR Policy is instantiated as an ordered list of SRv6 SIDs in a new type
of routing header called the SR Header (SRH); so, when a packet is steered on an SR Policy, the related SRH is added
to the packet by a headend node – the Source SR node – that is a SR-capable router. SR Header (SRH) is created
with Segment list in reversed order of the path; the active segment is indicated by the Destination Address (DA) of the
packet and it is set to the first segment. The packet is sent according to the IP DA, through a normal IPv6 forwarding.
The next active segment is indicated by the Segments Left (SL) pointer in the SRH. When a SRv6 SID is completed,
the SL is decremented and the next segment is copied to the DA. The SRH is shown in Figure 1.

A Transit node forwards the packet containing the SR header as a normal IPv6 packet, so the Transit nodes do not
need to be SRv6-aware. A transit node executes plain IPv6 forwarding, solely based on IPv6 DA; it doesn’t inspect or
update the SRH.

SR Endpoints are SR-capable nodes whose address is in the IP DA. They inspect the SRH and update the DA in
the IPv6 Header according to the Segment Left and the Segment List specified by the SRH. After processing, the
packet is forwarded according to the new IP DA. A a useful survey to better delve into Segment Routing can be found
here [22].

3. Discussing Segment Routing v6 Issues

Some IPv6-related security issues are reported in [21]. The Segment Routing Header is an extension header of
IPv6 used by an IPv6 source to list one or more intermediate nodes to be passed through by the packet on the path to
a destination. One security issue comes from the fact that an attacker can detour the access list of security system, for
example firewalls, and then he can access the protected internal system by using SRH. An interesting article on LWN
[14] mentions HMAC as a mitigating approach to the Segment Routing header tampering problem.

4 Author / 00 (2019) 000–000

Using a SRH is a form of source routing, therefore it has some well-known security issues as described in RFC4942
[13] and RFC5095 [1] as explained in [23]:

• amplification attacks: where a packet is forged in such a way as to introduce loops among a set of SR-enabled
routers, yielding unnecessary traffic, hence a Denial of Service (DoS) [6] against bandwidth;

• reflection attack: where an attacker forces an intermediate node to appear as the immediate attacker, hence
hiding the real attacker from naive forensic;

• bypass attack: where an intermediate node is used as a step stone (for example in a De-Militarized Zone) to
attack another host (for example in the data center or any back-end server).

RFC2460 [10] defines an IPv6 extension header called Routing Header, in particular a Routing Header subtype
denoted as Type 0 a.k.a. RH0 is defined that may contain multiple intermediate node addresses, including repetitions.
This allows a packet to be constructed such that it will oscillate between two RH0-processing hosts or routers many
times. This property can be used to cause congestion and DoSes [4]. This attack is particularly serious in that it affects
the entire path between the two exploited nodes, not only the nodes themselves or their local networks. Analogous
functionality can be found in the IPv4 source route option, but the opportunities for abuse are greater with RH0 due
to the ability to specify more intermediate node addresses in each packet. The severity of this threat was considered
to be sufficient to warrant deprecation of RH0 entirely.

In Segment Router v6 it is possible to consider two kind of nodes (routers and hosts):

• nodes belonging to a single SR domain where all nodes are trusted;

• nodes outside of the SR domain, that cannot be trusted.

SRv6 is quite protected in a single administrative domain with trusted nodes, but its potentialities are limited.
Further, SRv6 nodes ignore SRH created by external nodes, making the RFC 5095 attacks far more complex to
perform.

In is worth noting that the security-related fields in SRH feature are:

• a HMAC Key-id, 8 bits wide;

• a HMAC, 256 bits wide (optional, exists only if HMAC Key-id is not 0).

The HMAC field is used to verify the validity of the SRH. Nevertheless, some tampering is still possible due to the
limited key length.

SRv6 security has been addressed in several works, we mention just a few here below.
Li and Xie [15] describe various threats and security concerns related to SRv6, but unfortunately do not consider

some relevant security issues as they consider SR networks as “trusted domains”. This document assumes that the
SR-capable routers and transit IPv6 routers within the SRv6 trusted domains are trustworthy. Hence,the SRv6 packets
are treated as normal IPv6 packets in transit nodes and the SRH will not bring new security problem. The question
here is how strong and realistic the assumption of having trusted domains is.

Barton and Henry [3] show how a path computation element of a network configured for segment routing receives,
from a plurality of path computation clients in the network, segment identifiers identifying a destination segment. They
show how the above element also receives fatigue states for segments of the network to allow rerouting to proactively
mitigate overloaded segments in the network.

Filsfils and Garvia [8] show how Segment Routing network nodes protect IPv6 Segment Routing (SRv6) using
Security Segment Identifiers providing origin authentication, integrity of information and antireplay protection. Nev-
ertheless, this is a patented approach with limited applicability.

Vyncke, Previdi and Lebrun [24] propose SR-TPP, a mechanism based on SRv6 to support network path verifi-
cation while hiding both-end and path information. SR-TPP approach is distributed and this opens up some issues
related to state transmission and potential further attacks to the distributed system.
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Fig. 1. SRv6 Header [7]
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show how the above element also receives fatigue states for segments of the network to allow rerouting to proactively
mitigate overloaded segments in the network.

Filsfils and Garvia [8] show how Segment Routing network nodes protect IPv6 Segment Routing (SRv6) using
Security Segment Identifiers providing origin authentication, integrity of information and antireplay protection. Nev-
ertheless, this is a patented approach with limited applicability.

Vyncke, Previdi and Lebrun [24] propose SR-TPP, a mechanism based on SRv6 to support network path verifi-
cation while hiding both-end and path information. SR-TPP approach is distributed and this opens up some issues
related to state transmission and potential further attacks to the distributed system.
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Fig. 2. Transit Node Attack Scenario

4. Most Relevant Segment Routing v6 Attacks

The most relevant attack scenarios for segment routing v6 can be summarized as follows:

• Ingress SRv6 Node Attack: the router at the beginning of the SR domain, which is responsible of SRH en-
capsulation is compromised. It would be interesting to abuse HMAC computation so that it becomes so costly
as to possibly determine a DoS by surpassing the computation capabilities of routers who have to check/verify
integrity. Here breaking HMAC cost and feasibility are key issues [18].

• Transit Node Attack: a SR-unaware router, which is passed through by a packet in the plain forwarding oper-
ation, is compromised. This node, which should not inspect or update the SRH, could try to alter IPv6 DA with
a rogue SID, manipulating the SR policy;

• SR Endpoint Attack: this node, which is a SR-capable router, is compromised. This SR-aware node is re-
sponsible for inspecting SRH, updating Segment Left field in SRH, updating DA in IPv6 Header and in case
processing the payload. Malicious actions on this node have a great impact on SR policy and traffic redirecting.

5. Implementing a Simulation Testbed

It would be really useful to implement a testbed in order to fully simulate and evaluate multiple scenarios using
a strategy similar to what provided in [2] and Rose 2. We believe that leveraging a Network Testbed emulator such
as EVE-NG 3 would be the right choice to allow a real world evaluation of the feasibility and cost of the above
mentioned attacks. The main motivation for choosing EVE-NG comes from its scalability, flexibility and support for
real world router and network node images that allow performing complex network activities in a fully controlled
realistic environment.

The starting feasibility tests should be performed on the basic topology shown in Figure 2. This will allow veri-
fying first of all the feasibility, and then the consequences of the attacks depicted above, in particular with respect to
packet dropping and/or tampering. We believe that leveraging a user/kernel space real time packet header tampering
application would be particularly useful to the proposed evaluation strategy. Of course, this would require making use
of existing functionality from state-of-the-art network tools. Some relevant candidates tools include the following:

• Netmap [16] i.e. a framework for very fast packet I/O from userspace, implemented as a single kernel module
for FreeBSD and Linux. It can handle tens of millions of packets per second, matching the speed of 10G and
40G ports.

• Netfilter,4 i.e. the leading open source project for Linux networking enabling packet filtering, network address
and port translation (NA[P]T), packet logging, userspace packet queueing and most importantly, packet man-
gling. In particular, netfilter hooks inside the Linux kernel that would allow kernel modules to register callback
functions allowing mangling strategies to be applied per packet.

2 https://netgroup.github.io/rose/
3 https://www.eve-ng.net/
4 https://www.netfilter.org
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• NFQsed 5 i.e. a tool to transparently modify network traffic using a predefined set of substitution rules, running
on Linux and using the netfilter queue library.

We expect the implementation of the proposed attack scenarios in the experimental testbed will prove the feasibility
and impact of the above-described attacks. It will also serve as the basis for measuring and evaluating the impact of
of the attacks on the functionality and performance of the network. Further, it will allow evaluating and comparing
different mitigation approaches.

6. Conclusion

This paper has introduced the context of Segment Routing and in particular the SRv6 architecture in IP networks. It
has discussed some of the issues, in particular tied to possible tampering with the Segment Routing Header in different
scenarios. The main outcome is that SRv6 technology can actually be abused to produce security and performance
issues. Existing tools and open-source codebase can be used to implement such attacks in practice on a simulation
testbed such as the powerful EVE-NG. Nevertheless, full implementation and testing of the described security and
DoS issues are under study and experimental results will be presented in future work.
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4. Most Relevant Segment Routing v6 Attacks

The most relevant attack scenarios for segment routing v6 can be summarized as follows:

• Ingress SRv6 Node Attack: the router at the beginning of the SR domain, which is responsible of SRH en-
capsulation is compromised. It would be interesting to abuse HMAC computation so that it becomes so costly
as to possibly determine a DoS by surpassing the computation capabilities of routers who have to check/verify
integrity. Here breaking HMAC cost and feasibility are key issues [18].

• Transit Node Attack: a SR-unaware router, which is passed through by a packet in the plain forwarding oper-
ation, is compromised. This node, which should not inspect or update the SRH, could try to alter IPv6 DA with
a rogue SID, manipulating the SR policy;

• SR Endpoint Attack: this node, which is a SR-capable router, is compromised. This SR-aware node is re-
sponsible for inspecting SRH, updating Segment Left field in SRH, updating DA in IPv6 Header and in case
processing the payload. Malicious actions on this node have a great impact on SR policy and traffic redirecting.

5. Implementing a Simulation Testbed

It would be really useful to implement a testbed in order to fully simulate and evaluate multiple scenarios using
a strategy similar to what provided in [2] and Rose 2. We believe that leveraging a Network Testbed emulator such
as EVE-NG 3 would be the right choice to allow a real world evaluation of the feasibility and cost of the above
mentioned attacks. The main motivation for choosing EVE-NG comes from its scalability, flexibility and support for
real world router and network node images that allow performing complex network activities in a fully controlled
realistic environment.

The starting feasibility tests should be performed on the basic topology shown in Figure 2. This will allow veri-
fying first of all the feasibility, and then the consequences of the attacks depicted above, in particular with respect to
packet dropping and/or tampering. We believe that leveraging a user/kernel space real time packet header tampering
application would be particularly useful to the proposed evaluation strategy. Of course, this would require making use
of existing functionality from state-of-the-art network tools. Some relevant candidates tools include the following:

• Netmap [16] i.e. a framework for very fast packet I/O from userspace, implemented as a single kernel module
for FreeBSD and Linux. It can handle tens of millions of packets per second, matching the speed of 10G and
40G ports.

• Netfilter,4 i.e. the leading open source project for Linux networking enabling packet filtering, network address
and port translation (NA[P]T), packet logging, userspace packet queueing and most importantly, packet man-
gling. In particular, netfilter hooks inside the Linux kernel that would allow kernel modules to register callback
functions allowing mangling strategies to be applied per packet.

2 https://netgroup.github.io/rose/
3 https://www.eve-ng.net/
4 https://www.netfilter.org
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• NFQsed 5 i.e. a tool to transparently modify network traffic using a predefined set of substitution rules, running
on Linux and using the netfilter queue library.

We expect the implementation of the proposed attack scenarios in the experimental testbed will prove the feasibility
and impact of the above-described attacks. It will also serve as the basis for measuring and evaluating the impact of
of the attacks on the functionality and performance of the network. Further, it will allow evaluating and comparing
different mitigation approaches.

6. Conclusion

This paper has introduced the context of Segment Routing and in particular the SRv6 architecture in IP networks. It
has discussed some of the issues, in particular tied to possible tampering with the Segment Routing Header in different
scenarios. The main outcome is that SRv6 technology can actually be abused to produce security and performance
issues. Existing tools and open-source codebase can be used to implement such attacks in practice on a simulation
testbed such as the powerful EVE-NG. Nevertheless, full implementation and testing of the described security and
DoS issues are under study and experimental results will be presented in future work.
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