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The exploitation of certification tools by end users represents a fundamental aspect of the development
of quantum technologies as the hardware scales up beyond the regime of classical simulability. Certifying
quantum networks becomes even more crucial when the privacy of their users is exposed to malicious
quantum nodes or servers as in the case of multiclient distributed blind quantum computing, where several
clients delegate a joint private computation to remote quantum servers, such as federated quantum machine
learning. In such protocols, security must be provided not only by keeping data hidden but also by verifying
that the server is correctly performing the requested computation while minimizing the hardware
assumptions on the employed devices. Notably, standard verification techniques fail in scenarios where
the clients receive quantum states from untrusted sources such as in a recently demonstrated linear quantum
network performing multiclient blind quantum computation. However, recent theoretical results provide
techniques to verify blind quantum computations even in the case of untrusted state preparation. Equipped
with such theoretical tools, in this Letter we provide the first experimental implementation of a multiclient
verifiable blind quantum computing protocol in a distributed architecture. Our results represent novel
perspectives for the verification of multitenant distributed quantum computation in large-scale networks.
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Introduction—Quantum technologies promise to outper-
form classical devices in several tasks ranging from
cryptography [1–4] and computation [5–9] to randomness
generation [10–12]. However, analogously to the develop-
ment of classical computers, near-term quantum devices are
expected to be available to end users on the cloud [13–15].
This opens several privacy issues on the users’ side, who
must be equipped with tools to keep their data private,
blindness of the computation, but also to check whether the
quantum server they employ correctly performs the desired
computations, verification of the computation. Certifying
whether a quantum device is performing the correct
operation is a challenging and widely investigated task
[10,16–22]. On one hand, the challenges mainly come from
the required resource overhead, e.g., for quantum tomog-
raphy procedures, or from the need for partial assumptions
about the inner details of the quantum hardware under

investigation. This is often seen as a major drawback, since,
once quantum technologies are available to general users,
the latter may completely ignore the technical details of the
hardware they are using and may need certification pro-
tocols that rely on minimal assumptions about it, i.e., the
so-called device-independent framework [21]. On the other
hand, such certification procedures represent a key ingre-
dient for realizing a secure quantum internet [13–15]. Their
importance becomes even more evident when a user needs
to perform delegated tasks, such as delegated blind quan-
tum computing (BQC) [23–30], a class of protocols that
allow users with minimal quantum resources to delegate
hard computations to powerful remote quantum servers
while keeping hidden input and outcome data, as well as
the calculation itself. Because of the flourishing of fed-
erated protocols [31,32], several multiclient versions of
BQC have been theoretically proposed [33–37] and
recently experimentally demonstrated in a two-client set-
ting [38]. The theoretical proposals included the possibility
of verifying the computation, which was demonstrated in
one-client settings [39–43], with the assumption that the
clients owned trusted single-qubit sources. The protocol
presented in [38], instead, is based on a linear quantum
network structure, known as Qline [44], featuring an
untrusted quantum source that distributes qubits along
linear quantum channels. However, the use of the Qline
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architecture triggered a fundamental question regarding the
verifiability of the computation in this scenario, since the
single-qubit sources are not owned by the clients and are,
therefore, untrusted. Notably, the issue of verifying BQC
with untrusted sources of quantum states was recently
addressed in [45], where the authors demonstrate that, if the
clients can also perform bit-flip operations together with z
rotations, they can verify that the server is correctly
performing the computation, even without trusting the
qubit source.
In this Letter, we present the first experimental imple-

mentation of a verifiable multiclient BQC protocol where
the clients receive single qubits from an untrusted source.
In detail, we exploit the versatile adaptive photonic plat-
form introduced in [38], where the clients are connected
through fiber links and perform single-qubit transforma-
tions sequentially over a Qline. This platform exploits a
trusted third party (TTP) that secures the classical com-
munication between the clients and the server, therefore
reducing the time latency on the server’s side. We tailor this
platform to the verifiable BQC protocol introduced in [45].
Our protocol can be extended to more parties and arbitrary
distances. In particular, we experimentally demonstrate the
protocol for two and three clients, thus providing a step
forward to realizing secure and scalable distributed quan-
tum cloud infrastructures.
Multiclient BQC—We suppose that a group of untrusted

clients own only single-qubit transformation devices, and
want to delegate the joint computation shown in Fig. 1(a) to
a remote quantum server while keeping their private data
hidden. In our protocol, we suppose that the clients desire
to perform the classical function described by the two-qubit
measurement pattern fϕ1;ϕ2g ¼ fðπ=2Þ; ðπ=2Þg. The cli-
ents respectively insert two classical input bits, x1 and x2.
To mask the computation data, the clients carry out the
multiclient BQC protocol introduced in [38] and depicted
in Fig. 1(b). The other parties involved in the protocol are
(i) an untrusted source of qubits called server S1, (ii) a
trusted third party (TTP) to secure classical communica-
tions between the clients and the server, and (iii) a remote
quantum server that performs the computation, indicated as
S2. When the source behaves honestly, it distributes
maximally entangled bipartite states along two Qlines of
the form

jψi ¼ 1

2
ðj00i þ j01i þ j10i − j11iÞ: ð1Þ

The clients sequentially apply the following one-time pad

transformation to the two qubits: RzðθCj

1 Þ ⊗ RzðθCj

2 Þ, where
the angles θ

Cj

i are randomly drawn in the set
A ¼ f0; π=4;…; 7π=4g. We use i ¼ 1; 2 as the qubit index
and j ¼ 1; 2; 3;…; N as the client index. Moreover, each

client chooses two random bits r
Cj

i to hide the outcome of
the computation. The clients then communicate their secret

parameters θ
Cj

i ; r
Cj

i to the TTP. We define θi ¼
P

j θ
Cj

i and

ri ¼ ⨁jr
Cj

i , for the ith qubit. The resulting quantum state
is then sent to server S2. From now on, the clients and S2
only communicate classically, through the TTP. The pro-
tocol requires one round for each qubit, and, at the ith
round, the TTP computes the blind measurement angle δi
according to the formula

δi ¼ θi þ xiπ þ ð−1Þmtrue
i−1ϕi þ riπ; ð2Þ

where mtrue
0 ¼ 0 and mtrue

1 ¼ m1 ⊕ r1. Both outcomes are
corrected by the TTP according to mtrue

i ¼ mi ⊕ ri at the
end of the protocol. The protocol is repeated many times
and the outcome of the computation is chosen through
majority vote among all rounds.
Verifiable multiclient BQC—To allow for verification of

the computation, two main modifications are needed. A
conceptual illustration of the modified protocol is depicted
in Fig. 1(c). First, we need to repeat the experiment n times,
m of which are used as test rounds, while n −m as
computational rounds [45,46]. We notice that test rounds
introduce only a polynomial overhead in terms of the round
complexity of the protocol, thus preserving the efficiency
and scalability of the original protocol. The results from the

(a)

(b)

(c)

(d)

FIG. 1. Conceptual scheme of verifiable multiclient BQC with
N clients and two Qlines. (a) Target circuit without any masking.
(b) Nonverifiable BQC with N clients. (c) Modification of the
scheme in (b) to perform verifiable BQC with N clients.
(d) Choice of the threshold of tolerated failed test rounds ω.
This threshold must be chosen in the interval between the
maximum theoretical threshold for security, σ, and the maximum
expected level of hardware noise, ν.
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test rounds are used to decide whether the computational
results can be accepted as correct or not. The choice
between test or computation is performed run by run from
the TTP.
A second modification is needed in the state preparation

procedure. In detail, the clients need to randomly prepare
the received qubits according to the transformation

RzðθCj

1 ÞXb
Cj
1 ⊗ RzðθCj

2 ÞXb
Cj
2 , as shown in Fig. 1(c). The

bits b
Cj

i are randomly chosen by the clients to perform the
verification protocol [45] and secretly communicated to
the TTP. For easiness of notation, we also introduce the

quantity bi ¼ ⨁jb
Cj

i . In computation rounds, the blind
measurement angle δi at the ith round must be computed in
an adaptive way by the TTP according to the formula given
in Eq. (2), where the angles θi are substituted with the

angles θ0i ¼ θCN
i þP

N−1
j¼1 ð−1Þ⨁

N
k¼jþ1

b
Ck
i θ

Cj

i þ bði%2þ1Þπ,
where N is the number of clients involved.
In test rounds, the target algorithm of the clients is the

stabilizer measurement Y ⊗ Y. Indeed, since the outcome
of such measurements is known, the clients can detect
eventual malicious deviation on the server side [45,46]. In
practice, this means that the second measurement is fixed
to δ2 ¼ θ02 þ x2π þ ϕ2 þ r2π.
Test rounds can fail because of deviations (malicious or

not) from the ideal behavior of the server or because of
overly noisy hardware. While the security of the protocol
ensures blindness and verifiability in the case of malicious
deviations, even if the server behaves honestly, real-life
hardware is affected by noise. Hence, the robustness
property ensures that in the realistic, noisy case the protocol
accepts with high probability. As a core parameter of the
protocol, the clients need to choose a threshold for the
number of tolerated failed test rounds [46,47]. The need for
security and robustness yields two different bounds on the
tolerable test failure rate ω in the protocol, as we depict in
Fig. 1(d). On one hand, the security threshold σ, an upper
bound on ω, depends on both the inherent, algorithmic
error probability of the target bounded-error quantum
polynomial computation p and the number of different
types of tests k. It amounts to σ ¼ 0.25 in our protocol (see
Theorem 1 of [46]), and it does not depend on the number
of clients involved. Further detail about the computation of
this threshold can be found in Supplemental Material [48].
Only for a choice of ω < σ, the security of the protocol is
guaranteed. On the other hand, the expected magnitude of
hardware noise implies a natural lower bound ν on ω to
obtain robustness, where ν is the expected maximum test
failure rate on the used hardware (see Theorem 2 of [46]).
Such a parameter depends on the features of the untrusted
qubit source and can be a public property of a given service
provider. However, we stress that the protocol security does
not depend on the choice of ν. Indeed, it is only provided as
an indication to the clients about the lower bound on the
choice of the ω threshold that must be taken into account in

order to achieve sufficient robustness to the noise present in
the setup, i.e., a reasonable rate of protocol round accep-
tance, and could not lead to a breach of security.
Once the clients have chosen the threshold of tolerated

failed test rounds ω, if the recorded error fraction during
test rounds, ε, is such that ε ≤ ω, they perform a majority
vote on the computation rounds. Otherwise, the protocol
aborts. These parameters are tunable depending on the
desired level of privacy and robustness from the clients’
perspective, analytically providing the required number of
protocol rounds.
Results—We now present the results of our implemen-

tation in a two- and a three-client setting. The experimental
setup employed in the three-client protocol is described in
Fig. 2. Further details also on the two-client setup one can
be found in the Supplemental Material. The experimental
results for the two-client setting are shown in Figs. 3(a),
3(b), and 3(e). We set the threshold for the tolerated fraction
of failed test rounds to ω2 ¼ 0.18, well in between the
lower robustness bound ν2 ≈ 0.14, the error rate expected
when considering a noisy model based on the character-
istics of the devices we employ (see Supplemental
Material), and the upper security bound σ ¼ 0.25. The
subscript 2 indicate the two-client case. This choice of ω2 is
the result of equally minimizing the security error and the
robustness error of the protocol, for which concrete
expressions can be found in the proofs of Theorems 3
and 4 from [46], respectively. In Figs. 3(a) and 3(b), we
summarize the results for the classical computation of the
algorithm ðϕ1;ϕ2; x1; x2Þ ¼ ½ðπ=2Þ; ðπ=2Þ; 0; 0�. Test
rounds [Fig. 3(a)] are used by the clients to draw con-
clusions on the server behavior. In particular, since in test
rounds the clients measure stabilizers of the two-qubit
cluster state employed, the outcomes can only be equal for
the two qubits, i.e., one can only have ðm1; m2Þ ¼ ð0; 0Þ or
ðm1; m2Þ ¼ ð1; 1Þ. We record an experimental error rate

FIG. 2. Experimental setup. A Sagnac-based source [49]
generates polarization-entangled photon pairs that are sent via
a fiber link to the clients C1, C2, and C3, who perform their
transformation through wave plates and liquid crystals. Server S2
performs measurements on the two qubits. The second qubit
measurement is chosen according to the first measurement
outcome via an active feed-forward system acting through an
electro-optical modulator, i.e., a Pockels cell (PC). The compu-
tation is orchestrated by the TTP.
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equal to ε2 ¼ ð13.4� 0.3Þ%, as we show in Fig. 3(e). Since
ε2 < ω2 < σ, the clients can apply the majority vote to get
the correct outcome. The outcomes for the computation
rounds related to this algorithm are shown in Fig. 3(b). The
figure shows that in the majority of rounds (≈86.6%) the
clients obtained the results ðm1; m2Þ ¼ ð0; 0Þ or
ðm1; m2Þ ¼ ð1; 0Þ, which corresponds to the theoretical
expectations for this algorithm. The total number of
performed rounds is equal to 27441, which suppresses
the probability that the protocol rejects because of the
observed noise below the order of 10−26. In all other cases,
the clients can conclude that the computation is correct with
a soundness error below 10−22. These numbers can be
obtained from the concrete formulas for the security and
robustness errors in the proofs of Theorems 3 and 4 from
[46]. We repeat the experiment for the algorithm
ðϕ1;ϕ2; x1; x2Þ ¼ ½ðπ=2Þ; ðπ=2Þ; 1; 0�. In this case, the
experimental error rate averaged over all test rounds
amounts to ε2 ¼ ð14.0� 0.3Þ%, which is still compatible
with security and robustness, as also visible in Fig. 3(e).
Further detail about this algorithm can be found in
Supplemental Material.
The experimental frequencies for the algorithm with

input ðx1; x2Þ ¼ ð0; 0Þ in the three-client setting are sum-
marized in Figs. 3(c) and 3(d) and compared with the
theoretical expectations in test and computation rounds. In
a honest protocol execution, the failure rate averaged over
all test rounds amounts to ε3 ¼ ð19.0� 0.6Þ%. The total
number of rounds amounts to 8969. With three clients, the
expected hardware noise is higher than in the two-client
protocol and is estimated to be ν3 ≈ 0.2. For ω3 ¼ 0.21, we
obtain a security bound of 0.012 with a maximum robust-
ness error of 0.041. Since the recorded failure rate is such

that ε3 < ω3, the clients accept the results of the compu-
tation, shown in Fig. 3(d).
In Fig. 3(e), we summarize our experimental test failure

rates (colored bars) by comparing them with the ω, ν, and σ
thresholds for both multiclient settings. In the first
three algorithms, the error rate is below the ω threshold
and, therefore, the clients accept the protocol outcome.
We repeated the experiment by deliberately considering
a scenario where the source S1 acts dishonestly, by
sending separable states to the clients, with input data
ðx1; x2Þ ¼ ð1; 0Þ. In this case, we expect that the failure
rate exceeds the security thresholdω3, which is indeed what
we observe in the gray bar of Fig. 3(e), thereby prompting
the clients to reject the outcome of the delegated compu-
tation. We conclude that our protocol satisfies both the
robustness and the security properties to a satisfyingly high
degree, for both configurations with two and three clients.
To demonstrate the blindness of the initial quantum state,

we measured the density matrix averaged over all 64
combinations obtained by varying the parameters θC1

1

and θC2

2 . For the two-client protocol, the fidelity with the
completely mixed state amounts to F2 ¼ 0.9901� 0.0002.
For the three-client protocol, it is F3 ¼ 0.9969� 0.0002
(see also Supplemental Material). These results indicate
that the server can get almost no information about the
received quantum state.
Discussions—In this Letter, we addressed a fundamental

open question about the verification of BQC in multiclient
scenarios featuring untrusted sources of quantum states.
The main advantage of our platform, compared with other
platforms and protocols, is the presence of the TTP that
secures the communication between the clients and the
server, thus reducing the latency on the server side. We

(a) (b) (e)

(c) (d)

FIG. 3. Experimental results. (a),(b) Theoretical and experimental outcome probabilities of the test (a) and computation (b) rounds in
the two-client protocol, for the algorithm ðϕ1;ϕ2; x1; x2Þ ¼ ½ðπ=2Þ; ðπ=2Þ; 0; 0�. (c),(d) Theoretical and experimental outcome
probabilities of the test (c) and computation (d) rounds in the three-client setting for input ðx1; x2Þ ¼ ð0; 0Þ. (e) Robustness and
security of the protocol. We find that, for the first three algorithms, the experimental test error fraction ε is such that ε < ω and therefore
the protocol is robust and secure. In the last case (gray bar), the source acts dishonestly by sending separable states. Consequently, the
test failure rate exceeds the security threshold.
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stress that the introduced extra test rounds cause only a
polynomial overhead in terms of the round complexity of
the protocol. Hence, the overall protocol remains efficient
and scalable similarly to the original protocol [38], while
being equipped with verifiability. We showed that the
protocol remains blind even after such modifications while
being able to provide information about the server’s
honesty with an arbitrarily high confidence level, depend-
ing on the number of runs performed. Overall, our findings
support the first demonstration of verifiable multiclient
BQC, while further implementations [39–43] are restricted
to the one-client setting.
Our results provide evidence of the scalability of this

approach toward large networks. Our protocol can be
scaled up by adding clients or qubits. Adding clients would
require more rotation stations along each Qline and
increasing the distances. This would affect photon losses
proportionally to the number of stations and to the physical
distance among clients, as well as affecting the time needed
to store and manipulate the classical information. However,
notably, in our platform, this does not translate into the
need to increase the optical time delay between the two
measurements in the server’s station. Consequently, the
losses due to this part of the apparatus do not scale with the
number of clients. Analogously, the feedback mechanism
would only need minimal adjustment.
Furthermore, the security of the protocols realized in this

work rely on the fact that each participating client is present
on each Qline. From the perspective of any honest client, it
is therefore trivially guaranteed that at least one honest
client has randomized the qubits along each of the Qlines.
Alternatively, we could choose to adopt a distinct perspec-
tive at the security of the protocol, considering every
rotation on every Qline as being performed by a separate
client, and making the direct assumption that at least one
client per Qline is behaving honestly during the execution
of the protocol. This effectively bans any coalition of
colluding malicious parties to take over the control of all
operations along any one Qline. From this perspective, the
experiments presented previously can be considered
involving four or even six clients, amending the necessary
assumptions for security.
On the other hand, increasing the size of the computation

would require the generation and storage of larger cluster
states for the computation [23], a task that is currently
under development according to the present technology.
However, our architecture is versatile and can be adapted to
scenarios involving larger states and independent quantum
state sources.
Concerning the verification protocol, scaling up the

number of qubits and the amount of entanglement in the
resource state would potentially increase the number of
stabilizer measurements that the clients would need to
perform to be able to detect all possible types of errors [33],
thereby increasing the number of types of tests and possibly

lowering the detection rate. While this number directly
depends on the connectivity between the qubits, it is known
that some families of graph states, such as brickwork states,
achieve universality for quantum computing while retain-
ing a constant detection rate independent of the number of
qubits. Therefore, a small, constant number of types of tests
are sufficient to achieve verifiability for universal quantum
computing of arbitrary size.
In conclusion, our work motivates the theoretical inves-

tigation and the experimental demonstration of secure and
verifiable BQC protocols in scenarios where the clients do
not have control over the quantum sources of states as well
as the remote quantum computational server node.
Therefore, we believe that our findings represent a signifi-
cant step toward implementing safe and densely connected
quantum networks.
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