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Abstract. Self-protection is a desired property of many modern ICT systems
as it enriches them in detecting and reacting to security threats at run-time.
Several solutions leveraging vulnerability scanners and attack graphs have
recently been proposed to monitor and analyze cyber risks and trigger security
adaptations accordingly. They mainly focus on the system design without
investigating the potential drawbacks of their components, such as accuracy
and scalability. This paper investigates the accuracy of the environment
monitoring, the scalability of the security analysis, and their intrinsic rela-
tionships. To balance their trade-off, we contribute a computational pipeline
that includes vulnerability filtering and aggregation modules that can be
used in isolation or combined to tune the monitoring and analysis of Attack
Graph-based self-protecting systems. We propose different heuristics for fil-
tering and aggregation, each impacting the accuracy-scalability trade-off at
various levels, and we assess their interplay in a real-setting scenario.

Keywords: Self-Protecting Systems - Attack Graph - Risk Estimation - Risk
Accuracy - Scalability.

1 Introduction

Managing security threats and protecting organizations from cyber attacks is becoming
complex due to the continuously evolving vulnerability landscape and the always-
increasing capabilities of attackers. Self-protecting systems have gained a lot of
interest as they allow an ICT system to autonomously adapt to an always-evolving
environment, thus being responsive, agile, and cost-effective [18|. A self-protecting
system has the intrinsic capabilities of (i) monitoring an ICT system, (ii) analyzing
its current security level (identifying and quantifying risks), (iii) planning proper
countermeasures, and (iv) supporting the enforcement of such a response plan. These
capabilities are commonly employed by leveraging the Monitor-Analyze-Plan-FEzecute
over a shared Knowledge (MAPE-K) architecture [2,14]. Following this paradigm,
several self-protecting systems have been proposed based on the Attack Graph (AG),
a graph-based model of the potential attack steps in a network [6,30]. Fig. 1la shows
the main building blocks characterizing these solutions. In this type of architecture,
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Fig.1: The MAPE-K architecture for AG-based self-protection systems and the
computational pipeline for the Data Collection, Aggregation, and Integration level
highlighting the four supported workflows.

it is fundamental to guarantee that the cyber risk estimation (i.e., the variable
controlling the feedback loop) is as accurate as possible to ensure the effectiveness of
self-protection. However, this accuracy requirement contrasts with the performance
of the autonomous system. Indeed, AGs are very powerful and potentially accurate
models, but they suffer from scalability issues for which it is often necessary to compute
an approximate version of them [9,24]. This approximation introduces a certain degree
of uncertainty in the risk estimation, where accuracy is traded off for scalability. The
situation worsens if we consider that state-of-the-art self-protecting systems feed the
control loop with input data that are not entirely accurate due to false positives and
negatives affecting the monitoring probes. These factors cumulatively worsen the
accuracy, affecting the data collection phase first and then the AG and risk estimation.

To address this problem, we analyze the accuracy-scalability trade-off in AG-based
self-protecting systems governed by risk estimation, which is generally not considered
in existing solutions. We propose a computational pipeline for the Data Collection,
Aggregation, and Integration level (Fig.1b) whose aim is twofold: (i) improving the
accuracy of the risk estimation by enhancing the quality of the data feeding the
control loop (and in particular those used as input in the AG generation) by reducing
the number of false positives through a semi-automatic validation process and (ii)
improve the scalability of the self-protecting system by reducing the size of the input
processed by the AG Generation and Risk Estimation level. To this aim, we define
two modules, namely Vulnerability Filtering and Vulnerability Aggregation, that can
be used either in isolation or in combination, and for each component, we propose
algorithms. These algorithms work on the input data for the control loop by sanitizing
and compressing them, trying to avoid the loss of information (i.e., preventing and
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quantifying the accuracy loss in risk estimation). Finally, we perform an experimental
evaluation to highlight the pipeline’s advantages and the contribution of each block
to the definition of the accuracy-scalability trade-off.

After describing background concepts (§2) and related work (§3), we present
the proposed computational pipeline (§4) and the algorithms for filtering (§4.1) and
aggregation (8§4.2). We validate the approach (§5) and conclude the paper (§6).

2 Background Notions

Attack Graph Model. An Attack Graph (AG) provides a graph-based represen-
tation of how an attacker may intrude and compromise network elements through
a sequence of vulnerability exploits and reach the attack target. It is modeled consid-
ering (i) a network Reachability Graph and (ii) a Vulnerability Inventory. The former
is a directed graph where nodes represent network hosts, and each edge represents
direct communication between two hosts; the latter is a collection of vulnerabilities
associated with network hosts. Starting from these inputs, an attack graph compu-
tation algorithm generates the resulting attack graph AG=(P,Ex) as the directed
graph where the nodes are levels of privilege that an attacker has on a specific host
and an edge represents a possible exploit enabled by a vulnerability [12,37]. The
privileges typically considered in AG are guest, user, and root [33,36]. Once AG is
modeled, we are interested in the computation of its paths, namely attack paths. An
Attack Path AP; ; represents the attack steps that an attacker must sequentially take
to successfully perform an attack from a source node p; to a target node p; in AG.
The most common approach to compute attack paths is the Breadth-First Search
(BFS) algorithm, either starting from a set of predefined attack sources [10] or by
performing a backward search from the attack targets [11].

Risk Model. Once attack paths have been computed, they are used to estimate
the cyber risks of the different attacks on the network. We leverage existing ap-
proaches [6] that consider CVSS metrics! to estimate the likelihood and impact
of an attack path AP and calculate the risk according to its standard definition:
risk(AP)=likelihood(AP)-impact(AP). The likelihood is calculated using the CVSS-
3.1 exploitability metrics (Attack Vector, Attack Complexity, Privilege Required, and
User Interaction), while the impact is determined by CVSS-3.1 impact metrics (more
details in [6]). Let us consider the following observations: (i) The accuracy of the risk
estimation is impacted by the completeness of the AG, i.e., the (approximated) set of
attack paths; (ii) The completeness of an AG (in terms of existing attack paths) is af-
fected by the presence of false positives/negatives in the input and the algorithm used
to compute AG and its attack paths; (iii) AG algorithms do not scale when the network
size and the number of vulnerabilities increases [12,37]. From these observations, it fol-
lows that the completeness of the AG can be enhanced by improving the quality of the
necessary inputs and considering generation algorithms that can produce a full attack
graph, that is the AG without any approximation. However, when the system scale

! https://www.first.org/cvss/v3.1/specification-document
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increases, full AGs cannot be computed efficiently, i.e., in a predefined small amount of
time); thus, completeness and the accuracy of risk estimation are traded for scalability.

3 Related Work

Self-protecting system. In the literature, different works design self-protecting
systems for different goals [27]. They focus on specific domains, as Yuan et al. [34]
and English et al. [4], who propose self-protecting architectures to automatically
detect and mitigate cyber threats of software (the former) and provide mitigation
actions based on event correlation (the latter). Similarly, Liang et al. [22] present a
framework to enhance the self-protection of power systems by leveraging blockchain
technology. Other works develop self-protection strategies for securing data storage.
Strunk et al. [31] minimize the performance costs of system versioning, and Kocher
et al. [17] leverage watermarking as a protection strategy. Differently, Li et al. [20]
propose a self-adaptation framework using Bayesian games to model cyber attacks,
and Girdler et al. [5] propose an IDS to dynamically detect malicious network traffic
and adapt the blacklist of malicious devices to block them.

A recent trend employs the Attack Graph (AG) model in self-protecting sys-
tems. For example, Gonzalez-Granadillo et al. [6] provides the baseline architecture
for dynamic cyber risk analysis leveraging AGs. Zeller et al. [35] employ AG in a
self-protecting system to analyze the risks of logic vulnerabilities and apply reconfig-
urations at runtime. In contrast, Skandylas et al. [30] introduce a formal approach to
designing AG-based self-protecting systems. Finally, Kholidy [16] models AG and self-
protection for Cyber-Physical systems, while Khakpour et al. [15] use threat modeling
to assess the risks of transient configurations during adaptation steps. While these sys-
tems are valuable solutions to apply AGs and risk estimation for self-protection, they
do not consider the accuracy of risk estimation and the scalability of AG computation.

Attack-graph scalability. A natural direction to improve the performance of AG-
based systems is by adopting scalable algorithms, such as shortest paths [32], path
pruning [12], or considering distributed approaches [19,26]. Other solutions propose to
compute attack paths based on alerts coming from detection systems, such as Nadeem
et al. [25] and Moskal et al. [24] who translate alert events to episode sequences used
to build a finite automaton of the AG, or employ Al to predict attack paths instead
of generating them [21,28]. All these approaches implicitly assume that input data
is accurate and thus trade the efficiency for an approximated solution. In addition,
they do not assess and quantify the accuracy-scalability trade-off. Thus, it is difficult
to estimate the accuracy loss when they are used in self-protecting systems. The
approach proposed in this paper takes an orthogonal perspective, focusing on input
data used by AG algorithms to improve their quality and reduce their size.

Accuracy of AG input data. State-of-the-art solutions do not consider pre-
processing the inputs of the attack graph computation algorithm to improve their
quality. To the best of the authors’ knowledge, the primary solution for this problem is
by leveraging security expert’s knowledge to identify false positives from vulnerability
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Fig. 2: Example of existing and proposed tree models for vulnerability filtering.

scanners by reducing as much as possible the number of interactions [3,8]. It models
the dependencies between vulnerabilities and vulnerable platforms in the network
and uses a dependency model to drive the interaction with the user. Inspired by
this solution, we advance the current state-of-the-art to consider the accuracy of risk
estimation in the proposed computational pipeline.

4 Computational Pipeline

Let us consider the architecture of the self-protecting system shown in Fig. la. In
this paper, we propose a modular computational pipeline for the Data Collection,
Aggregation, and Integration (DCAI) component aiming at (i) enhancing the accuracy
of risk estimation and (ii) improving its overall scalability. The proposed pipeline
has two main components: (i) a Vulnerability Filtering block and (ii) a Vulnerability
Aggregation block. They can be orchestrated with the pre-existing sub-components
of DCALI to generate different data preparation workflows characterized by varying
levels of accuracy. Fig. 1b reports the pipeline overview. The main task of the DCAI
component is to produce all data needed in the following steps of the control loop
to compute the attack graph, estimate the risk, and finally define countermeasures.
Among all those data, we focus on the Vulnerability Inventory VI used to generate
the AG and estimate the risk. The following will refer to data extracted with available
DCALI solutions as Raw Data Collection. The term “raw” refers to the existing data
collection implementation that mainly focuses on fusing and integrating data from
multiple sources [24,25]. Workflow 0 in Fig. 1b will, thus, represent our analysis
baseline (i.e., the current state of the art for AG-based self-protecting systems). Let
us note that data produced by the Raw Data Collection may be inaccurate due to
false positive, i.e., vulnerabilities that are not affecting the system or not exploitable.

The Vulnerability Filtering component aims to reduce the number of false positives
deriving from the raw data collection. Vulnerability scanners automatically identify vul-
nerabilities in a network by looking for known vulnerabilities and misconfigurations [23].
They could generate such false positives due to, for example, (i) misconfiguration, (ii)
misinterpretation of the standard system behavior, (iii) dynamic content of systems’
applications, (iv) temporary conditions on the network, and (v) lack of context [1].
False positives in the vulnerability inventory have a double disadvantage. On one side,
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they reduce the accuracy of the risk estimation as it is performed on a set of vulnera-
bilities that do not exist. On the other hand, they increase the vulnerability inventory
size, thus negatively impacting the scalability of the subsequent AG-based analysis.

The Vulnerability Aggregation component aims to further improve the scalability
of the overall self-protecting system by reducing the size of the input processed
by the attack graph generation and risk estimation module and, in particular, the
vulnerabilities in the inventory VZ, by aggregating vulnerabilities according to se-
mantic criteria. The core idea is to aggregate a set of vulnerabilities with common
features (e.g., that affect the same host and have the same pre and post-conditions)
into a meta-vulnerability characterized by such features. Let us note that multiple
aggregation policies may exist, and we want to maximize the number of vulnerabilities
aggregated into a meta-vulnerability while minimizing the potential accuracy loss.

The Vulnerability Filtering and the Vulnerability Aggregation components can be
orchestrated to support three different computational workflows as shown in Fig. 1b.

WF1 involves only vulnerability filtering (workflow 1 in Fig. 1b). It can be
executed for proactive security analysis with unlimited resources for AG computation.

WEF2 involves only vulnerability aggregation (workflow 2 in Fig. 1b). It can
be executed for real-time analysis where the computation of AGs must be reduced
as much as possible, and the analysis is fully automated without potential delays
introduced by vulnerability filtering. This workflow is also suitable when the accuracy
of the inventories generated by the raw data collection is particularly high.

WE3 involves both the vulnerability filtering and the vulnerability aggregation
components (workflow 3 in Fig. 1b). It represents the most general case that depends
on the specific context and is based on the definition of a trade-off between the
accuracy and performance of the risk analysis.

4.1 Vulnerability Filtering

The Vulnerability Filtering component proposed in this paper advances the idea pre-
sented by Bonomi et al. [3], where a raw vulnerability inventory is improved through
user-based validation leveraging a graph-based dependency model that captures the
relationships between the vulnerabilities and the vulnerable platforms they affect.
Usually, asset management systems are leveraged to retrieve each host’s platform
configurations automatically [7]. In some cases, this is not possible (e.g., due to
non-intrusiveness requirements) and human intervention is necessary: for example,
some architectures are unsupported by these systems (e.g., old platforms) or cannot be
used (e.g., air-gap networks). In such situations, the user is asked to validate specific
platforms’ presence which will then be checked against the dependency model to
confirm or discard related vulnerabilities. The main challenge is to design an algorithm
that raises the smallest number of platform validations to reduce the filtering time.
Bonomi et al. [3] leverage the Common Platform Enumeration (CPE)? to model the
dependencies between platforms and vulnerabilities. They select a platform from a
device inventory for a host h, ask the user whether it is present in the host, and apply
the outcome to each vulnerability in the vulnerability inventory VZ for host h.

2 https://cpe.mitre.org/
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Currently, this approach does not consider optional attributes of a platform (e.g.,
versioning), and thus may result in an inaccurate analysis as false positive vulnera-
bilities may persist (e.g., vulnerabilities with non-compatible platform versions). This
paper proposes a new tree-based model to track dependencies between vulnerabilities
and vulnerable platforms that considers every platform attribute from CPE. More in
detail, the vulnerability filtering component will take as input a vulnerability inventory
VZ,, listing all the hosts in the network and where each host h; has attached a
list of vulnerabilities (u},u,...u?,), and will produce as output a new vulnerability
inventory VZ,,; with the same format that will be the subset of VZ, including only
vulnerabilities validated by the user. The key idea behind the new dependency model
is to represent the platforms and their attributes in a tree-shaped graph routed on the
host identifier. For each host h; in the input vulnerability inventory VZ;,, we compute
the vulnerability tree T;=(V;,E;), where V; is partitioned into three subsets: (i) root
nodes V,. including the host h; currently under analysis; (ii) vulnerability nodes V,,
including a node for every vulnerability v listed in the input vulnerability inventory
VZiy; (iii) platform nodes Vpart, Voends Vorods Vuers including a node respectively for
every part, vendor, product and version attribute appearing in at least one platform
retrieved starting from a vulnerability in the input vulnerability inventory VZ,.

The set of edges E; is partitioned into the following subsets: (i) E}, ,, is the set
of edges linking a host & to its vulnerability u; (ii) E,, p is the set of edges linking
a vulnerability u with its platform P; (iii) Ep is the set of edges derived from a
platform P and connecting (through a path) a part node to a vendor node, to a
product node, and finally to a version node. Since they form a sub-tree in 7;, we
refer to these edges as platform sub-tree.

The main difference between the existing model (Fig. 2a) and the proposed one
(Fig. 2b) is that the latter highlights commonalities between different platforms, thus
being more fine-grained and speeding up the validation of multiple platforms.

Vulnerability filtering is made of the following actions: (i) identify the best valida-
tion request to be submitted to the human expert; (i) re-plan based on the received
answer. Planning is done by considering a utility function that estimates the individual
contribution of each platform to the validation of the pending vulnerabilities and
selecting the ones with the highest estimated profit (i.e., the number of validated vul-
nerabilities with a single request). Let us note that while the worst-case performance
derives from asking any platform, we propose a greedy approach that improves the
performance (on average) thanks to the dynamic re-ordering of requests based on their
expected profit. In particular, we evaluated the following utility functions, namely:

— RN (RaNdom filtering): we order platforms with random uniform distribution.

— SR (Smart Random filtering): we apply the same process of RN; however,
platforms that have no impact in the validation process are skipped.

— VS (Vulnerability Severity filtering): we order the platforms prioritizing those
having the most critical vulnerabilities.

— PP (Platform Prioritization filtering): we order the platforms prioritizing the
most frequent ones.

— VP (Vulnerability Platform filtering): we apply VS and consequently PP for
the platforms pertaining to vulnerabilities of equal severity.
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— PV (Platform Vulnerability filtering): we apply PP and consequently V'S for
the platforms having equal prioritization score.

Let us note that the considered utility functions eventually provide the same
output, i.e., the set of false positives to be removed, but they converge with a different
speed to the final result as some may be more or less effective in the early filtering
requests (see Section 5).

4.2 Vulnerability Aggregation

The core idea of the vulnerability aggregation component is to reduce the size of the
vulnerability inventory by aggregating vulnerabilities with shared features retrieved
by external repositories (see Fig. 1b). This paper considers a vulnerability v with
an id and a set of attributes mq,--,m, quantifiable with numerical values. Without
loss of generality, we assume that the attribute values are determined according to
predefined scales with the rationale that a higher value corresponds to a higher risk
estimation. This information is typically defined with the Common Vulnerabilities and
Exposures (CVE)?, where the attributes correspond to CVSS metrics (see Section 2).
Thus, the input of the vulnerability aggregation component is a vulnerability
inventory VZ (either coming directly from the data collection, i.e., workflow 2 in
Fig. 1b or after filtering false positives, i.e., workflow 3. The output is an aggregated
vulnerability inventory VZ, that has, for each host, a collection of meta-vulnerabilities.
A meta-vulnerability has the same set of attributes of vulnerabilities in VZ, but
the values of such attributes are processed according to an aggregation strategy. Let
us recall that the aggregation module aims to reduce the size of the vulnerability
inventory to improve the scalability of the AG computation. Still, at the same time,
it should avoid losing any information that may lead to an accuracy loss for risk
estimation. Thus, the technical challenge here is to design aggregation strategies that
optimize the scalability-accuracy trade-off of the whole risk estimation process. We
propose three main strategies considering different aspects of the risk model:

— VA (Vulnerability-based Aggregation): For each host, we aggregate the vulner-
abilities that have the same values for all their attributes. Two vulnerabilities
with the same attribute values are aggregated into a meta-vulnerability with
such values. Otherwise, no aggregation is performed. As a consequence, each
meta-vulnerability is a representation of the unique combinations of vulnerability
attribute values of each host.

— RA (Risk-based Aggregation): For each host, we aggregate vulnerabilities with
the same values of the attributes used to evaluate the risk. The resulting meta-
vulnerability has the same value for the attributes used to assess the risk and the
maximum value between aggregated vulnerabilities for all the other attributes.

— HA (Host-based Aggregation): For each host, we aggregate all the vulnerabilities
independently from their attributes. The resulting meta-vulnerability has the
maximum value of the attributes among the aggregated vulnerabilities. As a
consequence, each host has a single meta-vulnerability.

3 https://cve.mitre.org/
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The rationale of these aggregation strategies (particularly for RA and HA ones)
is that they consider the worst-case scenario. The maximum values of vulnerability
attributes lead to higher risk values, according to the rationale of CVSS metrics.
Consequently, meta-vulnerabilities tend to overestimate the risk, thus defining an
upper bound for the analysis. Stricter aggregation strategies result in more controlled
risk overestimation. Thus, VA and RA aggregation strategies represent the risk values
with higher accuracy despite generating larger AGs. In contrast, the HA strategy
overestimates the risk more than the other. Still, it generates AGs with the same size
as the reachability networks, thus avoiding their exponential explosion.

As an example, let us consider a host h with vulnerabilities
u1, Uz, and uz in Table 1 and their metrics m,, mp, and me.,
where only m, and my, are used for risk estimation. The different Table 1: Exam-
aggregation strategies generate the following meta-vulnerabilities: ple aggregation.
VA no aggregation is performed because the metric values of the

three vulnerabilities are mutually different. Risk
RA: vulnerabilities us and ug are aggregated into a meta- metrics
vulnerability u} 4, with metrics {mq : 0.7,my : 0.3,m. : 0.7}, Mg Mp M
while vulnerability u; is not aggregated into up, ; because has  w; 0.7 0.7 0.3
a different value of the risk metric my,. ug 0.7 0.3 0.7

HA.: all the vulnerabilities of host h are aggregated into a meta- w3 0.7 0.3 0.3
vulnerability uj; 4 ; with metrics {m:0.7,my:0.7,m.:0.7}.

5 Experimental Evaluation

5.1 Setting Configuration

To create the experimental environments, we emulated our department’s real network.
It comprises around 250 devices arranged in 5 LANs connected through a router in a
star topology. We created 8 virtual representations of the network devices, configuring
them with platforms and settings mimicking the real ones. The virtual hosts have
been scanned for vulnerabilities using commercially available vulnerability scanners
(Nessus and OpenVAS). False positives were manually filtered out to obtain the subset
of vulnerabilities truly affecting them (i.e., to create a ground truth used to compute
our accuracy metrics). Table 2 summarizes the configurations of the hosts and the
number of (false and true) platforms and vulnerabilities identified by the scanners.
To test the scalability, we considered different LAN networks (i.e., networks with
full reachability between hosts) of various sizes and included multiple replicas of the
hosts. We regarded as such topology for different motivations: (i) a LAN setting is the
typical setup used for the validation of the state-of-the-art AG algorithm [13,29] and
(ii) LANS represent a standard infrastructure of more extensive enterprise networks
and are currently the parts with the highest impact on scalability. However, additional
experiments on different topologies are reported on the open-source repository* and
do not show significant differences from the reported results. The proposed dataset
we made available represents general ICT infrastructures commonly employed and
used in AG-based (distributed) approaches [13,37]. We compare the proposed pipeline

4 https://github. com/ds-square/self-protecting-ag
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Table 2: Experimental environment. True positives (TP) and false positives (FP) are
identified by the scanner and confirmed or discarded by manual validation.

Host OS Category LAN Patecipation Platforms Vulnerabilities
TP FP TP FP

HO Ubuntu Linux 22.10 office ADMIN, INF, GST, AUTO 2 17 6 1

H1 Debian Linux 10 office ADMIN, INF, GST, AUTO 3 96 11 5

H2 Ubuntu Linux 18.04.6 LTS server DMZ 5 1371 12 3

H3  Debian Linux 10 server DMZ 4 138 6 4

H4  Ubuntu Linux 15.10 development INF, GST, AUTO 10 116 214 4

H5 Debian Linux 11 development INF, GST, AUTO 1 15 1 1

H6  Ubuntu Linux 15.04 generic ADMIN, INF, GST, AUTO 21 407 334 7

H7  Debian Linux 11 generic ADMIN, INF, GST, AUTO 8 220 11 7

with the current state-of-the-art for AG-based self-protecting systems [6]. We fed the
state-of-the-art implementation (SoA in the plots) with the vulnerability inventory
manually constructed as ground truth to compare the benefit of our approach to
a solution that is not biased from initial false positives (i.e., we considered a good
scenario for the state-of-the-art). We conducted the evaluation on a Linux server with
an Intel(R) Xeon(R) Gold 6248 CPU 2.50GHz and 256 GB of memory.

5.2  Vulnerability Filtering Evaluation

The first step of the pipeline (see Fig. 1b) is vulnerability filtering, whose goal is the
improvement of the accuracy of risk estimation by filtering out false positives coming
from vulnerability scanners. We examine how different utility functions affect the
results of the cyber risk analysis and the AG size in a mesh of the 8 virtual hosts (a
configuration resembling a small company with heterogeneous hosts).

As a first result, let us note that in addition to the 1605 vulnerabilities of SoA, the
virtual environment contains 91 false positive vulnerabilities detected by the scanners.
These vulnerabilities directly impact the risk estimation for eight of the ten attack
targets (80%) in the environment with a Mean Absolute Error (MAE) of the risk
estimation of 0.1 (i.e., the value of the risk of a target differs from its risk in SoA
by 0.1 on average). This result underlines the importance of filtering false positives
from vulnerability scans due to their negative impact on cyber risk evaluation. They
may impact the risk estimation even more if the risk model does not consider the
maximum likelihood for risk calculation (i.e., worst-case scenario).

The percentage of targets affected and the MAE are thus evaluated after each
filtering utility function request. Fig. 3a shows the trend of the percentage of targets
whose risk analysis is affected by false positives. It is noticeable that VS, VP, PP,
and PV functions converge more rapidly than the others. To indicate the time, we
experimentally estimated that a request is completed in 1 to 3 seconds by a human
expert. In particular, they correctly estimate the risk for all the targets after 71, 69,
60, and 60 requests, respectively. In contrast, the other utility functions need from
200 up to 300 more requests to reach the same objective. This trend is because some
functions prioritize the requests using algorithms considering vulnerability severity
(VS, PV, and VP) and platform frequency (VP, PV, and PP). In contrast, functions
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SR and RN do not apply any order to the sequence of requests, as described in
Section 4.1. VS, VP, PP, and PV can, thus, validate more vulnerabilities in parallel,
granting better performance.

Result 1: The best functions have been observed to be PP and PV, with a con-
vergence bound of 60 requests, against 69 requests of their closest competitor VP.
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Fig. 3: Vulnerability filtering analysis in filtered AGs.

To determine the risk variation, we compute each host’s MAE of the risk estimation.
Fig. 3b shows the MAE after each request of the filtering utility functions. The first
relevant aspect to point out is that the false positive vulnerabilities in the network
cause an average approximation of the risk of 0.1%. In addition, it can be noticed
that VS, PP, and PV functions quickly reduce the variation to zero after 71, 69,
and 69 requests, respectively. This rapid convergence is because VS, PP, PV, and
VP algorithms are designed to rapidly converge to the ground truth by suitably
organizing the requests according to the most common features among the different
vulnerabilities, enabling the detection of false positives early in the filtering approach.

Result 2: The presence of false positives in vulnerability scans may cause an
approzimation of the cyber risk of 0.1%. Four filtering functions (VS, PP, PV, and
VP) converge twice as rapidly as the others because they consider aspects common to
many vulnerabilities, halving the time necessary to the filtering process.

The elimination of false positive vulnerabilities has the direct effect of reducing
the size of the AG, in addition to improving the accuracy of risk analyses. To measure
the AG size reduction, we report the number of edges of the AGs partially filtered
with the different filtering functions in Fig. 3c. The filtering functions reduce the
number of edges from 1302 to 1238, corresponding to a space reduction of 5% of the
AG. Tt is discernible that the convergence rate to the ground truth is comparable
for both the number of edges (Fig. 3c) and the AG risk accuracy (Fig. 3a, Fig. 3b)
indicating that the reduction of the AG edges follows the accuracy improvement.
However, the two results are not equivalent because the filtering strategies contribute
to eliminating the edges due to false positive vulnerabilities even though they do not
directly contribute to the risk estimation of a host, i.e., if they do not contribute to
the most severe threat for a host.

Result 3: Filtering out false positive vulnerabilities provides advantages for AG
scalability, reducing their size of up to 5% of their original size.
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This analysis showed the advantages of the filtering utility functions in the pipeline
of self-protection. Without them, the current state-of-the-art solution is 10% less
accurate, and the AG has 5% more edges. Among the different functions, PP and
PV have the fastest convergence to the ground truth, resulting in a more accurate
cyber risk analysis and reduction of the AG size.

5.3 Vulnerability Aggregation Evaluation

The main goal of vulnerability aggregation is to streamline the vulnerability inventory
for generating AGs, enhancing their scalability over time. However, this aggregation
can lead to information loss in cyber risk analysis. Thus, it’s essential to examine the
trade-off between scalability benefits and drawbacks for various aggregation strategies.
Table 3 shows the reduction in edges and its impact
on risk analysis (number of affected targets and MAE
of risk estimation) compared to the state of the art for Table 3: AG risk accuracy.
the 8 hosts mesh. It underlines a great advantage of
vulnerability aggregation: the reduction between 68% and ~ Agresation ffected P 2 edses
96% of the AG size. Indeed, while the SoA attack graph l‘:{’fg 10[;//0 o gj‘/c
has 620 nodes and 1238 edges, they are reduced to 196 A 0% 041 9%
and 390 for Vulnerability-based Aggregation (VA), 78
and 154 for Risk-based Aggregation (RA), and 27 and 44
for Host-based Aggregation (HA). However, the analysis confirms the side effect that
aggregation strategies may have on the accuracy of the cyber risk analysis. The most
conservative aggregation (VA) does not impact the estimation of the risk value because
it aggregates only vulnerabilities that have the exact attributes; similarly, the impact
of the RA strategy is minimal (1% of the hosts, MAE of 0.04) because it aggregates
vulnerabilities according to their features used in the risk model. Conversely, the HA
strategy has 40% of the cases with more than 0.5 risk variation. This worse accuracy
is due to the aggregation being independent of vulnerability attribute values.
Result 4: The VA strategy does not impact the risk estimation but has the lowest
reduction of the AG size. The HA strategy has the biggest reduction of the AG size with
a significant risk approximation. The RA strateqy represents the accuracy-scalability
trade-off with a considerable size reduction and a neglectable risk approximation.
Considering the trade-off between scalability and accuracy, it is essential to delve
deeper into the impact of aggregation strategies on the scalability of AGs. To achieve
this objective, we analyze the time and space complexity of AGs generated using
aggregated inventories. The scalability evaluation is performed by increasing the
number of network hosts up to 700 still using the presented settings to resemble
realistic modern ICT networks. The additional hosts were obtained by adding replicas
of the hosts to the network. Fig. 4a reports the AG generation time (in seconds) for
the different synthetic environments. The generation time includes the time necessary
to aggregate the vulnerability inventory. The trends highlight the AG generation
speed-up when adopting aggregation strategies, especially for large-size networks.
On average, there is a reduction of 8%, 33%, and 78% of the generation time for
Vulnerability-based (VA), Risk-based (RA), and Host-based (HA) Aggregation with
respect to SoA, (dashed line in Fig. 4a). It is worth noting that the generation time is
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Fig. 4: Analysis of AG (a) generation, (b) num. edges, and (c) path computation.

considerably increased when there is no aggregation (SoA), for VA and RA strategies,
while increases linearly for the HA one. This result is because the HA strategy keeps
one vulnerability per host making complexity linear in the network size. This trend
is confirmed by the space analysis in Fig. 4b, which summarizes the number of AG
edges for each aggregation strategy. The number of edges is reduced by 40%, 55%,
and 75% when adopting VA, RA, and HA strategies, respectively.

Result 5: Both time (Fig. 4a) and space (Fig. 4b) analyses indicate that adopting
aggregation strategies provides a significant reduction of the AG structure (from 40%
to 75%) and faster generation (from 45% to 95%).

Concerning the accuracy-scalability trade-off of large networks, let us remark
that computing the attack paths is computationally expensive when performed in
non-aggregated networks, and it is still an open problem in AG [32,37]. Fig. 4c reports
the time (in seconds) for the computation of the attack paths for 3 attack targets,
randomly chosen, for the different network sizes. Since AGs are used to prevent
and respond to cyber-attacks promptly, we assume that when the attack paths
computation needs more than 4 hours to be completed, the problem is impractical.
When there is no aggregation strategy (SoA, dashed line in Fig. 4c), the only size for
which risk analysis can be computed in a practical amount of time is the network
with 10 hosts, for which we reported the scalability-accuracy trade-off in the previous
subsection. For networks with 100 hosts, the problem is impractical. In contrast, given
the high reduction of AG size, it is still possible to compute attack paths for cyber risk
analysis when adopting aggregation strategies. In particular, the problem is practical
for up to 200 hosts when considering the VA strategy, for which the computation
requires almost 4 hours. The RA strategy allows attack path computation of up to
300 hosts with a computation time of almost 3 hours. In contrast, the HA strategy
scales up to 700 hosts for whom less than 1 hour is needed to compute attack paths.

Result 6: Aggregation strategies enable attack path computation for network sizes
for which the problem would be impractical. In particular, the HA strategy outperforms
all the other strategies, being linear to the network size.

Given the impossibility of computing the attack paths for SoA, we evaluate the
information loss of the aggregation strategies by analyzing the reachability accuracy
for all the networks from 10 to 700 hosts. More in detail, given each pair of (ps,p;)
where p, is an attack source and p; an attack target in SoA attack graph, let an
s-t path be an attack path from ps to p;. Then, for the AG obtained by applying
aggregation strategies, we evaluate the following elements:
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— True Positives (TP) are the s-t paths in SoA and the aggregated AG.

— False Positives (FP) are the s-t paths not in SoA but in the aggregated AG.
— False Negatives (FN) are the s-t paths in SoA but not in the aggregated AG.
— True Negatives (TN) are the s-t paths neither in SoA nor aggregated AG.

Fig. 5 reports the confusion matrices of the reachable paths according to the different
aggregation strategies. It underlines that the VA strategy has an accuracy of 1, as

le7 RA le7 HA les o
1.75 1.75
7
. TP FP 1 50 TP FP
76.0% 4.0% 64.0% 8.0% 6
1.25 1.25
-5
-1.00 -1.00
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Fig. 5: Confusion matrices for each aggregation strategy.

expected. Indeed, it only aggregates when all the vulnerability features are the same,
thus avoiding the generation of meta-vulnerabilities that do not exist in SoA. In
contrast, RA and HA strategies have 0.96 and 0.81 accuracy, respectively, due to the
presence of meta-vulnerabilities that may alter the original AG topology in which
some paths may be wrongly present (at most 8% of the total number of paths) and
others missing (11% of the paths only for HA strategy). Interestingly, the RA strategy
does not contain false negatives; thus, it is conservative because only additional
non-existing paths may cause lower accuracy.

Result 7: Aggregation strategies may alter the AG topology with meta-vulnerabilities
that replace the actual ones. However, the VA strategy does not present any topology
variation, while the RA and HA ones miss 4% and 19% of attack paths.

This experimental evaluation analyzed the accuracy-scalability trade-off of the
proposed pipeline. It showed that false positive vulnerabilities may project lower
accuracy in the risk analysis. In contrast, aggregating the vulnerabilities improves
the AG scalability, allowing path computation in networks whose size is impractical
with existing approaches. On the other hand, a slight degradation of accuracy in
the risk evaluation is the price to pay for the improved scalability: it is mitigated by
tolerating from 10% to 20% of uncertainty in the risk calculation.

6 Conclusion

This paper presented a novel computational pipeline for the Monitor phase of
MAPE-K self-protecting systems based on attack graph models. It comprises two
components to (i) filter out false positives from inaccurate vulnerability scanners
and (ii) reduce the size of vulnerability inventories to improve the scalability of
attack graph computation algorithms. We validated the two components with an
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experimental evaluation based on a real network. This showed the pipeline’s capability
to (i) improve risk estimation accuracy and (ii) improve attack graph scalability
with traded risk estimation approximation. Finally, we showed how the proposed
aggregation strategies enable the computation of attack paths in networks whose
size would be intractable with existing solutions. In future work, we are looking
to investigate the pipeline’s applicability to different risk models in other security
domains. Currently, we leverage state-of-the-art risk models, but specific domains,
such as automotive and cyber-physical systems, may benefit from different models.
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