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 A B S T R A C T

The Incident Management Process (IMP) is crucial to prevent, protect against, and respond to security incidents 
that impact an organization. To ensure readiness for potential alerts, the IMP must comply with security 
standards, which provide guidelines for managing such incidents, and organizations are expected to adhere to 
these standards to establish a secure-by-design approach. Evaluating an organization’s compliance with security 
standards is often labor-intensive, as traditional methods rely heavily on manual analysis. Incorporating 
automated approaches to aid decision-making presents additional challenges, such as data interpretation and 
correlation. To address these challenges, we present IMPAVID, a visual analytics solution designed to support 
the assessment of IMP compliance through process-centric techniques. IMPAVID aims to enhance the security 
assessor’s awareness, enabling them to make informed decisions about improving the IMP alignment with 
regulatory and technical standards. To ensure the context-awareness of these techniques, IMPAVID leverages 
a deviations taxonomy and a cost model to propose a more fine-grained analysis linking together process 
and technical data while allowing to focus on general root causes for non-compliance. In the literature, cost 
models often rely on parametric cost functions that provide a valuable solution for fine-grained assessments 
while introducing additional challenges related to the effort necessary for security assessors to determine 
suitable parameter configurations. Thus, the IMPAVID system implements additional requirements and a visual 
environment to support data-driven, assisted, and interactive parameter configuration during IMP compliance 
assessment. We validate our system by presenting a comprehensive case study based on a publicly available 
dataset, which includes real IMP log data from an IT company. It shows the system’s capabilities to perform 
IMP compliance assessment while dynamically configuring the parameters of the proposed compliance cost 
model, enabling more effective and efficient analysis.
1. Introduction

Incident Management Process (IMP) is central in every organiza-
tion’s IT service management posture. Incident management aims to 
restore regular services promptly after an incident. It minimizes the 
impact on business while ensuring high-quality service [1]. Poor man-
agement can lead to security incidents. These incidents show unwanted 
behaviors in the organization’s services. If not properly managed, the 
IMP can demand significant effort to organize effective security pro-
cedures for handling and responding to incidents. Numerous security 
frameworks, such as ENISA [2], ISO 27035 [1], COBIT [3], ITIL-IM [4], 
and NIST SP 800-61 [5], provide support to organizations in defining 
their processes. These frameworks outline the key phases that an IMP 
should include and offer practical guidelines for implementation. The 

∗ Corresponding author.
E-mail address: palma@diag.uniroma1.it (A. Palma).

organization wants to fully comply with these frameworks. This compli-
ance will help them be ready for security incidents and reduce adverse 
effects.

Essential tasks of IMP compliance are the quantification of the 
compliance level of the organization with the chosen reference security 
framework and the identification of the severity of the incidents that 
are causing non-compliance. However, performing these tasks can be 
difficult due to a lack of standard metrics to measure compliance with 
frameworks. Most frameworks are intentionally general to be applied 
in different domains (e.g., from healthcare to Information Technology) 
making them susceptible to different interpretations from different as-
sessors [6]. Finally, process compliance is typically performed through 
interviews and manual analysis of the collected information mapped 
to the indications provided by the reference process model, typically 
resulting in a time and resource-consuming activity [7,8]. It implies 
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that human errors are always possible in each step of the assessment, 
and different sensibilities from different assessors to similar situations 
may influence the evaluation.

To address these challenges, Palma and Angelini introduced a visual 
analytics system to support IMP compliance, named IMPAVID [9]. It 
leverages Process Mining [10] to identify the deviations of an IMP 
with respect to the reference one by enabling the analysis to consider 
both compliance and technical aspects of the incidents, allowing hy-
pothesizing interventions that raise the compliance of the IMP with a 
reference standard. While it is a valuable solution to the problem of 
IMP compliance, it still presents some limitations related to exploring 
the solution space. In particular, it is based on parametric cost models 
to assess compliance, which are currently fixed to default parameter 
values, and the system does not allow their exploration and optimal 
parameterization, potentially affecting the outcome of the analysis. 
This design choice limits the solution space exploration and, conse-
quently, the model’s capabilities to assess compliance. An additional 
consequence is poor differentiation of different types of analyses that 
can be performed in the context of IMP compliance assessment. For 
example, a security manager may be interested in a high-level view 
of compliance (e.g., by considering average parameters). In contrast, 
a security operator may be more interested in varying cost model 
parameters for what–if analysis of multiple scenarios with different 
technical solutions applied to evaluate their effects.

This work extends IMPAVID to address these limitations, presenting 
a visual analytics system to support the analysis of the parameterization 
of cost models in the context of IMP compliance assessment. In line with 
the design of IMPAVID, we first describe the requirements for the new 
parameterization features of the system. Consequently, we leverage 
a Machine Learning (ML) approach to support the computation and 
visual exploration of such parameter space. We also integrate a new 
visualization to recommend and guide the analyst toward the correct 
parameterization task. Finally, we present a case study to show the ca-
pability of the improved system and discuss its impact on the cognitive 
load of the analyst. In summary, this manuscript contributes:

• Extended requirements for parameterization in the context of IMP 
compliance assessment;

• A visual design for supporting decisions about compliance param-
eters by leveraging ML-aided models;

• A novel case study showing a realistic scenario of cost model 
parameterization task.

The rest of this manuscript is organized as follows: Section 2 reports 
related work, while Section 3 describes the current cost model for 
IMP compliance assessment and its parameters. Consequently, Section 4 
presents the requirements and the corresponding visual design to assist 
the parameterization task in Section 5. Section 6 presents the case 
study. Finally, Section 7 discusses results and limitations, and Section 8 
concludes the paper.

2. Related work

We analyzed existing literature and organized it into three main sub-
areas. We first report on the literature on Visual Analytics solutions 
supporting the IMP. Then, we proceed with the literature regarding 
Visual Analytics for IMP assessment and compliance. Finally, we report 
on the literature on Visual Analytics applied to Process Mining as we 
leverage this discipline for the analytics of non-compliance cost.

2.1. Visual analytics and incident management

Considering Visual Analytics solutions in the IMP domain, several 
works address technical aspects of the incidents, focusing on the re-
sponse phase [11–13] and attack tracking and analysis [14–16], while 
few paid attention to Incident Management as a process. Gove [17] 
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designs a narrative visualization for incident reports to give Security 
Operation Center (SOC) analysts a succinct view of the information 
in an incident report. In particular, the work supports succinctness by 
summarizing the vast amount of technical details, the activity progres-
sion to highlight particular situations in relevant time periods, and the 
patterns difficult to identify from the textual report. While this work 
aims to improve awareness in decision-making, the focus is primarily 
on the technical details of incidents, such as attacks and malicious 
packets. In contrast, the solution we propose in this paper focuses on 
the process itself while integrating it with technical data. Novikova 
et al. [18] present a set of Visual Analytics techniques to monitor in-
formation security and event management, including incidents. Among 
others, they analyze OSSIM [19], a tool for analyzing and reporting 
security events, highlighting risks and alerts. The reported techniques 
are suitable for the analysis of system security as they refer to events 
such as authentication, intrusion detection, and operating systems. 
On the contrary, we address the problem of supporting IMP from a 
higher level, that is, detecting issues deriving from non-compliance 
with security standards and reference models. Cavalcante et al. [20] 
propose an analytical tool to characterize the performance and quality 
of time-bounded IMP systems. They leverage a 2-dimensional log–
log graphic to plot the correlation between a ticket’s resolution time 
and assignment delay, detecting whether each service poll complies 
with Service Level Agreements (SLAs). On the contrary, our goal is 
to support the assessor in detecting problematic processes and making 
her/him aware of the problems affecting the process.

In summary, the reported Visual Analytics approaches to IMP
mainly focus on technical aspects and evaluate performance and prob-
lems, considering the malicious elements causing the incidents. Instead, 
the approaches dealing with Incident Management as a process tend 
to focus only on specific aspects, like deviations with respect to SLAs, 
without analyzing in-depth the process itself, its compliance with 
standards, or its relation to past incident data.

2.2. Visual analytics and IMP assessment

Assessing an IMP and its compliance with security standards is a 
challenging task requiring considerable effort in suitably evaluating 
data to make decisions to improve the process. Therefore, designing 
Visual Analytics solutions to support the assessor in her tasks is an 
important topic, and some works propose solutions in this direction. 
Rasmussen et al. [21] investigate two complementary approaches to 
improve analyst performance on monitoring tasks. They provide defen-
sible recommendations based on learning approaches from historical 
data by computing the similarity between the model of a given alert 
and historical alert models as classified by users during their work. 
The aim is to provide a justification for the suggestions the system 
makes. They provide metrics mostly derived from learning approaches, 
while we additionally leverage metrics calculated from an automatic 
process mining system (i.e., fitness from trace alignment) and metrics 
manageable by the analyst. Knuplesch et al. [22] present a compre-
hensive framework for visually monitoring business process compliance 
under different perspectives: time, control flow, resources, and data. It 
is based on compliance rules and the assessment of control checking. 
In contrast, we propose a more process-centric compliance analysis 
and support of the assessor’s awareness. Duan et al. [23] present an 
approach for checking security properties and compliance of hierarchi-
cal processes to address the challenging task of representing complex 
logic formulas. They leverage a visual compliance rule modeling lan-
guage based on the traces of a process instance. Finally, Angelini 
et al. [24] propose CRUMBS, a Visual Analytics solution to support 
security managers in managing a security assessment based on the NIST 
cybersecurity framework [5]. While focusing on a high-level assessment 
of business or assessment processes, these solutions do not cover the 
IMP assessment (or any specific cybersecurity process) in detail, as our 
solution does.
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Fig. 1. The ISO 27035 Incident Management Process model.
In summary, most of the solutions existing in the literature address 
technical details of the incident response process with no or limited 
support for the process compliance perspective, while the ones focusing 
on compliance analysis are made with respect to a set of rules and 
not to a reference model as in our proposal. None of them provides 
an analytical perspective to support a security assessor in the IMP 
assessment, and very few provide support for exploration and what–if 
analysis to assist the assessor during the compliance analysis explo-
ration while limiting the cognitive load. On the contrary, we propose 
a unified assisted analysis of both technical aspects of IMP (e.g., types 
of incidents, impact, priority) and compliance aspects (e.g., deviations 
from a reference model).

2.3. Visual analytics and process mining

Different works explored how Visual Analytics can support Process 
Mining (PM) [10,25,26], highlighting the most suitable visualizations 
for Process Mining tasks [27,28]. Some of them classify visual solutions 
for the different mining algorithms, such as control flow, organiza-
tion, cases, and time analyses, as studied in the survey proposed by 
Kriglstein [29]. Another part of the literature focuses on specific tasks, 
such as Van der Aalst et al. [30], which leverage Visual Analytics as 
a discipline to improve decision-making for Process Mining objectives. 
They explored the visualization of processes based on their execution 
history. The goal is to support human judgment by replaying event 
logs on maps to pass from static log analysis to dynamic one: process 
models can be seen as maps, and metaphors from cartography can be 
used to make these models better understandable. Sitova et al. [31] 
apply process visualization methods for production analysis, making 
the raw event log data into a manageable format for decision-making. 
In particular, they design seven visualizations to highlight production 
categories, their frequencies, their change in time, and the relationships 
between them. Similarly, Kaouni et al. [32] propose an approach for 
identifying bottlenecks in business processes through scatter plots and 
bar charts, improving the interpretability of the process analysis with 
respect to the built-in visualizations in Process Mining tools.

All these approaches are interesting and give an overview of the 
suitable visualization for different Process Mining tasks. On the other 
hand, they do not assist a security assessor during the compliance 
process, as proposed in this paper, by offering a comprehensive tech-
nical and process analysis and supporting the parameterization of the 
non-compliance cost model.

3. IMP compliance assessment model

This section presents the approach used to assess the compliance 
of the IMP implemented by an organization with respect to a ref-
erence model specified by a security standard. This task is typically 
managed by a security assessor, who is responsible for evaluating an 
organization’s adherence to security standards. S/he conducts audits, 
reviews documentation, and identifies gaps in compliance with the final 
goal of recommending improvements to enhance security posture and 
regulatory alignment. The assessor often must manually extract the 
information s/he needs to assess compliance with security standards 
(for example, if a different execution of the process is allowed or not). 
This task can be cumbersome, time-consuming, and error-prone [33]. 
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Thus, this paper copes with these challenges by combining Visual 
Analytics and Process Mining.

Among Process Mining techniques, we use trace alignment [34–
36]. It automatically detects process deviations and matches activities 
recorded in a log with those a reference model allows. Within trace 
alignment, we use the notion of fitness. This metric varies between 0 
(i.e., the trace is completely non-compliant with the reference model) 
and 1 (i.e., the trace is perfectly compliant with the reference model). 
In this way, it represents the conformance level of each trace in a log 
to the reference model. The inputs required are the log of an IMP 
and a reference process model to comply with (e.g., [3,4]). The log 
must contain information about incidents, the sequence of activities 
for each incident, and their timestamps. The reference model must 
be represented using process model notation like BPMN [37] or Petri 
Net [38]. Fig.  1 shows an example representing the Workflow Net [38] 
of the IMP defined in ISO 27035 [1]. The result of trace alignment is, 
for each incident trace, the identification of its fitness and the list of 
the activities of the log that deviate from the reference model. More 
in detail, for each activity, the fitness allows us to identify whether 
it is only in the log, only in the model, or in both of them. We use 
fitness as a metric to evaluate the organization’s degree of compliance 
with the reference IMP model. However, the detected deviations in 
the process activities are usually insufficient to conclude the IMP 
assessment analysis. An assessment performed in just this way presents 
the following limitations [33]:

1. fitness aggregates in a single value the contribution of quite 
different deviations that may have different impacts on the IMP;

2. fitness analysis is difficult to perform with respect to the incident 
characteristics due to their high number in a real log and the 
need to analyze them one by one;

3. it is not easy to characterize the most impactful incidents on the 
process compliance.

Therefore, we need to take a step further to assign semantics to the 
different types of deviation so that a security assessor can weigh the 
related penalties. To overcome these limitations, our intuition is to shift 
the analysis perspective by modeling deviations and assigning them 
a cost through a cost model. The cost model can help the assessor 
manage the possible high number of deviations by prioritizing them 
with respect to their severity.

3.1. Cost model

The proposed cost model considers different error categories and 
supports the assessor in prioritizing the penalty for each category [33]. 
The assessor can also assign different penalties to the process activities 
of each error category (e.g., the same error type, like repeating an 
activity, may have a different penalty for two different activities). This 
action allows for distinguishing the different causes of non-compliance 
happening during the execution of the IMP and their impacts. We model 
the deviations of an IMP log from the reference model by defining three 
error categories: (i) skipped activities, representing error conditions in 
which a necessary activity (e.g., detection, activation, resolution) is 
skipped in the log; (ii) repeated activities, representing error conditions 
in which an activity is repeated consecutively more than once in the log 
(e.g., multiple detections, multiple resolutions); (iii) mismatching order, 
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representing error conditions due to two or more activities being in the 
wrong sequence of execution (e.g., closing an incident before opening 
it). The rationale for defining these error categories is to capture the 
generality of IMP deviations. It allows a manageable yet representative 
number of them, abstracted from the technical root causes. An assessor 
can leverage these categories as a first categorization level and assign 
weights to each deviated activity to fit the cost model on the application 
domain. The definition of a cost model consists of assigning weights to 
each deviation, representing the penalty associated with the deviation 
itself. For example, an assessor knows that skipped detection may be 
a deviation due to a cyber attack that the analyst cannot detect, like 
hijacking or man-in-the-middle attacks. S/he defines the penalty of such 
deviation as more severe than a skipped activation, which may indicate 
that the service desk forgot to flag the incident as active before its 
processing.

3.1.1. Cost model formalization
After providing the rationale and intuition of benefits from mod-

eling error conditions to describe IMP deviations and their cost, this 
section delves into the formal modeling of the proposed cost model. 
The reference model is composed of a combination of N different 
events (that is, the number of different activities of the IMP) 𝐸1,… , 𝐸𝑁 , 
while A denotes the trace of an incident in the log, composed of a 
combination of 𝐸1,… , 𝐸𝑁 , with a number of total events equal to |𝐴|. 
Let 𝐻(𝐸𝑖) be equal to 1 if the activity 𝐸𝑖 is skipped in the trace A and 
0 otherwise; let 𝑟𝐸𝑖 and 𝑚𝐸𝑖 be the number of times the activity 𝐸𝑖 is 
consecutively repeated and the number of times the activity 𝐸𝑖 is not in 
the correct position of the process, respectively. Then, the cost function 
that associates the penalty with a trace 𝐴 based on the deviations of the 
cost model is: 
⎧

⎪

⎨

⎪

⎩

𝑚𝑖𝑠𝑠(𝐴) =
∑𝑁

𝑖=1 𝛼𝑖 ⋅𝐻(𝐸𝑖)
𝑟𝑒𝑝(𝐴) =

∑𝑁
𝑖=1 𝛽𝑖 ⋅

𝑟𝐸𝑖
|𝐴|

𝑚𝑖𝑠𝑚𝑎𝑡𝑐ℎ(𝐴) =
∑𝑁

𝑖=1 𝛾𝑖 ⋅
𝑚𝐸𝑖
|𝐴|

(1)

where 𝛼𝑖, 𝛽𝑖, and 𝛾𝑖 are parameters to weigh the severity of skipped, 
repetition, and mismatch error for each activity 𝐸𝑖. In assessing the 
severity and impact of these errors, the assessor might want to give 
more importance to some categories of error than others. To capture 
this, the model introduces a parameter 𝑤𝑖 for each error category such 
that, for an incident trace 𝐴: 
𝑐𝑜𝑠𝑡(𝐴) = 𝑤𝑚 ⋅ 𝑚𝑖𝑠𝑠(𝐴) +𝑤𝑟 ⋅ 𝑟𝑒𝑝(𝐴) +𝑤𝑠 ⋅ 𝑚𝑖𝑠𝑚𝑎𝑡𝑐ℎ(𝐴) (2)

This definition makes the cost model parametric in the error weights 
to allow the assessor to assign higher severity to some errors rather than 
others, driven by their semantics. We model the cost of each deviated 
activity as a normalized score between 0 (the cost of the deviation does 
not impact the computation of the final cost) and 1 (the cost of the 
deviation fully impacts the computation of the final cost). This way, 
the assessor can capture the percentage of each deviation’s impact on 
the final evaluation. Finally, we map the value of cost(A) in a discrete 
scale of four severity values: ‘‘Low’’, ‘‘Medium’’, ‘‘High’’, and ‘‘Criti-
cal’’, following similar choices made in cybersecurity for qualitative 
evaluation like the common vulnerability scoring system (CVSS) [39]. 
In this way, the assessor can be helped in investigating first the most 
severe incidents resulting from their deviation costs. Notice that the 
cost model has three sets of parameters (skip, repetition, mismatch) 
for each activity in the model. Considering a simple model of four 
activities (real assessment models usually present tens of activities), 
the assessor should set 12 parameters, resulting in a quite complex 
activity to conduct fully manually and easily error-prone or subject to 
sub-optimal decisions due to assessor bias. Therefore, a need emerges 
from this issue to support the assessor in navigating these parameter 
configurations space and identifying the most fitting configuration 
according to her/his context. We recall that it is not necessarily unique 
and can depend on application domain-specific contextual information. 
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For this reason, in this manuscript, we extended IMPAVID, making it 
composed of two environments: the original one is completely ded-
icated to the IMP assessment, presenting a default configuration for 
the cost model. The new one supports and analyzes the cost model 
parameter configuration space.

4. Requirement collection

This section describes the system requirements that led to the 
IMPAVID system design. They include the ones already considered 
during the design of the first version of IMPAVID for the compli-
ance assessment analysis and the new ones necessary to support the 
cost model parameterization tasks. The former ones were collected 
from the analysis of security standards describing the IMP compliance 
assessment, including COBIT CMM (Capability Maturity Model) - Inci-
dent/Problem Management [40], ISO 27035 [1], and ENISA [2]. We 
collected the requirements in a standard-agnostic manner so as not 
to restrict the compliance assessment to a specific security standard. 
One co-author conducted the process, extracting excerpts related to 
specific assessment phases from these documents. These excerpts were 
then assigned a persona, specifically focusing on the assessor persona 
(other personas were identified as the auditor but considered out of 
scope for this work). After the first draft of the requirements list was 
completed, two different revisions happened, with the first conducted 
by another co-author and the second conducted by an external expert in 
cybersecurity process compliance. At the end of these activities, which 
lasted approximately three months, the following list of requirements 
was formulated:
R1 - The system must provide an overview of the analyzed incidents, 
their impact, and the reference model to comply.
R2 - The system must support the analysis of the IMP evolution over 
time (temporal analysis);
R3 - The system must support the classification of the incidents based 
on the IMP execution.
R4 - The system must support the identification and analysis of the 
main causes of non-compliance;
R5 - The system must support the identification and analysis of re-
solved/closed incidents;
R6 - The system must support the identification and analysis of possible 
incident patterns.
R7 - The system must support the identification and analysis of the 
details of the most critical deviations;
R8 - The system must support the identification and analysis of inci-
dents impacting compliance the most;
R9 - The system must support the exploration of the process quality in 
terms of fitness and cost metrics.

While they enabled a comprehensive IMP compliance assessment, 
they did not cover any aspects of the cost model parameterization at 
the time of their formulation. This need emerged after the evaluation 
activities conducted with the first implemented version of IMPAVID, 
with the involved experts eager to test several different configurations 
to assess both the robustness of the obtained analysis results and to 
conduct concurrent analysis to understand the effect of the cost model 
on their conclusions. This fact brought us back to the drawing board 
to extend the IMPAVID design to consider these aspects. This activity 
led to the formulation of three additional requirements to support the 
exploration and recommendation of the most fitting configurations for 
the cost model parameters. Indeed, the cost model parameters can 
be changed according to the application domain to highlight certain 
aspects of the IMP. For instance, if the assessor aims to evaluate the 
impact of different error categories, they can assign a weight of 1 to 
a specific error category and 0 to the others, providing insights into 
the most significant errors (see Eq.  (2)). Similarly, s/he can assign a 
higher severity to errors at the beginning of an incident (i.e., detection 
and activation) because such errors could propagate their effect on the 
whole process. A third possibility is to adjust the weights of awaiting 
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Fig. 2. Overview of the IMPAVID system. The Overview Pane (A) reports the overview of the whole assessment, highlighting the number of incidents under analysis, the number 
of their different variants, the average fitness and cost, and the reference model and a tab selection to move between environments. The Variants-Analysis Pane (B) reports a bar 
chart for the analysis of the different incident trace variants and a line chart for the analysis of the active incidents over time. The Deviation Pane (C) is dedicated to the analysis 
of process deviations, while the last pane, Incidents Pane (D), allows the analysis of technical features. From left to right there are the following views: a list of incidents sorted 
by the number of deviations with the distribution of each error type, a RadViz representing patterns of incidents, violin plots combined with bar charts for the analysis of the 
distribution for fitness and cost, and a joint parallel coordinates — bar chart to show the details of the assessment performed during the IMP.
states based on third-party activities. Suppose the assessor knows that 
a third-party company involved in the IMP at a specific stage may 
cause delays due to inherent and predictable reasons. In that case, 
they can assign a weight 0 to errors related to awaiting states. This 
assignment ensures that the cost is not influenced by factors beyond 
the organization’s internal control. Apart from these very evident cases, 
there are many cases of fine-grained parameterization where the as-
sessor cannot identify the most fitting ones manually. Due to this, 
the assessor must be supported in identifying portions of interest in 
this vast parameterization space and, inside them, select interesting 
parameterizations for the cost model.

Based on these considerations, the additional requirements to sup-
port the parameterization task are:
R10 - The system must support the assessor in identifying a fitting 
parameterization for the cost model;
R11 - The system must enable the comparison of different cost model 
parameterizations;
R12 - The system must support the projection and analysis of the cost 
model parameters on the IMP compliance assessment.

5. The IMPAVID system design

This section introduces the visual analytics design we contribute to 
support IMP assessment, covering the system requirements and empha-
sizing design decisions. The system uses web technology and has two 
environments. The IMP assessment environment focuses on exploring 
and analyzing the IMP assessment results. It also provides insights from 
the cost model. The Cost Model fitting environment helps explore and 
analyze the cost model parameters. It also supports recommendations 
within this space. IMPAVID is open-source and available at https://
github.com/XAIber-lab/IMPAVID.

5.1. IMP assessment environment

This environment has four horizontal panes. Each pane focuses on a 
different level of assessment based on IMP standards. Nominally, they 
5 
Fig. 3. Details of Fig.  2 - Pane A. Overview pane: from left to right, it contains the 
metrics overview, the reference model representation, and the change tab to switch 
between exploration and parameter space analyses.

are process level, deviation level, error categories level, and incident 
features level. These levels are organized into a stack, from the more 
abstract (process level) to the more concrete (incident features level). 
This design helps connect process-level problems to the technical de-
tails of incidents. It focuses on deviations and error categories recorded 
at the intermediary level.

5.1.1. Overview pane: assessing the process compliance
The first pane on top is the overview pane (Fig.  3), which collects 

general information about the incidents under analysis in relation to the 
reference process. In particular, it reports aggregated scores (i.e., the 
number of selected incidents and their variants, the average fitness and 
cost) for the most important metrics descriptive of process compliance 
(e.g., amount of selected incidents with respect to the total amount 
of different trace variants). The average fitness and deviation costs 
are reported together with a horizontal bar double-encoded with a fill 
color (representing quantitatively the metric level) and color-coded, 
representing qualitatively their level (i.e., green if the metric reports 
a good value, yellow if it reports a medium score, red if the metric 
reports a not acceptable level and it should alert the attention of the 
assessor). The middle part shows an interactive diagram representing 
the reference IMP model, always visible during the process assessment 
since it is the model to be compliant with. It is represented through 
a state diagram showing the control flow of the IMP activities. Each 
activity is color-coded coherently with the number of deviations and 
their types so that an assessor can detect in which activity of the process 
deviations happen and how prominent their presence is. According 

https://github.com/XAIber-lab/IMPAVID
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Fig. 4. Details of Fig.  2 - Pane B. Variants-Analysis pane: it includes the distribution 
of the different incident traces on the left (represented through a bar chart) and 
the distribution of the active incidents per day on the right, represented through a 
focus+context line chart.

to security standards, the activities during the IMP are from five to 
ten [1,3,4]; thus, managing their representation in the system through 
a categorical color scheme remains manageable. While IMPAVID uses 
a pre-configured color scheme, it is possible to change the colors as-
sociated with each activity interactively, enabling further adjustments. 
For instance, a security assessor may want to assign the same color to 
the activities dealing with the start of the incident (i.e., detection and 
activation). In general, s/he can assign a color to a group of activities 
to facilitate color coding and analysis. Finally, a change tab is on the 
right to change the visual interface from the exploration analysis to 
the cost model fitting environment and vice versa. The overview pane 
provides an aggregated report on the compliance of the performed IMP 
with respect to the selected reference model. In doing so, it supports 
the first level of assessment (R1), highlighting prerequisites (metrics 
and data analysis) and Management Intent (reference IMP model).

5.1.2. Variants-analysis pane: characterizing how differently a process can 
unfold

The variants-analysis pane (Fig.  4) reports the variants of the inci-
dent traces, including the number of times they appear in the log and 
their distribution over time. It allows the assessor to explore how the 
incidents have been managed and the number of times each variant 
has been processed. A horizontal bar chart is visible on the left, where 
a bar represents the distribution of the different trace variants. Each 
bar is enriched, with a sequence visualization [41] used to represent 
the activities executed for the incidents. An activity is color-coded 
coherently with the activities of the reference model in the overview 
pane. The bar chart is sorted by the number of occurrences of each 
process trace. From this view, the assessor can analyze the different 
types of variants and their distribution, supporting the recognition of 
recurrent ways of coping with incidents at a management process level 
(R3). On the right of the variants visualization, the temporal analysis is 
represented through a line chart showing the distribution of active inci-
dents (y-axis) over time (x-axis). This view leverages the focus+context 
paradigm [42,43], in which the whole distribution is always present in 
the lower part (context). In contrast, in the upper part, the visualization 
is adapted based on the selected time period (focus) through horizontal 
brushing on the context. This design choice is due to the sheer number 
of events to consider (from tens of thousands to hundreds of thousands 
per year), which made direct usage of sequence visualizations not 
feasible due to poor visual scalability [44]. The temporal analysis 
supports the assessor in analyzing the IMP evolution to check if its 
management has improved over time or if specific periods exist where 
the management process was critical for the organization (R2). This 
pane supports the analysis of the second level of assessment, as it 
focuses on variants of the management process and related activities 
and their evolution over time.

5.1.3. Errors pane: identifying causes for process variants through general 
deviations

The Errors pane (Fig.  5) supports the assessor in analyzing the 
deviations of the executed IMP with respect to the reference model. On 
the left is a filterable legend on error categories (i.e., missing, repeti-
tion, and mismatch) and activities (i.e., detection, activation, awaiting, 
resolution, and closure). The assessor can select a combination of them 
to filter the analysis to the specific incidents containing one or more of 
those errors/activities.
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Fig. 5. Details of Fig.  2 - Pane C. Errors pane: it contains a legend for filtering errors 
and activities, a stacked bar chart representing the distribution of errors and activities, 
and the sequence visualization of incident traces.

Fig. 6. Details of Fig.  2 - Pane D. Incidents pane: it contains a sorted list of the 
incidents by most occurred non-compliance, a RadViz for showing the similarity of 
the incidents, violin plots combined with bar charts for showing the fitness and cost 
distributions, and parallel coordinates with bar chart for the analysis of incidents 
technical data.

A multi-stacked bar chart represents how much each activity im-
pacts each error category. The top bars have the same color as the 
error categories, while the low bars are color-coded coherently with the 
activities, reporting the breakdown of error categories per activity. This 
association gives an overview of the main errors affecting the process 
(R4) and the main activities affected by errors (R5). The sequence 
analysis view on the right represents how the sequence of incidents is 
distributed over time (R6), where the time dimension is split into five 
equal periods. It follows a similar encoding, where on the top, the blue 
bars represent the distribution of the incidents for each time period 
while the sequence of incident traces reporting composing activities 
sorted by time appears below (by clicking on one of the periods). 
This second sequence is represented as a horizontal ‘‘tape’’ composed 
of the single activities aggregated by incident trace. In this way, the 
assessor can see both the incident and the sequence of incident traces 
representing its management in terms of composing activities. S/he 
can scroll left/right to visualize the incident traces sorted by starting 
time. This pane supports the analysis of the third level of assessment, 
as it focuses on the process deviations by analyzing error categories 
and process execution (R4, R5, R6). The assessor can look at the 
introduced deviations, their costs, and incidence on the process log 
and hypothesize corrective action, which can be reflected in multiple 
incidents managed in a similar (incorrect) way.

5.1.4. Incidents pane: relating deviations to incident technical features
The Incidents pane describes the different details of the single 

incidents (Fig.  6). From left to right, the first chart is a vertical bar 
chart of incidents sorted by the number of errors; each bar represents an 
incident with the breakdown of its deviations with their error category. 
The assessor is presented with the most problematic ones on top to 
prioritize the incident analysis (R7). The second chart is a RadViz 
plot [45], representing the distribution of the incidents based on their 
collected technical data (e.g., severity, impact, incident type). This 
visualization allows for spatial semantic clustering of similar incidents 
from a technical point of view, without considering variation in data 
values but focusing on the co-occurrences of similar conditions, helping 
the assessor analyze their distribution and common characteristics. Due 
to its interactive reordering of axes by the effect on the formation of 
the clusters, it also supports the identification of the attributes that most 
influence similar patterns between incidents (R8). The points are color-
coded to represent the impact of the incidents, ranging between green 
(low impact) and red (critical impact). On the right of the RadViz, a 
third visualization, combining a violin plot [46] and a bar chart, rep-
resents two metrics: the fitness, reporting the compliance level of each 
incident trace to the reference model, and the cost, representing the 
severity of each incident trace with respect to its effect on the process 
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Fig. 7. Cost model fitting environment, composed of a set of sliders, one for each parameter. Two line charts show the trend of precision and recall. It substitutes the deviation 
pane (Fig.  2-C).
compliance. The left part of the violin plots informs about the data’s 
density –i.e., how frequently fitness or cost values occur– (R9), while 
on the right, it reports the actual distribution of the incident per metric 
value (R7). Both violin plots can be interactively brushed to permit 
the assessor to analyze specific intervals of fitness and cost. The bar 
chart of the cost reports the impact of each error category on the total 
cost of each incident, providing fine-grained information on the most 
impactful errors. The last visualization is a parallel coordinates [47] 
enriched with a bar chart. It represents the evaluation of the impact, 
urgency, and priority performed during the IMP. It allows the assessor 
to analyze the distribution of risk metrics (i.e., impact, urgency, and 
priority) and the categories representing different types of incidents 
(R7, R9). Each line of the parallel coordinates is color-coded: the darker 
it is, the higher the number of incidents that line represents. This choice 
was made because multiple incidents can present very similar technical 
characteristics (i.e., the different tentatives of a Distributed Denial of 
Service) that would create high overplotting. This choice mitigates it 
without affecting the informativeness of the visualization, representing 
the semantically distinct types of attack while aggregating similar ones 
by color depth. Each axis is brushable to filter the dataset on specific 
values of risk metrics. The bar chart complements the analysis by re-
porting the distribution of different incident types after each selection. 
On the contrary, the assessor can select one or more incident categories 
to analyze in more detail just those incident types (e.g., identity theft, 
jamming). This pane supports the last level of assessment by providing 
details on the incidents and allowing coordination to relate them to 
their effects on deviations, variants, and process compliance.

5.2. Cost model fitting environment

Given the high number of parameters the assessor has to manage 
to fit the cost model, it is necessary to visually support her/him in the 
parameter configuration, as pointed out by the new requirements R10,
R11, and R12. To accomplish this, we first propose analytics that, by 
exploiting data collected by incidents during their unfolding, allows us 
to identify interesting intervals for the parameters’ values. The analytics 
then provides interactive control over the parameter configuration 
through interactive visualization. Based on the provided suggestions, 
the assessor can more easily explore different parameter configurations 
and interactively set the most fitting ones to the performed IMP.

5.2.1. Parameter space analytics
The analytics, reported in Algorithm 1, implements a classifier to 

define intervals of reference parameters to limit the significant values 
to lower ranges and reduce the investigation effort of the assessor. 
Their goal is to have a cost model configuration fitting with one or 
more features derived from the incidents, allowing them to weigh those 
features as expected for the analysis and prioritization of deviations. 
Such features are customizable so the assessor can choose the incident 
features modeling the classifier. For example, during the IMP, the team 
involved in the process must evaluate the urgency of the upcoming 
incidents based on their impact and priority [33]. The assessor can 
select urgency as a feature to drive the classifier to prioritize the cost 
model parameters, representing the non-compliance cost according to 
the incident urgency (i.e., the more urgent the incident, the higher the 
cost). The urgency associated with incidents is an evaluation based on 
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the users’ perception of the users affected by the incidents [3]. The 
assessor chooses to configure the reference parameters on the urgency
feature of the incidents. The reference parameters indicate how much 
the current assessment can capture the actual urgency of the incidents, 
and based on such information, the assessor can (re)configure the 
parameters according to semantics associated with the cost model. 
Algorithm 1 Greedy algorithm for parameter intervals.
Require: 𝑓𝑣𝑎𝑙 ⊳ Reference feature
Require: 𝛾 ⊳ Greedy sample threshold

𝛼𝑖 ←
1
𝑁

𝑐𝑜𝑠𝑡 ← 𝑐𝑜𝑚𝑝𝑢𝑡𝑒_𝑐𝑜𝑠𝑡()
while 𝑐𝑜𝑠𝑡 ≠ 𝑓𝑣𝑎𝑙 do
 for 𝑖 = 1,… , 𝑁 do
 if 𝑐𝑜𝑠𝑡 ≤ 𝑓𝑣𝑎𝑙 then
 𝛼𝑖 ← 𝛼 − 𝛾
 else
 𝛼𝑖 ← 𝛼 + 𝛾
 end if
 end for
end while
return parameters 𝛼𝑖
We leverage a greedy algorithm to set the intervals of the reference 

parameters. Using the formulas described in Eq.  (1), we set the initial 
parameters to all equal values (e.g., for four activities, each parameter 
is 0.25). If the value calculated with our cost model is different from 
the urgency, then we increment or decrease them one by one with fixed 
steps of 𝛾, which represents a threshold for the selection of the greedy 
samples. For instance, a suitable threshold value could be 𝛾 = 0.1
for the urgency. We repeat this procedure until the value represented 
by the non-compliance cost equals the urgency of the incidents in 
the IMP log. The rationale is that the configuration found through 
this algorithm represents the mapping of the cost model onto the 
assessment performed by the IMP team during the process (i.e., the 
urgency attribute of the incidents). This procedure is reported in the 
pseudocode of Algorithm 1.

We use a greedy solution because the original problem has factorial 
complexity (i.e., it considers all possible combinations) and would be 
intractable. Instead, our greedy solution guarantees scalability at a rea-
sonable level of accuracy for the analysis at hand. In fact, considering 
a very simple model with four activities and sampling steps from 0 to 
1 of 0.1 for each parameter, then there are 12 parameters to classify 
(four parameters for each of the three error categories) and 132 possible 
values for all the parameters (11 possible values per 12 parameters). 
Let k be the number of parameters and n the number of possible 
values for each parameter; then, the factorial approach requires (𝑛+𝑘−1𝑘

)

combinations, which is more than 100 trillion for the above simple 
example.

5.2.2. Parameter space visualization
The parameterization environment to support the parameter space 

configuration and analysis is reported in Fig.  7. The overview, variants-
analysis, and incidents panes are still part of the parameterization 
environment since they are essential to give immediate feedback to the 
assessor about the weights s/he is assigning to the parameters. On the 
contrary, the deviation analysis is not dependent on the parametric cost 
model and is replaced with the novel visual component.
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Fig. 8. Details of one slider for parameter space configuration.

Fig. 9. Line charts for precision (top) and recall (bottom) of the configured parameters. 
The 𝑥-axis represents the different parameter configurations set by the user, thus the 
line charts represent the trends of the parameters fit with respect to the reference 
feature (e.g., urgency).

The parameter space visualization includes a set of sliders (visu-
alization details in Fig.  8) for each error category and activity. Each 
error category has a set of sliders in the number of possible activities 
allowed by the reference process model. Their layout implements small 
multiples [48], ensuring visual scalability, while each slider is enriched 
with information following scented widgets literature [49,50]. When 
the number of activities exceeds five, vertical scrolling is enabled. An 
additional set of three sliders to assign weights directly to each of 
the three general error categories is reported on the right. The slider 
extent related to each parameter is scented with color-coding to give 
the assessor the reference ranges of values the parameter should take 
to obtain a cost equal to the assessment performed during the IMP and 
reported in the parallel coordinates view for incident analysis. The col-
ors are assigned according to a standard scale for low/medium/critical 
severity [11].

The ranges of the sliders that are not colored represent the values 
with a level of precision and recall (summarized in the F1 score) that 
are too low to fit with the cost model. In this way, by interacting 
with the system, a vast portion of the parameterization space is pruned 
due to not presenting costs compatible with the introduced analytics. 
The assessor then will not explore those areas. The assessor can set 
the parameters defined in the cost model by positioning the relative 
sliders (Eq.  (1)). In addition, the color bars on the sliders help the 
assessor steer the cost model. For example, if s/he wants to configure 
the parameters driven by data from the critical incidents, s/he sets the 
parameters in correspondence to red values on the sliders. Once the 
assessor sets the parameters, s/he clicks the button on the right, and 
the costs are updated according to the cost model. Such an update 
changes the visualizations based on the new costs so that the assessor 
has immediate feedback on what has changed.

On the far right of this new visual component, two line charts 
with markers represent respectively the precision and recall for each 
tested configuration, updated during the assessor’s exploration of a 
new parameter configuration (see Fig.  9). This view gives the assessor 
8 
Fig. 10. Initial stage of the IMP assessment.

feedback regarding the accuracy of the chosen parameter configuration 
with respect to the selected incident features. The precision indicates 
the percentage of incidents with a cost equal to the one evaluated 
during the process. Differently, the recall indicates the sensitivity of the 
chosen configuration (i.e., the fraction of incidents with severity equal 
to the one evaluated during the process with respect to the incidents 
correctly classified). Each line chart presents four lines, one for each 
incident severity level – i.e., low, medium, high, and critical – to 
support the assessor in quickly identifying which category of incidents 
the chosen parameters are more aligned with. In the 𝑥-axis of the chart, 
we report the different parameter configurations interactively inspected 
and selected by the assessor. This mapping has a double advantage: on 
the one hand, it stores the different analyses the assessor performed for 
historical review and comparison (R11); on the other hand, the trend of 
precision and recall supports the assessor in analyzing the exploration 
of the whole parameters space, understanding if they are focusing on 
not fitting areas or are in a situation of diminishing return, for which 
the chosen configuration can be accepted.

6. Case study

To show the capabilities and advantages that IMPAVID provides to a 
security assessor during the assessment, we present a case study based 
on a real, publicly available dataset from the UCI Machine Learning 
Repository [51] containing data of an IMP from the audit system of 
the ServiceNowTM [52] platform used by an IT company [53]. The 
log contains 141712 events, reporting 24918 incidents. Each event has 
32 features. These describe the incident process, like the number of 
updates during it. They also cover incident classification, such as the 
incident category and affected services. Lastly, they include incident 
diagnosis, detailing root causes and the impact of the incident. The first 
phase (Phase I) of the analysis covers how to do an IMP assessment 
using ISO 27035 [1] as the reference model. Then, the second phase 
(Phase II) explains how to explore and adapt the cost model parameters 
for a specific application. These phases help achieve a better assessment 
outcome. A video demonstration is available at: https://github.com/
XAIber-lab/IMPAVID.

6.1. Phase I: ISO 27035 IMP assessment

Initially, the assessor uses IMPAVID to perform a process assess-
ment to check compliance with ISO 27035, which model is reported 
in Fig.  1. The main goal is to identify the main problems causing 
non-compliance and prioritize their mitigation to improve the overall 
process compliance.

Starting from the overview pane (see Fig.  10(a)), the assessor checks 
that the whole incident log is loaded (24918 incidents) and that the 
incident management process under analysis presents an average fitness 
of 0.719 and an average cost of 0.102 with respect to all the incidents 

https://github.com/XAIber-lab/IMPAVID
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Fig. 11. Legend and deviations distribution from the Errors pane, in which the missing 
error is selected.

Fig. 12. Temporal analysis and sequential distribution, in which a range of dates is 
selected (from Feb 02, 2016, to May 29, 2016).

in the log. The organization IMP is not fully compliant with ISO 27035 
in a non-negligible way, while the situation is not necessarily critical. 
However, the overview also shows high variability in its unfolding, 
with 1827 different ways in which incidents have been managed by 
the organization (i.e., IMP variants). The assessor checks their com-
position in the Variants Analysis pane (see Fig.  10(b)): s/he notices 
that 13% (3238) of the incidents missed the detection activity, 12.4% 
(3099) missed the activation activity, and 7.2% (1796) missed both of 
them. These data inform the assessor that the organization usually fails 
during the first activities of the IMP. This situation is recognized as 
problematic due to early errors propagating throughout the process. 
The assessor wants to analyze the causes for these errors, focusing her 
attention on the Deviation pane: s/he starts investigating the missing 
activities, selecting the missing error category from the interactive 
legend (see Fig.  11(a)).

This action (Fig.  11(b)) reduces the data to analyze to 18438 missing 
activities. In most of these cases, problems are caused by the detection 
and activation activities, and the assessor labels those activities of 
the process as critical for this error category. On the other hand, the 
remaining activities (resolution and closure) are, for the vast majority, 
correctly executed. In this way, the assessor identifies a gap between 
the initial activities of the process (mostly wrong) and the final ones 
(always correct). However, how does this gap evolve and form over 
time? Is it regressing or increasing its presence?

To answer these questions, the assessor focuses on the trend of 
active incidents over time (Fig.  12). The line chart shows that in the 
first period of the considered year, the organization was affected by 
thousands of incidents, reaching peaks of 6500 incidents per day. In 
the last part of the period, the number of incidents was  reduced to 
hundreds per day on average. This information implies that either the 
organization improved the IMP or that it was less critical for the IT 
company application domain. However, this shows that the trend of 
IMP compliance is not affected by the number of incidents, which 
follows a decreasing trend. In the Sequence analysis view, the assessor 
verifies the structure of the incident management processes in the first 
four months of the IMP log. Fig.  12 shows that the number of activities 
needed for incident management was actually increasing over time: 
this explains the reasons for the initial peaks of incidents, where the 
bad management of the first incidents caused an increasing delay in 
the management of the following ones, leading to accumulating a high 
number of incidents not treated. The assessor is led to consider this 
initial period a priority to analyze due to its effect on the rest of the 
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logged incidents. By imposing a temporal filter on this initial period, the 
assessor confirms that missing and repetition error categories are the 
causes of most of the deviated activities. The next step of the analysis 
for her is to check the most non-compliance issues of the process to 
take corrective actions for future occurrences (see Fig.  13).

The assessor chooses to leverage incident data and, particularly 
their fitness level, to prioritize the analysis of those presenting the most 
significant deviations. By filtering the lowest fitness values from the 
violin plot (Fig.  14(a)), s/he focuses the analysis on the less compliant 
incident processes. The cost bar chart highlights the incidents in which 
the errors due to missing activities are rarely very costly, just affecting 
most traces with a cost equal to 0.1 on average. The repetition error 
occupies a greater part of the bar chart than the others. It shows an av-
erage cost of 0.4, making it the most impactful error. The mismatching 
errors are rare but impactful, reaching peaks of 0.7 in the most critical 
cases. This step helps the assessor disregard the analysis of missing 
activities while focusing on the other two error categories. Selecting 
the incidents with the highest cost (i.e., critical and high severity), 
the assessor further reduces the set of incidents to 102. Hence, we 
notice how the introduced model for error categories and deviations 
and the related costs helped the assessor in contrast to just considering 
the state-of-the-art fitness metric. The analysis on fitness alone would 
have led to the selection of 24704 without the further capability to 
distinguish them at the process level. On the contrary, using IMPAVID, 
the assessor can focus on the most impactful ones in a manageable 
number that can be analyzed alone or assigned to other members. From 
the previous analyses (Fig.  11(b)), the assessor identified that the main 
problems are related to repetitions of initial activities of the process, 
namely detection and activation. However, it remains to analyze which 
kind of incidents affect the process with these problems.

The assessor inspects the enriched parallel coordinates
(see Fig.  14(b)). S/he sees from the linked bar chart that Category 26, 
characterizing most of the critical incidents, corresponds to incidents 
caused by phishing, with possible mitigation identified as increased 
training in recognizing phishing attacks. On the other hand, since a sig-
nificant impact was also due to the repetition of activities, particularly 
the repetition of activation (Fig.  11(b)), another identified mitigation 
is to increase the preparation of the teams that take charge of the 
incidents. Indeed, each time the same incident is activated,  it corre-
sponds to a change in the IMP team; therefore, several repetitions of the 
activation activity mean several changes in the IMP team, potentially 
due to unpreparedness or a bottleneck in incident assignment to IMP 
teams. Having identified initial mitigation actions, the assessor passes 
them to be implemented to incident management teams while s/he 
continues the analysis.

6.2. Phase II: cost model fitting analysis

After the ISO 27035 assessment, the assessor analyzes how the 
parameter space analysis can fit the cost model to the current appli-
cation domain in which the company operates. Indeed, the cost model 
parameters can be changed according to the application domain and 
the analysis task, as described in Section 5.2.1.

Fig.  15 shows the analysis of an assessor who wants to classify 
the non-compliance cost model according to the urgency of incidents. 
S/he considers two possible scenarios that guide the assessor in giving 
more weight to incidents with a low (green), medium/high (yellow), 
or critical (red) impact.

The assessor starts by setting equal values for each parameter (Fig. 
15(a)). This is the usual starting case, in which no fitting happens for 
the cost model, and all the error categories are weighted equally. On 
the other hand, at the end of the previous case study, the assessor 
identified a set of critical incidents, and s/he wants the system to 
dynamically weigh them more to get the cases of non-compliance 
that have the most impact on the incidents’ outcome. Therefore, s/he 
leverages the scents provided by the sliders to align the cost model to 
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Fig. 13. Cost Model parameters visualization.
Fig. 14. Incident Management metrics analysis with the fitness values selected from 
0.1 and 0.3. The related incidents are highlighted in red in the parallel coordinates 
chart.

Fig. 15. Two setting scenarios of the cost model parameters: the first one (a) is related 
to the configuration with all equal parameters; the second one (b) is configured by first 
selecting critical incidents, then assigning low values to the parameters related to the 
initial activities.

the assessment of critical incidents (i.e., the red ones in the sliders). 
In this case, the precision for high and critical severity of incidents 
remains almost the same, meaning that the cost model has the same 
predictive accuracy for both classes. On the contrary, the recall for 
high and critical severity of incidents increases from 0.1 to 0.5, and this 
indicates that the model becomes much more sensitive to high/critical 
errors on compliance, as the assessor wants to achieve having identified 
them as the most impactful ones on the compliance of the IMP. This 
parameter configuration further reduces the critical non-compliance 
cases to 15. These 15 cases capture up to 85% of the effect of non-
compliance, highly helping the prioritize impactful incidents even with 
respect to what the original version of IMPAVID, without these features, 
achieved. The newly dynamically adapted cost model filtered out the 
less critical cases and fitted the criticality with respect to the incident 
characteristics selected by the assessor. A fit like this one would not 
have been reached by a fully manual evaluation (being very specific 
and driven by incident characteristics) or a not-guided exploration of 
the parameterization space (for which, instead, scented sliders guide 
the user toward the desired configuration). This fact means that the 
interactive parameter configuration constitutes valid support to make 
the IMP assessment more efficient. This dynamic adaptation of the cost 
model can be further utilized to customize further analyses. There-
fore, s/he set the cost of detection and activation to very low values 
to exclude the already analyzed critical incidents and focus on the 
remaining ones. The results of this action are visible in Fig.  15(b). 
They indicate that the recall increases for low severity to a value of 
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1, while medium, high, and critical severity values assume low values. 
The assessor understands that by resolving the problems related to the 
initial activities of the process, the average cost can be lowered to 0.2. 
Additionally, filtering the cost for values greater than 0.7 reports zero 
incidents, meaning that all the remaining errors are of small impact 
(i.e., severity low) and do not constitute a priority from the process 
compliance perspective. The assessor then defines mitigation actions 
for those non-compliance cases, having identified the most prominent 
compliance problems, ending her analysis.

7. Discussion and limitations

IMPAVID, the Visual Analytics solution presented in this paper, 
allows security assessors to evaluate the compliance of the IMP with 
security standards. One of its main peculiarities is the view of Incident 
Management as a process combined with the technical aspects of 
security incidents it copes with, commonly hard to integrate due to 
their heterogeneous nature.

To identify lessons learned and limitations of IMPAVID, we collected 
preliminary feedback from the three users involved in the requirement 
collection process. They appreciated the system’s versatility with re-
spect to the cost model customization and the multi-dimensionality of 
the analyses. Additionally, they appreciated the system’s modularity, 
which allows users to focus on specific analytics related to the process 
and/or related incidents. Beyond these positive comments, we highlight 
interesting lessons learned from user discussion.
Lesson Learned 1: Provide top-N ranking, eventually customizable by the 
analyst, in contrast to plain full exploration. Security assessors are inter-
ested mainly in critical incidents. For this reason, the proposed system 
presents incidents in different views, sorted by features indicating their 
criticality (e.g., cost, urgency). This design choice enables focusing 
on the top-N most critical incidents with the possibility of exploring 
lower positions through vertical scrolling while keeping the context of 
the whole process and interactively refining the selection. This hybrid 
solution better supports assessors than classic full-ranking visualiza-
tions [54,55] or fully exploratory ones. In fully exploratory methods, 
the analysis freedom can cause assessors to lose focus.
Lesson Learned 2: Manage comprehensive temporal analysis with times-
tamps and sequence of events. Security assessors need to analyze tempo-
ral changes of the IMP from two perspectives. First, the timestamps of 
the different incidents are crucial to identify the critical periods for an 
organization and their corresponding management. On the other hand, 
analyzing the order and sequence of events within each incident is 
important to determine the causes of non-compliance and enhance the 
IMP. The proposed system supports this need through the design of an 
integrated view where both the temporal trend and activity sequences 
are visible with the focus+context paradigm. This design maintains 
the focus on the temporality and the context of the distribution of 
the events. This way, security assessors can perform more sophisti-
cated assessments like seasonality analysis to distinguish ordinary and 
extraordinary periods (e.g., well-known long-term attacks).

Other lessons learned are reported in the form of current limitations 
of IMPAVID that emerged during its evaluation and usage. If addressed, 
it can lead to better integration between Visual Analytics and Process 
Mining to support IMP compliance assessment. Currently, IMPAVID 
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supports a single persona (i.e., a security assessor) in charge of ana-
lyzing the entire IMP. While this reflects the majority of security tasks 
in the context of IMP, other professional figures need support during 
this process. For example, security auditors are tasked with collecting 
IMP analysis, checking for compliance as a third party (e.g., during 
certification processes), and providing structured reports. Therefore, 
IMPAVID can be further enhanced to support the interactive composi-
tion of a report directly from the system. Similarly, security managers are 
interested mainly in high-level information (e.g., average compliance 
level in the overview pane). Thus, the system could be integrated 
with an automated mechanism that adapts the interface based on the 
different personas, dealing with personalization.

Finally, IMPAVID currently supports only post-incident analysis nec-
essary to enhance the IMP. On the other hand, it would be interesting 
to explore how it may be enhanced to support real-time monitoring of 
the process while it unfolds. This task introduces additional challenges, 
like computation scalability, real-time visualizations, management of 
uncertainty, and confidence indicators in the scores it already produces 
for post-incident analysis.

8. Conclusions

This paper presented IMPAVID, a Visual Analytics solution that sup-
ports a security assessor assessing the compliance of the IMP performed 
with respect to a reference process model. In addition to the visual 
analytics support for IMP compliance assessment already present in the 
first version of this system [9], this paper further enhances the IMP 
compliance assessment by allowing a dynamic and data-driven assisted 
parameterization of the proposed cost model. This novel task, providing 
more efficiency and efficacy to the whole analysis, is supported by con-
tributing new design requirements, analytics, and visual components to 
support the assessor in configuring the cost model parameters.

In future work, we will refine the classification process for better 
precision and recall. We also plan to use active learning to suggest 
the best parameter values automatically. We will extend IMPAVID to 
include a new environment that automatically recommends mitigation 
actions and assesses their effects.
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