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Abstract
The rapid spread of open-source generative models has made it easy

to create highly realistic manipulated media, posing a critical threat

to content authenticity and provenance. Proactive image protection

mechanisms have recently emerged as a promising defense, embed-

ding imperceptible or characteristic signals into images to enable

reliable manipulation detection. However, their robustness under

realistic and adversarial post-release conditions remains largely

unexplored. In this work, we present a systematic evaluation of

the robustness of recent state-of-the-art proactive image protec-

tion schemes in a black-box setting. We analyze the resilience of

PADL [6] and DiffVax [20] protections against a broad range of at-

tacks, including classical image transformations and diffusion-based

reconstruction attacks that implicitly re-synthesize image content

while preserving perceptual quality. Our results reveal that, despite

strong performance under limited perturbations, current proactive

defenses are vulnerable to unseen image manipulations and gen-

erative reconstruction attacks. Considering PADL, we empirically

demonstrate that adding diffusion-based upsampling attacks in the

training does not improve robustness, without increasing protec-

tion intensity. These findings expose critical gaps between assumed

and real-world threat models, highlighting the need for more robust

proactive protection designs and standardized evaluation protocols

for trustworthy digital media.
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1 Introduction
Media manipulation via open-source generative models is rapidly

transitioning from a localized technical challenge into a perva-

sive systemic issue. To understand the current situation, we must

recognize the two recent distinct technological waves that have re-

defined the limits of synthetic media. The initial wave was marked

by the emergence of deepfakes [13], a class of AI-driven media

manipulation techniques primarily focused on face swapping and

facial reenactment. These early systems relied largely on Genera-

tive Adversarial Networks (GANs) [8], enabling high levels of local

visual realism. While GAN-based approaches achieved convincing

facial detail, they often struggled with training instability and visual

glitches. The second wave is more impactful and is dominated by

text-to-image diffusion models (DMs) and large-scale multimodal

systems. Unlike their predecessors, diffusion models leverage itera-

tive denoising to achieve a level of structural coherence and seman-

tic detail that was previously impossible. This shift has effectively

closed the ”distinction gap”. Today, the output from open-source

DMs, Large Language Models (LLMs), and high-fidelity video gener-

ators is becoming virtually indistinguishable from authentic media.

As these tools become increasingly decentralized and accessible,

our collective ability to verify digital truth faces an unprecedented

inflection point. The resulting challenge of content authenticity and

provenance has emerged as a critical point in this scenario where

the main focus is on maintaining trust in digital ecosystems [17].

The current defense mechanisms based on content watermarking

have become crucial for detecting and establishing the provenance

of AI-manipulated content [37]. On the other hand, this technol-

ogy, unfortunately, demonstrated low robustness against trivial

circumvention techniques such as removal attacks, manipulation,

and forgery attacks [14]. The presence of adversarial settings adds

further requirements for the defensive mechanisms, which must

not only embed robust signals but also withstand sophisticated ad-

versarial attacks [7]. In this setting, proactive defense mechanisms

emerge as the most suitable option to immunize digital content

against manipulation through imperceptible perturbations [5]. Al-

though these pipelines natively add engineered noise to the input
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Figure 1: Robustness analysis overview of PADL [6] protec-
tion and DiffVax [20] immunization mechanisms under real-
world black-box adversarial perturbations, where PADL en-
codes a proactive watermark detected through a decoder that
localizes image forgery, and DiffVax injects an immuniza-
tion noise that deviates from any attempt of Stable Diffusion
editing. For each method, we first encode the protection or
the immunization, respectively. Then, for PADL, we attack
the protected image and test if the decoder no longer detects
the presence of the watermark. While for DiffVax, we attack
the immunized image and compare the Stable Diffusion edit-
ing model capability between the immunized images and the
attacked images.

to proactively discourage edits, their robustness to unseen and

common real-world image modifications remains unclear.

In this paper, we analyze the robustness of the state-of-the-art

proactive mechanisms for detecting manipulated images against re-

moval attacks and image perturbations. Figure 1 shows the setting

of our evaluation: in the most general setting, we take a proactive

defense mechanism: first, we encode the input, i.e., add the water-

mark, then we attack the protected images by perturbing them and

verifying their persistence and detectability. We draw inspiration

from [11]: while Honig et al. tested the persistence of proactive

defense against style mimicry and artistic content, in this paper,

we extend this study to generic proactive defenses like [6, 20] and

natural images. For evaluation, we measure attack effectiveness,

image degradation metrics, and the logit distribution. Our main

contributions are summarized as follows:

⋄ We provide a comprehensive robustness evaluation of recent

state-of-the-art proactive image protection mechanisms, specifi-

cally PADL [6] and DiffVax [20] under a realistic black-box threat

model. We assess the resilience of these frameworks against both

classical image transformations (such as noise injection and geo-

metric shifts) and, taking inspiration from [11], against newer

generative reconstruction attacks.

⋄ We demonstrate that these proactive defenses are highly sus-

ceptible to our proposed black-box diffusion-based upsampling

attacks. By evaluating compressed, noisy, and standard upscal-

ing variants, we show that these methods effectively neutralize

embedded protective signals. These attacks achieve near-perfect

success rates across varying protection depths while strictly pre-

serving the semantic content and visual fidelity of the original

media.

⋄ We investigatewhether this vulnerability can bemitigated through

targeted data augmentation. In the case of PADL [6], by integrat-

ing upscaling augmentations directly into the defense model’s

training pipeline, we show that exposing the model to these op-

erations during training is insufficient to restore robustness. This

reveals an inherent limitation in current proactive defense de-

signs that rely on low-magnitude embedded signatures, which

remain vulnerable to generative upscaling operations.

2 Related Work
To proactively protect images against text-to-image diffusion mod-

els, Salman et al. [24] proposed an encoder attack that maps the

original image to a target image, and a diffusion attack that deviates

the diffusionmodel’s output using projected gradient descent (PGD).

More effectively, Lo et al. [16] proposed an analogous proactive

approach by semantically attacking the cross-attention mechanism,

resulting in corrupted results. Similarly, Dual Attention Guided

Noise Perturbation (DANP) [34] encodes perturbations to attack

the attention mechanism and noise prediction processes, leveraging

a given text prompt. Conversely, in [28], the authors perturbed the

cross-attention by using an automatically generated caption of the

source image as a proxy, without requiring knowledge of the edit-

ing prompt. To address the limitation of computational overhead in

the immunization process, DiffVax [20] first generates a mask on

the subject to protect, then injects noise into the mask to minimize

perturbation to preserve image quality and maximize error in the

edited image. VoidFace [29] proactively prevents images from face-

swapping manipulations on stable diffusion models, leveraging an

adaptive step-by-step destruction of the face-swapping pipeline, by

generating adversarial images for deviating the face localization

and bounding box selection, erasing the facial identity recognition

in the embedding space, decoupling the attention mechanism, and

corrupting the image features, though showing highly visible ar-

tifacts on the facial structure. PADL [6] leverages cross-attention

for encoding an invisible watermark to protect images proactively.
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When a generative model uses a watermarked image for editing, a

decoder can detect and localize the manipulations on the modified

image. Comparably, Sander et al. [25] proposed a deep learning

model that embeds a 32-bit watermark into localized regions of

an image via segmentation, making it resilient to editing. Glaze

[26] introduces a style-based protection by shifting the image rep-

resentation in the model’s feature space toward a different target

style, effectively misleading the model’s ability to learn a specific

artistic aesthetic. Notably, noising a watermarked image and then

upscaling it was practically shown to be effective for vanishing

anti-plagiarism watermarks [11].

To enhance robustness and reduce complexity, in the literature,

alternative solutions to pixel space protections have been proposed,

leveraging the model’s latent space for watermark addition. Wen

et al. [32] embedded a Fourier-space pattern into the initial noise

vector of the diffusion model, resulting in a model fingerprint on

the generated image. The watermark is structured as a ring to be

resistant to classical image transformations (i.e., rotation, transla-

tion, compression, and color jitter), taking advantage of Fourier

transform properties for periodic signals. However, the watermark

can be verified only by the model owner and it is limited to dif-

fusion models, hindering large-scale adoption. Similarly, in [10],

a binary watermark is first mapped into a unit sphere and then

embedded into the noise input of the diffusion model. The spherical

mapping process first projects the bits onto a unit sphere, then

applies an orthogonal rotation, and scales it by a chi-square dis-

tributed radius. This framework shows improvements in terms

of robustness and computational efficiency, while still suffering

from the model’s owner-only verification process. To address the

issue of distribution preserving, Yang et al. [33] proposed Gaussian

Shading, a framework that embeds a latent-space watermark fol-

lowing a Gaussian distribution through a stream key. For extraction,

the authors employed Denoising Diffusion Implicit Model (DDIM)

inversion, achieving robustness to noise perturbations. However,

the watermarking detection is limited to the key owner, and the

scheme can be vulnerable to forgery attacks. Therefore, Aremu et al.

[2] proposed a generalized multiple-key scheme in which a single

randomly sampled key, from a set of pre-generated secret keys, is

used for embedding the watermark in the latent space. During the

detection pipeline, every key is tested and scored; a high score from

no keys indicates non-watermarked content, from a single key indi-

cates a valid watermark, and from multiple keys indicates forgery.

While watermark generation requires slight overhead, the complex-

ity of the detection mechanisms increases linearly with respect to

the number of keys. Similarly, SEAL [1] employs multiple key-based

watermarking, but the diffusion initial noise is conditioned on the

keys derived from the image semantic embedding rather than based

on pre-generated keys, i.e., without requiring storing them. While

this method is still robust against forgery attacks, it showed high

vulnerability to removal attacks. PSyDUCK [18] leverages a model-

independent steganography approach by using pre-shared keys to

embed a secret message in the latent space of a diffusion model

for images and videos. This scheme does not require re-training

and exploits denoising trajectories to embed messages of arbitrary

length. However, PSyDUCK utilizes the same set of keys for both

encoding and decoding, attaining confidentiality rather than non-

repudiation, unlike what is desirable in watermarking for content

provenance.

3 Method
In this section, we will present the threat model, specifying the

possibilities of the attacker and the available tools. Furthermore,

we present the two state-of-the-art proactive protection techniques

under consideration, highlighting their potential vulnerabilities and

the current lack of thorough analysis, which may result in improper

operation of these techniques.

3.1 Threat Model
We study the robustness of proactive image protection mechanisms:

we consider a defender that applies a proactive protection to an

image prior to public dissemination, embedding an imperceptible

signal intended to enable the detection of manipulations or prove-

nance verification at a later stage; on the other side, an attacker

that manipulates and perturbs the data to remove the protection.

An overview of our analysis is shown in Figure 1.

DefenderThe defender has full control over the protection pipeline,
including the encoding procedure and the corresponding verifica-

tion or decoding mechanism. Given a clean image 𝒙 , the defender
produces a protected image 𝒙̃ = E𝜃 (𝒙), where E denotes the en-

coder of the protecting network. At verification time, a decoder

D𝜃 (·) can be used to assess whether the protection signal is present
in a given image and returns 1 if protected and 0 otherwise. We

assume that the defender can reliably verify the presence of the

protection signal on 𝒙̃ in the absence of attacks.

Adversary The adversary operates after content release and has

access only to the protected image 𝒙̃ . The adversary aims to produce

a manipulated image 𝒙′
such that either 1) the protection signal

is no longer detectable, i.e., D𝜃 (𝒙′) = 0 (PADL case [6]) or 2) the

image is not immunized anymore, and the malicious editing of the

image correctly occurs (DiffVax case [20]). The adversary seeks to

preserve the perceptual quality and semantic content of the original

image, that is 𝒙′ ≈ 𝒙̃ .
We consider adaptive adversaries that may apply a sequence of

transformations, including both standard image manipulations and

editing based on neural models. We analyze a black-box setting

with respect to the defender’s protection mechanism.

Attack capabilities The adversary is allowed to apply any image-

space transformation T satisfying a bounded distortion constraint,

producing 𝒙′ = T (𝒙̃). These transformations include common

real-world post-processing operations such as geometric transfor-

mations, downscaling, and upscaling via classic interpolations, as

well as more advanced reconstruction-based attacks using stable

diffusion models [11]. All attacks are constrained to maintain visual

fidelity, ensuring that 𝒙′
remains perceptually indistinguishable

from 𝒙̃ to a human observer.

A defense is considered successful if the protection signal re-

mains detectable after the attack, and broken otherwise. This pro-

tocol allows us to systematically evaluate robustness under both

known and previously unseen image manipulations.
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Figure 2: We conceptualize the upsampling based on Diffu-
sion models as projecting an image 𝒙 into the “manifold”
learned by the generative model 𝜃 , resulting in 𝒙′. Protected
images 𝒙̃ push it outside of it with different strengths: PADL
[6] creates more off-manifold perturbations, while DiffVax
[20] produces more on-the-manifold perturbations by cre-
ating a border around the mask. Classic attacks sometimes
nudge the immunization off, but only with diffusion-based
upsampling, which completely reconstructs the image, does
the watermark get removed more often.

3.2 Proactive Defenses
In this section, we’ll discuss PADL [6] and DiffVax [20], two state-

of-the-art proactive protection frameworks. We’ll analyse their

application in real-life scenarios and highlight potential limitations.

PADL Architecture PADL [6] is a proactive framework for ma-

nipulated image detection. In contrast to passive detectors, which

are applied only after an image has potentially been altered, PADL

operates before any manipulation occurs. Specifically, it enables

images to be protected beforehand and later verified, allowing the

integrity of the image to be assessed and any subsequent manip-

ulation to be detected. Protection is achieved by embedding an

almost imperceptible signal into the image, whose alteration en-

ables manipulation detection. Moreover, unlike previous proactive

approaches [3, 4], which relied on a limited set of protections (at

most three) and therefore exposed a larger attack surface due to

protection reuse, PADL generates image-specific protections. Each

image is assigned a unique, tailored protection, significantly reduc-

ing the risk of reuse-based attacks. This is achieved through the

Encoding module responsible for image protection. The module

is based on a transformer architecture, composed of 𝑁 attention

layers, in which a learnable sequence of tokens is customized to

the specific input image via a cross-attention mechanism. Once

protected, the image can be shared "in the wild". At any later time,

its integrity can be verified using the Decoding module, which

is responsible for manipulation detection. The latter, also based

on a transformer architecture with 𝑁 repeated attention layers,

extracts the image-specific protection and verifies whether it has

been altered, thereby assessing the image’s integrity. The PADL

framework is trained using four loss terms, among which Equa-

tions (1) and (2) are the primary objectives. The reconstruction loss

in Equation (1) enforces consistency between the protection Δ𝑒 ,

generated by the Encoding module, and the corresponding protec-

tion Δ𝑑 , reconstructed by the Decoding module. The diversity loss

in Equation (2) promotes diversity across protections by encour-

aging those produced from different images within a batch to be

mutually orthogonal.

Lrec = 1 − Δ⊤
𝑒 Δ𝑑

∥Δ𝑒 ∥∥Δ𝑑 ∥
, (1)

Ldiv =

𝐵∑︁
𝑖, 𝑗=1
𝑖≠𝑗

max

(
Δ𝑒 [𝑖]⊤Δ𝑒 [ 𝑗]

∥Δ𝑒 [𝑖] ∥∥Δ𝑒 [ 𝑗] ∥
, 0

)
. (2)

DiffVax Architecture DiffVax [20] is an optimization-free frame-

work for image and video immunization against diffusion-based

editing. Different from prior defense techniques, which require

solving an optimization problem separately for each target im-

age, DiffVax operates through a learned, single-forward approach.

Specifically, it enables images to be protected in the order of mil-

liseconds, allowing for real-time and scalable immunization that

effectively generalizes to unseen content. The immunization pro-

cess is achieved through the Immunizer model I𝜃 that, given an

image 𝒙 and a protection mask M, embeds an imperceptible noise

applied to the masked region of the input image, whose presence

causes any subsequent diffusion-based editing attempt to fail, re-

sulting in an immunized image 𝒙̃ . During training, this immunized

image is passed to a diffusion-based editing model SD𝑒 (·), guided
by a text prompt P and the complement of the mask

˜M. The frame-

work is optimized end-to-end by minimizing L𝑛𝑜𝑖𝑠𝑒 , defined in

Equation (3):

L𝑛𝑜𝑖𝑠𝑒 =
1

sum(M) ∥(𝒙̃ − 𝒙) ⊙ M∥, (3)

which penalizes the magnitude of the applied noise to preserve

visual fidelity, and L𝑒𝑑𝑖𝑡 , given in Equation (4):

L𝑒𝑑𝑖𝑡 =
1

sum( ˜M)




SD𝑒

(
𝒙̃, ˜M,P

)
⊙ ˜M




 , (4)

which penalizes successful edits to ensure disruption. Once trained,

the immunizer can be deployed to instantly protect unseen images

and videos, neutralizing malicious diffusion-based modifications.

3.3 Attacks
The application of proactive protections, as described in the previ-

ous section, is based on the use of additional protective noise applied

to the starting image. We test the robustness of the protection algo-

rithm against an attacker that applies different transformations to

the protected image to reduce its protection effectiveness. The pro-

posed set of attacks consists solely of black-box attacks and spans

from simple noise addition operations to reconstruction attacks.

The reason for this choice is to evaluate protection behavior for

both common image transformations and diffusion-based image

operations, which are nowadays commonly adopted for tasks such

as image quality enhancement or upscaling. We conceptualize the

difference between these two attacks in Figure 2.

Classical Image TransformationsWe first evaluate the robust-

ness of protected images against bicubic interpolation upsampling,

salt-and-pepper noise, and shear transformations. These operations
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were selected for two reasons. First, they represent straightforward,

non-optimization-based corruptions that attackers can readily ap-

ply without knowledge of the underlying protection mechanism.

Second, despite posing genuine threats to widely adopted protection

schemes, these transformations remain underexplored in current

literature, which predominantly focuses on JPEG compression and

Gaussian blur [6, 9]. This gap is notable given that existing protec-

tion methods are often vulnerable to these simpler attack vectors.

Diffusion-based Upsampling The second category comprises

diffusion-based reconstruction attacks, in which an attacker em-

ploys a learned model that performs some sort of image super-

resolution, reconstruction or upsampling [19]. We evaluate three

upscaling-based variants: compressed upscaling, noisy upscaling,
and standard upscaling. All three variants follow the same pipeline:

the protected image is passed through a preprocessing step be-

fore being fed to a Stable Diffusion ×4 upscaler [23] with generic

enhancing quality and negative prompts. Compressed upscaling

applies JPEG compression before upscaling and has previously been

explored as an adversarial training technique (e.g., in Glaze [26]).

Noisy upscaling instead adds Gaussian noise before upscaling, and

was proposed by Honig et al. [11] to facilitate watermark removal.

Standard upscaling applies the diffusion upscaler directly without

any preprocessing. This simpler approach, despite being absent

from prior literature, proves equally effective at removing protec-

tive signals. We include this straightforward reconstruction attack

to demonstrate that current proactive protection paradigms fail

even against the most basic diffusion-based threats.

4 Experiments
4.1 Experimental Setting
We evaluate the robustness of PADL- and DiffVax-protected im-

ages under the two attack categories mentioned in Section 3.3. For

each attack, we measure the PADL decoder’s ability to correctly

recover the embedded information after the protected image has

been corrupted. For DiffVax, we measure the immunization capabil-

ity against image editing by stable diffusion on attacked protected

images.

Classical Image Transformations Classical transformations di-

rectly manipulate the protected image without employing learned

models. The attack pipeline for PADL follows the Equation (5):

𝒙
PADL enc. E𝜃 (𝒙 )−−−−−−−−−−−−−→ 𝒙̃

Transformation T−−−−−−−−−−−−−→ 𝒙′ PADL decoder−−−−−−−−−−→ D𝜃 (𝒙′), (5)

while, for DiffVax follows the Equation (6):

𝒙
DiffVax imm. I𝜃 (𝒙′,M)
−−−−−−−−−−−−−−−−−−→ 𝒙̃

Transformation T−−−−−−−−−−−−−→ 𝒙′
SD𝑒

(
𝒙′, ˜M,P

)
−−−−−−−−−−−→ 𝒙′

edit
,

(6)

where SD𝑒 (·) denotes the Stable Diffusion image editing model on

mask
˜M with prompt P, and 𝒙′

edit
is the edited attacked image. We

evaluate three transformations with fixed intensity parameters. For

bicubic interpolation upsampling, we employ weighted averaging to

resample the image as ×4 bigger than the original, serving as a non-

diffusion upscaling baseline, then we resize it to match the input

size of the model. For salt-and-pepper noise, we randomly corrupt 5%

of pixels by setting them to either minimum or maximum intensity

values with equal probability, while for shear transformation, we

apply a horizontal shear with magnitude 0.1, which displaces pixels

horizontally proportional to their vertical position.

Diffusion-basedUpsampling Reconstruction attacks leverage dif-
fusion models to reconstruct the image while potentially removing

the protective signal. We employ a pre-trained Stable Diffusion ×4
upscaler [23] as the reconstruction mechanism. The attack pipeline

for PADL is given in Equation (7):

𝒙
PADL encoder E𝜃 (𝒙 )
−−−−−−−−−−−−−−→ 𝒙̃

𝒫−→ 𝒙′
SD ×4 upscaler
−−−−−−−−−→ 𝒙′

↑
PADL decoder−−−−−−−−−→ D𝜃 (𝒙′

↑ ), (7)

where 𝒫 denotes the optional preprocessing step, 𝒙′
↑ the upscaled

image, and D𝜃 (·) represents the PADL decoder output. Similarly,

the attack pipeline for DiffVax is given in Equation (8):

𝒙
DiffVax imm. I𝜃 (𝒙,M)
−−−−−−−−−−−−−−−→ 𝒙̃

𝒫−→ 𝒙′
SD ×4 upscaler
−−−−−−−−−→ 𝒙′

↑

SD𝑒

(
𝒙′↑,

˜M,P
)

−−−−−−−−−→ 𝒙′

↑,edit . (8)

The upscaler performs image reconstruction by first encoding the

image into a latent representation, then decoding it at ×4 the orig-
inal resolution, and finally, we employ image resize to match the

input size of the model. We evaluate three variants that differ in

their preprocessing step: (i) Compressed upscaling applies JPEG

compression at 80% quality before upscaling. The lossy compression

removes high-frequency information, potentially weakening the

protective signal before reconstruction; (ii) Noisy upscaling adds

Gaussian noise with standard deviation 𝜎 = 0.01 before upscaling.

The noise injection aims to disrupt the protective signal since it is

known from [27] that this noise perturbs off-manifold components

where the adversarial noise may reside; (iii) Standard upscaling ap-

plies the upscaler directly without preprocessing, so in that case,𝒫

is the identity function. This represents the simplest reconstruction

attack, relying solely on the diffusion model’s inherent denoising

and reconstruction capabilities.

4.2 Robustness Evaluation
We evaluate the robustness of the PADL model against both clas-

sical image transformations and diffusion-based reconstruction

attacks. In Table 1, we provide a qualitative comparison of these

techniques across datasets. We observe that images reconstructed

via Stable Diffusion (SD) upscaler exhibit minimal visible artifacts,

thereby maintaining high functional utility for an adversary in a

real-world scenario, unlike classical image transformations which

often introduce significant visual degradation. We report in Table 2

the Attack Success Rate (ASR) and the False Negative Rate (FNR)

of the PADL decoder. Reconstruction attacks yield the highest wa-

termark removal rates, averaging 99.50% for compressed upscaling,

98.94% for noisy upscaling, and 99.22% for pure upscaling. In con-

trast, geometric shear achieves a moderate ASR of 43.22%, while

salt-and-pepper and bicubic interpolation obtain only 5.22% and

6.89% ASR, respectively, indicating the robustness of the PADL

watermark against high-frequency noise and classical image up-

sampling. To objectively assess the trade-off between attack success

and image quality, we report the Learned Perceptual Image Patch

Similarity [36] (LPIPS), Mean Squared Error (MSE), Peak Signal-to-

Noise Ratio (PSNR), and Structural Similarity Index Measure [31]

(SSIM) in Table 3. Corroborating the qualitative analysis in Table

1, reconstruction attacks consistently preserve perceptual fidelity,

yielding an average LPIPS of 0.06 and SSIM of 0.84. To gain deeper



IH&MMSec ’26, June 17–19, 2026, Firenze, Italy Daidone et al.

Table 1: Qualitative comparison of original, PADL [6] encoded, and attacked images across different datasets. The visual
examples compare image quality after applying classical image transformations (i.e., Bicubic Interpolation, Salt & Pepper,
Shear) and diffusion-based reconstruction attacks (i.e., Compressed Upscaling, Noisy Upscaling, and Upscaling). Images subject
to reconstruction attacks exhibit minimal visual degradation and fewer artifacts, effectively maintaining the functional utility
and perceptual quality of the original content compared to classical methods.

Dataset Original PADL Compressed
Upsc. (Ours)

Noisy
Upsc. (Ours)

Upscaling
(Ours)

Bicubic
Interpolation

Salt &
Pepper Shear

CelebA-HQ [15]

FFHQ [12]

GTA2CITY [22]

Horse2Zebra [38]

SKETCH2PHOTO

[30]

Summer2Winter

[38]

insight into the decoder’s decision process, we analyze the distribu-

tion of detection logits across all datasets and attention layers, as

illustrated in Figure 3. The decision threshold is set at 0, where neg-

ative values indicate a protected classification and positive values

indicate unprotected. The original protected images exhibit a sharp

distribution centered well into the negative domain, confirming the

decoder’s high confidence in detecting the watermark on clean data.

The diffusion-based reconstruction attacks induce a drastic shift in

the logit distributions toward positive values. This clean separation

from the decision boundary corroborates the high values of ASR

reported in Table 2, indicating that the reconstruction process effec-

tively neutralizes the watermark signal perceived by the decoder.

Conversely, the bicubic upsampling and the salt-and-pepper noise

result in a distribution that largely overlaps with the original pro-

tected signals, remaining mostly negative, revealing the model’s

resilience to non-diffusion upsampling and high-frequency noise.

The shear attack displays a high-variance distribution that spans the

decision boundary, reflecting its partial success rate. Notably, these

distributional patterns remain consistent across all protection levels

(𝑁 = 3, 6, 12), suggesting that the susceptibility to reconstruction

attacks remains high among all encoding depths.

As described in Section 3.2, the DiffVax model does not de-

tect the presence of a protection watermark through a decoder

as in PADL. Instead, it encodes a perturbation into images or video

frames through an immunizer model to make them useless on the

diffusion-based editing task. Therefore, the evaluation of the Dif-

fVax model is conducted by comparing the editing capability of

the SD model on the protected images and the attacked images

against classical image transformations and diffusion-based recon-

struction attacks. In Table 4, we provide a qualitative comparison of
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(a) 𝑁 = 3 (b) 𝑁 = 6 (c) 𝑁 = 12

Figure 3: Distributions of PADL [6] detection logits for each attack across attention protection layers. Decision threshold is set
at 0, negative values represent protected, and positive values represent unprotected. Reconstruction attacks completely shift the
distribution towards positive values for all the depths, indicating watermark removal.

Table 2: Attack Success Rate (ASR) and False Negative Rate
(FNR) for each dataset and attack type on PADL [6], across
protection levels N3, N6, and N12. The arrows ↑ and ↓ indicate
the direction toward a better metric. Bold values indicate the
best attack success. Compressed Upscaling, Noisy Upscaling,
and Upscaling reveal high watermarking removal efficacy.

N3 N6 N12

Dataset Attack ASR ↑ FNR ↓ ASR ↑ FNR ↓ ASR ↑ FNR ↓

CelebA-HQ [15]

Comp. Upscaling 1.0000 0.0000 1.0000 0.0050 0.9800 0.0050

Noisy Upscaling 1.0000 0.0000 1.0000 0.0050 0.9800 0.0050

Upscaling 1.0000 0.0000 1.0000 0.0050 0.9700 0.0050

Bicubic 0.0000 0.0000 0.0200 0.0050 0.0100 0.0050

Salt & Pepper 0.0050 0.0000 0.0850 0.0050 0.1400 0.0050

Shear 0.3600 0.0000 0.3950 0.0050 0.1950 0.0050

FFHQ [12]

Comp. Upscaling 1.0000 0.0000 1.0000 0.0100 0.9850 0.0000

Noisy Upscaling 1.0000 0.0000 0.9950 0.0100 0.9700 0.0000

Upscaling 1.0000 0.0000 0.9950 0.0100 0.9900 0.0000

Bicubic 0.0050 0.0000 0.0300 0.0100 0.0200 0.0000

Salt & Pepper 0.0250 0.0000 0.0550 0.0100 0.1500 0.0000

Shear 0.4750 0.0000 0.5750 0.0100 0.3950 0.0000

GTA2CITY [22]

Comp. Upscaling 1.0000 0.0000 1.0000 0.0000 1.0000 0.0000

Noisy Upscaling 1.0000 0.0000 1.0000 0.0000 1.0000 0.0000

Upscaling 1.0000 0.0000 1.0000 0.0000 1.0000 0.0000

Bicubic 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000

Salt & Pepper 0.0200 0.0000 0.0000 0.0000 0.0500 0.0000

Shear 0.1700 0.0000 0.2400 0.0000 0.1100 0.0000

Horse2Zebra [38]

Comp. Upscaling 1.0000 0.0500 0.9950 0.0700 1.0000 0.0700

Noisy Upscaling 1.0000 0.0500 0.9700 0.0700 1.0000 0.0700

Upscaling 1.0000 0.0500 0.9750 0.0700 1.0000 0.0700

Bicubic 0.1700 0.0500 0.1850 0.0700 0.2100 0.0700

Salt & Pepper 0.0550 0.0500 0.0000 0.0700 0.0700 0.0700

Shear 0.6150 0.0500 0.6850 0.0700 0.5900 0.0700

SKETCH2PHOTO [30]

Comp. Upscaling 1.0000 0.0000 1.0000 0.0000 1.0000 0.0000

Noisy Upscaling 1.0000 0.0000 1.0000 0.0000 1.0000 0.0000

Upscaling 1.0000 0.0000 1.0000 0.0000 1.0000 0.0000

Bicubic 0.0000 0.0000 0.0050 0.0000 0.0000 0.0000

Salt & Pepper 0.0150 0.0000 0.0000 0.0000 0.1450 0.0000

Shear 0.3700 0.0000 0.1950 0.0000 0.3800 0.0000

Summer2Winter [38]

Comp. Upscaling 1.0000 0.0350 0.9500 0.1050 1.0000 0.0700

Noisy Upscaling 0.9950 0.0350 0.9050 0.1050 0.9950 0.0700

Upscaling 0.9950 0.0350 0.9350 0.1050 1.0000 0.0700

Bicubic 0.1250 0.0350 0.2300 0.1050 0.2300 0.0700

Salt & Pepper 0.0450 0.0350 0.0100 0.1050 0.0900 0.0700

Shear 0.6950 0.0350 0.7000 0.1050 0.6350 0.0700

the original images, edited original images, edited protected images,

and edited attacked images. Similar to what we observed in the

previous method, diffusion-based upsampling techniques yield the

best results in providing functional yet adversarially effective im-

ages, producing meaningful editing results similar to unprotected

image editing. Unlike PADL, the edited attacked images of DiffVax

reveal less degradation since the attack is computed on protected

images, while Table 4 shows the output of the SD editing process

to compare it with the SD editing output on non-protected images.

In Table 5, we report a quantitative evaluation on the distance be-

tween edited unprotected images and attacked images bymeasuring

SSIM, PSNR, Feature Similarity Index Method [35] (FSIM), and the

distance between the attacked image and the editing text prompt

through CLIP-T [21], where the metric is computed by following

Equation (9):

CLIP-T =max

[
(clipscore · 100), 0

]
. (9)

We also measure similarity metrics on the clean test set for compar-

ison with the DiffVax baseline. From the attacker’s point of view,

a higher metric of similarity indicates greater attack success, and

therefore lower robustness of the DiffVax immunization method.

In Table 5, we observe that SSIM, PSNR, and FSIM metrics do not

provide meaningful insights into attack efficacy, as most of the

image is composed of the masked subject, yet diffusion-based re-

construction attacks achieve higher PSNR and FSIM values, while

bicubic interpolation achieves a higher SSIM value. Conversely,

the CLIP-T reflects the qualitative evaluation of Table 4, where

attacked images reveal significantly higher adherence to the edit-

ing text prompt than baseline. In particular, salt-and-pepper noise

achieves the highest CLIP-T metric because it suppresses the immu-

nization noise of DiffVax. Indeed, compressed and noisy upscaling

achieves a higher CLIP-T value than pure diffusion upscaling and

bicubic interpolation upscaling because the preprocessing noising

step adds to immunization noise, suppressing it more effectively. It

is worth noting that some immunized images exhibit resistance to

reconstruction attacks, thereby preventing image editing; therefore,

the DiffVax method shows greater robustness than PADL.

4.3 Training PADL with Upscaling
Augmentation

As shown in Table 2, PADL is vulnerable to upscaling attacks. To

further investigate this limitation, we trained a new PADL model
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Table 3: Average LPIPS, MSE, PSNR (dB), and SSIM metrics
for each dataset and attack type, among PADL [6] protection
levels, between protected images and attacked images. The
arrows ↑ and ↓ indicate the direction toward a better metric.
Bold and underlined values indicate the best similarity score
for diffusion-based attacks and classical perturbation, respec-
tively, where a high similarity score means the adversary
does not get a corrupted image. We observe that reconstruc-
tion attacks (i.e., Compressed Upscaling, Noisy Upscaling,
and Upscaling) show less image degradation than classical
image transformation attacks, while degrading more than
bicubic upsampling.

Dataset Attack LPIPS ↓ MSE ↓ PSNR ↑ SSIM ↑

CelebA-HQ [15]

Comp. Upscaling 0.0614 0.0014 28.6749 0.8600

Noisy Upscaling 0.0629 0.0014 28.7361 0.8601

Upscaling 0.0629 0.0014 28.7802 0.8633
Bicubic 0.0003 0.0000 54.3680 0.9996

Salt & Pepper 0.5666 0.0167 17.7849 0.4553

Shear 0.1152 0.0290 15.7119 0.3887

FFHQ [12]

Comp. Upscaling 0.0527 0.0015 28.4037 0.8686

Noisy Upscaling 0.0465 0.0013 29.3414 0.8882

Upscaling 0.0449 0.0012 29.4774 0.8915
Bicubic 0.0004 0.0000 53.5882 0.9995

Salt & Pepper 0.5300 0.0164 17.8610 0.4696

Shear 0.1211 0.0310 15.3635 0.3890

GTA2CITY [22]

Comp. Upscaling 0.0822 0.0027 26.5588 0.8005

Noisy Upscaling 0.0771 0.0019 27.4603 0.8317

Upscaling 0.0786 0.0024 27.4114 0.8321
Bicubic 0.0006 0.0000 51.6065 0.9993

Salt & Pepper 0.5451 0.0158 18.0168 0.4599

Shear 0.1079 0.0173 17.9593 0.3863

Horse2Zebra

[38]

Comp. Upscaling 0.0755 0.0026 26.4022 0.7886

Noisy Upscaling 0.0657 0.0022 27.4706 0.8301

Upscaling 0.0663 0.0021 27.5474 0.8337
Bicubic 0.0007 0.0000 51.5281 0.9993

Salt & Pepper 0.4382 0.0155 18.1121 0.4672

Shear 0.1119 0.0217 17.4008 0.3912

SKETCH2PHOTO

[30]

Comp. Upscaling 0.0440 0.0022 26.9771 0.8632

Noisy Upscaling 0.0497 0.0022 27.2387 0.8671

Upscaling 0.0482 0.0022 27.4484 0.8718
Bicubic 0.0005 0.0000 52.0701 0.9995

Salt & Pepper 0.5109 0.0168 17.7660 0.5344

Shear 0.1126 0.0304 15.2627 0.3170

Summer2Winter

[38]

Comp. Upscaling 0.0732 0.0032 25.7956 0.8001

Noisy Upscaling 0.0671 0.0027 26.5543 0.8321

Upscaling 0.0660 0.0026 26.6874 0.8376
Bicubic 0.0008 0.0000 50.3230 0.9992

Salt & Pepper 0.4532 0.0166 17.8137 0.4907

Shear 0.1261 0.0239 16.9993 0.3675

from scratch with 𝑁 = 6. During training, images were subjected

to an upscaling attack with a probability of 10%, while all other

training settings were kept identical to those of the original model.

In particular, the parameter 𝛼 , which controls the strength of the

perturbation, was left unchanged. This exposure was intended to

improve the model’s robustness to upscaling-based tampering; how-

ever, it proved insufficient. The newly trained model still exhibits

a 100% ASR across all datasets, indicating that it remains suscep-

tible to upscaling attacks. This limitation is inherent to proactive

approaches in general, as these methods rely entirely on the pres-

ence of an embedded signature. The protection is implemented as

low-magnitude, near-imperceptible noise that can be effectively

removed by simple operations, such as upscaling followed by down-

sampling, allowing an attacker to strip the embedded protection

from images. Fine-tuning the PADL training parameters may im-

prove robustness to upsampling attacks, but doing so would require

increasing 𝛼 , which in turn would amplify the perturbation and lead

to greater visual degradation of the protected images, or increasing

the number of times we apply the upscaling perturbation during

training, thereby increasing training complexity.

In addition, training the model with a larger 𝛼 and deploying it at

inference with a lower one could appear as an alternative strategy

to preserve visual quality. However, this approach is not effective in

this scenario. Increasing 𝛼 during training biases the model toward

detecting stronger perturbations. As a consequence, when evalu-

ated on samples protected with a smaller 𝛼 , the protection becomes

too weak relative to what the model has learned to detect, lead-

ing to a significant drop in detection performance. This mismatch

between training and inference yields suboptimal performance

without addressing the vulnerability to upscaling attacks.

5 Conclusions
In this work, we evaluate the robustness of state-of-the-art models

for proactive watermarking in a black-box model-agnostic setting

via diffusion-based upsampling and classical image transformations.

The experimental results show that while the models exhibit robust-

ness against unseen image transformations, diffusion-based attacks

achieve nearly perfect success in watermark removal, effectively

shifting the detection logits from protected to unprotected across

all datasets and for any attention layer of PADL and compromising

the image editing immunization of DiffVax. Moreover, we evaluate

the degradation of images both qualitatively and quantitatively;

however, reconstruction attacks via SD achieve the minimum im-

age corruption, posing a serious threat in real-world case scenarios.

Furthermore, computing adversarial training in PADL with recon-

struction attacks does not improve the robustness of the model for

the same threshold of image perturbation. Future studies should

focus on developing new approaches for watermarking multimedia

content, considering hybrid approaches to mitigate diffusion-based

upsampling attacks.
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