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Abstract. Despite the significant advances that Large Language Models
(LLMs) offer in processing vast amounts of data and providing actionable
insights quickly, their application in the technical field of cybersecurity
poses significant challenges. These include the tendency to produce hallu-
cinatory and unreliable results when these models are tested on questions
where factuality is important. Furthermore, while Retrieval Augmented
Generation (RAG) systems are useful in enriching model answers with
relevant information, they struggle with issues related to retrieval speed,
choice of embeddings and thresholds and handling multi-hop queries.
This paper describes these challenges and discusses strategies to over-
come them in order to improve the adaptability and reliability of these
models in responding to rapidly evolving cybersecurity threats.
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1 Introduction

Generative Al improves cybersecurity by increasing efficiency in detecting and
responding to threats, which is critical in an industry facing a skills shortage.
Al-driven frameworks quickly analyze large data sets, provide actionable insights
and accelerate threat identification to prevent security breaches [5]. The integra-
tion of Large Language Models (LLMs) and Retrieval Augmented Generation
(RAG) systems based on Transformer architectures [43], has significantly im-
proved natural language processing and expanded its use in areas such as code
analysis and automated defense.

However, the application of LLMs and RAG systems in the field of cybersecu-
rity poses significant challenges. Large language models often exhibit reliability
problems in technical domains such as cybersecurity due to hallucinations, i.e.
they produce inaccurate content when dealing with complex, underrepresented
topics [I8] [20]. The ability of LLMs to provide accurate answers correlates with
their exposure to certain topics during training, highlighting a limitation in deal-
ing with diverse and specialized knowledge [26].
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Retrieval Augmented generation can overcome or limit hallucinations by pro-
viding the model with more relevant and richer information to draw on, reducing
the dependence on having seen relevant information directly during training [1§].
On the other hand, RAG systems face significant challenges such as scalability,
slow retrieval speed, improper choice of embeddings and similarity thresholds,
and difficulty in answering multi-hop question answering, which critically impact
their operational efficiency and effectiveness [39] [47].

Contribution In this paper, we explore how Large Language Models (LLMs)
and Retrieval Augmented Generation (RAG) systems can be used for cyberse-
curity threat analysis. We focus on the challenges these models face in improving
cybersecurity expertise, vulnerability detection and malware analysis. Key top-
ics include hallucinations, choosing the right RAG hyperparameters, processing
complex multi-hop queries, and establishing appropriate evaluation criteria. We
provide case studies and empirical evidence that demonstrate the practical ben-
efits and limitations of current LLM and RAG models in cybersecurity. For
example, one of the cases of cybersecurity expertise where factuality is required
involves testing LLMs for CVE ( Common Vulnerabilities and Exposures) ques-
tions, where we show how and why these models fail. For each challenge or
limitation identified, the paper suggests possible solutions to improve the effec-
tiveness and reliability of these models. The aim is to guide future research and
development and ensure that LLMs in cybersecurity are robust, efficient and
ethical.

Organisation. The rest of the paper is structured as follows. Section 2| gives an
overview of related research on the application of LLMs for cybersecurity. Sec-
tion [3| describes the challenges and possible solutions for LLMs in three different
areas: Cybersecurity Expertise, Malware Analysis, and Vulnerability Detection.
Section [4] describes the challenges and possible solutions that RAG systems face
in the field of cybersecurity. Section [b] addresses the complexity associated with
evaluating the effectiveness and reliability of LLMs and RAG systems in cyber-
security. The conclusions and future work are presented in Section [6}

2 Related Work

This section overviews recent developments in the application of Large Language
Models in improving Cybersecurity Ezpertise and Threat Intelligence, Malware
Analysis and Vulnerability Detection.

Cybersecurity Expertise and Threat Intelligence Research on chatbots in cyberse-
curity emphasizes their role in various aspects. Yoo et al. (2024) and Abu-Amara
et al. (2024) discuss the impact of GDPR and gamified chatbots in education.
Pieterse (2024) explores the use of ChatGPT in CTF cybersecurity challenges
and highlights its limitations in providing direct solutions [50] [I] [32]. Chamber-
lain and Casey examine ChatGPT in penetration tests and CTF exercises and
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find that it has the potential to create dynamic scenarios [4]. Happe et al. [13]
demonstrates GPT-3.5’s extension to penetration testing. Voros et al. [44] show
how knowledge distillation from LLMs can effectively categorize URLs and im-
prove scanning processes. Mitra et al. [28] present an automated system that
uses LLMs to create organization-specific threat intelligence to improve SoC op-
erations. Boffa et al. [3] make use of language models (LMs) to automate the
analysis of Unix shell logs and improve the identification of attacker tactics.
Juttner et al. [I7] use ChatGPT to simplify IDS alerts for non-experts and im-
prove home network security. Sewak et al. [36] integrate LLMs with Enterprise
Knowledge Graphs to form Threat Intelligence Graphs, achieving up to 99% re-
call in detecting malicious scripts. Yu et al. [5I] use GPT-3 to generate semantic
honeywords that enhance security against breaches.

While these studies highlight the potential of LLMs and chatbots in cyber-
security, limitations persist. Reliance on existing data can lead to outdated re-
sponses if models are not updated. For instance, Pieterse [32] and Chamberlain
and Casey [4] note ChatGPT’s struggle with real-time problem-solving while
Mitra et al. [28] and Sewak et al. [36] emphasize the need for robust frameworks
for managing intelligence.

Malware Analysis Over the past two years, Large Language Models (LLMs) have
been increasingly integrated into malware analysis frameworks for detection and
deobfuscation. Patsakis et al. [31] explore LLMs’ utility in deobfuscating Emotet
malware. Devadiga et al. [7] introduce a model that merges Generative Adver-
sarial Networks (GANs) and LLM embeddings to produce synthetic malware
that successfully evades detection, significantly improving evasion rates. Li et
al. [23] utilize the LLaMA-7b model for high-accuracy ransomware detection
by analyzing grayscale bitmap images of Portable Executable files. Zahan et
al. [52] employ LLMs to surpass traditional static analysis tools in detecting
npm ecosystem malware, featuring a novel multi-stage decision-maker workflow
that yields high precision and F1 scores. Lastly, Simoni and Saracino [35] lever-
age the BERT transformer for high-accuracy classification and categorization of
Android malware, improving the understanding of complex API interactions.

These studies reveal significant limitations, including dependency on out-
dated data, limited context length affecting API sequence analysis, and the need
for regular updates to maintain effectiveness against evolving threats, increasing
operational overhead.

Vulnerability Detection This paragraph reviews various studies focused on the
use of Large Language Models (LLMs) for vulnerability detection in software
systems. Akuthota et al. [2] harness GPT-3.5 Turbo to perform in-depth vulner-
ability assessments of code snippets. Achieving an accuracy of 0.77, this study
emphasizes the need for continuous methodological enhancements to boost the
efficacy of security evaluations. Ullah et al. [42] provide a critical evaluation of
various LLMs, highlighting their current limitations in consistently identifying
and reasoning about security vulnerabilities. The study uses a bespoke eval-
uation framework named SecLLMHolmes, which conducts a granular analysis
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across multiple dimensions to uncover the nondeterministic and often inaccu-
rate reasoning of LLMs under varied coding scenarios. Sun et al. [38] set out
to decouple the inherent vulnerability reasoning capabilities of LLMs from their
other functional capabilities. By isolating these aspects, the study evaluates how
LLMs perform when their reasoning is supported by structured prompts and
external data sources. Wang et al. [45] introduce an innovative vulnerability de-
tection model that combines LLMs with Conformer mechanisms. This hybrid
approach aims to capitalize on both the global understanding capabilities of
LLMs and the local feature detection strengths of Conformers. Lu et al. [25]
integrate graph structural information and in-context learning into GRACE, an
LLM framework to enhance software vulnerability detection.

These studies highlight the promise of LLMs in vulnerability detection but
also reveal significant limitations. Key issues include the need for continuous
methodological improvements, inconsistencies in reasoning, and the challenge of
integrating additional data and frameworks to improve performance.

3 LLM Challenges and Possible Solutions

Large language models (LLMs) based on the Transformer architecture [43] have
significantly advanced natural language processing (NLP). These models, trained
on extensive text datasets, can generate coherent and contextually relevant text,
translate, summarize, and answer questions. Models like GPT [34] revolutionized
language understanding and production using unsupervised methods. GPT-3 ex-
tended these capabilities, enabling various NLP tasks without specialized train-
ing.

This section addresses the challenges LLMs face in cybersecurity, discussing
Cybersecurity Expertise, Malware Analysis, and Vulnerability Detection, along
with potential solutions.

3.1 Cybersecurity Expertise and Threat Intelligence

Challenges. Large language models often struggle with technical questions where
accuracy is critical. This problem is commonly referred to as Hallucination,
meaning that the models produce answers that are not true or reliable.

The problem of truthfulness in LLMs can be understood in terms of statistical
uncertainty [30][16], which comes in two types: epistemic and aleatoric [4§].
Epistemic uncertainty arises from a lack of knowledge about the correct answer.
This can happen if the model does not have enough training data or if its capacity
is limited. Aleatory uncertainty happens due to the inherent randomness of the
prediction task. For example, some questions may have multiple correct answers.

In the field of cybersecurity, where threats evolve rapidly and precise re-
sponses are required, hallucinations in LLMs are particularly concerning. High
epistemic certainty, i.e. a strong understanding of the correct responses, is es-
sential for accurate predictions in this domain. There is a strong correlation
between the number of times an LLM was exposed to documents on specific
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fact-based questions during pretraining and its ability to answer these questions
correctly [I8]. Despite their size, even very large models have difficulty with
questions that find little support in the training data. This shows that it is a
major challenge to train LLMs to deal effectively with diverse and rare informa-
tion. An example of hallucinations can be seen in Example where models
such as GPT-41] GPT-3.5| and MIXTRAL 7x8 [I5] fail to find the correct an-
swer to the question: What is CVE-2019-15949. Example [I.I] demonstrates that
none of these models could accurately describe CVE-2019-15949, each giving
different incorrect descriptions. The ground truth is that CVE-2019-15949 refers
to a security vulnerability that affects Nagios XI versions before 5.6.6, allowing
remote command execution as root. In contrast, GPT-4 incorrectly describes
it as a vulnerability affecting phpMyAdmin. MIXTRAL 7x8 incorrectly relates
it to a Remote Administration Tool called Imminent Monitor. GPT-3.5 incor-
rectly states it is a vulnerability in the Apache HTTP Server. Table [I] presents
a performance comparison between GPT-4 and MIXTRAL 7x8 in identifying
correct responses to a set of 50 questions related to CVEs. The metric Accuracy
quantifies the percentage of correctly identified CVEs. Additionally, the metrics
Similarity and Correctness are evaluated using the RAGAS framework [§], as
detailed in Section [l

Example 1.1: Hallucination on CVE Questions.

Question: What is CVE-2019-159497

Ground Truth: CVE-2019-15949 refers to a security vulnerability that
affects Nagios XI versions before 5.6.6, which allows remote command exe-
cution as root.

GPT-4 Response: CVE-2019-15949 refers to a security vulnerability that
affects certain versions of phpMyAdmin, a very popular free and open-
source administration tool for MySQL and MariaDB databases.
MIXTRAL 7x8 Response: CVE-2019-15949 is a vulnerability related to
the Remote Administration Tool (RAT) called Imminent Monitor.
GPT-3.5 Response: CVE-2019-15949 refers to a vulnerability in the
Apache HTTP Server, specifically in the mod_proxy module.

Table 1: Performance comparison of models on 50 CVE Queries.

Model Similarity (u, o) Correctness (i, o) Accuracy
GPT-4 0.826, 0.0310 0.503, 0.0508 0.50
MIXTRAL 7x8 0.845, 0.039 0.53, 0.089 0.51

* https://chatgpt.com/
® https://chatgpt.com/?model=text-davinci-002-render-sha
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Possible Solution. One possible solution to this type of problem is to enrich the
context that forms the model prompt. Enriching the context in model prompts,
especially through Retrieval Augmented Generation architectures, can signif-
icantly improve the quality of model responses by providing the model with
more relevant and richer information on which to base its output (see Section
. RAG can mitigate some of the limitations faced by LLMs by reducing their
dependency on having directly seen relevant information during training [18].
When models can access relevant documents dynamically, they perform better
on questions, especially those with sparse data support.

Example shows how GPT-4 [f] has been able to provide the accurate answer
if allowed to enrich its context, searching on the web before the generation of
the answer.

Example 1.2: Context Enriching

Question: What is CVE-2019-159497

GPT-4 Response: CVE-2019-15949 is a critical security vulnerability
in Nagios XI, versions prior to 5.6.6. This vulnerability allows for remote
command execution as root, which can be exploited under certain condi-
tions.

However, to ensure the effectiveness of RAG systems, measures outlined in Sec-
tion |4] should be implemented.

Table 2| compares the token generation probabilities between two language mod-
els, GEMMA 2b [27] and Mistral 7b [I4], for a query related to EternalBlue
vulnerability [24]: What is the CVE related to EternalBlue Vulnerability?. Mis-
tral 7b, a larger model, correctly identifies the CVE, whereas GEMMA 2b makes
errors and shows greater uncertainty. This highlights the importance of develop-
ing specific vocabularies to make LLMs proficient in cybersecurity. As seen, the
CVE numbers are tokenized individually, increasing the probability of errors in
both cases.

3.2 Malware Analysis

Challenges. When dealing with malware analysis, a major technical challenge
for LLMs is the limitation of context length, which is particularly problematic
for frameworks that rely on API sequence analysis to detect malware [35]. LLMs
have a fixed input size, which limits the number of tokens they can process
at once. This complicates the analysis of long API call sequences, which are
necessary for the detection of malicious behavior.

This limitation can cause data to be truncated or split, losing important informa-
tion and disrupting the temporal and logical relationships within API sequences,
resulting in inaccurate detection. In addition, maintaining LLM effectiveness
against evolving threats requires regular updates, which increases operational
overhead.

5 https://chatgpt.com/g/g-760fTUJeh-gooogle-search/
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GEMMA 2b Probability ‘Mistral 7b Probability

The 92.01% The 75.63%
CVE 97.99% E 51.44%
related 98.04% ternal 99.96%
to 100.00% Blue 99.98%
Eternal 99.89% vulner 98.92%
Blue 99.68% ability 100.00%
vulnerability 99.99% is 92.90%
is 99.89% related 67.36%
CVE 80.88% to 100.00%
- 99.73% C 83.02%

2 99.95% VE 100.00%

0 99.84% - 100.00%

1 62.65% 2 100.00%

7 52.36% 0 100.00%

- 99.98% 1 100.00%

0 74.16% 7 100.00%

1 39.62% - 100.00%

5 28.39% 0 100.00%

2 20.35% 1 100.00%

. 95.10% 4 100.00%
EOS 99.89% 4 98.56%

Table 2: Token Generations and Probabilities for GEMMA 2b and mistral 7b
Models

Possible Solutions. To circumvent the limitations of LLM context length, tech-
niques such as segmentation [41] and windowing [10] split long API sequences
into overlapping segments, preserving temporal and logical relationships for ac-
curate malware detection. Models such as Mamba [I1] and Hyena [33] further
improve the handling of long sequences. Mamba uses selective state space models
(SSMs) for input-dependent parameterization and effectively manages sequences
up to one million in length, outperforming traditional transformers. Hyena com-
bines long convolutions and data-driven gating for efficient, sub-quadratic alter-
natives to standard attention mechanisms.

3.3 Vulnerability Detection

Challenges The integration of LLMs with techniques such as fuzzing has im-
proved test case generation and vulnerability detection capabilities in complex
software systems [49]. Despite advances in vulnerability detection, there are sev-
eral challenges that hinder the practical use of LLMs in cybersecurity. LLMs
suffer from inconsistency and non-determinism as they produce different results
under similar conditions, which is problematic for tasks that require high re-
liability [42]. They often misinterpret the source code, leading to inaccurate
security assessments, and their sensitivity to minor code changes indicates a
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lack of robustness [42]. Furthermore, LLMs rely on the integration of addi-
tional structural and contextual data to improve performance, as shown by the
GRACE model [25]. Their significant computational cost may preclude resource-
constrained organizations, and handling large datasets raises legal and privacy
concerns, making compliance with data protection regulations difficult. The dy-
namic nature of cybersecurity threats necessitates frequent updates to LLMs,
making them difficult to maintain and scale. These challenges underscore the
need to adapt LLM technologies to meet the stringent requirements of security
applications.

Possible Solutions Integrating LLMs with planning or rule-based systems [6] can
leverage both data-driven insights and established security protocols, thereby
enhancing the models’ reasoning capabilities in complex environments.
Additionally, incorporating adversarial training can make LLMs more resilient
to minor code modifications, enhancing their ability to generalize and reduc-
ing sensitivity to superficial changes. Developing models capable of continuous
learning will allow them to adapt to new and emerging threats, maintaining their
effectiveness over time.

4 RAG Limitations and Possible Solutions

Retrieval-Augmented Generation (RAG) extends traditional language models by
integrating Non-Parametric Knowledge Bases [22] through Retrievers [19] [54]
to improve accuracy and relevance for domain-specific queries [2I] [12]. These
retrievers retrieve contextually relevant information from their own knowledge
base, inserting them into a context that the LLM uses to generate answers. The
information in the knowledge base is represented by Embeddings [29]. These
embeddings encode terms as vectors, so that similar terms have vectors that
are close to each other. This proximity in vector space allows the embeddings
to facilitate semantic matching between user queries and the information in the
knowledge base.

Challenges Retrieval-Augmented Generation (RAG) systems face several key
challenges that impact their effectiveness and operational efficiency:

1. Scalability: RAG systems’ knowledge bases can grow large, consuming sig-
nificant memory and limiting deployment in resource-constrained environ-
ments.

2. Retriever Speed: Fast retrieval of relevant documents is crucial in cyber-
security. Slow retriever response times can delay critical security measures
and response to threats.

3. Choice of Embeddings and Similarity Threshold: Selecting the appro-
priate embeddings and setting the right similarity threshold for matching
queries to documents in the knowledge base are critical. Incorrect choices
can lead to poor retrieval accuracy, impacting the quality of the generated
responses.
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4. Multi-Hop Question Answering: Cybersecurity often involves complex,
multi-hop queries that require drawing conclusions from interconnected enti-
ties. RAG systems often struggle with accurately answering multi-hop ques-
tions, where the answer requires synthesizing information from multiple en-
tities [39].

Potential solutions for improving RAG systems in cybersecurity To improve
RAG systems in cybersecurity, consider these targeted solutions:

Specialized Retrievers: Use different retrievers for different cybersecurity top-
ics to better adapt to specific data characteristics.

Improve the retrieval speed: Restructure the knowledge base data by gen-
erating questions for each text section. Use these questions to match incoming
queries and speed up the query by narrowing down the search space.
Different embeddings for different retrievers: Use different embeddings to
minimize bias and improve the quality and impartiality of search results.
Setting similarity thresholds: Test retrievers with different questions and
set similarity thresholds based on the median or third quartile of the similarity
distributions of the most relevant documents. This approach provides a balance
between precision and recognition. See Algorithm [I] for the procedure.
Processing Multi-Hop Queries: Implement entity recognition during pre-
processing to create new questions for each identified entity, capturing compre-
hensive information for more accurate answers. As shown in Figure[T] the process
for handling multi-hop requests begins with a complex user query: What is the
difference between Carberp and Rovniz?. The system breaks down this query
into simpler single-hop queries through the following steps:

1. Entity Extraction: Extracts key entities from the query: Carberp and
Rowvniz.

2. Generation of New Queries: Formulates two single-hop questions: What
is Carberp? and What is Rovniz?

3. Query Processing via RAG: Processes each new query and the original
query with the RAG system, retrieves relevant information, and summarizes
it into a common context for the LLM to generate a response.

This approach enables the RAG system to efficiently handle multi-hop queries
by simplifying them into single-hop queries.

5 Challenges in Evaluating RAG Systems and LLMs in
Cybersecurity

The evaluation of Retrieval Augmented Generation systems and Large Language
Models in the field of cybersecurity poses a particular challenge due to their
dual role in information retrieval and content generation. The complexity of
cybersecurity tasks combined with the lack of standardized benchmarks that
cover a wide range of real-world deployment scenarios significantly complicates
this evaluation process [8] [9] [37].
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Algorithm 1 Setting Similarity Thresholds for Document Retrieval

1: procedure SETSIMILARITY THRESHOLDS(queries, documents, N)
distribution < empty list

3 for each query in queries do

4 scores < computeSimilarities(query, documents)

5 topScores « getTopN(scores, N)

6: distribution.append(topScores)
7

8

9

end for
return determineThreshold(distribution)
: end procedure
10: function COMPUTESIMILARITIES(query, documents)
11: return list of similarities(query,documents)
12: end function
13: function GETTOPN(scores, N)
14: return sort and select top N fromscores
15: end function
16: function DETERMINE THRESHOLD(distribution)

17: if documents are text-heavy then

18: return median(distribution)

19: else

20: return thirdQuartile(distribution)
21: end if

22: end function

New Generated
Single Hop Queries

User multi-hop Query (—o What is Carberp ? |=pb

What is the Entity Extracted: Carberp

difference (
between

Carberp and Rovnix? Entity Extracted: Rovnix

L . [ ]+

Fig. 1: Handling Multi-Hop Queries.

Challenges Cybersecurity Dataset Limitations: The development of LLM
in cybersecurity is hindered by the lack of specialized datasets, as sensitive in-
formation limits the availability of data. This limitation hinders the learning of
complex cybersecurity concepts. One exception is the dataset Cybermetric [40]
with 10,000 questions on cybersecurity.

Accuracy of information retrieval: Ensuring the accuracy of information
retrieved by RAG systems is critical in the cybersecurity field, as relevance and
precision influence decision-making. Traditional metrics such as precision, recall
and F1 score cannot fully capture the nuances required.
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Effectiveness of LLMs in utilizing retrieved information: Evaluating how
effectively LLMs integrate retrieved data into responses is critical. Metrics must
assess the coherence and contextual appropriateness of the content generated in
response to cybersecurity threats.

Quality of the generated content: The quality of the content of RAG systems
and LLMs must be actionable, accurate and specific to cybersecurity. Compre-
hensive assessment frameworks are needed to evaluate the utility, accuracy and
actionability of the generated responses.

Adaptation to real-world performance: Traditional evaluation methods of-
ten fail in dynamic cybersecurity environments. Evaluation frameworks should
incorporate adaptive testing mechanisms to simulate real-world scenarios and
measure LLM performance as threats evolve [46].

Possible Evaluation Solutions The RAGAS framework [8] offers customized met-
rics to evaluate RAG systems and LLMs in cybersecurity: Answer Relevance
(cosine similarity between question embeddings and generated answers), Answer
Similarity (semantic congruence with correct answers), and Answer Correctness
(combining factual accuracy and semantic similarity). An innovative validation
method involves using GPT-4 as a judge to evaluate model performance, lever-
aging its high agreement rate with human judgment (80%) [53]. GPT-4 assesses
the quality of responses by selecting the most appropriate among competing
models’ answers to various cybersecurity queries.

6 Conclusions

Expertise is essential in the ever-evolving field of cybersecurity. The paper
showed how Large Language Models suffer when answering cybersecurity ques-
tions that require factual knowledge, such as Common Vulnerabilities and Enu-
meration questions. It also became clear that these models are not able to handle
long sequences, which is especially important when analysing malware. Retrieval
augmented generation systems are helpful in reducing LLM’s hallucinations as
they provide more relevant and richer information on which to base the output
of the models. However, this research has shown that these systems have prob-
lems in terms of scalability and handling multi-hop questions. Furthermore, the
structures of the retriever and the choice of embeddings and similarity threshold
need to be fine-tuned in order to develop fast and reliable RAG systems. Finally,
the challenges in evaluating LLMs in the cybersecurity domain were pointed out,
due to the lack of benchmark datasets and the difficulty in evaluating the dual
role of RAG systems. Future work should focus on integrating LLMs and RAGs
into a unique agent that preserves the efficiency of LLMs and the accuracy of
RAGs when factuality is required.
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