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ARTICLE INFO ABSTRACT

Keywords: In an increasingly digital world, collecting, processing, and exchanging personal data are critical drivers
Data privacy by design for enacting enterprise business processes. However, the long-term retention and access of personal data
GDPR

expose organizations to data breaches, in which sensitive and protected data are disclosed and exploited
unauthorizedly. To mitigate the damage that data breaches can cause, in the European Union (EU), the
right to data privacy is enforced through the General Data Protection Regulation (GDPR), which defines how
organizations must store and manage EU citizens’ data. GDPR is highly influencing how organizations approach
data privacy, forcing them to rethink and upgrade their business processes to become GDPR compliant,
which can be daunting. In this paper, in line with the privacy-by-design principles of GDPR, we propose
a methodology that shows how to capture the main privacy GDPR constraints in the form of design patterns
and integrate them into business process models specified in BPMN (Business Process Model and Notation).
This allows us to achieve full transparency of privacy constraints in business processes, making it possible to
ensure their compliance with GDPR at design-time. We adopt a design science research approach to present
our methodology and make design decisions explicit. We also introduce GDPR-Pilot, a BPMN editor that assists
process designers and Data Controllers in integrating GDPR patterns into existing models. The methodology is
evaluated through real-world use cases against structural, usage, and environmental requirements.

Design patterns
Business processes
Process models
BPMN

1. Introduction

Nowadays, the increase in both storage and processing power has
made it possible to virtually store and process all the information
that might be relevant for an organization to rapidly deliver digital
and physical services to their customers (e.g., the creation of a bank
account, the management of a purchase order, etc.). In this context, the
seemingly never-ending collection of customers’ data by large corpora-
tions has raised public awareness of privacy concerns [1]. Moreover,
with the rise of Large Language Models (LLMs), the debate around the
unauthorized use of personal data to train the LLMs has forced some
European (EU) countries to issue a temporary ban in 2023 on such
technologies due to the legal uncertainty regarding the data privacy
and data ownership compliance.'

Since 25 May 2018, the General Data Protection Regulation (GDPR)
tackled in the EU the right to privacy for personal data, intending
to protect EU citizens from privacy breaches.’ Since non-compliance
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with the GDPR can result in heavy fines, organizations must correctly
implement GDPR data management policies and take appropriate ac-
tion on customer data upon request. Among the various technical
and non-technical challenges to achieving GDPR compliance [2], the
regulation enforces organizations to reshape the way they approach
the management of personal data stored and exchanged during the
execution of their business processes [3]. A business process is a
collection of activities aimed at delivering a product or service to a
customer while fulfilling an organizational goal [4]. Business processes
are typically specified using dedicated languages such as BPMN® (Busi-
ness Process Modeling and Notation), which is considered the de facto
standard for process modeling, due to its intuitive graphical notation
and wide support among commercial Business Process Management
Systems (BPMSs) [5].

Although BPMN is well-suited for modeling stakeholder collabora-
tion and data flow between business process activities [6], making it a

1 https://www.edpb.europa.eu/system/files/2024-04/edpb_annual report_2023_en.pdf

2 https://www.consilium.europa.eu/en/policies/data-protection-regulation/

3 http://www.omg.org/spec/BPMN/2.0/
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potentially effective tool for identifying privacy breaches before busi-
ness process execution, its use for systematic privacy analysis at design-
time remains limited [7]. Conversely, organizations tend to rely on
non-automated solutions for regulatory compliance, resulting in costly
manual implementation and audits to ensure GDPR adherence [8].
Consequently, the common practice to address privacy breaches in
a business process is to implement ad-hoc countermeasures (e.g., in
the form of scripts or business rules) during the automation stage
of the process life-cycle, when the process model is configured by a
system engineer (SE) for its execution with a BPMS [4,9,10]. However,
this approach requires that the SE knows precisely where potential
privacy breaches can manifest in the business process. This informa-
tion, if not explicitly documented in the process model, may lead to
a defective implementation of compensatory strategies from privacy
breaches. Since BPMN can explicitly mark the data artifacts involved in
a business process, we can directly pinpoint the privacy issues that the
process might suffer within the process model. While many literature
works (e.g., [6-8,10-20]) explicitly extend BPMN with cyber-security
and privacy requirements expressed through novel constructs, such
extensions are not readily perceived by business analysts, who are
the primary users of process models and, more importantly, cannot
be processed by commercial BPMSs, which only accept models fully
compliant with the BPMN standard.

Building on the above, and assuming a syntactically correct BPMN
model, this paper presents a methodology for capturing the main GDPR
privacy constraints as design patterns and integrating them into BPMN
models without modifying or extending the notation. The approach
promotes privacy awareness at design-time, enabling process designers
to analyze the data involved and proactively prevent potential privacy
violations by mitigating their impact. Our solution is intended for
process designers and Data Controllers as primary users for such process
models, who are responsible for: (i) modeling the activity sequences of
the business process in BPMN; (ii) identifying vulnerabilities, and (iii)
adopting appropriate countermeasures. Furthermore, we handle stan-
dard BPMN descriptions that can be readily implemented via customary
BPMN technologies, such as the commercial BPMSs.

We structure the paper following the activities outlined in [21]
for delivering a design science artifact (Section 2). After providing a
detailed background analysis of the GDPR, we present the results of
a dedicated survey with 33 GDPR experts, from which we identified
two research challenges to achieve GDPR compliance at design-time
(Section 3). Next, Section 4 situates our methodology within the state of
the art, after which we define the requirements guiding the modeling of
our solution (Section 5). This includes a brief introduction to BPMN and
the presentation of a motivating use case related to the SIM activation
process of a phone company, which serves as the running example
throughout the paper. Two additional use cases, related to a hiring
process and a healthcare procedure, are presented in the appendix
for space reasons, although they are used in the evaluation of the
methodology. In Section 6, we present the design and development
of our methodology, which is grounded in nine design patterns that
embed privacy-enhancing features into BPMN models in line with the
GDPR. We then provide guidance on the appropriate application of
each pattern and illustrate the software architecture of GDPR-Pilot, a
BPMN editor developed to semi-automatically assist process designers
in applying our methodology and integrating the GDPR patterns in
an existing BPMN model. In Section 7, we demonstrate the feasibility
of our methodology through the proposed use cases, evaluating it
against structural (modularity), usage (comprehensibility, customizability,
and learnability), and general environmental (correctness) requirements.
The evaluation was performed in two steps. First, a preliminary assess-
ment was conducted with 67 MsC students of Management Engineering
and Computer Science Engineering familiar with BPMN, who were
asked to transform a non-GDPR-compliant BPMN model into a com-
pliant version by applying the methodology without the support of
GDPR-Pilot. Second, we carried out an evaluation using GDPR-Pilot.
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In this phase, 21 process analysts from the three application domains
of our use cases were asked to analyze the corresponding processes and
apply the methodology to transform them in GDPR-compliant models.
We also assessed the usability of GDPR-Pilot using the well-established
System Usability Scale (SUS) questionnaire [22]. Finally, in Section 8
we draw conclusions, outline limitations and trace future work.

This paper extends our previous work [9] in several directions,
incorporating new elements that were previously unexplored. Specifi-
cally, (i) we explicitly describe and discuss the design-science research
approach used to systematically develop our methodology; (ii) we
present the results of a dedicated survey conducted to derive the
research questions guiding this study; (iii) we introduce two novel use
cases to evaluate the methodology; (iv) we model two additional GDPR
patterns (Right to Object to Automated Processing and Right to Restrict
Processing) and specify them in BPMN; (v) we formalize the logic for
systematically deciding when a design pattern should be introduced
into a process model to ensure GDPR compliance; (vi) we develop a
dedicated software tool (GDPR-Pilot) to support the application of the
methodology; (vii) we demonstrate and evaluate our methodology with
two different user groups, both without and with the use of the tool;
(viii) we revise and expand the background and related work necessary
to contextualize the paper.

2. Research approach

As mentioned in the Introduction, our research approach is inspired
by the Design Science principles outlined by [21], and it is applied
through four sequential phases as shown in Fig. 1: (1) Problem Ex-
plication, (2) Requirements and Use Case Definition, (3) Design and
Development, and (4) Demonstration and Evaluation. In the following,
we briefly describe the implementation of this approach.

(1) Problem Explication. This phase, which is addressed in Section 3,
has a twofold objective. First, we outline the problem being tackled
by analyzing the main GDPR features (i.e., the entities involved, the
definition of personal data, and the obligations of the Data Controller,
presented as a list of privacy constraints to be respected). Then, we
present the survey results conducted with 33 GDPR experts to derive
the research questions guiding the specification of the main privacy
GDPR constraints in business processes at design-time. The amount of
research literature on this topic further underscores the relevance of
the problem, as discussed in Section 4.

(2) Requirements and Use Case Definition. The second phase, de-
tailed in Section 5, focuses on defining the requirements addressed
by our research solution. According to [21], a design science artifact
should be designed and evaluated through structural, usage, manage-
ment, and generic environmental requirements. As no relevant factors
were identified for management requirements in our context, they are
excluded from consideration. This section also introduces the main
BPMN concepts and modeling constructs necessary to specify and apply
GDPR-related design patterns. Finally, we present a use case involving
personal data, which serves as a running example to demonstrate the
feasibility of our pattern-based approach. Due to space constraints,
two additional use cases employed to evaluate our solution against the
defined requirements are provided in the appendix.

(3) Design and Development. The third phase concerns the creation
of the design science artifact. In Section 6 we show how we modeled
our solution using BPMN, and motivate the rationale behind our design
decisions. The result consists of a list of nine GDPR privacy patterns
for BPMN, which represent actionable, design-time strategies for ad-
dressing privacy constraints in business process models. In addition,
we provide guidance on when each pattern should be applied and we
introduce GDPR-Pilot, a BPMN editor developed to semi-automatically
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Fig. 1.

support process designers in implementing our solution and integrating
the patterns into existing BPMN models.

(4) Demonstration and Evaluation. The fourth phase, discussed in
Section 7, first applies the artifact, i.e., demonstrates its feasibility by
applying the GDPR privacy patterns to the use case of the running
example. Then, it evaluates the artifact’s effectiveness in addressing
the identified problem and meeting the defined requirements. The
evaluation was carried out in two stages: first without, and then with
the support of GDPR-Pilot.

3. Problem explication

This section presents the theoretical foundations of the GDPR fea-
tures (Section 3.1), which support the conceptualization and devel-
opment of our solution artifact, along with a detailed analysis of the
survey (Section 3.2) conducted to derive the research questions that
guide this work.

3.1. Background on GDPR

The GDPR is applicable to all enterprises operating within the
European Economic Area (EEA) as well as those outside the EEA that
process the personal data of individuals within the EU, regardless of
the location of the enterprise or the citizenship of the Data Subjects
involved. In the Eurozone, GDPR compliance is mandatory whenever
a business process involves personal data. The regulation has reshaped
privacy and data protection requirements, with substantial implications
for process design [3]. The GDPR requires privacy-by-design, which
means that data protection is not an addition to the business process,
but rather an integral part of it, and the process should comply with
GDPR from the design stage. Therefore, a process designer needs to
consider privacy and data protection issues already at this stage. With
the increase of systems able to collect data automatically, privacy has
been at the center of many discussions between designers who want
to use such data to provide services to users, while at the same time
sharing minimal information while accessing those services [2].

Entities. To identify who is responsible for handling data within a
process, the GDPR defines 4 entities:

* Data Subject (Art. 4(1)): an individual about whom data is col-
lected or processed (e.g., a customer of a telecom company, a
patient in a hospital, a job applicant, etc.).

* Data Controller (Art. 4(7)): person or organization that collects

and stores personal data from the Data Subject and determines the

purposes and means of processing such data (e.g., a company de-
ciding to collect customer data for marketing, a hospital deciding
how and why patient records are stored, etc.).

Data Processor (Art. 4(8)): entity that processes personal data from

the Data Subject on behalf of the Data Controller (e.g., a cloud

service provider storing customer data for a company, an email
marketing service, a payroll processor, etc.).

Research approach based on Design Science principles by [21].

* Data Protection Officer (DPO) (Art. 37): appointed individual re-
sponsible for overseeing GDPR compliance within an organiza-
tion, monitoring the activities of both the Data Controller and
Data Processor to ensure that the processing of personal data
collected from the Data Subject adheres to GDPR requirements
(e.g., a privacy officer in a company or public authority).

Personal data. In the context of the GDPR, personal data (Art. 4(1))
is defined as any information relating to an identified or identifiable
natural person (Data Subject). An identifiable person is one who can
be identified, directly or indirectly, by reference to an identifier such
as a name, an identification number, location data, online identifiers
including IP address and cookies, etc. The GDPR distinguishes three
types of personal data,* each with a different level of protection:

« personal data: any information that can identify a person.

« sensible data: is a special type of personal data that requires a
higher level of security, i.e., health, genetic, physical, physiolog-
ical, mental, economic, cultural, social identity, and biometric
data.

« criminal records: is a subset of Sensible Data including information
to identify past crimes committed by the Data Subject.

Obligations of the Data Controller. This paper focuses on designing
modeling patterns in BPMN to explicitly specify the obligations of
the Data Controller. These obligations primarily concern the opera-
tionalization of Data Subject rights and the execution of mandatory
communication activities (e.g., breach notifications). They translate
into a set of constraints that the Data Controller must fulfill to ensure
GDPR compliance throughout business process execution. In particular,
they address the following aspects:

* Notification of Data Breaches: in case of a data breach, regardless of
its magnitude, the Data Controller has to communicate it within
72 h to the Supervisory National Authority as well as to the Data
Subject along with the actions that will be performed to limit the
damage. The only exception is the case in which the stolen data
is not usable, e.g., encrypted (Arts. 33-34).

Consent to Use the Data: when processing personal data, the Data
Controller must ensure that it is handled only after obtaining
explicit and informed consent from the Data Subject (Arts. 6-7).
Right to Access and Rectify: the Data Controller must provide
mechanisms for the Data Subject to access their personal data and
rectify any inaccuracies (Arts. 15-16).

Right to Data Portability: the Data Controller must allow the Data
Subject to transfer their personal data to another Data Controller
in a machine-readable format, if requested (Art. 20).

4 The only exception is National Security Data that does not follow the

GDPR, but is left to the jurisdiction of each State.
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* Right to Object: the Data Controller must enable the Data Subject
to object to certain types of processing, such as direct marketing.
Upon such objection, the Data Controller must no longer process
the personal data unless they can demonstrate legitimate grounds
that override the rights of the Data Subject (Art. 21).

Right to Object to Automated Processing: the Data Controller must
respect the Data Subject’s objection to decisions based only on
automated processing that may significantly affect their rights,
such as profiling. Appropriate measures should be implemented
by the Data Controller to protect the Data Subject, including
suspending or stopping the automated processing or guaranteeing
human intervention to review the outcomes of the automated
decisions (Art. 22).

* Right to Restrict Processing: the Data Controller must enable the
Data Subject to restrict the processing of their personal data under
specific conditions, such as when the accuracy of the data is
contested or the processing is unlawful (Art. 18).

Right to be Forgotten: the Data Controller must guarantee to the
Data Subject that their personal data can be deleted upon request,
provided no overriding legal grounds for retention exist (Art. 17).

3.2. Survey on handling GDPR constraints in business processes

To motivate the need for explicitly specifying GDPR privacy con-
straints in BPMN models, we designed and administered a survey of 9
questions to 33 GDPR experts working in different companies and in-
stitutions, encompassing diverse professional roles such as researchers,
compliance officers, consultants, process analysts, and data scientists,
and representing both academic and industry backgrounds. The survey
aimed to assess whether prior knowledge of GDPR constraints and
their explicit representation in a process model at design-time can im-
prove the management and resolution of privacy issues during process
execution (run-time), thereby justifying the focus of this paper. The
survey results were analyzed to formulate two research questions that
subsequently guided the research presented in this paper.

The survey used a Likert scale, ranging from 1 to 4, to evaluate
responses to Q1, Q2, Q6, Q7, Q8, and Q9, as shown in Table 1. On
the other hand, Q3, Q4, and Q5 (cf. Tables 2-4) provided pre-defined
answer options related to privacy violations, with Q3 and Q4 allowing
respondents to select multiple answers, while Q5 permitted only a
single response. The complete list of questions is reported below:

» Q1: How important do you think it is to comply with the privacy
restrictions imposed by the GDPR when executing a business
process?

Q2: How often do you witness privacy breaches during a business
process execution?

Q3: Which privacy breaches are most likely to be observed when
executing a business process?

Q4: In your experience, which are the most complex rights of the
Data Subjects (according to the GDPR) to be guaranteed when
executing a business process?

Q5: What is the strategy adopted by your company to address
GDPR violations?

Q6: Do you think that managing GDPR obligations during the
design phase of the process (design-time) rather than during its
execution (run-time) can reduce potential negative impacts on the
process itself?

Q7: Do you think the availability of well-defined procedures (to
be integrated into the process model) for identifying and handling
GDPR violations assists the company in resolving them?

Q8: Individual users may contact a company to exercise their
rights under the GDPR (rights of access, rectification, erasure,
restriction, objection, etc.). Do you think the availability of well-
defined procedures for managing GDPR obligations may posi-
tively affect user satisfaction (e.g., response time, etc.)?
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Table 1

Answers related to Q1, Q2, Q6, Q7, Q8 and Q9.
Likert scale 1: Not at all 2: Slightly 3: Moderately 4: Very
Q1 0% 0% 18,2% 81,8%
Q6 0% 9,1% 24,2% 66,7%
Q7 3% 6,1% 24,2% 66,7%
Q8 0% 9,1% 27,2% 63,6%
Q9 0% 9,1% 36,4% 54,5%
Likert scale 1: Never 2: Rarely 3: Occasionally 4: Often
Q2 12,1% 24,2% 54,5% 9,1%

+ Q9: Do you think that the availability of a well-defined method-
ology that identifies GDPR constraints at design-time and in-
tegrates their management within business processes can make
their handling more efficient during process execution?

Questions Q1, Q2, Q3, Q4, Q5 and Q6 aim to assess GDPR experts’
awareness of privacy issues at the design stage and their perception of
the importance of GDPR compliance during process execution. From
the response analysis, the following observations emerged:

» Responses to Q1 indicate that the majority of the experts (27
out of 33) consider compliance with GDPR privacy restrictions
during process execution to be very important. Notably, none of
the respondents rated this compliance as unimportant or only
slightly important.

Responses to Q2 show that nearly two-thirds of the surveyed
experts (21 out of 33) have directly observed multiple privacy
breaches during process execution, whereas only 4 reported never
encountering such cases. Interestingly, Q3 reveals that most of
the breaches experienced (or anticipated) were associated with
unauthorized access or disclosure of personal data, as well as loss
of data availability.

Responses to Q4 reinforce the findings from Q3. In particular,
the rights to data portability and to be forgotten emerged as the
most complex to operationalize within business processes. These
rights are highly sensitive to privacy breaches, particularly unau-
thorized access or disclosure of personal data, which complicates
their enforcement at the business process level.

Responses to Q5 indicate that the vast majority of institutions
and companies where the surveyed experts are employed (28 out
of 33) implement ad-hoc internal procedures to manage GDPR
violations. Moreover, responses to Q6 clearly highlight that incor-
porating policies to handle GDPR obligations at design-time could
significantly reduce negative impacts during process execution.

To summarize, the results from Q1-Q6 highlight not only the im-
portance of managing GDPR obligations during process execution, but
also the value of integrating privacy constraints into process models
at design-time. These findings strengthen our objective of providing
a general-purpose solution that captures GDPR privacy constraints
as design patterns and integrates them into standard BPMN models,
motivating the formulation of a first research question:

RQ1: How can process models be developed to handle GDPR constraints,
and what are the various types of constraints that can be encoun-
tered?

Subsequently, questions Q7, Q8 and Q9 examine the surveyed ex-
perts’ perceptions of the usefulness, for both companies/institutions
and Data Subjects exercising their data privacy rights, of embedding
clear procedures directly into process models to predefine the man-
agement of GDPR violations at design-time. The results reveal a near-
unanimous agreement that the availability of an approach making
process models GDPR-aware at design-time would be more effective
than addressing GDPR violations at run-time during process execution.
Based on these findings, we derived a second research question to
explore the effectiveness of adopting such an approach:
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Table 2
Answers related to Q3.
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Q3: Which privacy breaches are most likely to be observed when executing a business process?

Access by an unauthorized third party 69,7%
Unauthorized disclosure of personal data 66,7%
Loss of availability of personal data due to accidental or/and deliberate causes 45,5%
Destruction or damage of personal data 36,3%
Computing devices containing personal data being lost or stolen 30,3%
Table 3
Answers related to Q4.
Q4: In your experience, which are the most complex rights of the Data Subjects (according to the
GDPR) to be guaranteed when executing a business process?
Right to Data Portability, Right to be Forgotten 42,4%
Right to Restrict Processing, They are all complex to manage 24,2%
Right to Object, Rights to Object to Automated Processing 21,2%
Right to Rectify, Right of Access, Right to be Informed 9%
They are all simple to manage 6%
Table 4
Answers related to Q5.
Q5: What is the strategy adopted by your company to address GDPR violations?
Internal procedures enacted by the company 84,8%
Third-party support 9,1%
I don’t know 6,1%

RQ2: To what extent is an approach that integrates various privacy-
constraint patterns into a business process model effective?

In Section 6, we address RQ1 by introducing a methodology that
demonstrates how the GDPR privacy constraints can be captured in
BPMN models, thereby enabling GDPR awareness at design-time. RQ2
is addressed in Section 7, where the methodology is first demon-
strated to establish its feasibility and subsequently evaluated against
the requirements presented in Section 5.

4. Related work

The BPM literature offers a wide range of approaches for extending
process models with additional elements that capture external require-
ments needed to represent complex real-world scenarios [23,24]. In
particular, numerous BPMN extensions have been proposed to inte-
grate security and privacy requirements at design time by augmenting
existing process models with dedicated modeling constructs. In this
context, to guide the systematic extension of BPMN and address a broad
spectrum of cybersecurity concepts, the authors of [25,26], and [27]
have proposed dedicated ontologies that define the key concepts for the
development of BPMN security extensions. Nonetheless, most literature
works have realized their own BPMN extensions independently.

For example, in the healthcare domain, the works [28] and [29]
extend BPMN with new security constructs that can be integrated
into process models for developing security-aware healthcare proce-
dures, while in [30] the authors propose integrating custom privacy
constraints into BPMN by leveraging DMN (Decision Model and Nota-
tion [31]) to help decision makers in determining if the use of personal
data in a clinical procedure is justified.

In [11], the authors introduce new security elements for process
modeling that allow the abstract specification of objectives like con-
fidentiality and integrity directly within BPMN models. In [12], the
authors introduce SecureBPMN, a BPMN extension aimed at aligning
business processes with the IAS (Information Assurance & Security)
domain [32] and identify process fragments potentially vulnerable to
security threats. Similarly, in [14], the authors propose a BPMN exten-
sion for security risk management based on the BPMN alignment to the
ISSRM (Information System Security Risk Management) concepts [33].
In [17], the authors introduce SecBPMN-ml], a security-focused exten-
sion of BPMN designed to represent custom security policies, which

can subsequently be queried using the SecBPMN-Q query language.
In [6], the authors introduce PE-BPMN, a privacy-enhanced exten-
sion of BPMN to model collections of autonomous systems executing
collaborative processes protected by privacy-enhancing technologies.
Building on [6], in [7] the authors realize an approach for verifying
that the technologies specified in a PE-BPMN model are correctly
applied, ensuring that no unintended data disclosures occur during
process execution. In [13], the authors extend BPMN choreography
diagrams to incorporate identity-related privacy requirements, aiming
to present these aspects in a process-oriented view that is understand-
able by IT professionals involved in inter-organizational information
systems initiatives. In [15], the authors introduce a novel security
modeling language integrated into BPMN to capture security require-
ments. Similarly, in [16], BPMN is extended with new constructs for
modeling privacy requirements, expressed using the Semantic Web
Rule Language (SWRL), which enables the application of reasoning
tools to verify and enforce privacy constraints at run-time. More re-
cently, in [20], an approach is proposed for annotating BPMN entities
with high-level, non-security-related information. These annotations
are then used to automatically identify potential threats using the
ENISA Threat Landscape® and to assess risks based on the OWASP Risk
Rating Methodology.®

Unlike the aforementioned studies, which address the integration of
various cybersecurity and privacy constraints into business processes at
design-time or run-time, our work focuses specifically on representing
GDPR privacy requirements as design patterns that can be directly
integrated into BPMN-based models, presenting a proactive approach
to capture privacy constraints prior to process execution. Since the
introduction of the GDPR in 2018, numerous studies in the BPM field
have proposed approaches for developing GDPR-compliant processes.

In [34], the authors propose a method to support the design of
GDPR-compliant systems, based on a socio-technical approach com-
posed of a novel modeling language and a reasoning framework.
In [35], the authors propose a visual model of the GDPR that illustrates
the relationships between legal entities and their associated constraints.
In [36], an integrated framework is introduced for representing le-
gal knowledge using established ontologies for GDPR, such as the

5 https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024
6 https://owasp.org/www-community/OWASP_Risk_Rating_Methodology
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LKIF” and PrOnto [37], and rule-based languages like LegalRuleML.®
This framework is used in conjunction with BPMN and the Regorous
engine [38] to detect and prevent privacy rule violations. Building
on these works, in [18] the authors propose enriching BPMN with
new annotations and connectors to represent GDPR data protection
requirements within processes. At run-time, a recommender system is
used to provide auditors and supervisory authorities with a process
view and the data protection measures in place.

Among the most recent contributions addressing the challenge of
integrating GDPR controls into business processes, the works by [39,
40] address GDPR compliance in Big Data systems by proposing a
framework to analyze GDPR requirements and translate them to IT
design requirements, potentially useful for realizing future GDPR-aware
BPMSs. Similarly, in [41] the authors present a tool-supported method
for privacy analysis of process models, which aids in eliciting system
requirements necessary for GDPR compliance.

The authors of [19] explore how organizations can manage consent
and revocation under the GDPR through their business processes. They
propose extending BPMN with custom labels to specify consent and
revocation controls within workflows, ensuring GDPR compliance at
design-time. In [10], the authors present a reference data model that
formalizes key GDPR concepts, along with a methodology that enables
process designers to evaluate the compliance of existing BPMN models
against this data model. In [42], the authors present a blockchain-based
tool that supports GDPR compliance checking and trust in business
processes at run-time, enabling obligation verification without relying
on a trusted third party. Finally, in [8], the authors propose a GDPR
compliance framework focused on Articles 33 and 34, which addresses
personal data breach notification and communication. The framework
includes the definition of data and business process models, along with
post-design evaluation and simulation of compliance scenarios.

Compared to the approaches discussed above, the main advantage
of our methodology lies in the use of design patterns that integrate
GDPR principles without requiring any extensions to the BPMN no-
tation. This is a significant strength, as it enables compliance checks
directly at design-time and supports automation in any BPMS that
accepts standard BPMN models. In contrast, existing approaches in-
troduce custom BPMN extensions, requiring designers to learn new
constructs and necessitating modifications to BPMSs to interpret the
extended notation.

5. Requirements and use case definition

In this section, we begin by outlining the requirements that guided
the design of our solution (Section 5.1). Next, we introduce the key con-
cepts needed to model a BPMN process, including a concise overview of
BPMN, essential for understanding how GDPR-related design patterns
can be incorporated into an existing process model (Section 5.2).
Finally, we present a motivating use case based on a SIM activation
process carried out by a phone company, which serves as the running
example throughout the paper (Section 5.3).

5.1. Design requirements

According to [21], a design science research artifact should satisfy
a certain number of structural, usage and generic environmental require-
ments. Structural requirements are concerned with the structure of the
artifact. Usage requirements describe how the artifact works and how
it is perceived in practical use. Generic environmental requirements
describe how the artifact is structurally related to its environment.

With respect to structural requirements, our analysis concentrates
on the modularity of the artifact. Modularity denotes the extent to

7 https://github.com/RinkeHoekstra/Ikif-core
8 https://www.oasis-open.org/committees/legalruleml/
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which the artifact can be decomposed into distinct components that
may be independently separated, reused, and recombined as required.
In our context, in which the artifact consists of GDPR design patterns
modeled in BPMN, modularity means structuring GDPR patterns as
reusable building blocks that can be flexibly integrated into different
business processes while maintaining separation from domain-specific
logic.

For usage requirements we rely on three aspects, namely the com-
prehensibility (the ease with which an artifact can be understood by a
user), customizability (the degree to which an artifact can be adapted
to the specific needs of local practice), and learnability (the ease with
which a user can learn to use an artifact) [21]. In our setting:

» Comprehensibility requires that GDPR patterns are expressed in a
way that makes their purpose and compliance function immedi-
ately clear to Data Controllers.

Customizability reflects the need for patterns to be adaptable
to the specific organizational and contextual variations of GDPR
obligations, while preserving their underlying compliance struc-
ture.

Learnability requires that GDPR patterns are designed so that
new users can readily understand how to apply and reuse them
correctly.

For the generic environmental requirements, we focus on correct-
ness. In the context of design science research, correctness refers to
the extent to which an artifact functions as expected and produces
valid outcomes in its intended environment [21]. With respect to our
methodology, correctness implies that BPMN models augmented with
GDPR patterns accurately comply with the applicable GDPR regulatory
interpretations. Section 7 examines the extent to which our proposed
methodology fulfills the requirements identified above.

5.2. Business process modeling and notation (BPMN)

BPMN is a standard graphical language developed by the Object
Management Group (OMG) to design process models with an emphasis
on the control flow. BPMN defines a flowchart including a range of
constructs: (i) flow objects, (ii) data, (iii) connecting objects, and (iv)
pools. Our methodology relies on a standard subset of BPMN elements
covering both data and control flow components, including those in the
phone company process model in Fig. 2, which depicts the process of
activating and delivering a new SIM card to a customer upon request.

Flow objects. Flow objects define the behavior of a process and can
be classified into events, activities, and gateways. Events model anything
that can happen instantaneously in the process. They are partitioned
into three types. Start events, depicted with thin-bordered circles with
no incoming sequence flow edges (e.g., the initial event in the phone
company process indicating that a new SIM request has been received),
are used to trigger processes and create tokens.’ Intermediate events,
represented as double-bordered circles with both an incoming and
an outgoing sequence flow edge, can delay processes or be triggered
during process executions (e.g., the catch message event for receiving
customer’s personal data). Some intermediate events can be used to
throw exceptions during the execution of an activity, such as the error
event “Invalid customer data detected” (depicted with a lightning bolt),
which is attached to the boundary of the activity “Check correctness
of personal data”. End events, modeled as thick-bordered circles with
no outgoing sequence flow edges, mark process completion and token
destruction (e.g., the finalization of the procedure). A specific variant,
the terminate end event, depicted as an end event with a black inner
circle, triggers the immediate process termination (e.g., “Procedure
aborted”) and destroys all tokens within the process instance.

9 Tokens are a conceptual tool to describe the execution flow of a process
instance as it progresses through the flow objects of the model.
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Fig. 2. BPMN model for the case of the phone company.

Activities, depicted as labeled rounded boxes, represent units of work
that, unlike events, have a duration. Simple activities (e.g., “Assign
new number”) are called tasks, while those that can be decomposed
into smaller work units are called sub-processes (e.g., “Sign contract”
can be decomposed into “Prepare contract draft”, “Review contract”,
etc.). Event sub-processes, delimited by a dotted rounded rectangle,
are triggered by dedicated start events (such as timers, messages,
errors, signals, etc.). These subprocesses provide a global mechanism
for handling external messages, exceptions, or specific conditions that
may arise during the execution of the main process, such as deadline
expiration, etc. In the latter scenario, the exception is caught by the
event subprocess responsible for recovery, which handles the expiry of
the procedure if the process instance remains incomplete after 30 days.

Gateways control the splitting and joining of process flows to rep-
resent conditions like mutual exclusion or concurrency. Split gateways
have one incoming and multiple outgoing edges, branching the flow,
while join gateways merge flows with multiple incoming and one
outgoing edge. The main gateway types are exclusive (XOR), parallel
(AND), and event-based. XOR gateways model mutually exclusive paths,
where only one is executed according to a data-driven condition
(e.g., the gateway that checks whether the customer has requested
number portability). AND gateways model the relation between two
or more paths that can be executed concurrently: they have no order
dependencies but must all be executed (e.g., the gateway preceding
the activities for registering the customer’s contract data and the event
for requesting payment). Specifically, the AND-split enables parallel
branches, and the AND-join merges them once all are complete. Event-
based gateways model races between multiple events, whichever occurs
first determines how the process proceeds. They have one incoming and
multiple outgoing edges, each linked to a possible event. When reached,
process execution pauses until one of the events occurs. It is used in Fig.
2 to model the phone company waiting for authorization (granted or
denied) regarding number portability from the previous provider.

Data. BPMN allows the explicit modeling of data (e.g., applications,
contracts, etc.) using data objects and data stores. Data objects specify
data inputs and outputs of activities. Data stores are places containing
data objects that need to persist beyond the duration of a process
instance, e.g., a database.

Connecting objects. The sequence flow is used to specify the ordering
of flow objects, while message flow describes the flow of messages

between business partners represented by pools. Association is a specific
type of connecting object that is used to link data objects/stores to
activities.

Pools and Lanes. From a resource perspective, pools model resource
classes, i.e., independent organizational entities that do not share any
common system, but communicate with each other through messages
(e.g., the customer, the company and the previous provider). Lanes rep-
resent organizational entities (e.g., departments, teams, or resources)
within a pool, visually dividing the process flow to show responsibility
for each part.

5.3. Use case

We now introduce a real-world use case concerning the handling
of personal data and the corresponding management of GDPR con-
straints.'® As a running example, we consider a phone company man-
aging the activation and delivery of a new SIM card to a customer upon
request. The BPMN model representing this scenario is shown in Fig.
2 and involves collecting, exchanging and storing personal data, thus
triggering multiple GDPR obligations for the Data Controller.

The phone company initiates the process by requesting the cus-
tomer’s personal data (e.g., name, surname, address). Once the data is
collected, a verification subprocess is executed to ensure its correctness.
In case the data is found to be inaccurate, an exception flow is trig-
gered, activating a cleanup sub-process that leads to the termination
of the process. Otherwise, the prospective customer is asked whether
they wish to port their existing phone number into the new subscription
plan. If the customer opts for number portability, the phone company
requests the old phone number and initiates the portability procedure
by interacting with the previous provider. If the previous provider
denies authorization for the portability of the old number (e.g., due to
contractual constraints), the process instance is aborted. Otherwise, the
customer signs the contract outlining the provision of the service by the
phone company; however, the contract does not specify how the com-
pany will process and use the customer’s personal data. Subsequently,

10 In the appendix, we describe two additional use cases, related to a
hiring process and a healthcare procedure, both used in the evaluation of the
methodology in Section 7.2
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Fig. 3. BPMN model for pattern Consent to Use the Data.

the phone company stores the new customer’s personal data and re-
quests payment. Once the payment is received, the SIM card is shipped
to the customer. After delivery, the company activates the SIM card,
thereby successfully concluding the procedure. However, if the process
takes longer than 30 days to complete, the process is interrupted.

It is worth noting that, at this stage, the procedure does not account
for potential data breach risks and lacks mechanisms to protect the
customer’s privacy or to enforce the rights guaranteed under the GDPR.
We will discuss in the next section how this process can be transformed
into a GDPR-aware one using our methodology.

6. Design and development

Under Art. 25 of the GDPR, Data Controllers must implement ap-
propriate technical and organizational measures that embed data pro-
tection principles at design-time and during data processing. If a pri-
vacy issue arises at run-time, countermeasures only resolve the sin-
gle affected execution, meaning the problem can recur. By contrast,
a design-time modification applies to all future executions, ensuring
long-term compliance. At design-time, business processes are described
through process models, which capture activities and conditions inde-
pendently of execution. To ensure GDPR compliance at design-time,
process models must incorporate the Data Controller’s obligations.

To address RQ1, this section first presents how we modeled the
GDPR privacy constraints introduced in Section 3.1 as BPMN design
patterns, explaining the rationale behind our choices (Section 6.1).
Then, we introduce a methodology for integrating these patterns into
existing process models, clarifying when and how each should be
applied (Section 6.2). Finally, we present the software architecture of
GDPR-Pilot, a BPMN editor developed to support a Data Controller in
applying our methodology (Section 6.3).

6.1. Pattern development

We introduce nine privacy patterns for BPMN, designed as effective
design-time solutions to address GDPR constraints in process models.
These patterns require no additional BPMN symbols, either to represent
their behavior or to integrate them into existing, non-GDPR-compliant
models. Each pattern has been derived from the procedural steps
outlined in the GDPR obligations. For each, we: (i) provide a brief
introduction to the corresponding GDPR requirement; (ii) specify the
BPMN model by detailing the steps needed to fulfill the obligation.

Consent to Use the Data. As outlined in the Arts. 6-7 of the GDPR,
before collecting any personal data from the Data Subject, the Data

Controller must obtain their consent. The design pattern in Fig. 3
implements the privacy constraint Consent to Use the Data, modeled in
BPMN.

By examining the BPMN model in Fig. 3, we can see that the first
activity performed by the Data Controller is ‘“Prepare consent form”
that must communicate: (i) the purpose of the data processing; (ii)
which personal data will be processed; (iii) the legal basis for collecting
and processing such data, referencing GDPR Arts. 6-7; (iv) the rights
of the Data Subject, including access, rectification, and withdrawal of
consent; (v) which data are mandatory and which are optional; and
(vi) the procedures and contacts for revoking consent. Once the form
is prepared, it is sent to the Data Subject via the “Capture Consent”
activity, which ensures that the Data Subject provides explicit and
informed consent before any personal data is processed. If consent
is granted, the personal data are collected within the scope of the
process implementing this pattern. Conversely, if consent is denied, the
procedure terminates by triggering an exception through an end error
event, which determines the abortion of the process (see also Fig. 13).

Right to Access. As reported in the Art. 15 of the GDPR, the Data
Controller is required to establish mechanisms that enable the Data
Subject to access their personal data upon request. The design pattern
in Fig. 4 implements in BPMN this obligation for the Data Controller.

The pattern is initiated when a Data Subject submits a request
via email, form, or another channel. In response, the Data Controller
collects all personal data and associated processing/elaboration records
from the internal databases, excluding any information subject to re-
strictions (e.g., data that also pertains to third parties). The Data
Controller then prepares a data access report specifying whether per-
sonal data is being processed, for what purposes, the applicable storage
or retention periods (or the criteria used to determine them), and
the source of the data (if it was not collected directly from the Data
Subject). The report is sent to the Data Subject, with explanations for
any data that cannot be provided (e.g., to protect others’ rights).

Right to Data Portability. According to Art. 20 of the GDPR, the Right
to Data Portability requires the Data Controller, upon the Data Subject’s
request, to transmit the Data Subject’s personal data to another Data
Controller in a machine-readable format. The design pattern illustrated
in Fig. 5 models in BPMN this GDPR constraint.

When the Data Subject submits a request to exercise the right to
transfer their data to a third-party Data Controller, they must indicate
the original Data Controller to whom the data should be requested. The
third-party Data Controller then contacts the original Data Controller
holding the personal data. In response, the original Data Controller
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Fig. 5. BPMN model for pattern Right to Data Portability.

retrieves all personal data provided by the Data Subject and the elab-
orations of data generated through their processing activities. Then,
the original Data Controller converts the data into a machine-readable
format (e.g., CSV, XML, JSON), thus ensuring interoperability with
other systems. If the portability request is deemed technically and
legally feasible (otherwise, a denial notification is sent to the third-
party Data Controller and communicated to the Data Subject), the
original Data Controller prepares a data portability package that in-
cludes: (i) the requested personal data; (ii) the transfer format; and
(iii) any limitations arising from legal or technical constraints. This
package is then transmitted to the third-party Data Controller, who in
turn notifies the Data Subject of the successful transfer.

Right to Rectify. Under Art. 16 of the GDPR, the Right to Rectify
requires the Data Controller to correct or complete any inaccurate or

incomplete personal data upon the Data Subject’s request. The design
pattern depicted in Fig. 6 models in BPMN this GDPR obligation for the
Data Controller.

When a Data Subject submits a request to exercise their right to
rectification, the Data Controller identifies all instances of the personal
data that require correction and updates them. In some cases, the
request may not be fulfilled (e.g., due to legal or regulatory constraints).
Regardless of the outcome, the Data Controller must inform the Data
Subject that the rectification request has been processed, providing a
clear explanation if the rectification was denied. Moreover, the Data
Controller must notify all recipients (i.e., third-party organizations)
who have received the personal data of the rectification, enabling them
to update their records accordingly. This ensures that every copy of
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the personal data remains accurate and consistent, in compliance with
GDPR requirements.

Right to Object. The Right to Object (Art. 21 of the GDPR) allows the
Data Subject to oppose the processing of their personal data at any time,
particularly when processing is based on legitimate or public interests,
or for direct marketing purposes. The pattern in Fig. 7 models in BPMN
this GDPR constraint for the Data Controller.

The pattern begins when the Data Subject submits a request of
objection specifying the type of processing they oppose. The Data Con-
troller evaluates the request. If the objection concerns direct marketing,
the processing must stop. Conversely, if the objection relates to legiti-
mate or public interest, the Data Controller assesses whether legitimate
grounds exist to continue processing. If no overriding grounds are
identified, data processing must stop, and the data may need to be
deleted or restricted. Before enacting any restriction or deletion, the
Data Subject is informed that upholding the objection will result in the
termination of all running processes that rely on those data. If the Data
Subject confirms their intention to proceed, the processing restrictions
are applied and all such processes must be stopped. Otherwise, if the
Data Subject withdraws the objection or if overriding grounds exist, the
processing of personal data continues, with the decision clearly justified
and communicated to the Data Subject.

10

Right to Object to Automated Processing. The Right to Object to Au-
tomated Processing (Art. 22 of the GDPR) grants Data Subjects the right
not to be subject to decisions based solely on automated processing,
including profiling, that may produce legal effects affecting them. Data
Subjects can even request human intervention to contest and review the
decision. The pattern in Fig. 8 specifies in BPMN this GDPR obligation.

The pattern begins when the Data Subject submits a request object-
ing to automated decision-making, specifying the processing activity
being contested. The Data Controller identifies the automated system
and the personal data involved, and evaluates whether the request is
applicable. If it is not applicable (e.g., the data processing is not solely
automated or does not produce significant effects), the Data Controller
informs the Data Subject and terminates the procedure. On the other
hand, if the request is applicable, the Data Controller checks whether
the automated processing is legally justified by contractual necessity,
law, or explicit consent. If no such justification exists, processing must
stop. If justification is present, processing may continue but with safe-
guards in place, such as human intervention and an appeal mechanism.
Where human review is delegated, the reviewer reassesses the decision
in light of the Data Subject’s input. If the decision is overturned by
the human reviewer, the automated decision is updated or withdrawn.
Finally, the Data Subject is notified through a report that explains
whether processing will continue or stop, summarizing the reviewer’s
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Fig. 9. BPMN model for pattern Right to Restrict Processing.

assessment (if involved), and specifies the justification of the decision
together with available remedies (e.g., appeal mechanisms).

Right to Restrict Processing. The Right to Restrict Processing (Art. 18 of
the GDPR) allows the Data Subject to request that the Data Controller
temporarily limits the use of their personal data. During the period of
restricted processing, data may only be stored or processed for limited
purposes (e.g., with the data subject’s consent, for legal claims, or for
important public interest). The pattern in Fig. 9 models in BPMN this
GDPR constraint for the Data Controller.

When a Data Subject submits a restriction request, the Data Con-
troller first identifies the personal data affected and then assesses the
request’s validity by checking whether grounds for restriction are met
(e.g., processing is unlawful but deletion is opposed, data is no longer
needed but required for legal obligations, or a pending objection to
processing exists). If the request is deemed inapplicable, the Data
Controller notifies the Data Subject of the rejection, and the procedure
ends. If the request is legitimate, the Data Controller applies the re-
striction by marking the personal data as “restricted” in the internal
databases, blocking further processing except for storage, consent-based
processing, legal claims, or public interest purposes. Finally, the Data
Controller notifies all recipients (i.e., third-party organizations) who
have received the personal data to enforce the restriction, and then
informs the Data Subject that the restriction has been applied.

Right to Be Forgotten. According to Art. 17 of the GDPR, the Right
to Be Forgotten allows a Data Subject to request the deletion of their

11

personal data when it is no longer necessary for the purpose it was
collected. The pattern in Fig. 10 models in BPMN this GDPR constraint
for the Data Controller.

When a Data Subject submits a deletion request, the Data Con-
troller first verifies its legitimacy (e.g., data no longer needed, consent
withdrawn, processing unlawful). If the request is inapplicable, the
Data Controller notifies the Data Subject and terminates the procedure.
If legitimate, the Data Controller identifies all instances of the Data
Subject’s personal data across internal databases and assesses whether
legal, contractual, or public interest constraints require retaining some
data. If retention is necessary, partial deletion is applied, and the Data
Subject is informed of the exceptions. Otherwise, all relevant data are
deleted. The Data Controller then instructs any third-party recipients to
erase the data and finally confirms to the Data Subject that their data
have been deleted.

Notification of Data Breaches. Data breaches are regulated under
Arts. 33 and 34 of the GDPR, requiring the Data Controller to notify
the supervisory authority and, when the breach poses high risk, inform
the affected Data Subjects. The pattern in Fig. 11 specifies with BPMN
this GDPR constraint for the Data Controller.

In the event of a data breach, which is typically triggered by a secu-
rity incident, a system alert, or an employee report, the Data Controller
must first assess its nature and scope. This includes: (i) determining
what personal data was affected; (ii) identifying the categories of Data
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Subjects involved; and (iii) evaluating the potential impact on their
rights. If no risk to Data Subjects’ rights is identified, the breach is
handled internally and the procedure concludes. Otherwise, within
72 h of becoming aware of the relevance of the breach, the Data
Controller must notify the National Supervisory Authority by sending
a breach report that specifies the type of the breach, the data and Data
Subjects affected, contact details of the DPO appointed by the Data
Controller, possible consequences and planned mitigation measures.
If the Data Controller does not notify the National Authority within
72 h, they must provide a justification for the delay. In the BPMN
model, this is represented by a non-interrupting timer boundary event,
which allows the preparation and submission of the delay justification
without interrupting the ongoing activity of drafting the breach report.
In the next stage, the Data Controller evaluates whether the breach
poses a high risk to Data Subjects’ rights. If not, mitigation measures
(e.g., security patches, access revocations, etc.) are applied, and the
incident is recorded in the internal breach register with all justifications
and notifications. If the risk is high, the Data Controller must also
notify the affected Data Subjects, explaining the nature of the breach,
potential consequences, mitigation actions, and available rights and
remedies.

12

BPMN model for pattern Notification of Data Breaches.

6.2. Extending a BPMN process model with GDPR patterns

To integrate GDPR patterns into a non-GDPR-compliant process
model, the Data Controller must first identify the process fragments
where potential GDPR violations could occur and determine which
patterns need to be applied. To assist Data Controllers in this task, we
developed a straightforward procedure, illustrated in Fig. 12, which
provides a series of questions to determine whether a specific pattern is
required to achieve GDPR compliance.

The first question (A) determines if the process under analysis
involves handling personal data. If not, none of the GDPR constraints
apply, since GDPR patterns are only relevant when personal data from
the Data Subject is collected, stored, or processed. If personal data
is involved, the Data Controller must then verify whether consent to
process the data has already been obtained (B). If consent has not been
obtained, the Consent to Use the Data pattern must be implemented
in the process. In addition, because personal data is being managed,
the Notification of Data Breaches pattern must also be applied to define
mitigation and communication procedures in case of data compromise.
The following questions (from C to I) can then be assessed in any order,
each addressing whether the exercise of a specific Data Subject right is
relevant in the given process. If so, the corresponding GDPR pattern
must be incorporated into the process model.
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A: Does the process involve handling personal data?

B: Had consent been requested prior to processing?

C: Does the process support Data Subjects’ right to access their data?
D: Does the process support Data Subjects’ right to port their data?
E: Does the process support Data Subjects’ right to rectify their data?
F: Does the process support Data Subjects’ right to object the
processing of their data?

G: Does the process support Data Subjects’ right to object the
automated processing of their data?

H: Does the process support Data Subjects’ right to restrict
processing of their data?

I: Does the process support Data Subjects’ right to be forgotten?

Implement pattern
“Consent to Use
the Data”

\

Implement pattern
“Notification of Data
Breaches”

3

Implement
pattern
“Right to Rectify”

Implement

Implement
pattern pattern
“Right to Access” “Right to Portability”
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pattern
“Right to Object””

Implement pattern

“Right to Object to
“Right to Be Forgotten”

Automated Processing”

“Right to Restrict
Processing””
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J

GDPR Compliance

Fig. 12. A methodology to decide when a GDPR pattern should be integrated into a process model.
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Fig. 13. Positioning of the Consent to Use the Data pattern.

Concerning where a specific GDPR pattern should be inserted into
an existing process model, the Consent to Use the Data pattern must
be positioned immediately before the first activity that collects or
processes personal data during process execution, as illustrated in Fig.
13. In practice, identifying this activity may not always be straightfor-
ward. While a process model might explicitly include an activity named
“Request Personal Data”, in many cases data collection is expressed
using different labels, such as “Ask for Personal Data”, “Retrieve Per-
sonal Data”, “Request Personal Information”, or “Request Details”.
Therefore, the Data Controller must carefully analyze the process model
to recognize such activities and ensure consent is obtained beforehand.
From a technical perspective, the Consent to Use the Data pattern can
be implemented as a Call Activity in BPMN. A Call Activity is a special
kind of subprocess that references and reuses an independently defined
procedure. This means the consent-handling pattern can be modeled
once as a standalone subprocess (like in Fig. 3) and then invoked
wherever personal data processing is initiated in different process
models. Note that, if consent is denied, the process will be aborted,
as the required services or products cannot be provided without the
customer’s personal data.

Unlike the Consent to Use the Data pattern, which represents a
proactive obligation, the Notification of Data Breaches pattern is a reactive
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constraint triggered by an external event, such as a report from the DPO
or the National Authority, when a data breach occurs. Accordingly,
this pattern is incorporated into the process as an event subprocess,
allowing it to capture external triggers at any point and immediately
execute the remedial activities defined in the pattern. These activities
are implemented as a Call Activity, as illustrated in Fig. 14(h). Sim-
ilarly, all patterns related to Data Subject rights are also reactive, as
they are triggered by an external request from the Data Subject at any
point during process execution. For this reason, also these patterns are
integrated into the process using an event subprocess that executes
the corresponding pattern logic. As illustrated in Figs. 14(a), 14(b),
14(c), 14(d), 14(e), 14(f), and 14(g), all subprocesses implementing
these patterns are modeled as call activities. We can observe that all
Data Subject rights are subject to the so-called “one-month rule”, which
establishes the maximum time allowed for the Data Controller to fulfill
the GDPR obligation. If the request cannot be addressed within 30 days,
the Data Controller must provide the Data Subject with a justification
for the delay. In BPMN, this is represented by a non-interrupting timer
boundary event, enabling the delay notification to be sent without
interrupting the ongoing handling of the request. Importantly, if the
one-month deadline (extendable to three months in highly complex
cases) is not respected, the Data Subject may file a complaint with the
Supervisory National Authority, which can impose corrective measures
or administrative fines.

Integrating the GDPR patterns allows the Data Controller to manage
all Data Subject requests and respond appropriately to potential data
breaches during process execution. If the Data Controller incorporates
the relevant patterns as described above, the resulting BPMN model can
be considered GDPR-compliant.
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6.3. GDPR-Pilot: A BPMN editor to incorporate GDPR constraints into
BPMN models

The methodology described in Section 6.2 has been implemented
in a stand-alone software tool, called GDPR-Pilot, designed to support
the transformation of processes into GDPR-compliant models.!! The
tool is available for download at: https://github.com/bpm-diag/GDPR-
Pilot. The software architecture devised for GDPR-Pilot is shown in Fig.
15. GDPR-Pilot includes a front-end component with a graphical user
interface encoded in HTML5 and the Bootstrap'? CSS framework, to
create a visually appealing and user-friendly interface. It incorporates
both the viewer and modeler components from BPMN.io,'* enabling
users to view, create, and edit BPMN processes. This integration ensures
that users can interact with BPMN diagrams seamlessly, whether they
are visualizing existing processes or designing new ones. Addition-
ally, Webpack'* is employed to bundle JavaScript modules and static
resources, optimizing the performance and efficiency of the front-end.

The back-end component is mainly built with JavaScript and uses
the bpmn-js'® and diagram-js'® libraries to work with BPMN.io
features. This setup allows for efficient data handling and application
logic. Axios is used to make HTTP requests to the OpenAl APL'” which
assists users in identifying when and where GDPR patterns must be
included in a process model under analysis. Node.js'® is used to install
and manage all the necessary dependencies. Specifically, the following
functionalities are provided:

 Diagram loading: The diagram loading feature is executed when
the user imports a BPMN diagram into the tool, making the
process viewable and editable. It also allows the user to create
a new process or to edit an existing one. Fig. 16 presents a
screenshot of the tool displaying the BPMN model for the phone
company.

GDPR pattern placement assistant: GDPR-Pilot implements the
procedure illustrated in Fig. 12 to determine when a GDPR pat-
tern should be incorporated into the BPMN model. As depicted
in Fig. 17, the tool provides a side panel that guides the user
through a series of GDPR compliance questions, following the

11 A screencast of the tool is available at the following link: https://youtu.
be/2S_3Vj8gRos.

12 https://getbootstrap.com/

13 https://bpmn.io/

14 https://webpack.js.org/

15 https://github.com/bpmn-io/bpmn-js

16 https://github.com/bpmn-io/diagram-js

17 https://openai.com/index/openai-api/

18 https://nodejs.org/en
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sequence outlined in Fig. 12. When the user identifies that spe-
cific GDPR obligations need to be represented within the BPMN
model, they can select the corresponding activity or activities that
trigger those obligations. The tool then automatically inserts the
appropriate GDPR patterns into the model at the correct locations,
based on the templates illustrated in Figs. 13 and 14. Addition-
ally, GDPR-Pilot includes an optional predictive feature based
on LLMs designed to assist users in identifying when a GDPR
pattern might be required. This feature leverages OpenAl APIs
to generate preliminary suggestions for the GDPR compliance
questions shown in Fig. 12, thereby supporting users during the
design-time compliance assessment. The current implementation
employs the LLM gpt-3.5-turbo-0125. 1t is important to emphasize
that the LLM component serves only as a supportive aid; the
final decision on whether and where to introduce a GDPR pattern
remains entirely with the user. Fig. 17 illustrates how the LLM’s
suggestions are displayed within the GDPR Panel if the LLM fea-
ture is activated. These suggestions are generated using a textual
prompt that includes the structure of the uploaded BPMN model,
allowing the LLM to identify potential locations where privacy-
related constraints may apply. The complete textual prompt is
available on the GDPR-Pilot GitHub repository. Further testing is
planned to assess the effectiveness of the LLM feature, particularly
when handling models with limited or low-quality input data. For
this reason, the predictive functionality was deactivated during
the expert evaluations described in Section 7.2.2.

GDPR pattern generation: When the user answers a question
and the response indicates that a specific GDPR constraint is not
met, the tool generates the appropriate pattern to adjust the pro-
cess accordingly. If the unmet constraint pertains to data consent,
the pattern Consent to Use the Data is placed as a Call Activity
immediately before the activity that does not meet the GDPR
constraint. Alternatively, the pattern can be triggered by a start
message event and included as part of an event subprocess within
the main process, following the logic delineated in Section 6.2.

7. Demonstration and evaluation

To address RQ2, the proposed methodology has been first demon-
strated to show its feasibility (cf. Section 7.1) and subsequently eval-
uated to fulfill the design requirements (cf. Section 7.2). Finally, in
Section 7.3, we performed a usability assessment of GDPR-Pilot.

7.1. Demonstration

In this section, we demonstrate the feasibility of our methodology
through the phone company use case. Specifically, starting from the
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process model in Fig. 2, which does not comply with the GDPR,
we show how our methodology can be applied to produce a GDPR-
compliant version of the process model, see Fig. 18.

Following the questions outlined in the procedure depicted in Fig.
12, we first note that performing SIM activation and delivery requires
signing a contract, which in turn necessitates the collection of personal
data (e.g., name, surname, address, fiscal code, etc.). The BPMN model
currently includes an activity labeled “Request customer’s personal
data”. However, to ensure GDPR compliance, the phone company
must first obtain the customer’s consent to process their personal
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data. Consequently, the Consent to Use the Data pattern (see Fig. 13)
is introduced prior to the personal data request activity. Moreover,
since personal data is being processed, the Notification of Data Breaches
pattern (see Fig. 14(h)) must also be applied to the BPMN model to
define appropriate mitigation and communication procedures in the
event of a data breach (e.g., if an unauthorized access occurs and
customer data is exposed during the SIM activation procedure). This
ensures that the phone company can promptly notify both the National
Supervisory Authority and the affected customers about the breach,
detailing its scope, potential impact, and mitigation measures.
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Proceeding with the questions in the methodology of Fig. 12, we
can address them as follows:

» Does the process support Data Subject’s right to access their
data? When the customer provides their personal data for the
SIM request, those data are collected, stored, and processed across
different systems (Customer Relationship Management, billing,
logistics, etc.). Therefore, even before the BP is completed (poten-
tially even before the customer signs the contract), integrating the
Right to Access pattern (see Fig. 14(a)) within the BP guarantees
that the customer can transparently verify how their data are
being handled.

Does the process support Data Subject’s right to port their
data? In the BP model of the phone company, the activity la-
beled “Request portability authorization” represents the company
acting as a third-party Data Controller requesting the transfer of
personal data from the previous provider. The previous provider,
as the original Data Controller, is responsible for implementing
the Right to Data Portability pattern (see Fig. 14(b)). Consequently,
this pattern does not need to be integrated into the BP model of
Fig. 2.

Does the process support Data Subject’s right to rectify their
data? The customer must be able to rectify their personal data
at any stage of the SIM activation BP execution, which requires
integrating the Right to Rectify pattern (see Fig. 14(c)). For in-
stance, if the customer changes address before signing the con-
tract or detects incorrect information, they should have the pos-
sibility to correct it.

Does the process support Data Subject’s right to object the
processing of their data? During the SIM activation BP, the
company may use the customer’s personal data for marketing
purposes. By integrating the Right to Object pattern into the BP
model (see Fig. 14(d)), the customer can object to such marketing
communications. This ensures that the company stops using the
customer’s data for marketing and allows the rest of the SIM
activation BP to continue.

Does the process support Data Subject’s right to object the
automated processing of their data? The phone company may
automatically evaluate a customer’s eligibility for a SIM plan
using an algorithm that scores creditworthiness or detects po-
tential fraud. By integrating the Right to Object to Automated
Processing pattern into the SIM activation BP (see Fig. 14(e)), the
customer can request human review of decisions made solely by
automated processing. This ensures that if the automated decision
significantly affects the customer, e.g., a denial of service, the
decision can be reviewed, potentially corrected, and justified.
Does the process support Data Subject’s right to restrict pro-
cessing of their data? A customer may dispute the accuracy of
their personal data (e.g., an incorrect address) before the SIM is
activated. By integrating the Right to Restrict Processing pattern
into the SIM activation BP (see Fig. 14(f)), the company temporar-
ily limits processing of the disputed data, stopping activities such
as billing or marketing, until the issue is resolved. This ensures
that the customer’s rights are respected while allowing other parts
of the SIM activation BP that do not depend on the disputed data
to continue.

Does the process support Data Subject’s right to be forgotten?
A customer may decide to withdraw their subscription request
before the SIM is activated. By integrating the Right to be Forgotten
pattern (see Fig. 14(g)), the company must delete all personal
data provided by the customer from the internal databases. This
ensures that the customer’s data is fully removed and their pri-
vacy rights are respected, even if the BP was partially executed
and must be aborted due to the unavailability of personal data,
preventing the contract from being finalized.
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As shown in Fig. 18, with the exception of the Consent to Use the
Data pattern, all other patterns are embedded within a large event
subprocess. This is because they are triggered either by an external
message from the customer or, in the case of a data breach, by other
entities such as the DPO or the National Authority. We note that, in the
appendix, we discuss how two additional use cases (a hiring BP and a
healthcare procedure) can be made GDPR compliant by applying our
methodology.

7.2. Evaluation

In this section, we provide the evaluation of our artifact by ad-
dressing RQ2, thus assessing the requirements listed in Section 5. The
evaluation strategy employed was naturalistic since it aims to study
phenomena in their natural settings, without artificial manipulations
or constraints. Indeed, according to the structure proposed by [21],
when conducting a naturalistic evaluation, various approaches can
be adopted, such as action research, case study, ethnography, phe-
nomenology, survey, focus group, and participant observation. In this
paper, we opted for participant observation as the chosen method since
it involves participants interacting with the artifact, making decisions
in real-world contexts, and solving the designated problems [43]. By
adopting participant observation, we were able to understand the users’
experiences and behaviors about the artifact’s effectiveness.

In light of these considerations, our evaluation was conducted in
two steps. First, as described in Section 7.2.1, a preliminary assess-
ment was carried out with 67 MSc students familiar with BPMN.
They were asked to transform a non-GDPR-compliant BPMN model
into a compliant version by applying the methodology without the
support of GDPR-Pilot. Subsequently, in Section 7.2.2, we performed
an evaluation with the support of GDPR-Pilot, involving 21 process
analysts from the three application domains of our use cases. These
experts were asked to analyze the corresponding processes and apply
the methodology to transform them into GDPR-compliant models. The
collected results were analyzed according to the requirements intro-
duced in Section 5, thus covering structural aspects (modularity), usage
aspects (comprehensibility, customizability, and learnability), and general
environmental aspects (correctness).

7.2.1. Preliminary assessment

In the evaluation process, a preliminary assessment with students
who had taken the courses of Enterprise Information Systems and
Process Management and Mining at the Sapienza University of Rome
was performed, as they were familiar with BPMN. The students were
provided with a comprehensive list of potential privacy breaches that
could occur during the phone company process and asked to redesign
it (as described in Section 7.1) to meet privacy violations under the
GDPR legislation. The test was conducted on white papers, and the
participants were given one hour to complete it. The sample size
consisted of 67 students, out of which 54 correctly inserted the patterns
and understood both their position and type. The most common errors
made by participants were inserting an inappropriate pattern (6 of 13
participants), inserting a pattern in the wrong position (5 of 13 partic-
ipants), and losing one or more patterns (4 of 13 participants). Some
participants (4 of 13) proposed alternative solutions to the provided
pattern, which were ineffective in achieving the intended result. These
findings suggest that some participants made more than one type of
error. Based on the collected results, we evaluated the extent to which
the structural, usage and generic environmental introduced in Section 5
were satisfied. The left-hand part of Table 5 summarizes the results of
this assessment.

Regarding structural requirements, the use of BPMN to specify GDPR
patterns enables the representation of process models at multiple levels
of abstraction through nested subprocesses. In particular, our method-
ology allows design patterns to be defined as Call Activities, serving
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Table 5
Summary of the evaluation results.
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Requirement Description Students’ assessment Experts’ evaluation
Modularity Extent to which an artifact can be GDPR patterns are specified as Call Activities in BPMN, representing distinct subprocesses that can be
decomposed into distinct components reused across different use case scenarios.
that may be independently separated,
reused, and recombined as required.
Comprehensibility The ease with which an artifact It depends on the users’ familiarity with BPMN. The evaluation results, indicating that
can be understood by a user. The evaluation results, showing that 81% of 85% of participants correctly produced
participants correctly modeled GDPR-aware GDPR-aware processes, further substantiate
processes, suggest that most users were able the findings of the students’ assessment.
to comprehend the methodology.
Customizability The degree to which an artifact can Partially fulfilled. Certain structural limitations The methodology was successfully
be adapted to the specific needs of inherent to BPMN may restrict the extent to which applied across three business domains,
local practice. patterns can be fully customized to certain cases showing adaptability to different contexts.
without compromising compliance.
Learnability The ease with which a user can It depends on the users’ familiarity with BPMN. None of the participants:
learn to use an artifact. 81% of participants were able to complete the task (i) inserted an inappropriate pattern,
in 1 h without any learning issue. (ii) placed a pattern incorrectly, or
(iii) proposed alternatives to the patterns.
The results suggest that the support of
GDPR-Pilot facilitates the learnability
of the methodology.
Correctness The extent to which an artifact 34 correct GDPR-aware process models o, () g1 I8 correct GDPR-aware process models ., () g5

67 process models

functions as expected and
produces valid outcomes in
its intended environment.

81% of participants model GDPR-aware
processes correctly.

21 process models

85% of participants model GDPR-aware
processes correctly.

as reusable building blocks that can be flexibly integrated into differ-
ent processes while preserving separation from domain-specific logic.
This capability inherently facilitates the achievement of modularity by
design.

Concerning the environmental requirements, observations of the par-
ticipants indicate that 54 out of 67 students were able to correctly insert
the patterns and accurately identify their position and type within the
BPMN model. In this context, correctness implies that a process model,
once augmented with GDPR patterns, accurately complies with the
GDPR regulatory requirements. Calculating correctness as the ratio of
correct results (i.e., the number of users who successfully converted
non-compliant BPMN models using our methodology) to total results
(i.e., all users) yields an overall correctness of approximately 81%. It
is important to note that this measure is conservative, as participants
who only partially enhanced the BPMN models in a correct way were
counted as incorrect results.

With regard to the usage requirements, the use of BPMN as the
modeling notation for specifying the design patterns inherently sup-
ports these requirements. In particular, comprehensibility requires that
GDPR patterns are represented in a manner that makes their pur-
pose and compliance function immediately clear to users. Since the
patterns are expressed using standard BPMN constructs without re-
quiring any extensions, and modifications to a non-GDPR-compliant
model are implemented as simple Call Activities, the comprehensibility
of the methodology largely depends on the users’ familiarity with
BPMN. Consequently, we can conclude that the comprehensibility of
the methodology is closely correlated with the end-user’s experience
with BPMN. Similar considerations apply to learnability, which requires
that GDPR patterns be designed so that new users can readily under-
stand how to apply and reuse them correctly. The evaluation results,
with 81% of participants successfully modeling GDPR-aware BPMN
processes, indicate that at least 81% of users were able to comprehend
the methodology and successfully learn its mechanisms within the
one-hour time frame provided for the test.

Finally, regarding customizability, this requirement reflects the need
for patterns to be adaptable to the specific organizational and contex-
tual variations of GDPR obligations, while preserving their underlying
compliance structure. Based on the students’ observations, our im-
pression was that this requirement is only partially fulfilled by our
methodology. On the one hand, since GDPR patterns are defined using
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standard BPMN constructs, users can adapt their behavior to fit specific
application scenarios. On the other hand, certain structural limitations
inherent to BPMN may restrict the extent to which patterns can be
customized without compromising compliance.

7.2.2. Evaluation with domain experts

To provide a more precise assessment of requirement satisfaction,
we conducted a second round of evaluation involving 3 clusters of
users: 8 employees from the telecommunications sector, 8 from cor-
porate hiring, and 5 from healthcare administration, corresponding to
the three use cases employed in this paper, related to a SIM activation
process (cf. Fig. 2), a hiring process (cf. Fig. A.19), and an healthcare
procedure (cf. Fig. A.21). The participants were carefully selected to
ensure expertise in BPMN and familiarity with implementing GDPR
policies in their respective companies. Each evaluation session was con-
ducted separately in an online setting. To avoid requiring participants
to install the tool on their own devices, they were granted remote
access to a dedicated workstation where the tool was pre-installed and
running. Each user received initial instruction on the functionalities of
GDPR-Pilot (cf. Section 6.3) through a brief training session, followed
by an interactive session using the tool.

Participants in each cluster were provided with a list of potential
privacy breaches specific to their respective processes and were asked
to redesign these processes using GDPR-Pilot to ensure compliance with
the GDPR. GDPR-Pilot, through its GDPR pattern placement assistant
component, guided each expert through the methodology presented in
Fig. 12, prompting them (question by question) about potential GDPR
non-compliance and automatically inserting the appropriate patterns
in the correct locations when requested by the user. Participants were
given one hour to complete the task. It should be noted that, during
this round of evaluation, the LLM-based predictive feature of the GDPR
pattern placement assistant was intentionally deactivated to ensure that
the study focused exclusively on human-driven decisions.

The results of the evaluation show that 100% of participants (21
in total) did not: (i) insert an inappropriate pattern, (ii) place a pattern
incorrectly, or (iii) propose any alternative solution to the provided pat-
tern, in contrast to the preliminary student assessment. This difference
can be attributed to the use of GDPR-Pilot, which constrains the modifi-
cations to the BPMN model within the scope of the predefined patterns,
thereby guiding users toward consistent and correct application. In
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summary, the second round of evaluation confirms that participants
were able to redesign the processes within one hour, indicating that
the methodology is relatively easy to learn.

Nonetheless, 3 out of 21 participants (one per cluster) omitted one
or more patterns when responding to GDPR-related question. Con-
sequently, 18 out of 21 participants (87.5% for the SIM activation
process, 87.5% for the hiring process, and 80% for the healthcare proce-
dure) successfully produced GDPR-aware process models that adhered
to the correct GDPR-enhanced version (cf. Figs. 18, A.20, and A.22),
corresponding to an average correctness of 85%, which confirms and
substantiates the positive outcome of the preliminary assessment.

Moreover, the fact that, on average, 85% of participants produced
correct GDPR-aware BPMN models suggests that most users were able
to comprehend our methodology, thereby reinforcing the 81% result
obtained in the preliminary evaluation. Regarding customizability, al-
though no definitive conclusions can be drawn, the results are notewor-
thy, as the methodology was successfully applied across three distinct
business domains, demonstrating its potential adaptability to different
contexts. Finally, no additional observations can be made concerning
modularity, as this property is entirely inherent to BPMN.

7.3. Quantifying the usability of GDPR-Pilot

We measured the usability of GDPR-Pilot through a SUS (System
Usability Scale) questionnaire involving the aforementioned cluster of
21 expert users. At the conclusion of the second round of evaluation,
users were administered with a 10-item SUS questionnaire, which rates
responses on a five-point Likert scale [44] from I-strongly disagree
to 5-strongly agree. The ten questions of the SUS are reported in the
following:

ql. I think that I would use GDPR-Pilot frequently;

q2. I found GDPR-Pilot unnecessarily complex;

q3. I thought GDPR-Pilot was easy to use;

g4. I think that I would need the support of a technical person to
be able to use GDPR-Pilot;

g5. I found the various functions of GDPR-Pilot were well inte-
grated;

g6. I thought there was too much inconsistency in GDPR-Pilot;
q7. I would imagine that most people would learn to use GDPR-
Pilot very quickly;

g8. I found GDPR-Pilot very awkward to use;

q9. I felt very confident using GDPR-Pilot;

q10. I need to learn a lot of things before I could get going with
GDPR-Pilot.

The overall SUS score (cf. [22] for instructions on how to compute
it), considered a reliable measure of perceived usability and user ex-
perience, was benchmarked against literature standards to determine
GDPR-Pilot’s usability. The average SUS score was 83.6 (cf. Table 6),
corresponding to an A rank according to the selected benchmark [22],
indicating an excellent usability of the tool.

8. Conclusion and future works

The enforcement of GDPR has profoundly impacted the way or-
ganizations design and manage business processes, requiring effective
strategies to address privacy concerns. This paper presents a methodol-
ogy for developing GDPR-aware business processes directly at design-
time, rather than intervening only at run-time when breaches occur.
Our systematic approach guides process designers and Data Controllers
in integrating GDPR patterns at precise points in the process model,
thereby anticipating and preventing potential privacy violations across
all process instances. Compared to state-of-the-art approaches, the key
advantage of our methodology is the use of design patterns that embed
GDPR principles without extending BPMN. This ensures compliance
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can be verified directly at design-time and guarantees compatibil-
ity with any BPMS supporting standard BPMN. By contrast, existing
methods rely on custom extensions, which impose additional learning
burdens on designers and require modifications to BPMSs to interpret
the extended notation. To support Data Controllers in applying our
methodology and deciding when each pattern should be used, we devel-
oped GDPR-Pilot, a BPMN editor that semi-automatically assists process
designers in integrating the patterns into existing models. Finally, we
evaluated our methodology on real-world use cases against structural,
usage, and environmental requirements, both without and with the
support of the tool, to demonstrate its effectiveness.

The use of BPMN is a strength of our methodology, as it ensures
modularity by design. Indeed, patterns are defined as reusable building
blocks that can be flexibly integrated into different business processes
while remaining separate from domain-specific logic. With only a basic
understanding of BPMN constructs, the methodology can be considered
both easy to learn and comprehensible, as also discussed in Section 7.
The evaluation further showed that users were able to create correct
GDPR-aware models with relatively little effort. On the other hand,
while the application of the methodology to three use cases in different
domains suggests its potential generalizability, certain structural lim-
itations inherent to BPMN may restrict the extent to which patterns
can be fully customized for ad-hoc situations without compromising
compliance. We plan to investigate this aspect further by conducting
a larger evaluation involving additional GDPR experts, asking them to
modify the predefined patterns with ad-hoc policies in order to assess
the extent to which our BPMN-based methodology can adequately
capture such customized policies. This may also involve a comparative
study with other state-of-the-art approaches to evaluate and contrast
their ability to capture ad-hoc constraints.

Another limitation that requires further investigation concerns the
quality of the process models provided as input to the methodology.
When the management and processing of personal data are represented
by activities with ambiguous or unclear names, identifying the appro-
priate privacy patterns to apply can become more challenging. The use
of GDPR-Pilot (particularly the LLM-based features integrated into the
GDPR pattern placement assistant) has the potential to mitigate this
issue, as also evidenced by recent works that exploit LLMs to support
semi-automated process modeling with BPMN [45,46]. However, since
the LLM feature was deactivated and therefore not included in the eval-
uation performed in this paper, we plan to conduct additional future
testing to assess the effectiveness of the LLM feature in supporting users
working with low-quality input models, compared to scenarios in which
the feature is not used.
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Table 6
Computation of the SUS overall score.

User ql q2 q3 q4 q5 q6 q7 q8 qQ9 qlo SUS score Average
pl 4 2 5 2 5 1 3 2 3 2 77.5 83.6
p2 5 1 5 1 5 1 4 1 3 1 92.5
p3 4 2 4 2 4 2 3 2 4 2 72.5
p4 5 1 5 1 5 1 3 1 3 1 90.0
p5 5 2 5 1 4 1 3 2 3 2 80.0
p6 4 2 4 2 5 1 3 2 3 1 77.5
p7 5 1 5 1 5 2 4 1 5 2 92.5
p8 5 2 5 2 4 1 3 2 3 1 80.0
PO 5 1 5 1 5 1 3 1 3 2 87.5
p10 5 1 5 1 5 2 3 1 4 1 90.0
pll 4 2 4 2 4 1 3 2 5 2 77.5
pl2 5 1 5 1 5 2 4 1 4 1 92.5
pl3 5 1 5 1 5 1 3 2 3 2 85.0
pl4 4 2 4 2 4 2 3 1 3 1 75.0
p15 5 1 5 1 5 1 3 2 3 2 85.0
plé6 5 1 5 1 5 2 3 2 5 1 90.0
p17 4 2 4 2 4 1 4 1 3 2 77.5
pl8 5 1 5 1 5 2 3 2 3 1 85.0
p19 5 2 5 1 5 1 3 1 4 2 87.5
p20 4 1 4 2 4 2 3 2 4 1 77.5
p21 4 2 5 1 5 2 3 1 4 2 82.5

Appendix

The BPMN model in Fig. A.19 represents a generic hiring company
receiving an application request for a job position. The process starts
when someone applies for the position. If the applicant has an active
account, the company asks them to log in with their credentials. Oth-
erwise, the company asks the user for their data (e.g., name, surname,
email address, phone number). Once the data is verified (and corrected
if needed), the company creates an account and sends a confirmation
email. After that, the applicant can log in with the new credentials.
Once the user is logged in, the hiring company retrieves the applicant’s
data and asks the applicant to send a CV and Cover Letter. CV and
Cover Letter are then stored in a database that the recruiter will
access later on in the process. In the meantime, the company sends the
applicant a set of personality, behavioral, and ability tests to complete
at their convenience. Such tests will be then analyzed by a profiler
and the results will support the recruiter in the evaluation. A phone
interview is scheduled if the applicant is deemed suitable for the job
position. Otherwise, a rejection email is sent. In either case, the hiring
procedure is complete. If, for some reason, the procedure takes more
than 3 months to complete, then the process is interrupted and the
application will not be taken into consideration. Finally, please note
that the exchange of personal data does not imply proper handling of
personal data in accordance with the GDPR regulation.

In the following, we show how applying the methodology to the
use case enables the transformation of the process model that is not
compliant with GDPR in its compliant counterpart.

The BPMN model provided above does not take into account privacy
concerns yet, thus, after the coming into effect of GDPR, on 25 May
2018, if the company has to evaluate the profile of a candidate located
in the EU, the whole process model has to be modified to become GDPR
compliant. Since personal data are processed and need to be retrieved,
it is mandatory to obtain the data subject’s consent for their processing.
Therefore, the process designer needs to add a request for consent to
the model, as consent has not yet been given. Such a request has to
be provided to the user together with a list of privacy information,
so that the applicant is informed about how data will be processed,
by whom, and for what purpose. Consent and privacy information are
included in the pattern Right to Be Informed and to Consent, which
has to be placed before the first request for personal data occurs. In
this case, the three PIIs identified in the model are the personal data
such as name, surname, birth date, address, etc., the CV, and the test
results provided to the hiring company by a test provider in the form
of an applicant’s profile. During the execution of the process, the first
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activity that requests personal data is the one associated with the filling
module for personal data during the creation of a new account. At this
moment, the pattern should be introduced and it should include consent
for all future requests for personal data. In fact, it makes sense that
consent is requested when a new account is created, thus for any future
job application, consent has already been provided and data can be
retrieved more easily. If a data breach occurs during the hiring process
(e.g., unauthorized access to CVs stored in the recruitment system), the
Notification of Data Breaches pattern must also be applied to the BPMN
model, ensuring that both the National Supervisory Authority and the
affected applicants are notified within 72 h, with details on scope, risks,
and mitigation measures.

The GDPR-compliant BPMN model for the hiring procedure is illus-
trated in Fig. A.20. Proceeding with the questions in the methodology
of Fig. 12, we can address them as follows:

» Does the process support Data Subject’s right to access their
data? Applicants may request access to their submitted CVs and
personal data at any stage of the hiring process, thus the Right
to Access pattern should be integrated as an event subprocess
and should be executable at any moment. The HR department
collects all relevant data, prepares an access report (e.g., stored
CV, interview notes, and evaluation results), and provides it to
the applicant.

Does the process support Data Subject’s right to port their
data? A candidate could request that their application data be
transferred to another recruitment agency. However, the respon-
sibility for implementing the Right to Data Portability pattern
lies with the receiving organization, and thus this pattern is not
integrated into the hiring process model.

Does the process support Data Subject’s right to rectify their
data? The applicant must be able to rectify their personal data
at any stage of the process execution, which requires integrating
the Right to Rectify pattern. For instance, if the candidate up-
dates their phone number, address, or provides a new version of
their CV, they should have the possibility to modify the stored
information.

Does the process support Data Subject’s right to object the
processing of their data? During the recruitment process, the
company may use applicant data for additional purposes (e.g., fu-
ture job offers). By integrating the Right to Object pattern into
the hiring process model, the applicant can object to such pro-
cessing, ensuring their data is only used for the ongoing selection
procedure.
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- Does the process support Data Subject’s right to object the
automated processing of their data? Hiring procedures may
involve automated pre-screening tools that filter CVs or rank
applicants using algorithms. Since such automation may signifi-
cantly affect candidates (e.g., rejection before human evaluation),
by integrating the Right to Object to Automated Processing pattern,
the applicant can request human review of decisions made solely
by automated systems. To ensure the execution of the pattern,
every activity taking a decision based on automated mechanisms
must dispose of a compensation handler, enabling human in-
tervention in the decision. This is what has been done with
the activity “Analyze Candidate Profile”, whose compensation
activity is the manual activity named “Analyze Candidate Profile”
as well.

Does the process support Data Subject’s right to restrict pro-
cessing of their data? An applicant may dispute the accuracy of
some submitted information or request limitation of processing
during a background check. By integrating the Right to Restrict
Processing pattern, the company temporarily limits processing of
the disputed or sensitive data until the problem is resolved, while
other non-affected process activities may continue.

Does the process support Data Subject’s right to be forgotten?
If a candidate is not hired, they may request the deletion of their
data after the recruitment process is completed. Consequently, by
integrating the Right to Be Forgotten pattern, the company deletes
all personal data (e.g. CVs, ratings, interview notes) once the
retention period has expired, unless consent has been obtained
explicit for longer storage.

The BPMN model in Fig. A.21 represents a healthcare process from
the cardiology department of a hospital, involving the evaluation and
preparation of patients undergoing potential cardiac surgery [47,48].
The model captures the interaction among different roles: patient,
nurse, physician, administrative and diagnostic staff. A new process
instance is instantiated whenever a patient is referred for surgery. Ini-
tially, an administrative clerk collects a range of personal information
and a nurse admits the patient, collecting medical history (e.g., al-
lergies, comorbidities, previous treatments), and updates the patient’s
record. This information is recorded in the hospital’s electronic health
system. Following data acquisition, a physician performs a preliminary
evaluation and the patient is scheduled for a series of diagnostic pro-
cedures, that are carried out by external laboratories (often supported
by robotic automation). With the notes from the examination and the
blood analysis results, the physician has to make a diagnosis. Based
on the results, a surgical intervention is either immediately performed
by the physician or it is planned for the following days by the nurse,
keeping in mind that the patient may also refuse to undergo surgery. In
all cases, the patient is discharged while being provided with discharge
documents and the administration updates the patient’s record concur-
rently. After discharge, the administration invites the patient to access
a hospital-managed digital portal to download medical documentation
and provide optional feedback on the care received. The portal inte-
grates third-party analytics tools to monitor user behavior (e.g., page
visits, session time, device data) and to suggest targeted health-related
content, such as follow-up programs, lifestyle recommendations, or
insurance offers.

In the following, we show how applying the methodology to the
use case enables the transformation of the process model that is not
compliant with the GDPR in its compliant counterpart.

Since several categories of personal data are processed, stored, and
exchanged among actors within and outside the hospital, it becomes
mandatory to obtain explicit and informed consent from the patient
for data processing activities. Consequently, the BPMN model has to
include a specific activity where the patient is informed about data
processing, and where a patient’s consent is requested and recorded.
This consent must be obtained before any data acquisition occurs.
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Consent and privacy information are included in the pattern Right to Be
Informed and to Consent, which has to be placed before the first request
for personal data occurs. In this case, the first such activity is the
collection of personal and medical information by the administrative
clerk and the nurse. Therefore, the BPMN model must be modified to
include an activity that presents the patient with privacy information,
such as purpose of processing, legal basis, retention periods, recipients
(e.g., external laboratories), and rights, along with a request for con-
sent. Moreover, as the process handles sensitive health information, the
Notification of Data Breaches pattern must be incorporated. This ensures
that both the National Supervisory Authority and the affected patients
are notified, specifying the nature and consequences of the breach.
Proceeding with the questions in the methodology of Fig. 12, we can
address them as follows:

» Does the process support Data Subject’s right to access their
data? Patients may request access to their medical records at any
stage, thus the Right to Access pattern should be integrated as an
event subprocess and should be executable at any moment. The
hospital collects all relevant data, prepares an access report, and
provides it to the patient.

Does the process support Data Subject’s right to port their
data? Upon discharge, the patient could also request that their
data be transferred to another hospital, with the purpose of
allowing patients to exchange and provide access to their primary
health data processed by public or private controllers between
multiple healthcare professionals. The new hospital is responsible
for implementing the Right to Data Portability pattern.

Does the process support Data Subject’s right to rectify their
data? The patient must be able to rectify their personal data at
any stage of the process execution, which requires integrating the
Right to Rectify pattern. For instance, if the patient detects errors
in their medical data (e.g., wrong address, incorrect personal
information), they should have the possibility to correct it.

Does the process support Data Subject’s right to object the
processing of their data? During the processing of health data
collected by internal and external hospital staff, the hospital may
use the patient’s personal data for purposes other than processing
(e.g., suggestion of content). By integrating the Right to Object
pattern into the process model, the patient can object to such com-
munications. This does not affect the lawfulness of the preventive
treatment.

Does the process support Data Subject’s right to object the au-
tomated processing of their data? Although the healthcare pro-
cess as modeled does not explicitly include automated decision-
making, it should be noted that in the internal laboratory work-
flow advanced automation and robotization systems are foreseen.
These systems significantly improve efficiency in resource man-
agement, guarantee continuous traceability of samples, accelerate
both pre-analytical and analytical phases, provide faster availabil-
ity of results, and enhance the safety of laboratory staff. Since
such automation may directly affect patients by influencing the
reliability of diagnostic outcomes, by integrating the Right to
Object to Automated Processing pattern the patient can request
human review of decisions made solely by automated processing.
Does the process support Data Subject’s right to restrict pro-
cessing of their data? A patient has the right to limit the
processing of personal health data in specific situations, for exam-
ple when he disputes the accuracy of the data (e.g., an incorrect
address). By integrating the Right to Restrict Processing pattern, the
hospital temporarily limits processing of the disputed data until
the problem is resolved.

Does the process support Data Subject’s right to be forgot-
ten? The 2019 annual report'® of the Italian Guarantor for the

19 https://www.garanteprivacy.it/home/docweb/-/docweb-display/
docweb/9427952
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0 32 MouNsoSy °

9v9Z01 (920Z) LET SwaisAS uonpuLiofur



9C

g
&
&
3¢ A VTR N [} K 4 | Y ~ & K
1 1 1 1 1
Pl [ | Patientrefusal | ! | codbock
1 ! 1 | ! ! 1 1 [ !
1 persona data | medical data Discharge cinical laboratory \
personal data L | I | summary | ! | consentrequest, | consentresponse || | recommendatons
L L | ! 7y v ! 1 ' [ !
T [ [l T | T [ ™ [ T
[ l 1
: Vo [ I ! | I ! | [ [ !
Handle GDPR obligations ol | | | | I | | | | Iy [ |
0days ) [ | ! , I ! 1 : 1 [ !
| ! | | ! | ! | | [ !
Patient fini] 1 Pt | Medical history ~ ©2tent [updated] | ! | ! ! !
,,@ 0 motvaon Ll [ | | | 1 ! 1
Vol ! (- | ! | I ! 1 1 [ !
1 1 | | |
5 Rigt o pcse Vol ) (- | | | | | ! ! 1 !
E ol [ I | | 1
= Right to Access H Rignt 0 Access Y ) g [ | | ! 1 |
st rocaved Teduest s B | X I | | o |
30 days 1| Collect medical | | Update patient Diagnostic ! 1| Pransurgery | patentefused 1 I !
Admit patient surgery
I T l history I | l data procedures. T | | X [ Discharge
., : atient
'@/h Delay motivation | | ] | blood analysis  resuls jeceived | | [ P ]
= sent new patient h requested tient treated
recorded | | | | | [ | patient treate
Right to Object |
pattern | | | | [ |
— Right to Object Right to Object. ! 1 ! ! ! (] !
request received request flfled | | | | T I ]
1 1 1 ! | l
30 days | 1
(—-@ | | [ | ! (1 !
—((D) Doy motvaon ! | ! ! ! [ !
=/ 1 | 1 1 ! [ l
Right to
e —O [ | I o [ L !
pattern | | | B | | |
& Perform |
s Rightto H Right to Portability Surgical discharge
% riabilty request fulfled ! | preiminary ! Make diagnosis intervention 11 documents !
2 request received | | evaluation | 8 | 1 |
a 30 days o "
g ! | 1 Medical notes | Poceeduy O 1
g
£ )
s %) oty mataton ! I ! I surgery [ !
S Right to bqefzt ! | ! ! [ !
@ to Automated | | | | (I} |
Processing
. jonee 1 | 1 1 [ l
Right to Object Right to Object to | | | | I |
to Automated Automate | ! N | \
— Processing ing - -
request received request fulled | | | | L |
30days e ! | ! ! [ !
1 | 1 1 [ l
/:@ Delay motivation | | | | [ |
sent Consent rejected Process aborted | | . | t L] |
Right to Rectify | | | | Iy |
pattern Patient interacts
| with portal?
Right o Rectily Right o Rectiy
request received request flfled v Update patient
Consent to Use Store patient record and X ves | Invite patient to Collect Suggest
30 days . the Data pattern parsonal data discharge access portal 'l feedback content
‘documents
,,, new patint personal data patient recorded
¢ oeay otvaton reonal 2 .
nghl ry-”
Restrict
Processing

Right to Restrict

P

Right to Restrict

Processing Processing
request received request fulfiled
Notification of
Data Breaches —O
pattern
Data Breach H Data Breach
identified

Fig. A.22. GDPR-compliant BPMN model for the case of the surgery process.
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protection of personal data highlights how the personal data
contained in the medical records cannot be deleted, as only their
rectification or integration is permitted, and this is because the
medical record must be considered as a public document, aimed
at faithfully certifying, up to a complaint of falsification and in the
interest of all parties involved, specific clinical and therapeutic
choices and, as such, is capable of producing effects on multiple
subjective legal situations. Consequently, the Right to Be Forgotten
pattern does not need to be integrated into the process model of
Fig. A.22.

Data availability

Data will be made available on request.
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