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Abstract

Cybersecurity is a field in which integration of artificial intelligence (AI) represents a sig-
nificant direction towards protection against cyber threats. This scoping review explores
the current impact and future prospects of AI in four key areas of cybersecurity: threat
detection, endpoint security, phishing and fraud detection, and network security. The main
goal was to answer the research question, ‘Is AI an effective method to enhance current
infrastructures’ cybersecurity?’ Method: Through the PRISMA-ScR protocol, 2548 records
were identified from the Google Scholar database from January 2020 to April 2025. The
following search terms were used to identify available literature: “Artificial Intelligence
Cybersecurity”, “Machine Learning Cybersecurity”, “Cybersecurity Innovation AI”, “AI
Future Perspective Cybersecurity”, “Machine Learning Innovation Cybersecurity”. The
search only included articles in English. No grey literature has been included. Articles
with a focus on performance optimization, cost analysis and business models without
a focus on privacy and security have been discarded. Results: The impact and perfor-
mance of AI algorithms have been highlighted through a selection of 20 articles. Both
Machine Learning and Neural Network methods have been employed in the literature,
with Decision Trees and Random Forest being the most common approaches. Discussion:
The main common limitations of the analyzed articles have been discussed, highlighting
possible future directions of research to tackle them. Conclusions: Despite the evidenced
limitations, AI showed promising results in improving cybersecurity, especially concerning
cyber attack detection and classification, with methods able to grant very high accuracy
and trustworthiness.

Keywords: scoping review; PRISMA; cybersecurity; cyber attacks; artificial intelligence;
machine learning

1. Introduction
Cybersecurity is a field in computer science which has seen a drastic increase in

attention in recent years, composed of a set of technologies, practices, and policies aimed
at protecting information systems, networks, applications, and data from cyber attacks
and unauthorized access [1]. Its main aim is to ensure the confidentiality, integrity, and
availability of information, while at the same time preventing threats such as ransomware,
malware, phishing, and data theft.
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Cybersecurity is crucial in various sectors, including industry [2], healthcare [3],
finance [4] and critical infrastructure [5]. In particular, Industry 4.0 represents a new era
of industrial production, characterized by the integration of advanced technologies such
as the Internet of Things (IoT), physical systems, and blockchain in the classic pipeline [6].
These interconnected systems improve efficiency and productivity, but at the same time
increase the likelihood and attack space for cybercriminals. For this reason, cybersecurity is
a field in which further studies are particularly relevant.

Blockchain, a decentralized digital ledger that stores data in a secure, transparent,
and immutable way, offers innovative solutions for data security [7]. Each “block” of data
is linked to the previous block, forming a chain, and is used to trace the provenance of
products, improving transparency in supply chains. Smart grids, on the other hand, are an
advanced electrical network that uses bidirectional communication and distributed intelli-
gent devices to improve the efficiency and reliability of energy distribution by enabling
real-time monitoring and remote control of electrical devices [8]. Both fields have shown
promise, but can easily be subject to cyber attacks. Given the rise of use of Artificial Intelli-
gence (AI) in several fields, it is particularly important to understand if such technologies
can also benefit cybersecurity by further increasing protection against threats.

The aim of this research is therefore to explore the application of AI in cybersecurity to
improve the protection of systems in these advanced fields, and therefore to answer to the
question, ’Is AI an effective method to enhance current infrastructures’ cybersecurity?’ As
this review will demonstrate, AI and machine learning (ML) can indeed offer advanced tools
to identify, prevent and respond to threats more efficiently. For example, ML algorithms
can detect anomalies and malicious activities, while AI can automate responses to incidents
and attacks.

This scoping review differs from previous works in its specific focus on the integration
of AI in cybersecurity for emerging sectors such as Industry 4.0, physical systems, IoT,
Blockchain, and Smart Grids. While previous studies have examined the use of AI in
cybersecurity in more general terms [9–11], this research focuses instead on how these
technologies can be applied to address the practical challenges of these advanced and
increasingly emerging fields, contextualizing the proposed AI solutions to real-world
applications. Compared to other studies with a more domain-specific focus [12], our work
instead offers a more complete cross-domain synthesis by integrating not only different
domains (industry and infrastructure), but also on several attack types such as Man in
the Middle, Denial of Service and malware, providing a complete overview of the shared
commonalities and limitations of AI in cybersecurity. Moreover, a focus on the last five years
(January 2020–April 2025) allowed us to vastly differ from older works [13] and to more
easily identify the current gaps in research. Through a Preferred Reporting Items for
Systematic reviews and Meta-Analyses extension for Scoping Reviews (PRISMA-ScR)
methodology, 20 articles have been selected for a comparative analysis, showcasing how
the integration of AI technology in cybersecurity is performed and highlighting current
limitations of the literature. Several reviews in the literature on the topic do not make use of
the PRISMA methodology to conduct the literature research [13–15], making our study not
only more solid by reducing selection bias, but also reproducible. When selecting articles,
our main focus was on high-impact (Q1/Q2) English publications in order to guarantee the
relevance of the selected articles in the literature. Articles were selected through the Google
Scholar database with specific keywords reported in the Methods section.

Various ML and deep learning algorithms have been examined, such as Support Vector
Machines (SVM), Random Forest (RF), Decision Trees (DT), K-Nearest Neighbors (KNN),
and deep neural networks such as Convolutional Neural Networks (CNNs), Recurrent
Neural Networks (RNNs), Long Short-Term Memory (LSTM), Autoencoders (AEs), as well
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as hybrid approaches integrated with fuzzy logic. Recent studies have also demonstrated
the applicability of lightweight CNNs in critical domains such as medical diagnostics [16].
These models have been analyzed in relation to their applicability in different fields, ranging
from intrusion detection and zero-day attacks, to endpoint protection and phishing and
fraud detection. The reviewed studies have used classical benchmarks, such as NSL-KDD,
KDD Cup 99, UNSW-IDS15, and CICIDS2017, and datasets from real-world contexts,
such as Supervisory Control And Data Acquisition (SCADA) systems, IoT networks,
and smart grids, to validate the performance of the models. The overall results show
promising performances, with accuracy rates often higher than 95–99% in the training
and validation phase. However, a series of critical issues have also emerged, leading to
the formulation of future lines of research, oriented towards the adoption of Explainable
AI (xAI) techniques [17], the use of computationally light solutions (for example, through
federated or few-shot learning) and the development of datasets more representative of the
real dynamics of cyberspace.

The review will be structured as follows. Section 2 will analyze the method employed
to retrieve the literature used in this scoping review. Section 3 will focus on the analy-
sis of each work, providing a summary of the proposed methodologies, the employed
datasets, the obtained results, and the limitations of each work. Section 4 will present a
comprehensive analysis of the synthesized works, highlighting common traits, limitations
both of literature and of the study and presenting possible future directions for research,
concurrently answering the proposed research question. Finally, Section 5 will provide a
summary of this scoping review, including some final considerations.

2. Methods
This review was performed following the PRISMA-ScR guidelines and checklist last

updated in September 2019. This format of review was chosen in order to perform a precise
analysis of current literature and identify gaps in the current state of the art, while also
verifying if AI does indeed benefit cybersecurity performances and efficacy.

The research of articles and bibliography was carried out using Google Scholar Google
LLC (Alphabet Inc., Mountain View, CA, USA), with the following search keys used in the
research of relevant literature: “Artificial Intelligence Cybersecurity”, “Machine Learning
Cybersecurity”, “Cybersecurity Innovation AI”, “AI Future Perspective Cybersecurity”,
“Machine Learning Innovation Cybersecurity”. The research mainly focused on the method-
ologies adopted by AI for the prevention and protection against potential attacks such as
Man-in-the-Middle (MitM), Intrusion Detection and Prevention, or False Data Injection.
The research time frame is based on the last five years, from 2020 to 2025. All articles were
searched exclusively in English. No grey literature has been considered in the research.

From the initial search carried out with Google Scholar and the keywords reported
previously, 2548 potential articles and studies on the topics of AI and ML applied to
Cybersecurity were identified and served as a basis for our investigation process. The last
database search to update the potential article list was performed in April 2025.

The first step was to perform an analysis and elimination of 90 duplicate studies; this
procedure began with the extraction of the list of titles with attached authors, bibliographies
and year of publication through an application called Harzing Publish or Perish (Harzing
B.V., Schagen, The Netherlands, version 8). Thanks to this software, it was possible to
replicate the searches performed with the Google Scholar search engine and easily extract
the complete bibliography to perform the subsequent duplicate elimination. The results
in terms of numbers and titles were verified to match the direct search with Scholar. The
bibliography from each search was then imported into the Zotero application (Corporation
for Digital Scholarship (CDS), Vienna, VA, USA, version 7.0.13), which automatically
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calculated the number of duplicates in the library and reported the specific duplicate files
(same title or abstract) to verify the correctness of the resulting exclusion.

The second step was to select the articles and studies related only to the areas of
Industry 4.0 and healthcare sectors, IoT, Blockchain, Smart Grids, Cyber Physical Systems
and Wireless Sensor Networks systems, and Deep Learning, Explainable AI and Generative
AI algorithms. Articles that deal with the performance of AI and ML algorithms for Cy-
bersecurity by comparing their performance were not discarded. Similarly, methodologies
adopted by AI for the prevention and protection against potential attacks, such as MitM,
intrusion detection/prevention, or false data injection, were also accepted. Explainable AI
has also been included in our review process due to the importance of transparency and
explainability in cybersecurity. Transparency is fundamental to let operators understand
why an AI system made a certain decision and evaluate its reliability and appropriateness,
particularly in the medical context, while explainability can also help identify vulnerabili-
ties and biases, possibly highlighting areas where to strengthen AI algorithms to protect
them from cyber attacks. Explainable AI can also help address ethical and legal concerns
such as data protection and fairness. Finance and Autonomous Vehicles, while highly
differing from the industrial and infrastructure sectors due to strict regulations for the first
(e.g., PCI DSS, GDPR) and safety standards for the second (e.g., ISO 26262, UNECE WP.29),
have received much attention in recent years [18,19], leading us to also include them in our
research despite the incompatibilities caused by the different framework. This allowed us
to perform a more comprehensive overview of the state of the art, allowing us to identify
common literature gaps considering all available AI for cybersecurity applications. Articles
which focused on performance optimization, cost analysis and without a focus on data
security and privacy were instead discarded, as we specifically aimed at including articles
which delved into methods for data protection and attack identification. Preprints, journal
and conference papers were included, while patents were excluded. The potential articles
for the research total 43, having discarded 2419.

Finally, from the last 43 articles, which were all accessible, a further 19 studies were
discarded for the following reasons:

• Arguments not treated (N = 5): Five articles do not delve into the themes of using
Cybersecurity with AI in the areas described above.

• Survey not relevant (N = 4): Four articles are surveys on topics which do not belong
to the ones identified for this scoping review.

• Low impact of publication (N = 10): Ten articles have a low publication quartile
(Q3/Q4). To verify the quartile, a search was performed using Scimago (SCIMAGO
RESEARCH GROUP, S.L., Granada, Spain), which returned, in the case of the presence
of the publication journal, a value on a scale from Q1 to Q4. Q3 and Q4 results
correspond to poor quality of the publication journal and a low impact in the literature
of the published article due to a lower citation score, and have therefore been discarded
as they are not significantly impactful to the current state of the art compared to Q1 and
Q2 publications. However, it must be noted that a low quartile does not necessarily
indicate low quality of the publication, but only their reduced impact in the literature.

One reviewer (K.L.) performed the screening and assessment of the articles, with a
second reviewer (F.F.) verifying the process and confirming the selection of articles. In case
of disagreements, the reviewers discussed the inclusion and/or exclusion of a certain article
until they reached a consensus. In case of lack of an agreement, a third reviewer (C.R.) acted
as an adjudicator. After the whole screening process, 24 articles remained for analysis and
evaluation. Each article was narratively summarized, providing a report for each article of
employed methodologies, datasets, numerical results (where applicable), and limitations.
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Figure 1 illustrates the workflow of study selection of this scoping review. A summary of
the inclusion and exclusion criteria for the selection of works has been presented in Table 1.

Figure 1. PRISMA -ScR diagram of the article selection process.

Table 1. Inclusion and exclusion criteria for the article selection through the PRISMA-ScR guidelines.

Inclusion Criteria Exclusion Criteria

Preprint, journal or conference article Patent, opinion, commentary

Work published in Q1/Q2 journal or in conference of
rank ≥ B

Work published in Q3/Q4/unranked journal or in
conference of rank < B/unranked

Work published in English Work published in other languages

Work published ≥ 5 years (2020–2025) Work published < 5 years (before 2020)

Articles in the following areas: IoT, Blockchain,
Industry 4.0, Smart Grids, Wireless Sensor Network,
Cyber Physical Systems, Healthcare, Finance,
Autonomous Vehicles

Articles with a focus on: Performance Optimization, Cost
Analysis, Models without security/privacy focus

Works on AI, ML or Deep Learning solutions for
cybersecurity and/or for prevention and protection
against cyber attacks (both comparative reviews and
novel approaches)

Works which do not delve on AI for cybersecurity

3. Results
After screening, 24 works were selected for inclusion in the scoping review. Of them,

15 report numerical results (62.5%), with the remaining 9 (37.5%) presenting only theoretical
analysis or reviews of previous works.
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Analyzing more in detail the approaches used in the works which report numerical
results, ten present ML approaches (66.67%, 41.67% of total works), while eleven use Deep
Learning (DL) instead (73.33%, 45.83% of total works), with seven presenting both types of
approaches in comparative analysis (46.67%, 29.17% of total works). Among all mentioned
algorithms, DT and RF are the most frequently used in seven works each (46.67%, 29.17% of
total works), followed by RNN in six works (40%, 25% of total works), AE, KNN, SVM and
CNN in five works (33.33%, 20.83% of total works), Naive Bayes and Deep Belief Networks
in four works (26.67%, 16.67% of total works), and Multilayer Perceptron, Deep Neural
Networks, Isolation Forest and Linear Regression in two works (13.33%, 8.33% of total
works). Approaches such as Principal Component Analysis and Extra Tree Classifier only
appear in one work (6.6%, 4.17% of total works). Datasets tend to intersect scarcely, with
NSL-KDD being used in five works (33.33%, 20.83% of total works), KDD Cup 99 in three
(20%, 12.5% of total works), and UNSW-IDS15 in two (13.33%, 8.33% of total works).

Of the 24 works, only two deal with Industry 4.0 (8.33%), with another two men-
tioning industry in general (8.33%). Ten articles mention uses for IoT systems (41.67%),
two of which are for Autonomous Vehicles (8.33%), three mention blockchains (12.5%), and
only one mentions smart grids (4.17%). Six works analyze Intrusion Detection Systems
(25%), eight mention Denial-of-Service attacks (33.33%) and three mention MitM attacks
(12.5%). Six articles mention the healthcare sector (25%), while two mention the finance
sector (8.33%).

The found literature has been arranged in a taxonomy presented in Figure 2. The
taxonomy, all centered around the general theme of Cybersecurity, has been arranged in
three hypercategories which are not independent, but rather intersecting and alternative
to each other. The first hypercategory is AI method, which delves into the category of the
method employed to serve any task. This hypercategory follows the standard division
of AI methods, with supervised learning (Decision Trees, Random Forest, SVM, CNN,
RNN, LSTM), unsupervised learning (clustering, Autoencoders, Isolation Forest), rein-
forcement learning (adaptive policy optimization), generative AI (GAN, Transformers for
synthetic data generation, threat simulation) and hybrid approaches (AI models + fuzzy
logic, blockchain, rule-based systems). The second hypercategory is the straightforward
category of application domains, which correspond to the already mentioned Industry 4.0
(cyber-physical production systems, predictive maintenance, industrial IoT), healthcare
infrastructure (medical IoT, electronic health records, diagnostic imaging systems), Finance
(fraud detection, risk assessment, decentralized finance systems), Autonomous Vehicles
(self-driving systems, vehicle-to-everything (V2X) communication, predictive maintenance),
Smart Grids (false data injection detection, load forecasting, grid stability monitoring),
blockchain-enabled systems (supply chain provenance, secure distributed ledgers) and
wireless sensors and Cyber-Physical Systems (environmental monitoring, industrial au-
tomation, real-time control). Finally, the third and last hypercategory is that of functions,
which groups works based on the type of benefit they give to the system, mainly classi-
fied based on the type of cyber attacks they tackle. They have been divided into threat
detection and classification (Intrusion Detection Systems, malware classification, phishing
detection), endpoint and network security (anomaly detection in IoT devices, smart grid
protection, network traffic analysis), fraud and abuse prevention (transaction anomaly de-
tection, identity verification, behavior analysis), attack mitigation and response (automated
incident response, adversarial defense, zero-day mitigation) and system hardening and
data protection (encryption, blockchain integration, privacy-preserving AI).
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Figure 2. Taxonomy of AI techniques for cybersecurity according to the results of our PRISMA-ScR
work selection. Three thematic areas have been identified: AI methods, application domains and
function. The three areas are not independent from each other, but present frequent intersections,
and are therefore to be intended as interchangeable classifications.

3.1. State of the Art of AI in Cybersecurity

The paper by Polito et al. [20] explores the integration of AI in cybersecurity, high-
lighting both its opportunities and challenges. As described by the authors, the use of AI
can automate recurring tasks, identify anomalies and trends, create threat scenarios for
training and simulation, and predict future threats based on historical data (past data on
which to base training). However, AI can also be exploited by cybercriminals to perform
more sophisticated and malicious attacks, such as through data poisoning. Furthermore,
the democratization of hacking capabilities through AI makes it easier for individuals with
limited technical skills to perform more sophisticated and dangerous attacks. The authors
mention the use of ML and DL models, especially large language models (LLMs) such
as ChatGPT and DALL-E. These models use neural networks to learn the patterns and
structure of human language, generating novel and original content. The authors do not
specify a particular dataset used for the research, but discuss the importance of having
secure datasets for training ML algorithms. The need for data libraries and software with
cybersecurity pedigrees to ensure the security of AI systems is also highlighted. Found
limitations include the difficulty of fully testing and validating AI systems against all possi-
ble perturbations, the need for human control mechanisms (human supervision), such as
“kill switches”, to ensure the safety and reliability of AI systems, and the regulation of the
use of AI, especially generative AI, which requires consensus among various stakeholders
to mitigate risks and ensure transparency. Despite the challenges, the authors conclude
that AI has great potential to improve cybersecurity, but it is essential to develop ad hoc
cybersecurity practices and have rigorous control over the datasets and AI models used to
maximize their effectiveness and efficiency, especially on attacks.

Compared to the article by Polito et al. [20], the article by Mohamed et al. [9] is instead
an in-depth review of the current use of AI and ML in cybersecurity, with an analysis
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of both supervised and DL algorithms. The authors cover intrusion detection, malware,
network security, automation, threat intelligence, vulnerability management, and security
training, presenting a complete overview of the main cybersecurity criticalities. Among the
ML algorithms presented by the author are several approaches from the main classes of ML
solutions, such as supervised learning (RF, SVM, neural networks), unsupervised learning
(clustering, anomaly detection), DL (CNN, RNN, AE), reinforcement learning for decision
optimization, and Natural Language Processing (NLP) for threat intelligence and training.
From the analyses reported in the article, it is possible to observe that 45% of organizations
have already implemented AI/ML in cybersecurity, mainly for intrusion detection and
network security. Most of the reported cyberattacks are network intrusion attempts (20%),
with other renowned frequent attacks being ransomware (62%), IoT attacks (66%), malware
(43%), and Encrypted threats (4%). These quantitative data come from industrial reports
and surveys without a real experimental dataset. The authors in the article highlight
some limitations of ML and AI models, in particular the high computational requirement,
the biases in the data and algorithms, and the problem of difficulty in interpreting the
models used. Furthermore, these models have high costs, and to date, there is still a poor
technological understanding.

Similarly, the paper by Wazid et al. [21] also explores the integration between cyberse-
curity and ML, highlighting how this synergy can improve the protection of digital systems
and the effectiveness of ML models and focusing on the role of DL models (CNN and
clustering). Two main approaches are analyzed: the use of ML to strengthen cybersecurity
(e.g., intrusion detection) and the use of cybersecurity to protect ML models from attacks
(e.g., data poisoning or privacy violations). The scope of application includes IoT envi-
ronments, healthcare systems, and critical infrastructures, where protection from attacks
such as Denial of Service (DoS), malware, spoofing, and attacks on ML models is crucial.
The effectiveness of approaches such as CNN, clustering, blockchain, and lightweight
models for malware detection is analyzed through comparative tables. As highlighted by
the authors, Kumar’s ML + Blockchain method achieved an accuracy of 98%, while the
EveDroid system achieved an F1-score of 99%. Finally, Nguyen’s CNN method achieved
an accuracy of 92% and an F1-score of 94%. The datasets used to train ML models are not
specified in detail, but reference is made to pre-processed data for intrusion and malware
detection, often managed via cloud to exploit high computational resources. Several ad-
vantages of union between ML and cybersecurity are evidenced, such as greater accuracy
in the detection of zero-day attacks, reduction in human intervention, improvement of
the performance of security systems, and protection of ML models. However, the authors
also highlight several limitations: compatibility issues between algorithms, overload of
system resources, errors in datasets that compromise accuracy and increase vulnerability
in security protocols. To tackle them, future research directions are suggested within the
discussion, including the development of more robust protocols against zero-day attacks,
lightweight algorithms for resource-constrained environments, and methods to improve
the accuracy of ML models.

The article by Radanliev et al. [22] focuses instead on the concept of “cyber diplomacy”,
i.e., the use of diplomatic tools to address the challenges and exploit the opportunities
offered by emerging technologies, such as AI, IoT, blockchains and quantum computing.
The authors explore how these tools can facilitate international cooperation, the definition
of shared norms and the resolution of conflicts in cyberspace, highlighting the importance
of global agreements and standards for effective digital governance. The scope of the article
is broad and intersects both the sector of national cyber security and that of international
relations, emphasizing the need for multilateral coordination. The authors do not use their
own experimental data, but make use of a heterogeneous set of secondary sources, such
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as government policy documents, international treaties, and academic reports, organized
and summarized in tables that compare different initiatives and strategies at a global
level. The methodological approach is based on a systematic literature review and case
studies, integrating qualitative and comparative analysis to define a theoretical framework
that links emerging technologies to diplomatic dynamics. No traditional computational
algorithm is present, favoring instead a structured process of qualitative analysis that
adopts mapping tools, such as network diagrams, to visualize interrelationships. The
results show the temporal distribution of cybersecurity commitments (with evidence
from United States and United Kingdom national strategies) and the number of relevant
agreements and initiatives on the international scene. The study underlines the importance
of collaboration between the public and private sectors, essential to improve resilience
against sophisticated attacks. Among the main critical issues, the authors highlight the
difficulties in attributing attacks in a global scenario, the speed of technological changes,
and the heterogeneity of regulatory systems, which place limits on the effectiveness of
cyber diplomacy. Furthermore, it is reported that traditional methodologies can be slow
in responding to the rapid evolution of cyberspace, requiring a continuous adaptation
of diplomatic strategies. In conclusion, a joint international commitment that integrates
technological innovation and modernization of diplomatic practices is required to ensure
digital security, while also recognizing limitations related to the rapid evolution of threats
and regulatory challenges.

3.2. Industry 4.0

The article by Yu et al. [23], instead of focusing on the synergy between cybersecurity
and ML, aims to be an in-depth review on the use of ML to strengthen cyber resilience in
modern industrial contexts, known as Industry 4.0. In this scenario, characterized by a
strong integration between cyber-physical systems, IoT devices, and advanced automation,
cybersecurity plays a crucial role. The authors analyze how ML techniques can help
improve the ability of industrial organizations to prevent, detect and respond effectively to
cyber attacks. The author focuses on several applications of ML, including predictive risk
assessment, intrusion detection, automated incident response, threat intelligence sharing,
and protection of ML models themselves from adversarial attacks. Although not using a
single, specific dataset, the work includes labeled and unlabeled data, system logs, network
traffic, and artificially generated synthetic data to simulate attack scenarios. These data
are used to train models that can recognize anomalous or malicious behaviors in complex
industrial environments. In particular, the authors employed supervised learning methods
such as deep neural networks, SVMs, and decision trees, unsupervised techniques such
as clustering and autoencoders, and semi-supervised approaches that combine labeled
and unlabeled data. Furthermore, the use of reinforcement learning to develop adaptive
security policies and dynamic responses to attacks is discussed. The results highlight how
integrating ML into industrial security systems enables earlier and more accurate threat
detection, increased automation in incident response, and improved adaptation to emerging
threats. In particular, ML models prove effective in recognizing sophisticated attacks such
as advanced persistent attacks (APTs), malware, data exfiltration, and DoS attacks, thus
helping to maintain business continuity and data security. However, the authors do not
overlook the limitations of these approaches. Among the main critical issues, the authors
cite the vulnerability of ML models to adversarial attacks, the difficulty in interpreting the
decisions of complex models, the need to have large amounts of high-quality data, and
the management of privacy in data collection and sharing processes. The importance of
developing robust, transparent and adaptable models, capable of operating effectively even
in hostile and constantly evolving environments, is also highlighted.
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Similarly, the paper by Al-Quayed et al. [24] focuses on applications of AI in cyber-
security to Industry 4.0. Instead of focusing on predictive risk and dynamic response to
cyber-attacks, the authors propose a predictive framework for intrusion detection and
prevention in Wireless Sensor Networks (WSNs). The system is designed to address the
inherent vulnerabilities of wireless networks, which, despite being essential for real-time
monitoring and management, are exposed to cyber attacks. In particular, the framework
aims to identify and classify attacks such as Blackhole, Grayhole, Flooding and Scheduling,
as well as distinguish normal traffic. To achieve this goal, ML and DL algorithms are inte-
grated: a DT and a Multilayer Perceptron (MLP) for multidimensional classification and an
AE for binary classification. The dataset used is WSN-DS, which replicates DoS attacks on
the Low-Energy Adaptive Clustering Hierarchy (LEACH) protocol. It contains labeled data
related to four types of attacks and normal behaviors. The data is cleaned, normalized, fea-
ture engineered, and then divided into training (80%) and testing (20%). The implemented
models achieved very high performances; the DT obtained an accuracy of 99.48%, precision
of 99.49%, recall of 99.48% and F1-score of 99.49%. The MLP showed similar metrics, with
all indicators around 99.5%. The AE, used for binary classification, reported an accuracy
of 91%, precision of 92%, recall of 91%, and F1-score of 91%. The benchmarks used for
comparison, RF for multidimensional classification and Linear Regression (LR) for binary
classification, both show lower performances than the proposed models. The framework
also includes an intelligent prioritization system that orders threats based on their impor-
tance and specific impact for Industry 4.0 applications, allowing proactive and targeted
interventions. The results of this system are validated through metrics such as accuracy,
precision, recall, F1-score, specificity, ROC curves, and precision–recall, demonstrating
its robustness. Among the limitations highlighted, the authors underline that the study
is confined to the domain of WSNs in Industry 4.0 and specific to the LEACH protocol,
requiring further analysis to extend the applicability to other network contexts. The need
for continuous retraining of the models and the integration of dynamic threat intelligence
tools is also highlighted, which entails challenges in terms of computational resources
and dataset updating. The authors suggest exploring hybrid solutions and integrating
international security standards (ISO/IEC 27001 [25], NIST [26], ISA/IEC 62443 [27]) to
extend the effectiveness of the framework.

3.3. Finance

The work by Mishra et al. [18] focuses on analyzing the main gaps in finance by
implementing AI algorithms to increase network security and ensure the identification
of threats. The authors employed a Enhanced Encryption Standard (EES) to encrypt and
decrypt sensitive financial information such as revenue or assets and KNN algorithm
to predict if a malware attack is being performed. To test the model, the authors used
a dataset on cyber attacks called Cyber Incidents 2005 to 2020, which contains around
250,000 sets of attack and defense strategies. Authors compared their EES + KNN pipeline,
called Cyber Security in Financial Sector Management (CS-FSM), with other classic ML
approaches such as SVM, Principal Component Analysis (PCA) and Linear Discriminant
Analysis (LDA). To evaluate the performances of the model, the authors selected a series
of metrics typical of the financial domain, the main of which is risk reduction ratio. A
comparison of risk reduction ratio showed an increase of up to 98.7% in CS-FSM compared
to other approaches such as SVM (79.5%) or PCA (89.6%), showing the efficacy of the model
compared to renowned ML approaches. Other metrics, such as data privacy, scalability and
attack avoidance show a consistent improvement of 11-18% compared to other approaches,
further confirming the efficacy of the method. The authors do however note that the scale
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of the experiment was particularly small and that the analysis is narrow; therefore, further
studies in this direction must consolidate the obtained results.

The work by Deshpande [28], instead, focuses on the identification of AI-related cyber
threats in finance with the use of Isolation Forest (IF) for threat identification and Deep
Q-Network (DQN) for adaptive response to attacks. No dataset is mentioned, but the
work delineates the steps taken for data preprocessing. The performance of the model
is evaluated through risk reduction compared to the unsecured system like in the work
by Mishra et al. [18], with an increase of 18% (unsecured: 75%, IF + DQN: 93%). The
author also mentions a decrease of 15% in false positive rate (unsecured: 20%, IF + DQN:
5%) and a ×3 reduction in response time (unsecured: 30 s, IF + DQN: 10 s), making the
system overall more secure with the addition of security protocols. The work, however,
still presents several gaps, mainly in the absence of more information on the training data,
such as dataset size or variability.

3.4. Intrusion Detection Systems

Geetha et al. [29] examine the growing threat posed by various types of cyber attacks,
from hardware- to network- and application-level attacks, e.g., the role of IDS (Intrusion
Detection Systems) in dealing with them [30]. The main application area is the protection of
IT infrastructures, focusing on solutions to detect attacks such as DoS, phishing, malware,
Structured Query Language (SQL) injection, and MitM attacks. At the methodological
level, traditional ML techniques (SVM, KNN, LR, and RF) are classified and compared
with DL methodologies, which are based on deep neural networks structured in multiple
layers, such as Fully connected Feedforward Networks, CNNs, and RNNs. In addition, the
article delves into unsupervised learning methods such as Deep Belief Networks (DBNs)
and Stacked Autoencoders (SAEs), highlighting how these approaches can extract relevant
features from data without a strong dependence on labeled datasets. The authors refer to
classic benchmarks such as KDD Cup 99 and NSL-KDD, which typically contain network
traffic records, each characterized by a set of 41 features based on Transmission Control
Protocol (TCP) connection metrics (duration, protocol, service, flags, etc.). The NSL-KDD,
in particular, contains about 126,000 training connections and 22,544 test connections, and
includes different categories of attacks such as DoS, probing, Remote to Local (R2L), and
User to Root (U2R). The richness of these structures allows testing the classification capa-
bilities of the algorithms. The analysis of the results shows that, in several studies, some
ML and DL techniques achieve very high accuracy rates, in the order of 95–99%, especially
in the most common attack detection tasks. However, some limitations also emerge; real-
time scalability and the management of high-speed streaming data represent significant
challenges, as well as the problem of class imbalance and the difficulty in recognizing zero-
day or extremely sophisticated attacks. Another criticality highlighted concerns the high
computational load and the need for large hardware resources, particularly in DL models,
in addition to the complexity in the feature extraction phase, despite the use of unsuper-
vised learning techniques. Furthermore, the ecosystem of dedicated platforms (such as
TensorFlow, Keras and Apache Spark MLlib) that facilitate the implementation of such
algorithms is discussed, highlighting how the need for labeled datasets and the complexity
of the models can limit the effectiveness of some approaches in real-world scenarios.

Similarly, the work by Halbouni et al. [31] explores ML and DL approaches applied
to cybersecurity with a focus on IDS. In particular, the authors focus on the detection of
cyber attacks in network environments, IoT, and critical infrastructures, highlighting the
value of IDS in protecting data and systems against unauthorized access. Among the
application areas covered are the security of corporate networks and cloud environments
where the rapid evolution of cyber-attacks requires predictive and adaptive methods. The
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authors illustrate the use of several known datasets in IDS, among which are the already
mentioned KDD Cup 1999 and its evolution, NSL-KDD. More recent datasets such as
UNSW-IDS15, collected in a laboratory environment and divided into nine families of
attacks, and CIC-IDS2017, with 84 features, which represents both real and emulated traffic,
are also analyzed. The structure of these datasets includes traffic records enriched with
numerical and categorical attributes, useful for describing the behavior of connections and
classifying the types of attacks. The article compares several ML algorithms, such as SVM,
RF, DT, and KNN, with DL techniques based on deep neural networks such as CNN, RNN,
LSTM, AE, and DBN. The ability of DL models to automatically perform feature extraction
is highlighted, reducing manual intervention compared to traditional ML approaches. The
reported results demonstrate that, with an adequate amount of data, DL models often
achieve high accuracies (in some cases over 99%) and low false alarm rates. However, the
authors note that the performance of the models can vary significantly depending on the
dataset and the types of attacks considered. Among the limitations highlighted is the use
of obsolete or redundant datasets, which may not reflect the dynamics of real traffic. Such
concerns align with recent findings in the field of digital image forensics, where CNN-based
copy-move forgery detectors have been recently implemented [32]. The imbalance present
in the datasets is also highlighted, which penalizes the detection of less represented attacks
such as U2R and R2L. Another criticality consists in the high computational requirement of
DL models, which require advanced hardware resources (GPU) and long training times.
Finally, the low interpretability of the “black-box” of DL models is mentioned as a problem,
especially in contexts in which it is essential to explain the choices made by the system.

The paper by Siva Shankar et al. [33] proposes a new IDS approach based on DL
and AI techniques, integrated with optimization methods, to detect attacks in a network
of systems. Compared to previous papers, it proposes a hybrid approach that integrates
Multi-layer Perceptron with fuzzy logic, focusing on the protection of network infrastruc-
tures. The approach is designed for environments where resources are limited and the
variety of attacks is constantly evolving. Two standard datasets are used. The first is
the already mentioned NSL-KDD, divided into training data (KDDTrain+) and test data
(KDDTest+), while the second is UNSW-NB15, created with the IXIA PerfectStorm appli-
cation. UNSW-NB15 contains 49 attributes and records nine types of attacks (backdoor,
fuzzers, DoS, shellcode, reconnaissance, etc.), with well-defined training and testing sets.
The proposed approach is divided into two main phases. In the first phase, the feature
extraction and selection method is based on the CHO (Corporate Hierarchy Optimization)
algorithm, inspired by corporate organizational structure, to identify the most informa-
tive features. Subsequently, the classification is performed using the GEO-SMPIF model,
a hybrid system that integrates a self-constructing MLP with a fuzzy system, optimized
through the Golden Eagle Optimization algorithm for hyperparameter tuning. Data is
first pre-processed (transformation, normalization via Min-Max) to convert non-numeric
attributes into numerical values suitable for training, and then used to train the GEO-SMPIF
model. The GEO-SMPIF structure includes a fuzzification layer to convert inputs into fuzzy
sets, intermediate layers representing the fuzzy inference system, hidden layers for the
DL section, and finally a defuzzification layer to obtain the final output (classification into
“normal” or “attack”). The results on the NSL-KDD and UNSW-NB15 datasets indicate an
accuracy of 99.99% (NSL-KDD) and 99.97% (UNSW-NB15), with a detection rate close to
100% and extremely low false alarms (FPR of 0.04 and 0.065, respectively). The authors
compare the new approach with existing methods (DAE+DNN, SVM-WOA, EFSGOA),
highlighting improvements in terms of accuracy, sensitivity, and computation time. How-
ever, some potential critical issues arise, including the risk of overfitting, particularly in the
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NSL-KDD dataset. The challenge of maintaining good generalization in the presence of
novel attacks or unbalanced data is also highlighted.

The work by Nabi et al. [34], compared to other works which relied on DL methods,
studies the improvement of IDS through dimensionality reduction techniques, with a
comparative focus on two approaches: PCA and Random Projection (RP). The goal is to
reduce training time and improve the accuracy of classifiers, while minimizing false alarms.
Once again, the study uses the NSL-KDD dataset to test the proposed approaches. The
researchers employ five supervised learning algorithms in comparison: BayesNet, Naïve
Bayes, J48, Partial Decision Tree (PART), and RF. Initially, they were trained on the complete
set of features, obtaining, for example, with J48 an accuracy of 79.1% and a false positive rate
of 18.5%. Subsequently, PCA is applied to reduce the dimensionality and an improvement
is highlighted for some algorithms (Naïve Bayes reaches 78.8% accuracy), However, the
main contribution of the paper emerges with the application of RP, which, using a Gaussian
random matrix, allows us to reduce the dimensions more quickly and effectively; in this
context, the PART algorithm achieves the best accuracy overall, equal to 82.0%, with
a better false positive rate than other methodologies. The results demonstrate that RP
not only preserves the essential features of the data, but also significantly reduces the
training time compared to PCA. Among the limitations, the authors highlight the difficulty
in correctly classifying the “anomalous” class, which shows a lower true positive rate
than the “normal” class, making the detection of new intrusions particularly challenging.
Furthermore, possible overfitting issues are reported, especially for algorithms such as RF,
and it is noted that, although the NSL-KDD dataset is a consolidated benchmark, its limited
structure may not represent all the variations encountered in real environments. The author
suggests that, for further developments, alternative dimensionality reduction techniques
such as Latent Dirichlet Allocation (LDA), Kernel PCA or even DL-based methods could
be explored, in order to obtain increasingly robust and efficient intrusion detection systems
in evolving cyber threat scenarios.

3.5. Internet of Things Environments

The paper by Abdullahi et al. [12] is a systematic literature review that analyzes the
use of AI techniques, both ML and DL, for cyber attack detection in the IoT environment.
The scope of application concerns the security of IoT systems in sectors such as smart
cities, healthcare, industry, and critical infrastructures, where data protection and attack
prevention are key. The work highlights issues related to IoT network traffic datasets, in
particular class imbalance (e.g., binary and multi-class problems) that can affect false alarm
rates. Common datasets reported in research include NSL-KDD, KDD99, Bot-IoT, AWID,
and other collections, which typically contain numerous attributes to describe normal and
abnormal behavior. The algorithms used include supervised techniques such as SVM,
RF, DT, KNN, and Naïve Bayes, as well as DL methods such as CNN, RNN, LSTM, AE,
and DBN. Many studies report high accuracies, sometimes above 98–99%, especially with
SVM and RF, which are particularly effective due to their ability to balance accuracy and
memory management. The authors evaluate the performance of the models using metrics
such as accuracy, precision, recall, and F1-score, also highlighting the trade-offs between
training time and prediction speed. The paper also maps the various solutions currently
proposed, classifying them based on the ML and DL algorithms employed, the IDS-based
architectures, and the types of attacks detected (DoS, DDoS, Probe, R2L, U2R, etc.). A
recurring criticism concerns the use of obsolete datasets (e.g., NSL-KDD and KDD99),
which may not reflect the current attack dynamics in the IoT context, therefore showing a
need to adopt up-to-date datasets, preferably derived from real IoT environments. Other
highlighted limitations are the high computational complexity and long training times,
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especially in DL models, and the difficulty in handling highly unbalanced datasets, which
lead to high false positives. The study suggests that the integration of hybrid models,
capable of combining multiple AI techniques, could further improve attack detection.
Finally, the authors invite others to experiment with new feature selection techniques, to
combine hybrid approaches and to also consider emerging methods such as transformers
to address security challenges in the IoT environment.

While Abdullahi et al. [12] focus on traditional algorithms, the paper by Bhandari
et al. [35] presents a middleware framework based on distributed deep neural networks
for cyber-attack detection in smart IoT environments, aimed at protecting devices and
networks in highly heterogeneous scenarios. The scope of application concerns cyberse-
curity in IoT ecosystems, where the multiplicity of devices with limited resources and
heterogeneous protocols makes the implementation of protection solutions particularly
complex. The proposed framework adopts a multi-agent approach, where learning op-
erations are performed in the cloud environment while inferences are executed on edge
gateways, thus reducing the computational load on IoT nodes. The datasets used for
training and testing are IoT-23 and Edge-IIoTset; the first contains semi-structured captures
in .pcap format with over 325 million instances (of which about 294 million are malicious
samples), while the second collects about 1.36 million benign samples and 545 thousand
attacks. Data is subjected to feature extraction and selection phases and transformed into a
structured format suitable for training ML models. Among the techniques used, the main
algorithm is a deep neural network (DNN), which is compared with other models such
as SVM, RF, DT, Gradient Boosting, and Naive Bayes. The experimental results show that
the DNN model achieves about 93% accuracy and an F1-score of around 92% in the tests
performed on the two datasets. On the hardware side, the framework has a limited impact;
model execution results in an average bandwidth increase of less than 30 kb/s and a 2%
increase in CPU usage. Memory requirements are moderate, with about 0.42 GB used on
NVIDIA Jetson devices and 0.2 GB on Raspberry Pi, while power consumption shows an
average increase of 13.5% per device with the model active. The system has been tested
in several real-world use cases, such as smart waste bins, temperature sensors, passenger
counters, and weather stations, demonstrating its adaptability to diverse scenarios. The
authors note that, although the DNN offers the best overall performance, some results
are lower on the IoT-23 dataset due to significant imbalances in attack classes. This issue,
highlighted for example by the presence of only two or three instances for some attacks
(as in the case of C-Mirai), can lead to overfitting phenomena. Among the limitations, the
artificial nature of the datasets employed is recognized, which may not fully reflect the
dynamics of real attacks and presents marked inequalities in the number of samples for
each attack category. The authors suggest, as a future research direction, the adoption of
few-shot learning techniques to counteract the problem of data imbalances, in addition to
the implementation of lighter models in C language to save resources. Finally, the study
paves the way for the integration of additional data sources, such as logs, reports, and
information from sensors, to further improve the system’s ability to identify anomalies and
detect attacks. Furthermore, recent research has demonstrated that compressing recurrent
architectures such as LSTM via Singular Value Decomposition (SVD) enables real-time
inference on resource-constrained platforms [36].

Similarly, the work by Becerra-Suarez et al. [37] evaluates the performance of dif-
ferent DL models for the classification of cybersecurity attacks in IoT networks using an
updated and realistic dataset. In particular, the study focuses on the analysis of the capa-
bilities of models based on DNN, LSTM, and CNN to identify attacks such as Distributed
Denial-of-Service (DDoS), DoS, Mirai, recon, spoofing, brute force, and web attacks in
IoT environments. Once again, the focus is on the security of IoT ecosystems, where the
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growing number of connected devices and intrinsic vulnerabilities makes timely detection
of cyberattacks essential. The dataset used, called CICIoT2023 and developed by the Cana-
dian Institute for Cybersecurity, includes over 46 million records and 47 features, which
represent events derived from windows of communication packets between two hosts in an
IoT topology with 105 devices. To reduce the computational load, sampling was performed
using only 1% of the records for each category, and after eliminating irrelevant features
(such as those consisting only of zeros), the final dataset was simplified to 40 features. The
DL models underwent a thorough preprocessing, feature selection and data standardiza-
tion process. The DNN model architecture is based on multiple dense layers with ReLU
activations, while the LSTM model uses two LSTM layers to capture potential temporal
dependencies, although in this context, the LSTM did not offer good results due to the local
nature of the data. The CNN model, instead, uses multiple convolutions with kernels of
different sizes (3, 5, and 11) to capture patterns at different scales, followed by an additional
convolution and max-pooling operations, proving to be particularly effective. The evalua-
tion metrics (accuracy, precision, recall, and F1 score) show that the CNN model achieved
an accuracy of 99.10% in multiclass classification and 99.40% in binary classification, with
significantly reduced training and inference times compared to the other models. The
results also show that, although the LSTM model is typically suitable for sequential data,
in this case, its performance was lower, since the 40 features of the dataset do not present
significant temporal dependencies. On the contrary, the DNN achieved very good perfor-
mances but still lower than those of the CNN, which instead manages to more effectively
extract features relevant for distinguishing attacks. Among the limitations mentioned, there
is the need for further investigations to evaluate other architectures and to test the model
on different datasets, in addition to the computational complexity that, although reduced
in CNN, could increase with the addition of further features or in more complex scenarios.

The work by Bendiab et al. [38] presents a systematic analysis of AI + Blockchain
for the protection of autonomous vehicle (AV) systems. Similarly to other works, such
as the ones by Polito et al. [20] or Mohamed et al. [9], Bendiab et al. do not present a
novel pipeline, but rather analyze the current state of the art in the application of AI and
Blockchain in the AV sector and define future research lines in this field. What emerged
from their research is that AVs can be likened to IoT systems and Cyber-Physical Systems
(CPS) due to the interconnection between the parts which compose the full system, such
as sensors and control units, and the connection to external units such as other vehicles.
For this reason, cybersecurity is particularly important in such a scenario, and Blockchain
can guarantee secure data storage and protected communication with a Proof-of-Work
(PoW) and Proof-of-Stake (PoS) consensus mechanism, ensuring possible uses even in the
forensic field to prevent malicious tampering when determining accident responsibility.
At the same time, the introduction of AI in the form of KNN, SVM, Hidden Markov
Models (HMMs) or DL can favor Intrusion Detection by identifying attacks such as DDoS,
spoofing or malware, allowing even malware classification with up to 99.9% accuracy
and further ensuring data security with federated learning. The authors note several
limitations in current literature, such as scalability, computational performance, lack of
datasets and protocols, and most importantly a lack of transparency, which can be tackled
with Explainable AI (xAI), suggesting that future research should focus on the integration
of quantum computing and federated learning in current pipelines.

The work of Aldhyani et al. [39], instead, presents a defined solution for intrusion
detection in AVs through a hybrid CNN + LSTM network. The authors constructed a
dataset from real Controller Area Network (CAN) traffic data which includes spoofing,
flood and replaying attacks manually injected every 3 to 5 s. This dataset was used to train
a simple network composed of a temporal LSTM block for long-range dependencies and a
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three-block CNN for spatial dependencies. The full network aims at classifying IDS, with
the performances evaluated with accuracy, F1 score, precision and recall. While a simple
CNN achieved 86% overall accuracy, but failing to detect any attack packet, the complete
CNN+LSTM model shows a relevant capability to identify attacks, with an accuracy of
95.44% over the full labels (benign, flood, fuzzing, replaying, spoofing) and of 97.3% over
a reduced dataset (benign, flood, fuzzing). However, the poor results obtained in the
removed classes (replaying and spoofing) show that this direction would still benefit for
further experimentation, especially due to the statistical imbalance found by the authors
between labels and features in the employed dataset.

3.6. Attack Detection and Data Protection

Gaba et al. [40] systematically analyzed the application of DL techniques to improve
the security of CPS, focusing on the detection of cyber attacks. The scope of application
covers critical sectors such as energy, industry, healthcare, and essential infrastructures,
where the integration of IoT devices increases the attack surface. A mathematical frame-
work is proposed that reduces the overall cost associated with vulnerabilities, modeling
the system as a set of components and vulnerabilities. The framework uses a threat vector
to identify potential attacks and to guide the mitigation of criticalities. The adopted dataset
is structured as a collection of (Input, Label) pairs and combines data from simulations and
real testbeds, with some well-known datasets, such as the CICIDS2017 and the SMACK
dataset, employed to address the complexity and heterogeneity of CPS data. The architec-
tures used include CNN, RNN, AE and GANs, capable of extracting features from data in
a multi-layered way. These models allow us to identify anomalies and atypical behaviors,
signals of potential attacks in CPS. The results show a clear improvement in attack detection
compared to traditional methods. However, the work highlights limitations such as the
scarcity of labeled data and the difficulties of scalability in real-time environments. Further
critical issues concern the lack of interpretability of the models and their vulnerability to
adversarial attacks. To strengthen security, the study suggests the adoption of techniques
such as transfer learning and emerging paradigms (e.g., self-supervised learning), as well
as the development of more diverse datasets.

The paper by Obonna et al. [41] addresses the problem of detecting MitM attacks in
process control networks (PCNs) in the Oil and Gas sector, highlighting how the grow-
ing integration between Information Technology (IT) and Operational Technology (OT)
technologies has exposed these systems to ever greater cyber risks. The application area is
that of critical infrastructures, where the security of SCADA systems is essential to avoid
outages, catastrophic accidents, and damage to the environment. For the study, a real
dataset composed of 68,722 pressure measurements taken from a three-phase separation
plant, collected by a SCADA system, was used; these data were divided into training
(60%), testing (25%), and validation (15%). Furthermore, to validate the results, three
public datasets were used: WUSTL-2018, ORNL Power Grid, and TON IoT. On the main
dataset, the authors applied different ML algorithms, such as IF, KNN, Local Outlier Factor
(LOF), LSTM, and various decision tree-based models (e.g., fine, medium, coarse tree,
and ensemble methods such as bagged tree). The primary goal was to detect anomalies
in the data due to MitM attacks, measuring metrics such as accuracy, false positive rate
(FPR), training time, and prediction speed. In particular, the coarse tree model achieved
outstanding performances, with 100% accuracy, training time of about 0.4549 ms and
extremely fast prediction, demonstrating an effective handling of attacks with close to zero
false positives. Numerical results also highlight that, using ensemble techniques such as
bagged trees on public datasets, high performances can be achieved, although at the cost of
longer training times. Some models, such as those based on LSTM or KNN, have instead
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shown criticalities in detecting extreme anomalies or a high false alarm rate, highlighting
the trade-off between accuracy and computational complexity. Among the limitations, the
authors report the difficulty in distinguishing similar attacks (e.g., MitM vs. backdoor) and
the need for further tuning to optimize detection in multiclass scenarios, in addition to the
fact that the specific dataset may not fully represent the dynamics of real environments.

The paper by Shees et al. [42] addresses the issue of cybersecurity in smart grids,
focusing in particular on the so-called “false data injection attacks” (FDIAs). In an era in
which the integration of advanced technologies and data-driven systems in electric grids
has brought enormous benefits in terms of efficiency and sustainability, vulnerability to
such attacks becomes crucial because data manipulation in control systems can compro-
mise the entire energy distribution infrastructure. To analyze this problem, the authors
used a dataset from the Oak Ridge National Laboratory, which collects numerous event
scenarios, divided into natural events, normal events, and attacks. Interestingly, the dataset
is composed of 128 features, 29 variables for each of the four Phasor Measurement Units
(PMUs), and an additional 12 features derived from system logs, thus providing a detailed
mapping of the operational situation of the electric system. The investigation strategy is
based on the application and comparison of six ML models, namely Extra Tree Classifier, RF,
Extreme Gradient Boosting (XGBoost), LR, DT, and Bagging Classifier. These algorithms
have been trained and tested using optimization techniques such as Bayesian optimization
and validated through a 70/30 split of the dataset accompanied by a 5-fold cross-validation
to limit the risk of overfitting. The results showed a clear difference in performance. The
approaches based on ensemble models, such as Extra Tree, RF, and XGBoost, offered high
accuracies (98%, 97%, and 97%, respectively) and good trade-offs between precision and
recall, highlighting a greater ability to capture the complex non-linear relationships present
in the data. On the contrary, LR, due to its intrinsically linear nature, showed significantly
lower results, demonstrating difficulties in correctly distinguishing between normal opera-
tions and attacks. A critical aspect that emerged concerns the difficulty in distinguishing
low-impact attacks from normal operating processes, as the related variations in measure-
ments (such as voltage and current) are minimal and easily confounded. This issue leads to
a higher risk of classification errors, especially for less sophisticated models. The authors
also highlight that, although ensemble algorithms show training scores of 1.00, there is a risk
of overfitting, which is mitigated through adequate cross-validation procedures but could
still be present. The authors suggest that the adoption of more advanced techniques, such
as DL architectures or federated learning methods, could further strengthen the resilience
of smart grids against this kind of threat, paving the way for real-time implementations in
large-scale scenarios.

Shaukat et al.’s [43] paper focuses on the application of ML techniques to tackle
cyber threats, especially intrusion, spam, and malware detection. In this context, various
algorithms such as SVM, DT, RF, Artificial Neural Networks (ANNs), DBN, and Naïve
Bayes are compared, analyzing both their performance and computational complexity.
The datasets used include KDD Cup 99, NSL-KDD, and DARPA for intrusion detection,
along with collections such as Enron, Spambase, SMS collections, and Twitter datasets
for spam detection. For malware, static, dynamic, and even custom datasets such as
VirusShare are used. Numerical results show significant performance, with SVM reaching
an accuracy of up to 99.30% on KDD Cup 99, DT recording performances around 99.96%
in some configurations and DBN generally above 97.50% for IDS. RF and Naïve Bayes
also show high precision and recall values, depending on the dataset and the sub-domain
considered. The authors, however, point out several limitations, such as the scarcity of
updated and balanced datasets, the variation of results related to the choice of feature
extraction methods, and the high computational cost of some models. Furthermore, it is



Technologies 2025, 13, 584 18 of 32

highlighted how the lack of standardization in metrics (some studies report only accuracy
while others include precision and recall) complicates the comparison. The vulnerability
of algorithms to adversarial inputs and the need for robust models in applications where
speed and reliability are critical are also discussed.

The article by Teo et al. [44] examines the topic of cybersecurity in the era of Generative
Artificial Intelligence (GenAI), focusing on the implications for data protection and security
in the healthcare sector. Compared to previous works, which mainly analyzed older DL
models, Teo et al. [44] focus instead on newer models such as Generative Adversarial
Networks (GAN) and Transformers. An overview of GenAI technologies is presented,
highlighting their potential to generate original content through learning from data. The
scope of application is, as mentioned, mainly the healthcare sector, with specific references
to clinical, operational, and research cases, including a particular focus on ophthalmology.
As explained in the article, the training of models occurs through the analysis of large
unstructured datasets, composed of textual data, diagnostic images, and other forms of
clinical information. While no specific dataset is described, the importance of using both real
and synthetic data to train and evaluate GenAI models is highlighted. The authors illustrate
the dynamics of GANs, where a generator network competes with a discriminator to
produce realistic outputs, and Transformers, which instead analyze complex relationships
in sequential data through their attention mechanisms. LLMs are also cited in the work.
The article demonstrates how these algorithms have revolutionized tasks such as image
generation, text synthesis and clinical document processing, but also discusses how, despite
the potential in terms of efficiency and innovation, GenAI models are subject to concretely
relevant risks such as data poisoning, model inversion and membership inference attacks.
A further problem concerns the propagation of bias and the generation of hallucinations,
i.e., plausible but completely invented information. Among possible mitigation strategies,
the authors discuss the use of cryptographic techniques, differential privacy, and federated
learning to protect sensitive data. Once again, the poor explainability of the models, which
operate as “black boxes”, is cited. In case of clinical errors, it is particularly relevant
as it complicates tracing decisions and managing responsibilities. Finally, the need for
interdisciplinary collaboration and the development of regulatory standards that allow the
safe exploitation of the potential of GenAI in the healthcare sector is highlighted.

3.7. Explainable AI: Beyond the Black Box

The article by Pawlicki et al. [45] thoroughly and systematically address future possi-
bilities and research directions in the field of xAI applied to cybersecurity, with a particular
focus on intrusion detection systems that use DL and AI techniques as also discussed
in the article by Geetha et al. [29] The authors highlight how the need for transparency
in decision-making models, often considered “black-box”, is crucial in high-risk sectors,
where wrong decisions could have serious consequences, such as the previously mentioned
healthcare sector. For this reason, the discussion focuses not only on xAI techniques that
can make model choices understandable, but also on the need for user-centered approaches,
able to provide contextually relevant explanations that are easily interpretable by non-
specialists. The authors discuss numerous XAI algorithms and methodologies, both at
local and global levels. Among these, methods such as Local Interpretable Model-agnostic
Explanations (LIME) and anchors offer precise explanations for specific decisions, while
techniques such as decision trees, rule lists, Partial Dependence Plots, and Shapley Ad-
ditive exPlanations (SHAP) provide a more comprehensive view of the decision-making
process of models. The visualizations and numerical measurements reported highlight,
for example, how the analyzed models show particular values of precision. A central
aspect also concerns the dataset used for the analysis; it is not data from a single source,
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but rather a heterogeneous set of publications that highlight current and future trends in
research, with a temporal distribution that underlines the growth of interest in the topic
in recent years. Numerical results, such as the number of articles per database and per
year (with a significant concentration in 2023), reinforce the idea of a rapidly evolving
field. The work does not fail to highlight current challenges and limitations; there is a
widespread lack of standardized metrics to evaluate the interpretability of systems, and a
balance between model complexity, accuracy, and transparency is still difficult to achieve.
At the same time, the need to integrate interdisciplinary approaches involving humanities
and social sciences to better understand the interaction between humans and machines
is highlighted, as well as the importance of developing interactive and hybrid methods
capable of adapting to the needs of a wide range of users. Finally, the authors orient the
future of research in xAI for cybersecurity towards the development of interfaces that
offer clear and effective explanations, increasing user trust and promoting more informed
decisions in environments characterized by high criticality and a continuous evolution of
cyber threats.

While Pawlicki et al. [45] focus on intrusion detection, the article by Lee et al. [46]
addresses the problem of low interpretability of AI systems and xAI used for anomaly
detection in cybersecurity, proposing a framework that supports analysts’ decisions through
clear and targeted explanations. In this context, in fact, the black-box nature of traditional
models makes it difficult to understand the reasons behind a given prediction, especially
when it comes to discriminating between normal situations and attacks. The framework is
based on the generation of “References”, i.e., reference data that, although belonging to the
normal category, are chosen for their similarity with the anomalous data to be interpreted.
This methodology allows for a direct comparison (Feature Value Comparison) between
the target data and the reference data, thus offering intuitive explanations on the detected
anomalies. The system is tested on logs collected in Endpoint Detection and Response
(EDR) environments. These logs contain essential information (such as unique process ID,
parent process data, name, and execution) and are preprocessed using 2-g and hashing
tokenization techniques, generating numerical embeddings of all features. The framework,
composed of an AE model for anomaly detection, showed excellent performances. On an
HWP process classified as an attack, the system recorded a Root Mean Square Error (RMSE)
of about 0.51118 and a p-Value of 0.0704, while a false alarm case showed significantly lower
values (RMSE and p-Value significantly higher and lower than expected, respectively). Such
quantitative differences facilitate the identification of real attacks versus false positives.
The authors point out, however, that the use of the mean in the Mean Square Error (MSE)
could “smooth out” anomalies concentrated in a few features, suggesting the adoption
of specific weights to emphasize such discrepancies. Furthermore, while demonstrating
numerous advantages in reducing false alarms and increasing interpretation effectiveness,
the framework needs further refinements to adapt to different unsupervised learning
models and to address the variability of anomalous patterns.

3.8. Summary of Results

Table 2 summarizes the findings of the discussed works, providing a schematized
representation of each work, the datasets employed, the algorithms used, and the best
results obtained by each study. Works which are only theoretical, and therefore do not
include numerical results, have not been included in the table. For this reason, of the
24 selected works, only 15 have been included in the table. As evidenced, the majority of
works use accuracy as evaluation metric (the only exception is the work by Lee et al. [46]
and the two works on finance by Mishra et al. [18] and Deshpande [28]), allowing for
a mostly uniform comparison of the obtained results. The considered works show a
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consistent accuracy > 90%, with the only outlier being the work by Nabi et al. [34], which
has a much lower 82% accuracy. The majority have shown an accuracy > 97%, with some
even exceeding 99%, such as the works by Becerra-Suarez et al. [37] and the one by Shaukat
et al. [43].

It must be noted that, while in terms of metrics, algorithms can easily be compared, the
different domains of application, and especially the different datasets employed for each
task, could make results not properly comparable. This stems mostly from an imbalance in
dataset size and structure, which consequently renders some tasks more easily solvable
compared to most complex ones. Similarly, datasets with a larger number of features, such
as the KDD Cup 99 and NSL-KDD with their 41 features, enrich the complexity of training,
leading models trained on such datasets to possibly be subject to lower accuracy while also
ensuring a better understanding of the structure of data they have to analyze. However,
given the similarity in results between the majority of analyzed models, we can assume
this problem to be ignorable in this discussion.

At the same time, a precise comparison of the results is unfeasible due to the incompat-
ibility of methodologies, with works focusing on different cybersecurity techniques such as
intrusion detection or cyber attack classification to obtain the same result of strengthening
system security. This difference makes results hardly comparable, as while the metrics
may be coincident (as previously mentioned, accuracy is often the reported metric), they
would derive from vastly different tasks. This heterogeneity is expected due to the various
types of cyber attacks found in the literature, some of which require specific protocols. For
example, attacks directed to AI models through techniques such as data poisoning or model
inversion [44] require data protection algorithms, whereas other types of attacks such as
DoS or phishing would benefit from intrusion detection systems [29] or identification [37].

As some authors considered in their discussion, a considerable problem could instead
be overfitting, closely tied to an apparent high performance of a model, which is, however,
overspecialized in recognizing samples from the training set. For this reason, it could
be argued that many of the near-perfect results obtained by authors could be caused by
overfitting, which is, in some cases, mitigated by the authors themselves through a careful
preprocessing of training data.

As shown in Table 3, the most common category of attacks found in the literature is
intrusion-based attacks. Being the most broad category of attacks, as it includes common
cyber threats such as malware, backdoor and DoS, the majority of analyzed works focus on
intrusion detection as their main scope. Several other attacks, such as phishing, adversarial
attacks or data poisoning, have been studied, but the use of AI in cybersecurity is mostly
directed towards the identification of threats and the classification of attacks, with only a
small fraction of works focusing on topics such as protection and explainability.

To answer our research question, ‘Is AI an effective method to enhance current in-
frastructures’ cybersecurity?’, as our literature analysis proved, AI can indeed help in
the recognition and classification of cyber attacks in the context of Industry 4.0, health-
care, finance, robotics and IoT systems [47], tackling common attacks such as DoS, MitM,
Mirai with accuracies up to 100% over a variety of different ML and DL methods, both
lightweight and more complex. Moreover, the implementation of xAI solutions can aid
sector experts by providing an analysis of the black box of AI algorithms in order to make
it simpler for humans to interact with complex algorithms and verify the efficacy of their
provided results.
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Table 2. Table of the summary of studies included in the review which provided numerical results.
The table includes authors, publication year, dataset used, employed algorithms, and best results
obtained for each study.

Authors Year Dataset Algorithms Best Results

Al-Quayed et al. [24] 2024
WSN-DS (Kaggle data,

attacks on LEACH
protocol)

DT, MLP, AE

DT/MLP: Accuracy
∼99.5%; Autoencoder:

Accuracy 91%, Precision
92%, Recall 91%,

F1-score 91%

Mishra et al. [18] 2023 Cyber Incidents 2005 to
2020

EES+KNN (CS-FSM),
SVM, PCA, LDA,

CPS-IoT, DM, CATRAM

CS-FSM: Data privacy
96.1%, Scalability 97.2%,

Risk reduction 98.7%,
Data protection 95.4%,

Attack avoidance 94.3%

Deshpande [28] 2024 Not mentioned IF + DQN Detection Rate: 93%,
False Positive Rate: 5%

Geetha et al. [29] 2021 KDD Cup 99, NSL-KDD
SVM, KNN, LR, RF;
FNN, CNN, RNN,

DBN, SAE
Accuracy 95–99%

Halbouni et al. [31] 2022 UNSW-IDS15,
CIC-IDS2017

RF, DT, KNN; CNN,
LSTM, AE, DBN

Accuracy > 99% (low
rate of false alarms)

Siva Shankar et al. [33] 2024 NSL-KDD, UNSW-NB15

MLP with fuzzy systems
(GEO-SMPIF with

Golden Eagle
Optimization)

NSL-KDD: Accuracy
99.99%, FPR 0.04;

UNSW-NB15: Accuracy
99.97%, FPR 0.065

Nabi et al. [34] 2024 NSL-KDD
PCA, RP; BayesNet,

Naïve Bayes, J48,
PART, RF

J48: Accuracy 79.1%, FPR
18.5%; PART with RP:

Accuracy 82.0%

Abdullahi et al. [12] 2022 NSL-KDD, KDD Cup 99,
Bot-IoT, AWID

SVM, RF, DT, KNN,
Naïve Bayes; CNN,

LSTM, AE, DBN
Accuracy > 98–99%

Bhandari et al. [35] 2023 IoT-23, Edge-IIoTset
DNN, SVM, RF, DT,
Gradient Boosting,

Naïve Bayes

DNN: Accuracy ∼93%,
F1-score ∼92%;

resources:
band < 30 kb/s, +2%

CPU, memory 0.42 GB
(Jetson) vs. 0.2 GB

(Raspberry Pi), Energy
+13.5%

Becerra-Suarez et al. [37] 2024 CICIoT2023 DNN, LSTM, CNN
CNN: Multi-class

Accuracy 99.10%, Binary
Accuracy 99.40%

Aldhyani et al. [39] 2022 Real dataset on CAN
traffic data CNN + LSTM 3-class Accuracy 97.3%

Obonna et al. [41] 2023

Real dataset from
SCADA plant,

WUSTL-2018, ORNL
Power Grid, TON IoT

IF, KNN, Local Outlier
Factor, LSTM, DT

(’coarse tree’)

Coarse Tree: Accuracy
100%, Training Time

∼0.4549 ms, false alarms
negligible

Shees et al. [42] 2024 Dataset Oak Ridge
National Laboratory

Ensemble: Extra Tree
Classifier, RF, XGBoost;

LR, DT, Bagging
Classifier

Extra Tree: Accuracy
98%; Random Forest and
XGBoost: Accuracy 97%
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Table 2. Cont.

Authors Year Dataset Algorithms Best Results

Shaukat et al. [43] 2020

KDD Cup 99, NSL-KDD,
DARPA, Enron,

Spambase, SMS/Twitter
datasets, VirusShare, etc.

SVM, DT, RF, ANN,
DBN, Naïve Bayes

SVM: Accuracy 99.30%;
Decision Tree: Accuracy

up to 99.96%; DBN:
Accuracy > 97.50%

Lee et al. [46] 2023
Endpoint Detection and

Response (EDR)
system logs

XAI framework based on
AE and reference-based

decision support

RMSE ∼0.51118, p-value
∼0.0704 for attack

detection

Table 3. Table of the summarization of the cyber attacks discussed in each work included in the
review and their main scope of application.

Authors Cyber Attack Main Scope

Polito et al. [20] Data poisoning Identification and prediction

Mohamed et al. [9] Ransomware, IoT attacks, malware,
encrypted threats Intrusion detection

Wazid et al. [21]
Data poisoning, privacy violation,

DoS, malware, spoofing, attacks on
ML, zero-day

Intrusion detection and ML
protection

Radanliev et al. [22] Not specified Cyber diplomacy

Yu et al. [23]
Adversarial attacks, advanced

persistent attacks, malware, data
exfiltration, DoS

Prevention, detection and response

Al-Quayed et al. [24] Blackhole, grayhole,
flooding, scheduling Attack classification

Mishra et al. [18] Malware Protection and identification

Deshpande [28] Not specified Identification and response

Geetha et al. [29] DoS, phishing, malware, SQL
injection, MitM Intrusion detection

Halbouni et al. [31] Intrusion (not specified) Intrusion detection

Siva Shankar et al. [33]

Probing, R2L, U2R, analysis,
backdoor, fuzzers, DoS,

exploits generic, shellcode,
reconnaissance, worms

Intrusion detection

Nabi et al. [34] Intrusion (not specified) Intrusion detection and classification

Abdullahi et al. [12] DoS, DDoS, Probe, R2L, U2R Intrusion detection and classification

Bhandari et al. [35] Not specified Identification

Becerra-Suarez et al. [37] DDoS, DoS, Mirai, recon, spoofing,
brute force, web attacks Identification and classification

Bendiab et al. [38] DDoS, spoofing, malware Intrusion detection and classification

Aldhyani et al. [39] Flood, fuzzing, replaying, spoofing Intrusion detection

Gaba et al. [40] Not specified Identification

Obonna et al. [41] MitM Identification
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Table 3. Cont.

Authors Cyber Attack Main Scope

Shees et al. [42] False data injection attacks Identification

Shaukat et al. [43] Intrusion, spam, malware Intrusion, spam and malware
detection

Teo et al. [44] Data poisoning, model inversion and
membership inference Data protection

Pawlicki et al. [45] Not specified Explainability

Lee et al. [46] Not specified Explainability

4. Discussion
The use of methodologies based on AI and ML offers concrete advantages in the

detection and management of cyber attacks. Numerous studies have reported very high
performances (some approaches exceed 99% accuracy on benchmarks such as NSL-KDD,
UNSW-IDS15, and CICIDS2017) and demonstrated the ability to identify anomalies and
attacks with precision, contributing to a rapid response to security incidents. The use
of advanced algorithms such as deep neural networks, hybrid models integrated with
fuzzy logic, and dimensionality reduction techniques has favored the improvement of
performance in terms of accuracy and reduction in false alarms. ML and DL are equally
used solutions, with Decision Trees and Random Forest being the most frequently used
approach in the literature, while the best results are obtained by DL solutions such as
Convolutional Neural Networks in Becerra-Suarez et al. [37] and Multi-Layer Perceptron
in Siva Shankar et al. [33]. This is a direct consequence of the increased model complexity
of DL solutions, which makes them perform better compared to standard ML techniques,
especially in classification tasks. The employment of AI is mainly aimed at the identification
and classification of cyber threats, especially for what concerns Intrusion Detection Systems,
given the predominance of intrusion-based attacks in the analyzed works, with malware
and DoS being the most common cyberattacks identified in the analyzed works.

However, some common criticalities emerge that limit the adoption and generalization
of these approaches in real-world contexts. A recurring aspect concerns the dependence on
obsolete or highly simplified datasets, such as the KDD Cup 99 and the NSL-KDD, which are
used in several included works (e.g., Geetha et al. [29], Siva Shankar et al. [33] and Abdullahi
et al. [12]), with only a few works such as Aldhyani et al. [39] and Obonna et al. [41] using
datasets constructed from real data. While useful for comparable assessments, such datasets
fail to represent the complexity and dynamics of real cyber environments, especially in the
presence of new types of attacks (e.g., zero-day attacks [48]) and in emerging contexts such
as IoT and smart grids. Moreover, many new attacks tailored directly for AI should also be
included in new datasets, such as model collapse and gradient leakage [49]. The presence
of unbalanced data and the scarcity of samples for some attack classes represents a further
limitation that can compromise the generalization of models [50], as confirmed by works
such as Bhandari et al. [35], which also identifies potential overfitting issues due to class
imbalance. This points to the necessity to work on new, balanced datasets which can make
the already explored models more robust to lesser-known attacks, either via re-training of
the already trained data or by performing fine tuning [51] or transfer learning [52,53] on
the new datasets.

Another shared limitation concerns the high computational requirement, in particular
for DL-based architectures. Many studies (such as Gaba et al. [40] and Geetha et al. [29])
report that, although models achieve excellent accuracy in the training and validation
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phase on benchmark datasets, their real-time use (especially in environments with limited
resources, such as IoT devices or in distributed systems) requires hardware infrastructures
that are not always available or involve high implementation costs. This is typically related
to the high number of model parameters of more complex architectures such as deep neural
networks, which typically results in a high number of Floating Point Operations Per Second
(FLOPS) and memory usage at training and inference time. For this reason, several studies
are moving either towards the reduction of FLOPS [54] or through an increase in speed by
making FLOPS more efficient [55].

The aforementioned problem is correlated to, and highly coincident with, a funda-
mental gap in AI, scalability, which is often acknowledged in the literature. Scalability is
a problem which is often mentioned, with Mishra et al. [18] even providing information
about the increase in scalability with the application of an EES + KNN protocol compared
with standard ML techniques (showing an increase in scalability of up to 18%). However,
usually authors, such as Geetha et al. [29], Bendiab et al. [38] and Gaba et al. [40], note
scalability problems in currently implemented algorithms, especially for what concerns
real-time scalability. While scalability is more tied to performance degradation in the case
of big amounts of data, like is the case in real-time applications, this problem is mostly
coincident with the computational requirement of models. Consequently, the reduction in
model complexity also partially solves the problem of model scalability. However, some
dedicated solutions are also emerging to improve model scalability, such as serverless
computing, especially for what concerns model inference [56].

A related issue is the low interpretability of many solutions based on DL models.
While some argue that the “black box” phenomenon could have its advantages [57], it
undoubtedly limits operators’ ability to understand the reasons behind model decisions, a
critical aspect in the context of cybersecurity where transparency and the ability to explain
any errors are essential for trust and accountability management. This motivates the
recent increase in interest in xAI solutions [58], which can be fundamental in explaining
decisional mechanisms of models and, consequently, to understand where in the models
errors may occur and possibly how to resolve them [59]. Moreover, seeing how some
authors noted the rise of ML-directed attacks in recent years (such as Wazid et al. [21], Yu
et al. [23] and Teo et al. [44]), gaining a better understanding of the algorithms could also
help in the identification of criticalities in models which might be subject to cyberattacks,
allowing us to preemptively strengthen them accordingly instead of focusing on further
defense mechanisms.

At the same time, transparency is closely tied to low interpretability, as a non-
interpretable model consequently has low transparency. Several authors specifically note
the limitations on model transparency, such as Polito et al. [20], Bendiab et al. [38] and
Pawlicki et al. [45], with all of them citing as a solution the introduction of xAI to under-
stand the behaviors of models. For this reason, investing in xAI research is particularly
relevant in order to generate increasingly transparent models which can easily be analyzed
and strengthened with more tailored cybersecurity solutions.

Similarly, it is important to highlight the risk associated with adversarial attacks and
data poisoning, which can compromise the robustness of the system despite the high
declared performance. The rapidly evolving threat landscape also requires continuous
updating of algorithms and the integration of human supervision systems (for example,
with the adoption of “kill switches”, which, however, introduce some vulnerabilities [60])
to ensure that the solutions developed can effectively adapt to ever-changing scenarios.
While Pawlicki et al. [45] and Lee et al. [46] mention the possibility of working towards
adaptive systems through the use of xAI, such steps have not yet been taken. Moreover,
while xAI has proven to be a strong tool against adversarial attacks [61], xAI itself can also
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be employed to enforce adversarial attacks [62], making it an equally useful and dangerous
tool. What emerges, therefore, is that constant human supervision is required in order to
ensure the quality of employed algorithms, which can be easily subjected to decreases in
performance in the case of external malicious intervention.

Surprisingly, quantum-safe techniques are rarely acknowledged, with some of the
only exceptions being Radanliev et al. [22] and Bendiab et al. [38]. In a landscape where
quantum computers are quickly becoming more influential and with an expected rapidly
decreasing cost, it is particularly relevant to focus on solutions to prevent attacks from such
devices. Some emerging solutions in this direction are Post-Quantum Cryptography (POC),
which has the goal of introducing new cryptography algorithms such as lattice-based,
hash-based, and code-based cryptography to reduce the risk of attacks from quantum
computers [63], and Quantum Key Distribution (QKD), which instead aims at identifying
eavesdropping attempts with quantum mechanics and altering the quantum state of the
key if a potential attack has been detected [64]. However, applications of AI to this field
are rarely found in the literature, and while it is acknowledged to be a promising direction,
still lacks scalability protocols and sufficient security [65].

In summary, while on one hand there is great potential in the use of AI to enhance
cybersecurity, which has been evidenced by the selected literature in this review given the
excellent analytical results obtained on several different tasks such as intrusion detection
and threat identification, on the other there are still limitations and open questions related to
data quality, high computational demands, the difficulty in interpreting decisions, and the
need to ensure robustness against emerging threats. These critical issues suggest the impor-
tance of developing hybrid and multidisciplinary approaches, integrating interpretable ML
solutions and human control systems, as well as the need to continuously update datasets
and methodologies to more accurately reflect the real dynamics of cyber environments.

4.1. Future Works

Following from the previously highlighted limitations, several directions for future
developments can be defined. First of all, as previously mentioned, most of the analyzed
studies are based on traditional datasets (such as NSL-KDD, KDD Cup 99, or similar bench-
marks) that, although useful for comparative analyses, do not fully reflect the complexity
and dynamism of real-world scenarios. Therefore, a key direction for future research
consists in the development and adoption of up-to-date datasets representative of the
current dynamics of cyberspace, especially in emerging environments such as the Inter-
net of Things, smart grids and cyber-physical systems. Collecting data from operational
environments, with particular attention to class balance and bias management, would
allow training more robust and generalizable models, as Aldhyani et al. [39] and Obonna
et al. [41] demonstrate. Alternatively, in the impossibility of creating datasets based on real
environments (for example, complex environments or limited quantity of available data),
generative AI could also be employed for the generation of new data samples, a solution
already tested in the medical field [66]. As data created by generative AI is subject to errors
and to the same adversarial attacks commonly evidenced in previously discussed solutions,
however, the preferred direction would still be that of real data collection. Finally, there are
also solutions in the literature for limited-size datasets [67], which could also be a possible
direction in the cybersecurity field.

Another area of urgent improvement concerns the interpretability of DL-based mod-
els. Due to many of the described algorithms operating as “black boxes” (like Halbouni
et al. [31], Pawlicki et al. [45] and Lee at al. [46] highlight), future research should deepen
and integrate xAI methodologies, developing techniques that combine the predictive power
of models with interpretation tools, for example through the use of methods such as LIME,
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SHAP, rule-based or explanatory decision trees [45]. Such an approach would not only
increase operator confidence, but also facilitate error management and response, a crucial
element in security applications. By increasing human supervision of algorithms, it is
possible to intervene in several evidenced critical areas, such as the identification of data
poisoning and adversarial attacks, or tackling overfitting and the effects of class imbalance.
Finally, xAI can also help in the creation of adaptive system which can automatically re-
configure themselves to new, unseen threats without needing human intervention, which
would make attack response faster and consequently improve security. For this reason, in-
vesting in research in xAI is particularly relevant, and should be one of the main directions
to follow.

In parallel, there is a need to address the problem of the high computational demand
typical of DL architectures. The adoption of real-time AI models, especially in resource-
constrained environments such as IoT devices, requires the implementation of lightweight
and distributed solutions. Techniques such as federated learning (as suggested by Bendiab
et al. [38], Shees et al. [42] and Teo et al. [44]), few-shot learning (as highlighted by
Abdullahi et al. [12], and hybrid approaches combining traditional methods and advanced
algorithms (like many authors, such as Al-Quayed et al. [24] and Pawlicki et al. [45],
suggest) could help reduce the computational load, while ensuring a timely and accurate
response to threats. Alternatively, current architectures should be reworked by reducing
the number of operations while keeping constant, or possibly increasing, model accuracy.
A solution could be introducing novel layers, which can dynamically adjust kernel size,
a solution which has already been tested in other domains such as crowd counting [68].
Furthermore, it is necessary to develop actionable and dynamic defense strategies to
counter adversarial attacks and data poisoning phenomena besides human supervision,
thus ensuring greater resilience of AI systems even in complex operational scenarios.

Finally, the described state of the art, as shown by articles such as Radanliev et al. [22],
suggests the importance of a multidisciplinary approach, which combines technical, regula-
tory, and risk management skills. The integration between AI systems, human supervision
(for example through the implementation of “kill switches”, like Polito et al. [20] suggest, or
override mechanisms), and the harmonization of international standards for cybersecurity
(such as ISO/IEC, NIST, or ISA/IEC 62443, as authors such as Al-Quayed et al. [24], Teo
et al. [44] and Radanliev et al. [22] highlight) represents a strategic way to address emerging
threats and foster cyber diplomacy. A close collaboration between researchers, security
professionals, and public policy makers could facilitate the development of integrated
security frameworks, capable of dynamically adapting to the evolutions of the digital
context. In such a context, regulatory systems should aim towards unification, as they
remain mostly heterogeneous both in terms of applications and geographically.

In short, future research should not only focus on algorithm optimization and
dataset updating, but also on investing in transparent, scalable and cyber-attack-resistant
AI models.

4.2. Limitations of the Study

While our study provided a comprehensive analysis of the available literature through
a systematic review process guided by the PRISMA protocol, it is still subject to limitations.
The main one comes from the absence in our study of an analysis of gray literature, which
has not been analyzed. Therefore, relevant studies that are not indexed online may not have
been included in our study, potentially limiting the extent of our review. Similarly, works
not in English and works more recent than April 2025 have been excluded from our study,
further reducing the scope of considered articles. Finally, our research has been conducted
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only through the Google Scholar database, which could have potentially excluded works
from other relevant databases such as Scopus and PubMed.

Due to the subjective nature of the screening process, which while guided by inclusion
and exclusion criteria was a manual process, it is possible that reviewer bias favored
some works compared to others, rendering our literature selection imprecise or subject to
selection bias. Moreover, the results of the included studies were not reproduced, which
makes our analysis only theoretical and based on the results reported by the authors of the
included studies. This causes some limitation in the comparison of metrics, as the majority
of works have been tested on extensively different datasets and domains and are therefore
only partially comparable. Finally, no statistic analysis has been performed on the obtained
results, making it impossible to verify codependency of effects or correlations between the
obtained results.

Our work also limited the scope of applications to only certain domains (industry,
infrastructure, finance). Future reviews could focus on a more complete cross-sectoral anal-
ysis by analyzing if and how AI methods for cybersecurity are applicable to vastly different
domains with different security standards. A statistical analysis was also not performed for
two main reasons. The first is the scoping review framework of our research, which is more
focused on mapping literature and identifying gaps rather than performing a qualitative
synthesis, as confirmed by the PRISMA-ScR checklist. The second is the heterogeneity of
the included works, which makes a uniform comparison unfeasible or heavily subjected to
bias. Future reviews should therefore adopt a systematic review framework or perform a
meta-analysis on a homogeneous subset of the results (e.g., by selecting a single domain of
application) in order to confirm the results found in current literature.

5. Conclusions
In this review, we explored the use of AI in cybersecurity, focusing on critical and

emerging sectors such as Industry 4.0, IoT, Blockchain, Finance and Smart Grids. The
analysis involved 24 studies selected with rigorous criteria, which compared various ML
and DL algorithms, including Support Vector Machine, Random Forest, Decision Trees,
K-Nearest Neighbors, CNN, RNN, LSTM, Autoencoder, and hybrid approaches integrated
with fuzzy logic, evaluating their applicability in intrusion detection, endpoint protection,
anti-phishing and network resilience.

The overall results highlight promising performances, with frequently high accuracies
(often over 95–99% on classic benchmarks such as NSL-KDD, KDD Cup 99, UNSW-IDS15,
and CICIDS2017) and a significant ability to identify anomalies and modulate responses
to attacks. The most commonly used algorithms are DT and RF, while the best results
are obtained by CNN and MLP. The most common use of AI in cybersecurity is for IDS
and attack classification, with the most frequent cyberattacks identified being malware
and DoS. The excellent analytical results found in the literature confirm that the answer
to our research question, ‘Is AI an effective method to enhance current infrastructures’
cybersecurity?’, is affirmative. However, significant critical issues have emerged related
to the use of sometimes obsolete or highly simplified datasets, the high computational
requirement of DL models, and the poor interpretability of “black box” solutions. These
aspects limit the generalizability of the solutions, especially in real operational scenarios
characterized by complex dynamics and limited computational resources.

The future lines of research that emerge from this study are crucial to overcome
these limitations, and are highlighted in Figure 3. First, the development and adoption of
updated datasets representative of the real dynamics of cyberspace is essential, especially
in emerging environments such as IoT, smart grids, and cyber-physical systems. These
datasets should also ensure better management of imbalances and biases, thus allowing
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more robust and generalizable training of the models, while also including more recent
cyberattacks that have emerged in a new landscape of threats such as identity theft. In
parallel, it is necessary to invest in the development of xAI techniques, employing methods
such as LIME, SHAP, and explanatory rule-based approaches to make model decision-
making processes transparent and easily interpretable, strengthening operator trust and
facilitating error management. Currently, many algorithms operate as a ‘black-box’, while
clear interpretability of the models will greatly improve the quality of human intervention
in current frameworks by highlighting which sections of the model and which parameters
have the most impact on the results and where to intervene to improve it or strengthen it.

Figure 3. Timeline for future research in AI for cybersecurity.

Another aspect concerns the need to optimize models for real-time implementation, es-
pecially in contexts with limited resources. The application of lightweight solutions, such as
federated learning, few-shot learning, and hybrid approaches that combine traditional
techniques and advanced algorithms, can help reduce the computational load without
compromising accuracy. The reduction of computational latency can greatly strengthen
the security of systems by allowing immediate intervention against cyber threats, and the
aforementioned techniques can work in this direction by promoting collaborative parallel
learning, thus reducing the individual computational load (federated learning), or by re-
ducing training samples to make the model faster (few-shot learning). At the same time, it
is essential to develop defense strategies against adversarial attacks and data poisoning
phenomena, thus ensuring the robustness and reliability of AI systems even in complex
and dynamic scenarios. This is particularly relevant as direct attacks to AI models used
to enforce security might generate openings for further attacks or heavily compromise
the protection of cyber systems. At the same time, a special focus should be placed on
quantum-safe techniques such as POC and QKD, as the rise in quantum computing could
easily disrupt currently existing techniques.

Finally, the cybersecurity landscape requires a multidisciplinary approach that inte-
grates technical, regulatory, and risk management skills. The fundamental step to follow
should be the integration of AI systems, human supervision, and the harmonization of
international standards while guaranteeing a unification of the already existing regulations
to strengthen cyber diplomacy. Examples of the integration between AI and humans would
be with the introduction of “kill switches” or override mechanisms.

In summary, while on the one hand the use of AI in cybersecurity offers clear advan-
tages in terms of precise detection and rapid response to attacks, on the other hand, there
is still the need to overcome critical issues related to datasets, computational efficiency,
and model interpretability. The future directions outlined in this work provide concrete
ideas to further enhance the effectiveness of AI-based solutions, ensuring more scalable,
transparent, and resilient systems for the evolution of cyberspace.
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