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Abstract

Cybersecurity relies heavily on warning systems to regulate user behavior under uncer-
tainty. These warnings (ranging from browser security dialogs to phishing alerts and
enterprise security notifications) do more than convey information: they may alter the
conditions under which users select, avoid, verify, report, or override security-related
actions. When combined with feedback, they may also contribute to calibrated reliance
and safer behavior over time. However, existing research remains fragmented across
usable security, human—computer interaction, and safety-related decision-making, and
is largely focused on short-term outcomes. As a result, limited attention has been given
to how cybersecurity warnings function as risk-control and learning mechanisms within
safety-relevant socio-technical systems. This scoping review maps how empirical stud-
ies have examined cybersecurity warning systems in relation to behavioral adaptation,
trust calibration, and risk regulation, and whether they assess persistence, transfer, or
learning over time, identifying recurring design patterns, critical trade-offs, and structural
gaps. Following PRISMA-ScR 2018 guidelines, we searched major multidisciplinary and
domain-specific databases, with no time frame limits, for empirical studies that examined
cybersecurity warnings in relation to learning-relevant behavioral, cognitive, or perfor-
mance outcomes. Seventeen studies met the inclusion criteria; this number reflects the
review’s focused conceptual scope rather than the size of the cybersecurity-warning liter-
ature as a whole. Eligible studies included experimental, quasi-experimental, field, and
mixed-method designs, but no included study assessed persistence or transfer over time.
Data extraction focused on warning characteristics, learning and trust mechanisms, user
behavior, and security outcomes. Across the included studies, research primarily evaluates
immediate responses, such as clicks, choices, response time, and classification accuracy,
whereas comprehension and corrective feedback are infrequently assessed, trust calibration
is never formally measured, and persistence or transfer over time is assessed in none of
the included studies. On this basis, the review proposes a learning-oriented framework for
evaluating cybersecurity warnings beyond short-term compliance, emphasizing feedback,
calibrated reliance, risk-regulation responses, and direct tests of maintenance and transfer
over time.

Keywords: cybersecurity warnings; security alerts; behavioral adaptation; trust calibration;
risk regulation; warning design; usable security; human factors; socio-technical systems;
safety-relevant learning
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1. Introduction

Cybersecurity depends not only on the robustness of technical infrastructure or the
effectiveness of automated detection systems, but also on the ability of users and operators
to interpret risk signals and act safely under conditions of uncertainty. Cybersecurity
concerns not only the integrity of networks but also the observable actions of users and
operators, such as selecting, avoiding, verifying, reporting, delaying, or overriding security-
related actions under uncertainty [1]. This centrality of the human factor emerges in many
cybersecurity contexts, especially when the system cannot directly impose a single response
and instead requires the user to evaluate a risk signal. Phishing is a particularly clear
example of this dynamic, as it represents a primary channel of compromise because it
requires the user to decide whether or not to trust content that the system may flag as
suspicious but cannot always definitively block [2].

Such decisions are often made under time pressure, with attention divided among
multiple tasks. Chowdhury et al. [3] show that time pressure can lead to less deliberate
responses, with potentially negative effects on safety. Cybersecurity knowledge should
therefore be treated as a necessary but insufficient condition for secure behavior. It can help
identify vulnerability profiles, but secure action depends on the task context, the user’s
prior history, the available warning cues, response costs, feedback conditions, and the
consequences arranged for secure and insecure responses [4]. This point emerges partic-
ularly clearly in experimental studies that have used phishing detection as a test context
to investigate the interaction between users and automated decision-support systems: an
explicit description of the system’s reliability is not necessarily sufficient to guide behavior,
whereas experience and feedback have a more direct impact on the calibration of user
trust and response [5,6]. From a safety science perspective, cybersecurity warnings are risk
communication and control devices embedded in human-machine interaction. They are
deployed in organizations and critical services where failures can escalate into operational
disruption, financial losses, and compromised confidentiality. This makes warning design
and evaluation relevant not only for usable security, but also for safety management in
socio-technical systems. Similarly, when warnings do not align with users’ perception of
risk or the logic of the task, users could deliberately ignore them, believing that they do not
truly apply to the specific situation [7,8]. From this perspective, security knowledge alone
is not sufficient to explain behavior in risky situations, neither for ordinary users nor for
expert operators. For non-experts, safety decisions depend not only on what they know,
but also on how risk is interpreted [9], how capable they feel to act [10], and how safety
cues fit the task at hand [7].

Consistently, current warning design recommendations do not seem to fully address
why non-experts choose not to protect themselves [10]. The most recent literature considers
security knowledge a useful indicator of vulnerability, capable of distinguishing different
risk profiles, but not an exhaustive predictor of safe behavior. Tempestini et al. [11] and
Di Nocera et al. [4] suggest that knowledge of cyber-threats is relevant for understand-
ing differences among users, but this does not automatically translate into the ability to
adopt appropriate responses in real-world situations. These results are consistent with
the findings of Kelley and Bertenthal [12], who found that security knowledge alone does
not reliably explain users” actual behavior, which is instead influenced by attention to
security indicators, familiarity with the site, and task-induced psychosocial stress. For
example, a user may know that suspicious links should not be opened, but still click when
the warning is generic, interrupts an urgent task, or does not explain which element of
the message makes the action risky. Even in cyber defense contexts, however, managing
uncertainty remains a structural part of human work: defenders must monitor numerous
alerts, identify potential intrusions, and make decisions under time pressure, sometimes
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interrupting legitimate activities to protect the network [13]. Consistently, Gay et al. [14]
show that, in human—machine teaming contexts, the quality of the response depends on the
combination of warning signals, the presence or absence of an attack, and the operational
context. From this perspective, cybersecurity appears as a problem of human decision-
making, spanning both the experience of the ordinary user and specialized defense contexts.
In these processes, uncertainty becomes visible within interfaces through risk signals, such
as warnings, alerts, and visual security indicators, which accompany and guide users’
decisions in real time. Cues do not eliminate uncertainty, but they can make it manageable,
guiding the interpretation of the situation and influencing both the speed and quality of
the response [2,8,15]. Decision effectiveness therefore depends not only on the accuracy of
the available information, but also on how that information is presented, perceived, and
integrated during the task.

Security warnings are discrete notifications designed to alert users to a threat and
prompt protective action; compared with other security messages, they are distinguished
by their immediacy and strong relevance to the task at hand [16]. This makes warnings a
privileged case for usable security research, because they expose the point at which interface
design, risk communication, and user behavior converge. Their function, however, should
not be limited to conveying information about risk; rather, they operate as antecedent
conditions that may guide the user’s action by making some responses, such as avoiding,
verifying, reporting, or proceeding, more likely in a specific context. In this sense, they
operate as risk-regulation interfaces through which the technical system makes a threat
visible while leaving the final decision to the user. From this perspective, warnings should
not be conceived simply as nudges capable of guiding immediate behavior, but as potential
support for the gradual acquisition and maintenance of safe response strategies [17]. Al-
though warnings intervene at the moment of choice, durable behavior change is unlikely to
depend on antecedent signaling alone. Durable and flexible behavior change is more likely
when users contact programmed consequences for their actions, for example through cor-
rective feedback, confirmation of threat validity, or information about the adequacy of their
response [18]. From a behavior-analytic perspective, warnings are better understood as
antecedent stimuli or rule-like prompts that specify or signal possible contingencies. They
support the selection and consolidation of safer responses only when they are embedded
in contingencies that include consequences, such as feedback about response accuracy or
threat validity. Cybersecurity warnings do not always operate in life-critical environments,
but they mediate decisions in which inappropriate responses may expose individuals or
organizations to significant consequences, including loss of valuable assets, unauthorized
system access, loss of confidentiality, fraud, identity theft, stolen credentials, phishing,
and eavesdropping [9,19]. Their safety relevance lies at the boundary between technical
risk detection and human action. Warnings communicate risk and indicate how to avoid
hazards [9]. They require users to decide whether to adhere or to proceed despite the
risk [8], and they may fail when they do not match users’ perceived threat model or task
context [7]. Cybersecurity warnings can therefore be designed and evaluated as compo-
nents of safety-relevant learning environments. Through repeated exposure, explanation,
feedback, and design variation, they may help establish more accurate discrimination of
threat cues, more appropriate reliance on alerts, and safer responses that persist beyond
the prompt itself. Warning systems, therefore, do not merely influence the immediate
response to an alert; they operate across at least three interrelated dimensions. First, they
may occasion behavioral adaptation, understood here as the observable adjustment of
users’ or operators’ behavior in response to a warning at the moment of decision. This
includes actions such as clicking, avoiding, classifying, reporting, overriding, or modifying
a security-related behavior. Although repeated exposure may also produce learning or
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habituation over time, the present review primarily uses behavioral adaptation to refer
to short-term, warning-occasioned behavioral adjustment. Second, they may contribute
to calibrated reliance when users’ responses vary systematically with the reliability of the
signal and of the system that produces it. Experience, feedback, false positives, and false
negatives can foster both proportionate trust and forms of distrust or overreliance [5,6,14].
Third, warnings play a role in risk regulation within socio-technical systems, because they
do not merely signal danger but intervene at the moment the technical system makes a
threat visible and guides the user’s decision, altering response costs, available cues, and
the probability of observable protective actions, such as verifying, blocking, reporting,
delaying, or choosing a safer alternative [2,8,9]. This distinction also requires clarifying the
respective meanings of compliance and learning. Compliance refers to the emission of the
response recommended by the warning in the current interaction. Learning, by contrast,
refers to a change in the probability, accuracy, or flexibility of future responses when similar
or partially novel risk conditions are encountered, especially when such change is observed
after repeated exposure, after feedback, or when the original warning is absent, less salient,
or presented in a different context. For example, a user who closes a phishing email after
a warning has complied; a user who later detects a structurally similar phishing attempt
without relying on the same warning has shown evidence of learning or transfer. Warnings
are therefore not limited to signaling immediate danger. They can also contribute to the
progressive development of the repertoires through which users interpret and cope with
uncertainty.

This scoping review aims to map how the empirical literature has studied warning
systems, with a particular focus on the three dimensions described. The objective is to
identify which contexts, methods, outcomes, and design strategies have been most ex-
tensively investigated and where any limitations may lie. The review therefore aims to
clarify whether and how the empirical literature has studied the relationship between
warning systems and behavioral adaptation, how they model trust calibration with respect
to the signal and the system that produces it, and how they contribute to risk regulation
in different usage contexts. On this basis, it aims to synthesize the available evidence and
identify design trade-offs, structural gaps, and lines of development useful for a more
integrated conceptual framework for evaluating warning systems as potential components
of safety-relevant learning environments. This focus is consistent with a broader critique of
usable security research, which has often remained centered on interface comparison and
short-term usability outcomes, while paying limited attention to the behavioral processes
through which users acquire, maintain, or abandon secure practices [20]. Existing reviews
have mapped adjacent areas, including usable security, cybersecurity user experience, and
cybersecurity nudging [18,20-22]. However, they do not specifically examine cybersecurity
warnings as potential mechanisms through which users learn to interpret risk signals,
calibrate trust in alerts, and regulate behavior under uncertainty. The present review con-
tributes to safety science by treating cybersecurity warnings as socio-technical risk-control
mechanisms rather than as isolated interface features. From this perspective, warnings are
comparable to other safety-relevant signals used in complex systems: they make risk visible,
guide action under uncertainty, and influence how users calibrate trust in automated or
semi-automated decision-support systems. This framing is particularly relevant for digital
environments in which unsafe responses may produce organizational disruption, unautho-
rized access, loss of confidentiality, or cascading operational consequences. It also connects
to long-standing human-factors work on alerting and automation, in which operators’
responses to signals of varying reliability are analyzed through signal detection theory
(SDT) and through models of appropriate reliance on automation [23-26]. By examining
cybersecurity warnings in terms of behavioral adaptation, trust calibration, and risk regu-
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lation, the review extends warning research beyond short-term compliance and situates
cybersecurity within the broader study of human decision-making, risk communication,
and safety management in socio-technical systems.

Within this framework, a cybersecurity warning is not treated as a learning mechanism
by itself. It is treated as an antecedent or rule-like stimulus that may occasion a class of
security-related responses. Evidence of learning requires changes in later responding,
especially when feedback has been provided, when the warning is absent or less salient, or
when similar risks appear in new contexts.

2. Materials and Methods

This scoping review was conducted in accordance with the PRISMA-ScR guide-
lines [27]. The complete PRISMA-ScR 2018 Checklist is provided in Supplementary Materi-
als (Table S1).

2.1. Eligibility Criteria
We focused on peer-reviewed empirical studies that use warnings as a recognizable

element of the interfaces, interventions or experimental procedures in digital security
contexts and that include an explicit behavioral emphasis on user actions or decisions.

2.1.1. Inclusion Criteria

1. Security domain: The article must explicitly address cybersecurity, such as in the
context of phishing, malware, password security, authentication, safe browsing, fraud-
ulent emails, social engineering, data protection, or other cyber risks.

2. Inclusion of an explicit warning or alert: The study must include the presentation of
an explicit warning, alert, cautionary message, or risk signal directed at the user.

3.  Empirical evaluation: The study had to report at least one behavioral, cognitive, or
performance outcome. Behavioral outcomes included clicks, avoidance, reporting,
choices, adoption of protective actions, reaction time, or accuracy. Cognitive outcomes
included comprehension, risk perception, attention, recall, or awareness, but were
coded as learning-relevant only when linked to action or response change.

4. User involvement: The study must involve human users interacting with warnings
or alerts or evaluate their responses to such signals in a context of learning, training,
instruction, or use.

2.1.2. Exclusion Criteria

1.  Lack of relevance in the cybersecurity domain: Studies related to safety in digital
environments in a general sense, but not specifically to cybersecurity or IT security.
For example, studies on online well-being, content moderation, perceived privacy or
general online safety not related to explicit cyber threats will be excluded.

2. Absence of explicit warning: Studies that address cybersecurity without including an
explicit warning or alert directed at the user.

3. Purely technical studies: Studies that focus exclusively on technical aspects, such as
detection algorithms, automatic classification, filtering systems, or security architec-
tures, without direct user involvement and without evaluating how users interact
with warnings or alerts.

4. Lack of empirical data and lack of implementation or evaluation: Theoretical or con-
ceptual articles, opinion papers, reviews, position papers, frameworks, or guidelines
that do not present original data; or studies that describe warnings, systems, or inter-
ventions solely at the design or conceptual level, without concrete implementation,
user presentation, or empirical evaluation.
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2.2. Information Sources, Research Strategy and Selection Process

The search was conducted on 10 April 2026 in Scopus, APA PsycInfo, IEEE Xplore and
the ACM Digital Library using the query reported in Table 1. The wildcards were used to
capture different forms of terms. The query was translated and applied consistently across
databases. No time frame limits or additional semantic filters were applied, in order to
avoid an overly restrictive selection. Records from IEEE Xplore, the ACM Digital Library,
and APA PsycInfo showed substantial overlap with Scopus. After merging all database
exports and removing duplicates, 21 records were unique to the non-Scopus databases.

The search strategy deliberately included terms related to learning, training, instruc-
tion, and education. This decision constitutes the central eligibility criterion for the review.
Since our question concerns whether and how warnings have been studied as mechanisms
supporting behavioral adaptation, trust calibration, and risk regulation, studies that evalu-
ate alerts purely as interface artifacts, without any behavioral, cognitive, or performance
outcomes related to user response, fall outside this scope. A broader search that omitted
terms related to learning, training, and education would have mapped a different and
largely already examined literature on the usability of alerts and visual design [18,20-22],
which we did not intend to replicate.

The objective of this review is instead to identify empirical studies in which warning
systems could be examined as mechanisms supporting behavioral adaptation, trust calibra-
tion, and risk regulation. In line with the framing of warnings as potential components of
safety-relevant learning environments, the search prioritized studies in which alerts were
associated with behavioral, cognitive, or performance outcomes, rather than studies that
treated alerts solely as static interface elements. This boundary enhances the conceptual
coherence of the review but also introduces a potential limitation: relevant studies on the
usability of alerts or visual design may have been excluded if they did not use terminology
related to learning, training, instruction, or behavioral change.

The resulting corpus of studies should therefore be read as a focused map of a con-
ceptually delimited body of work rather than as an exhaustive survey of research on
cybersecurity alerts. All screening counts reported in Figure 1 refer to the records retrieved
through the final search strategy. From the 341 unique records identified, 58 were ex-
cluded because they did not meet the peer-review criterion: 7 book chapters, 7 doctoral
dissertations, 1 letter, 1 note, 1 short survey, and 41 conference reviews. This resulted
in 283 eligible peer-reviewed records to be screened for eligibility, including 134 journal
articles, 142 conference papers, and 7 reviews.

During title and abstract screening, records were excluded according to a hierarchical
coding procedure. When a record met more than one exclusion criterion, it was assigned to
the first applicable category in the following order: lack of relevance to the cybersecurity
domain, absence of an explicit warning or alert directed at the user, purely technical focus,
lack of empirical data, implementation or evaluation. Potentially eligible records were then
examined in full text to confirm the presence of an implemented user-directed warning or
alert, empirical user involvement, and extractable behavioral, cognitive, or performance
outcomes. Based on this procedure, 91 records were excluded because they addressed
security domains other than cybersecurity, such as construction security, cyberbullying, or
environmental security. A further 125 records were excluded because they did not include
an explicit warning or alert directed at the user. A total of 48 records were excluded because
they focused exclusively on technical aspects, such as detection algorithms, automatic
classification, or filtering systems. Two articles were excluded because they did not meet
the inclusion criterion of user involvement and presence of explicit warning directed at
the user. Inter-rater reliability for article inclusion/exclusion decisions was assessed using
Cohen’s kappa. Agreement between reviewers was substantial to almost perfect: Reviewer
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1 vs. Reviewer 2, k = 0.77; Reviewer 1 vs. final decision, k = 0.88; Reviewer 2 vs. final
decision, k = 0.89. Discrepancies in inclusion/exclusion decisions were resolved through

discussion and consensus among the reviewers.

Identification

Screening

Included

Identification of studies via databases and registers ]

Records identified from:
Databases (415):
Scopus (321)

IEEE Xplore (71)
ACM Digital Library (9)
PsycINFO (14)

A 4

Records screened
(n = 341)

h

Reports sought for retrieval
(n=283)

A4

Reports assessed for eligibility
(n=283)

A4

Studies included in review
(n=17)

Reports of included studies
(n=17)

v

Records removed before
screening:
Duplicate records removed
(n=74)

Records excluded
(n =58)

Reports not retrieved
(n=0)

Reports excluded:
Non-cybersecurity domain
(n=91)

No explicit warning (n = 125)
No user interaction (n = 48)
Did not meet inclusion criteria
(n=2)

Figure 1. PRISMA flowchart for identification, screening, eligibility, and inclusion.
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Table 1. Search queries. Note. * indicates truncation (wildcard) to retrieve all terms with the same word stem.

Database

Search Query

Date of Last Search

Records Identified

Scopus

(ABS ((cyber * OR digital)) AND ABS ((securit * OR safety OR attack
* OR incident * OR breach * OR threat *)) AND ABS ((warning * OR
alert *)) AND ABS ((experiment * OR evaluation * OR test * OR
survey *)) AND ABS ((train * OR learn * OR instr * OR educat *))
AND ((user * OR subject * OR participant *)))

10 April 2026

321

IEEE Xplore

(“Abstract”:cyber * OR “Abstract”:digital) AND (“Abstract”:securit *
OR “Abstract”:safety OR “Abstract”:attack * OR “Abstract”:incident
* OR “Abstract”:breach * OR “Abstract”:threat *) AND
(“Abstract”:-warning * OR “Abstract”:alert *) AND
(”Abstract”:experiment * OR “Abstract”:evaluation * OR
“Abstract”:test * OR “Abstract”:survey *) AND (“Abstract”:train *
OR “Abstract”:learn * OR “Abstract”:instr * OR “Abstract”:educat *)
AND (“Abstract”:user * OR “Abstract”:subject * OR
“Abstract”:participant *)

10 April 2026

71

ACM Digital Library

[[Abstract: cyber *] OR [Abstract: digital]] AND [[Abstract: securit *]
OR [Abstract: safety] OR [Abstract: attack *] OR [Abstract: incident
*] OR [Abstract: breach *] OR [Abstract: threat *]] AND [[Abstract:
warning *] OR [Abstract: alert *]] AND [[Abstract: experiment *] OR
[Abstract: evaluation *] OR [Abstract: test *] OR [Abstract: survey
*]] AND [[Abstract: train *] OR [Abstract: learn *] OR [Abstract: instr
*] OR [Abstract: educat *]] AND [[Abstract: user *] OR [Abstract:
subject *] OR [Abstract: participant *]]

10 April 2026

PsycINFO

AB (cyber * OR digital) AND AB (securit * OR safety OR attack * OR
incident * OR breach * OR threat *) AND AB (warning * OR alert *)
AND AB (experiment * OR evaluation * OR test * OR survey *) AND
AB (train * OR learn * OR instr * OR educat *) AND AB (user * OR
subject * OR participant *)

10 April 2026

14
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2.3. Data Charting Process

Data charting was conducted on the final set of included articles using a structured
Excel extraction sheet. The data charting form was developed to collect both bibliographic
information and variables relevant to the review objectives. Specifically, for each included
article, we extracted authors, title, year, type of design, setting, number of participants,
participant expertise, warning type, warning timing, explanation, specificity, user compre-
hension, interruption, threat type, recommended action, warning adherence response, and
generalization. In addition, three outcome dimensions were charted: behavioral adapta-
tion, trust calibration, and risk regulation. For each dimension, we recorded whether the
outcome was empirically assessed in the study. When an outcome was assessed, we further
classified the direction of the reported effect.

To reduce ambiguity in data charting, the three focal dimensions of the review were
operationalized before synthesis. Table 2 reports the definitions used to determine whether
behavioral adaptation, trust calibration, and risk regulation were assessed in each included
study. Because the review focused on warnings as potential learning mechanisms, we also
coded whether studies provided evidence of generalization or persistence over time. These
categories were not treated as mutually exclusive: a single study could assess more than
one dimension when its design and outcome measures allowed it.

The four outcome dimensions (behavioral adaptation, trust calibration, risk regulation,
and generalization/persistence) were coded against the operational definitions specified a
priori in Table 2. Coding was performed by one reviewer and verified in full by a second
reviewer against the same definitions, with all disagreements resolved by consensus.

2.4. Data Items

A structured Excel spreadsheet was used to record bibliographic information, study
design, setting, sample size, participant expertise, warning type, warning timing, explana-
tion, specificity, user comprehension, interruption level, threat type, recommended action,
warning adherence response, behavioral measures, and generalization. The criteria re-
ported in Table 2 were then applied to determine whether each study assessed behavioral
adaptation, trust calibration, risk regulation, and generalization or persistence over time.
For each assessed dimension, we recorded whether the evidence was based on statistical
inference or on descriptive or qualitative observations and classified the direction of the re-
ported effect as improvement, worsening, no change, variable, or unclear. These directional
codes summarize the effect as reported in each primary study; because the studies differ in
design, sample, setting, and evidentiary basis, and were not appraised for methodological
quality, the codes are not validated or mutually comparable effect estimates and should be
interpreted in light of these study features.

2.5. Critical Appraisal of Individual Sources of Evidence

No formal critical appraisal of the included sources of evidence was conducted, as the
aim of this scoping review was not to determine the effectiveness of specific interventions
or to exclude studies based on methodological quality. Rather, the review sought to map
empirical evidence on how cybersecurity warnings are used and studied as potential
learning mechanisms, with particular attention to behavioral adaptation, trust calibration,
and risk regulation over time. Accordingly, the synthesis prioritized the identification
of warning characteristics, outcome domains, and conceptual patterns emerging from
the literature.
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Table 2. Operational coding framework for outcome dimensions. Note. The operational definitions are intentionally conservative. Trust calibration was coded as assessed only
when the study design allowed reliance to be evaluated against the actual reliability of the warning (e.g., true- vs. false-alert conditions); risk regulation only when a managed-risk
strateqy beyond a binary response was observable (verification, seeking information, delaying, blocking, reporting, or choosing a safer alternative). These thresholds prevent the

over-coding of subjective trust ratings or generic compliance as evidence of calibration or requlation, keeping each code tied to observable, design-supported evidence.

Operational Definition

Eligible Indicators

Non-Eligible Indicators

Coding Decision

Behavioral adaptation

Observable adjustment of users’ or
operators’ behavior in response to a
cybersecurity warning or alert at the
moment of decision.

Clicking or not clicking a link;
proceeding or not proceeding after a
warning; avoiding a suspicious
action; classifying an email, website,
or alert as safe or unsafe; reporting a
suspicious message; overriding or
complying with a warning; changes
in response accuracy, response time,
or decision quality when directly
linked to warning exposure.

General attitudes toward
cybersecurity; perceived usefulness
or clarity of the warning without an
observed or intended behavioral
response; cybersecurity knowledge
scores alone; awareness or
comprehension measures not linked
to action.

Coded as assessed when the study
included an explicit behavioral or
intended behavioral measure related to
the user’s response to the warning. The
direction of the effect was coded as
improvement, worsening, no change,
variable, or unclear according to the
reported findings.

Trust calibration

Alignment between the user’s or
operator’s reliance on the warning
and the actual reliability or validity of
the alerting system.

Differential responses to true alerts
and false alerts; sensitivity to
warning reliability; appropriate
reliance on valid alerts; reduced
overreliance on false positives;
reduced underreliance on true
positives; behavior across hit, miss,
false alarm, or correct rejection
conditions.

General trust ratings not linked to
objective alert reliability; perceived
credibility of the warning without
true/false alert conditions;
satisfaction with the system;
self-reported confidence without
evidence of alignment between
response and warning validity.

Coded as assessed only when the study
design allowed evaluation of whether
responses varied according to the
actual reliability or correctness of the
warning. If trust was measured only as
a subjective attitude, but not as
alignment with warning reliability,
trust calibration was coded as not
assessed.

Risk regulation

Observable strategy through which
users or operators manage, reduce,
verify, or control cyber risk after
receiving a warning.

Verifying a suspicious message, link,
website, attachment, or alert; seeking
additional information; delaying
action; blocking a threat; reporting a
suspicious email or incident;
choosing a safer alternative;
modifying the course of action to
reduce exposure to risk.

Simple click/no-click responses
when no risk-management strategy
can be inferred; generic compliance
with a warning without evidence of
verification, reporting, blocking, or
other regulatory action; perceived
risk without observable management
of that risk.

Coded as assessed when the study
provided evidence that the warning
influenced how participants managed
the risk situation, beyond a binary
response. When the study measured
only immediate compliance or
avoidance without further indication of
risk-management strategy, risk
regulation was coded as not assessed.

Generalization or persistence over
time

Evidence that the effect of the
warning extends beyond the
immediate interaction in which it is
presented.

Follow-up assessments; repeated
exposure designs assessing change
over time; transfer to new threats,
interfaces, tasks, or contexts;
persistence of safer behavior after
warning removal; longitudinal
measures of habituation, learning, or
decay.

Single-session responses; immediate
post-warning behavior; one-time
judgments; claims of learning based
only on immediate compliance.

Coded as assessed when the study
evaluated whether behavioral change
persisted over time or transferred to
different contexts. Otherwise, effects
were interpreted as immediate
responses to

warning exposure.
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2.6. Synthesis of Results

Charted data were summarized descriptively and narratively. Study characteristics,
warning features, and outcome domains were organized in tables to provide an overview of
the included evidence. Warning-related variables were compared across studies to identify
recurring patterns in warning design, timing, specificity, explanation, interruption level,
and recommended action. Outcomes related to behavioral adaptation, trust calibration,
and risk regulation were synthesized narratively by describing whether they were assessed
and the direction of the reported effects.

3. Results

Overall, 17 studies met the inclusion criteria and were included in the final synthesis
(Tables 3 and 4). Throughout this section, findings are reported descriptively: we summa-
rize what each study measured and the direction of the reported effects, without inferring
causal relationships between warning characteristics and outcomes. Together, these de-
scriptive patterns provide an overview of the existing evidence and identify issues relevant
to the design and evaluation of cybersecurity warnings. Some included studies did not
directly assess the focal dimensions as operationalized in this review, despite meeting the
broader eligibility criteria. Rather than excluding these studies post hoc, we retained them
because their inclusion serves a specific mapping function: they document the extent to
which warning research evaluates outcomes, such as perceived clarity, intended behavior,
threat appraisal, or usability, that fall outside the behavioral adaptation, trust calibration,
and risk regulation framework proposed here. Their presence in the synthesis is therefore
not incidental but constitutive of one of the review’s central findings, namely that the
empirical literature has not yet systematically studied cybersecurity warnings as potential
learning mechanisms, even in studies specifically designed to evaluate user responses
to warning systems. A descriptive analysis of the included studies by level of expertise
revealed that the majority of studies focused on general users, while a minority targeted
cybersecurity professionals [28-30]; only one study involved a mixed sample [31]. The
studies are predominantly based on experimental methodologies; even in cases where
mixed methods are used, these still include an experimental procedure [28,31-33]. In these
studies, responses to warnings are primarily measured through immediate behavioral met-
rics such as clicks, choices, and response time. Clicks capture interaction with potentially
risky content. Choices capture the decision outcome or decision quality. Response time
captures how quickly participants react to the warning or implement a protective action.

Among the outcomes considered, behavioral adaptation is the most frequently inves-
tigated dimension. It is not measured with the same level of evidence across all studies:
in some cases, it is supported by statistical analyses [2,12,16,28,30,31,34], while in oth-
ers it is inferred exclusively from descriptive or qualitative observations [32,35,36]. The
studies report mixed results. In some cases, exposure to the warning is associated with
improved behavior [2,28,30,32,35], for example by demonstrating greater accuracy in de-
tecting threats [28,30] or reduced susceptibility to phishing and malicious content [2,32]. In
other studies, however, the effects are variable [12,36], non-significant [34], or indicate a de-
terioration in behavioral response [16,31]. This overview shows that behavioral adaptation
is widely considered but does not follow a uniform pattern across the included studies. The
following synthesis is descriptive and exploratory. The review does not allow causal con-
clusions about the superiority of a specific warning format. Across the included studies, no
consistent pattern links a single warning characteristic to safer behavior. Instead, outcomes
vary by context, task constraints, user expertise, and how warning information is integrated
into decision-making. With regard to the type of warning used, behavioral adaptation
outcomes appear nonspecific: that is, they do not seem to depend systematically on the
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mode of presentation of the warning, but vary even within similar formats. For example,
email warnings/banners are associated with positive outcomes in some studies [2,32], but
do not in themselves guarantee improvement. Similarly, dashboards/enterprise alerts are
associated with behavioral improvements in some cases [28,30], while in others behavioral
performance is not directly assessed or does not show changes clearly attributable to the
alert format [29,37]. Other modalities, such as browser dialogs [12,31,38], pop-ups [16],
embedded/in-context warnings [34,39], or sonifications [33], show mixed and not directly
comparable outcomes. Overall, therefore, the type of warning helps describe the format
of the intervention, but does not seem to explain the direction of behavioral adaptation
on its own. Regarding specificity, there are generic, threat-specific, and context-specific
warnings, and in some cases, multiple combinations. Generic warnings signal a risk in
general terms, threat-specific warnings identify the type of threat being reported, while
context-specific warnings link to concrete features of the situation or the user’s action.
Generic warnings are associated with both non-significant outcomes [34] and worsening
outcomes [16]. Threat-specific warnings appear in studies with positive outcomes [32],
but also in studies reporting worsening outcomes [31] or in which behavioral adaptation
is not directly assessed [14,33,37]. Context-specific warnings were the category most fre-
quently associated with favorable short-term behavioral outcomes. Three studies reported
statistically supported improvements, including reduced click-through rate [2], greater
decision-making accuracy [30], and better support for alert triage [28]. A fourth study
reported mainly descriptive or qualitative positive evidence [35], while one study using
this coding reported variable results [12]. Because contextual specificity was not isolated
experimentally across studies, this pattern is interpreted descriptively.

Mixed forms (threat-specific + context-specific) also show ambiguous results, with
variable outcomes [36] or outcomes not directly assessed [39]. Consequently, specificity
appears useful for describing the informational content of the warning, but the available
evidence does not allow for the identification of a consistent association with the direction
of behavioral change.

Regarding interruption level, blocking warnings are not consistently associated with
improvements in behavioral adaptation. Some blocking warnings are associated with
positive outcomes [2,35], whereas others yield worsening outcomes, as in Bostan [31] and
Vance et al. [16]. Findings for non-blocking warnings were not uniform, including both
improvements [28,30,32] and variable outcomes [12,36]. Overall, the level of interruption
describes the extent to which the warning interferes with the user’s ongoing action, but it
does not, by itself, predict the direction of behavioral change.

The level of explanation also varies considerably across studies and does not show a lin-
ear association with the direction of behavioral adaptation. Warnings ranged from absent to
minimal, detailed, or multiple explanations; however, outcomes varied substantially within
each level. Some positive results emerge in studies with minimal explanations [32,35],
while others are reported in the presence of detailed explanations, such as in the XAI
alerts (security alerts generated by Al-based threat detection systems) of Maram et al. [28].
Studies that manipulate the level of explanation show that its effect depends on how the
information is incorporated into the decision-making process. Greco et al. [2], for example,
show that explanations reduce the click-through rate especially when the warning is pre-
sented after the email is opened, but they also increase the perceived cognitive load and
are less suitable in cases of false positives. In Rasmussen et al. [30], however, justifiable
recommendations—that is, those accompanied by a justification—improve analysts” accu-
racy compared to conditions with limited or absent recommendations. Overall, therefore,
the amount of information provided by the warning appears to contribute to the quality
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of decision support, even if it does not seem to allow for a stable prediction of behavioral
improvement on its own.

Comprehension is assessed directly in only a limited number of studies. In cases where
it is measured, findings are uneven: some studies report high or moderate comprehension,
often in the presence of explanations or cues designed to clarify the warning’s mean-
ing [2,33,38], while others highlight lower levels of comprehension, primarily based on
qualitative data collected through think-aloud protocols or interaction observations [35,36].
This difference may also depend on the type of measure used. Self-reported measures, such
as judgments of clarity, familiarity, or perceived comprehensibility, may yield a more sub-
jective estimate of comprehension [2,38]. In contrast, think-aloud protocols and interaction
observations allow for a more direct assessment of whether the user actually understands
the warning, as they document what the user does, says, or misinterprets while using the
tool [35,36]. This variability does not correlate linearly with the direction of behavioral
adaptation: some studies with moderate or high comprehension report positive outcomes,
while others primarily assess perceptions, clarity, or interpretation of the warning without
directly measuring behavioral change. In most studies, however, comprehension is not
assessed [12,14,16,29-32,34,37,39,40]. This limits the ability to determine to what extent the
observed behavioral effects are actually linked to users’ understanding of the warning.

The timing of the warning is predominantly during the action, while studies in which
the warning is presented before the action or at multiple times are less frequent. Even for
this characteristic, no consistent pattern emerges in the direction of behavioral adaptation.
Warnings delivered during the action appear in studies reporting positive [28,30,35], vari-
able [12,36], and negative outcomes [16,31]. Warnings presented before the action also show
mixed results, with positive outcomes in some cases [32] and non-significant results in
others [34]. Among studies with multiple timing conditions, Greco et al. [2] provide a par-
ticularly relevant example, as they compare warnings displayed before opening the email
and warnings displayed after reading, finding that the latter, especially when accompanied
by explanations, reduce risky behavior to a greater extent.

The absence of corrective feedback on risk-related behavior also emerged as a relevant
aspect. Across the studies included, there is no clear evidence that participants received
explicit feedback on the accuracy of their response, such as whether clicking or avoiding
a link, proceeding or interrupting an action, reporting an email, or classifying an alert as
genuine or false constituted the correct response to the threat.

https://doi.org/10.3390/safety12040087


https://doi.org/10.3390/safety12040087

Safety 2026, 12, 87

14 of 26

Table 3. Descriptive characteristics of the studies included in the review.

Authors Title E?)l(lplv)elftigse Sample Size E:glaar:;?i% n ‘"Allfgig:gg Feedback Behavioral Measure
Al-Driven Phishing Detection:
Blancaflor et al. [32] Combating Cyber Thrleats Through General users 50; 20 Minimal Before action Absent Click
Homoglyph Recognition and User
Awareness
Implicit learning with certificate
Bostan [31] warning messages on SSL web pages: Mixed sample 38;32; 16 Minimal During action Absent Awareness; Choice
what are they teaching?
Warning users about cyber threats . . Intended behavior
Datta et al. [33] through sounds General users 26 Absent During action Absent Threat appraisal
Explanations in warning dialogs to
Desolda et al. [38] help users defend against phishing General users 150 Detailed During action Absent Intended behavior
attacks
Operator Suspicion and
Human-Machine Team Performance .
Gay et al. [14] under Mission Scenarios of General users 32 Minimal During action Absent ChmceT,.Response
f ime
Unmanned Ground Vehicle
Operation
Enhancing Phishing Defenses: The
Greco et al. [2] Impact of Timing and Explanations in General users 900 Multiple Multiple Absent Click, Choice
Warnings for Email Clients
Engaging in cyber hygiene: the role
Howell et al. [34] of thoughtful decision-making and General users 164 Minimal Before action Absent Choice
informational interventions
Attention and past behavior, not
Kelley & Bertenthal security knowlgdge, m odulate users General users 173 Absent During action Absent Choice
[12] decisions to login to insecure
websites
XAI-Driven Security Systems:
Enhancing Trust and Clarity in Security . . . Choice, Response
Maram et al. [26] Automated Threat Detection and professionals 30 Detailed During action Absent time
Response
Improved Detection and Response Security . . . .
McRee [29] via Optimized Alerts: Usability Study professionals 95 Minimal During action Absent Intended behavior
Nimble cybersecurity incident Securit Choice. R
Rasmussen et al. [30]  management through visualization Y 18 Multiple During action Absent o1ec, esponse
professionals Time

and defensible recommendations
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Table 3. Cont.

Authors Title E?)l(lplv)elftigse Sample Size E:glaar:;?i% n ‘"Allfgig:gg Feedback Behavioral Measure

Cry wolf: Toward an experimentation Choice. R

Roden & Layman [37]  platform and dataset for human Unclear 51 Minimal During action Absent OICinmeesponse
factors in cyber security analysis

Sharevski et al. [39] Phishing with Malicious QR Codes General users 173 Minimal During action Absent Choice

Shava & Van G Factors affecting user experience with

[ 40?'21 an LTEUNEN  gecurity features: A case study of an General users 53 Not specified Not specified Absent Habitual behavior
academic institution in Namibia
A Study of Preventing Email (Spear)

Stembert et al. [35] Phishing by Enabling Human General users 24 Multiple During action Absent Click, Choice
Intelligence
The fog of warnings: how
non-security-related notifications .95, . : Choice, Response

Vance et al. [16] diminish the efficacy of security General users 609; 25; 234 Absent During action Absent time
warnings

. . P
Zheng & Becker [36] Checking, nudging or scoring? General users 27 Multiple During action Absent Click, Choice

Evaluating e-mail user security tools

Table 4. Coded outcome dimensions of the studies included in the review. Note. Each label refers to the effect observed in a specific study and in its particular setting,

including whether the study was conducted in a laboratory context or in a more ecological environment. Therefore, the labels should not be interpreted as context-independent
properties of the warning itself. In particular, differences in ecological validity mean that the same nominal label may refer to outcomes that are not directly comparable across studies.
Information on study design, sample, setting, and participants’ expertise is reported in Table 3.

Authors Title Behavioral Trust Risk Generalization or Persistence
Adaptation Calibration Regulation over Time

Al-Driven Phishing Detection: Combating

Blancaflor et al. [32] Cyber Threats Through Homoglyph Improvement Not Assessed Not Assessed Not Assessed
Recognition and User Awareness
Implicit learning with certificate warning

Bostan [31] messages on SSL web pages: what are they Worsening Not Assessed Not Assessed Not Assessed
teaching?

Datta et al. [33] Warning users about cyber threats through Not Assessed Not Assessed Not Assessed Not Assessed

sounds

https://doi.org/10.3390/safety12040087


https://doi.org/10.3390/safety12040087

Safety 2026, 12, 87

16 of 26

Table 4. Cont.

Authors Title Behavioral Trust Risk Generalization or Persistence
Adaptation Calibration Regulation over Time

Desolda et al. [38] Explanations in warning dialogs to help users Not Assessed Not Assessed Not Assessed Not Assessed
defend against phishing attacks
Operator Suspicion and Human-Machine Team

Gay et al. [14] Performance under Mission Scenarios of Not Assessed Variable Variable Not Assessed
Unmanned Ground Vehicle Operation
Enhancing Phishing Defenses: The Impact of

Greco et al. [2] Timing and Explanations in Warnings for Email Improvement Variable Not Assessed Not Assessed
Clients
Engaging in cyber hygiene: the role of

Howell et al. [34] thoughtful decision-making and informational Not significant Not Assessed Not Assessed Not Assessed
interventions
Attention and past behavior, not security

Kelley & Bertenthal [12] knowledge, modulate users” decisions to login Variable Not Assessed Not Assessed Not Assessed
to insecure websites
XAI-Driven Security Systems: Enhancing Trust

Maram et al. [28] and Clarity in Automated Threat Detection and Improvement Not Assessed Not Assessed Not Assessed
Response

McRee [29] Improved Detection and Response via Not Assessed Not Assessed Not Assessed Not Assessed
Optimized Alerts: Usability Study
Nimble cybersecurity incident management

Rasmussen et al. [30] through visualization and defensible Improvement Not Assessed Improvement Not Assessed
recommendations
Cry wolf: Toward an experimentation platform

Roden & Layman [37] and dataset for human factors in cyber security Not Assessed Variable Not Assessed Not Assessed
analysis

Sharevski et al. [39] Phishing with Malicious QR Codes Not Assessed Not Assessed Not Assessed Not Assessed
Factors affecting user experience with security

Shava & Van Greunen [40] features: A case study of an academic Not Assessed Not Assessed Not Assessed Not Assessed
institution in Namibia

Stembert et al. [35] bA Study of Preventing Email (Spear) Phishing Improvement Not Assessed Improvement Not Assessed

y Enabling Human Intelligence

The fog of warnings: how non-security-related

Vance et al. [16] notifications diminish the efficacy of security Worsening Not Assessed Not Assessed Not Assessed
warnings

: : P :
Zheng & Becker [36] Checking, nudging or scoring? Evaluating Variable Not Assessed Variable Not Assessed

e-mail user security tools
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A further factor concerns the presence of a recommended action, that is, an explicit
indication of the protective behavior the warning should promote. Not all studies clearly
specify which behavior the warning should promote: in some cases, the recommended
action is absent [12,14,29,33,37,39], while in others it is formulated more generally, such as
avoiding phishing or adopting cyber hygiene behaviors [32,34]. In other studies, however,
the action is more specific, for example, not proceeding to a suspicious site [31,38], not
clicking on a phishing link [2], denying or avoiding a risky request [16], or classifying or
responding to an alert [28,30], or verifying, blocking, or reporting a suspicious email [35,36].
However, adherence to the recommended action has been studied less frequently than
the mere presence of the behavioral instruction. In the few studies where it is evaluated,
adherence to the recommended action is sometimes associated with favorable outcomes
such as a reduction in risky behaviors or an improved alert response [2,30,32], but the
effect may be non-significant or influenced by individual characteristics [34]. In other cases,
adherence is variable or negative. In studies with variable outcomes, this inconsistency
appears to be linked primarily to the understanding of the proposed tools: for example,
reporting and contextual suggestions can support the evaluation of the email, but they
are not always understood or applied uniformly [35]. Similarly, check buttons, suspicion
scores, and nudges can facilitate verification of a message’s legitimacy, but some users
ignore them, perceive them as too intrusive, or do not consistently integrate them into their
decision-making process [36]. In the case of overrides, however, the negative outcome
appears more closely linked to the design characteristics of the warning: when the warning
resembles ordinary notifications or requires habitual interactions, the likelihood of it being
ignored increases, while more distinctive methods, such as sliders or drag-and-drop, reduce
this tendency [16]. Furthermore, in several studies, adherence to the recommended action
is not directly assessed, making it difficult to distinguish between exposure to the warning,
adherence to the recommendation, and subsequent behavioral change [14,29,31,33,37-39].

Risk regulation and trust calibration, on the other hand, are assessed less frequently.
When risk regulation can be reconstructed, it involves changes in how participants manage
the risk situation, for example by halting immediate action [35], further verifying the
legitimacy of the message [36], or seeking additional information before responding [14].
Warnings are often implemented as decision-making criteria, helping users decide whether
to proceed, verify further, block, or report the threat.

Trust calibration emerges even more marginally and is not formally measured through
a specific index. In this context, a formal measure of trust calibration would require quanti-
fying whether users’ or operators’ reliance on the warning varies in accordance with the
actual reliability of the alert, for example across true-alert and false-alert conditions. It can
only be inferred descriptively or indirectly in studies that include warnings or alerts with
varying reliability, such as hit/false alarm or true/false alert conditions. Framing alert
responses in terms of hits, misses, false alarms, and correct rejections situates trust calibra-
tion within signal detection theory, which distinguishes sensitivity from response bias in
reactions to signals of uncertain validity. The automation-trust literature complements this
with the constructs of appropriate reliance, overtrust, and distrust [24,26], offering a vocab-
ulary for the misalignments between reliance and reliability that we observe descriptively
across studies. In these cases, the outcome always appears variable; users or operators do
not respond to the warning in a uniformly calibrated manner: sometimes the response is
consistent with the actual presence of the threat, while in other cases responses emerge
that are less aligned, excessively cautious, or not sufficiently sensitive to the absence or
presence of risk [2,14,37].

The generalizability of the effects is not assessed in the included studies. In no case is
it verified whether the behavior observed in response to the warning persists over time
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or transfers to different contexts, threats, or interfaces. The available results therefore
primarily describe immediate responses to the warning, observed within the specific task
or experimental scenario.

Taken together, the mapped evidence converges on three findings. First, behavioral
adaptation is widely measured but heterogeneous, and no single warning feature consis-
tently predicts safer behavior. Second, one mechanism that could help transform immediate
compliance into learning, corrective feedback linking the user’s response to the true state of
risk, is essentially absent across studies. Third, trust calibration is never formally measured,
and persistence or transfer is assessed in none of the included studies. These findings
are organized in a learning-oriented framework (Figure 2) in which the absent measures
of feedback, trust calibration, persistence, and transfer are treated as unobserved path-
ways requiring direct empirical evaluation. In this framework, cybersecurity warnings
and their design characteristics, such as timing, specificity, explanation, disruption level,
and recommended action, function as risk signals that can guide behavior at the moment
of decision.

ANTECEDENT - DISCRIMINATIVE STIMULUS (Signal)

WARNING ENCOUNTER

Design characterfstics:

Timing

Specificity

NOISIDId 40 INTWOIW

Recommended action

Interruption level

Explanation level

A A

sets the occasion for the response

AWNLL

BEHAVIOR - RESPONSE

BEHAVIORAL ADAPTATION
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response to a cybersecurity warning
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 atters the fiture
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produces consequences
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strengthens safer respon
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Figure 2. A proposed three-term contingency framework for evaluating cybersecurity warning
responses.

Exposure to the alert may produce behavioral adaptation, understood as adjustment
of behavior in response to the warning. For this adaptation to become learning, users need
feedback about the relation between the warning, their response, and the actual state of risk.
Repeated exposure to such contingencies may support trust calibration by helping users
align reliance with alert reliability. It may also support risk regulation by strengthening
strategies such as verifying information, seeking additional cues, delaying action, reporting,
or choosing safer alternatives.

4. Discussion

Behavioral adaptation is the most frequently investigated outcome in the literature on
cybersecurity warnings, but the available evidence remains fragmented. This heterogeneity
can be organized around three families of candidate moderators that recur across the
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included studies: warning design, population, and task context. At the design level,
features such as timing, specificity, explanation, interruption, and recommended action
shape user response, but none determines its direction on its own. At the population level,
samples range from general users to security professionals, and expertise plausibly affects
how a warning is interpreted. At the task and context level, time pressure, site familiarity,
perceived reputation, and ecological versus laboratory settings may influence whether and
how a warning is integrated into the decision process. Because primary studies typically
vary on several of these dimensions at once and rarely isolate a single factor, the observed
patterns are best understood as multiply determined. Some studies report reductions in
risky behavior or improvements in threat detection after exposure to warnings, including
reduced phishing susceptibility and improved alert management [2,28,30,32,35]. Other
studies report variable responses [12,36], non-significant behavioral effects [34], or negative
outcomes, including habituation and warning disregard [16,31]. These mixed findings do
not indicate that warnings are ineffective. Rather, they show that warning effectiveness
depends on whether the signal comes to occasion appropriate responses within a specific
decision context, including avoiding, verifying, reporting, blocking, delaying, or proceeding
when the alert is invalid. A warning may support safer behavior when it clarifies the risk,
fits the user’s task, and offers actionable information. The same warning may fail when it
increases processing demands, conflicts with prior expectations, appears too often, or is not
perceived as relevant.

This interpretation is consistent with the previous literature showing that cybersecurity
decision-making is shaped by psychological and cognitive processes involved in risk
evaluation and warning response. Prior work highlights the role of threat perception in
shaping how individuals evaluate cyber risks [41], attention allocation in determining
whether warning signals are noticed and processed [42], mental models in influencing how
non-experts understand cyber threats and protective actions [10], and the integration of
explicit and implicit cues during phishing evaluation under uncertainty [15]. A warning
response should not be attributed to the warning stimulus alone. It reflects the interaction
between the warning, the user’s previous experience, the credibility of the source, the
demands of the ongoing task, response costs, and the consequences that have followed
similar responses in the past.

Warnings could also increase processing demands. Users often need to interrupt
their ongoing activity, interpret the signal, infer the type and relevance of the threat, and
decide whether a protective response is needed. This is consistent with work suggesting
that warning information may overwhelm users [33] and that conflicting risk cues can
increase processing demands and slow decision-making during phishing detection [15].
Repeated exposure to similar warnings may further reduce attention and responsiveness,
especially when alerts become familiar and trigger automatic responses. Recent studies
suggest that repeated exposure to false or excessive cybersecurity alerts may contribute to
reduced vigilance, alarm desensitization, and delayed responses [43]. Vance et al. [42] show
that attention to warnings declines across repeated exposure and that warning adherence
decreases in a longitudinal field experiment, while Amran et al. [19] identify habituation as
a central mechanism underlying users’ tendency to ignore recurrent security warnings.

A related issue is warning fatigue. Disruptive, frequent, poorly relevant, or non-
actionable alerts may become burdensome because they repeatedly require users to stop,
shift attention, and evaluate whether the alert is credible and actionable [44]. Users’
responses are also shaped by context interpretation, including website familiarity, perceived
reputation, prior experience, and the source of the alert [15,45]. Warning effectiveness
therefore depends not only on the presence of a risk signal, but also on whether the signal
is perceived as relevant, credible, and worth acting on.
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Beyond the heterogeneity of behavioral outcomes, the reviewed literature reveals
a structural limitation in how cybersecurity warnings are currently conceptualized and
studied. Most studies assess immediate behavioral responses to the warning, such as clicks,
choices, classification accuracy, or response time. These behaviors are usually observed
within a single experimental task or interaction. By contrast, comprehension is assessed
less frequently, trust calibration is never formally measured, and persistence or transfer
over time is assessed in none of the included studies. This asymmetry suggests that
current warning research is better developed for evaluating short-term compliance than for
evaluating learning, calibrated reliance, or durable risk-management strategies.

This distinction is important. A warning can produce immediate compliance without
producing learning. For example, a highly salient or intrusive warning may reduce click-
through rates during an experiment, but the same user may still be unable to identify
similar phishing cues when the warning is absent, less salient, or presented in another
interface. In that case, the warning has controlled the immediate response, but it has not
necessarily helped the user develop a more stable capacity to recognize and manage risk. If
warnings are expected to function as safety-relevant learning mechanisms, their evaluation
should therefore go beyond whether the user complied in the current interaction. It should
also examine whether users understand why an action is risky, whether they can use that
knowledge in later situations, and whether their reliance on alerts becomes aligned with
the actual reliability of the system.

The near absence of corrective feedback is especially important because it limits both
learning and trust calibration. In most included studies, users are exposed to a warning
and make a decision, but they are not told whether their response was appropriate given
the actual threat. They rarely receive information about whether the warning corresponded
to a genuine threat, whether the alert was a false positive, or why a particular response
was safer. Without such feedback, users have few opportunities to refine risk evaluation,
calibrate trust in the signal, or understand when compliance and non-compliance are
warranted. The warning may therefore remain an isolated cue rather than part of an
iterative learning process.

This point also clarifies the difference between warning adherence and trust calibration.
Trust calibration requires alignment between reliance on the warning and the actual reliabil-
ity or validity of the alert, not merely perceived credibility, self-reported trust, or immediate
compliance. In the included studies, trust calibration is not formally measured through
specific indices. It can only be inferred descriptively in studies that include true-alert and
false-alert conditions, or hit and false-alarm structures [2,14,37]. In these cases, responses
appear variable: users or operators do not always rely on alerts in proportion to their actual
validity. This variability is central for safety, because overreliance may lead users to accept
false positives or delegate too much judgment to the system, whereas underreliance may
lead them to ignore valid alerts. Future warning studies should therefore measure not
only perceived credibility or self-reported trust, but the degree to which behavior changes
appropriately as alert reliability changes.

The absence of longitudinal or transfer assessment further limits the interpretation
of warning effectiveness. The included studies are almost uniformly cross-sectional and
single-session. None implement follow-up, repeated-exposure-with-withdrawal, or transfer
designs. As a result, they cannot distinguish behavior maintained while the warning is
present from safer behavior that persists after the warning is removed. An immediately
safe response may depend on the specific features of the warning, the experimental task,
or the temporary salience of the alert. It may not indicate stable security competence. If
warnings are to be understood not only as reactive alerts but also as potential learning
environments, future evaluations should examine whether warning effects persist across
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sessions, transfer to different threats or interfaces, and support safer decisions when the
warning is less salient or absent.

The present findings therefore support a broader conceptualization of cybersecurity
warnings. The relevant question is not only whether a warning prevents a risky action at a
specific moment—it is also whether the warning helps users establish response criteria that
remain useful when warnings are ambiguous, absent, or only partially informative. From
this perspective, warning systems should be designed and evaluated as socio-technical
mechanisms that support adaptive risk regulation over time. Their function is not limited
to interruption. They can also support interpretation, feedback, trust calibration, and
progressively more autonomous decision-making.

Contextual specificity appears particularly relevant in this regard. In the included cor-
pus, context-specific warnings are the category most frequently associated with favorable
short-term behavioral outcomes, including reductions in click-through rate in phishing
scenarios [2], support for alert triage [28], and improvements in analysts’ decision accu-
racy [30]. Because the available studies do not isolate contextual specificity as a single factor,
this pattern should be interpreted as a descriptive tendency rather than as causal evidence.
It nevertheless identifies contextual specificity as a design dimension that warrants system-
atic examination in future experimental work with controlled manipulations. Warnings
that connect risk to concrete features of the current action, task, or interface may be more
likely to support interpretation than generic warnings that simply announce danger.

Explainable and contextualized warning approaches are consistent with this direction.
They were proposed to overcome the limitations of generic warnings and to support the
construction of more adequate mental models of cyber threats [46]. A learning-oriented
warning system may also require feedback mechanisms that support trust calibration. If
users are informed whether a warning reflected a genuine threat, whether their response
was appropriate, or whether the alert was a false positive, they may be better able to align
future responses with the reliability of the warning system. In this way, feedback can help
transform isolated warning encounters into repeated learning opportunities.

Adaptive scaffolding is another promising design dimension. Users differ in cyberse-
curity knowledge, prior exposure, and ability to interpret threat cues. Non-experts may
benefit from more explicit explanations and clearer links between the warning and the risky
feature of the situation. More experienced users may benefit from prompts that encourage
active evaluation rather than passive compliance. This possibility is consistent with evi-
dence that non-experts differ in how they understand cyber threats and that existing design
recommendations often fail to address why they do not protect themselves [10]. It is also
consistent with findings suggesting that explainable warnings may be especially useful
for users with lower initial cybersecurity proficiency [46]. Adaptive scaffolding therefore
emerges as an untested but theoretically relevant design dimension. Future studies should
evaluate whether varying warning explicitness according to user knowledge or behavioral
history promotes more autonomous threat recognition across sessions and contexts.

4.1. Practical Implications for Warning Design

The patterns identified in this review suggest four candidate priorities for warning
design: outcome feedback, contextual specificity, management of false-positive costs, and
adaptation to user expertise. However, because the included studies do not directly
demonstrate persistence, transfer, or autonomous learning after exposure to warnings,
these priorities should not be interpreted as established design guidelines. Rather, they are
proposed as testable hypotheses and as criteria for future evaluation. Accordingly, each
priority is formulated below as a proposition to be assessed through controlled studies and
context-sensitive implementation in local practice.
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First, warnings should be coupled with outcome feedback delivered after the user
has responded. This means providing information that reveals whether the action taken,
for example clicking, avoiding, proceeding, reporting, or verifying, was appropriate given
the true state of the threat. This feedback is the mechanism most clearly absent across the
included studies and the one most directly tied to learning. By arranging explicit conse-
quences for the user’s response, such as information about response accuracy and threat
validity, feedback can support the calibration of future responses rather than producing
isolated compliance. It is also a precondition for trust calibration, because users can align
reliance with the system’s actual reliability only if they learn whether an alert corresponded
to a genuine threat or to a false positive.

Second, alerts should be tied to concrete features of the user’s current action, task, or
interface rather than phrased only in generic terms. Context-specific warnings were the
configuration most often associated with favorable behavioral outcomes in this corpus.
Although this pattern should be tested through controlled manipulations, it suggests that
warnings may be more useful when they explain what feature of the current situation is
risky and what action should be taken.

Third, warning design should anticipate the costs of false positives. False positives may
increase cognitive load, reduce perceived relevance, and erode adherence over repeated
exposure. Warning systems should therefore be evaluated not only in terms of how strongly
they interrupt risky action, but also in terms of how they affect workload, attention, and
future responsiveness when alerts are wrong or only partially relevant.

Fourth, warning explicitness should be adapted to user expertise and behavioral
history when possible. Novices may need more explicit explanations, examples, and
recommended actions. Experienced users may benefit from more concise warnings that
prompt verification and active evaluation. Finally, warnings should be evaluated not only
by immediate compliance, but also by comprehension and by whether safer behavior is
retained when the warning is less salient or absent. These priorities should be implemented
with local evaluation, because their effectiveness is likely to depend on task demands, user
expertise, warning reliability, and organizational context.

4.2. Limitations

Several limitations of the present scoping review should be acknowledged. A first
limitation concerns the scope of the search and its consequences for the included sample.
Because eligibility required warning exposure to be paired with learning-, training-, or
instruction-related framing, the review necessarily over-represents studies that explicitly
adopt this vocabulary and under-represents studies that examine warnings purely as inter-
face or compliance phenomena. This may include work on warning adherence, habituation,
warning fatigue, or visual usability that does not use learning-related terms. The resulting
set of seventeen studies should therefore be read as a purposive, conceptually bounded map
rather than as a representative cross-section of the entire cybersecurity-warning literature.

This has a specific interpretive implication. Statements about how frequently particular
outcomes are measured, especially the absence of formal trust calibration measures and the
absence of persistence or transfer assessments, refer to this bounded corpus and should
not be generalized to the whole field without further review. At the same time, the modest
number of included studies is informative. It shows that cybersecurity warnings are rarely
studied through a learning-oriented lens, even when studies evaluate user responses to
warning systems. A complementary review adopting broader eligibility criteria would be
useful to map warning studies that fall outside the present scope.

A second limitation concerns the heterogeneity of the included studies. The reviewed
literature spans different contexts, including phishing detection, browser security warnings,
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malware alerts, enterprise security dashboards, and cyber defense systems. Studies also
vary in user expertise, warning characteristics, experimental tasks, outcome measures,
and methodological approaches. This variability limits comparability and prevents the
identification of stable causal relationships between specific warning characteristics and be-
havioral outcomes. Accordingly, the patterns identified in this review should be interpreted
as descriptive and exploratory rather than as evidence of the effectiveness of particular
warning designs.

A third limitation concerns the coding of the outcome dimensions. These dimensions
were not independently double-coded, and no inter-coder reliability coefficient was com-
puted. However, the main coding decision was a low-inference binary judgment about
whether each dimension had been assessed in a given study. This judgment was anchored
to the explicit eligible and non-eligible indicators reported in Table 2. This procedure
reduced, but did not eliminate, the scope for subjective interpretation.

A further limitation concerns the nature of the available evidence. Most included
studies focus on short-term experimental outcomes measured during a single interaction
or task session. They often rely on immediate behavioral indicators such as clicks, choices,
response times, or classification accuracy. As a result, the review is constrained by the
limited availability of longitudinal evidence on persistence, transfer, and stabilization of
adaptive security behaviors over time. Trust calibration and risk regulation are also rarely
assessed through standardized measures and are often inferred indirectly from behavioral
responses. These limitations define the boundary of the present synthesis: the review
maps how learning-relevant mechanisms are currently studied, but it does not estimate the
effectiveness of specific warning designs.

Finally, no formal quality appraisal was conducted, in line with the aims of a scoping
review, which maps the breadth of the literature rather than evaluating intervention effec-
tiveness or excluding studies on methodological grounds. This means that limitations of
individual studies were not systematically weighted in the synthesis.

4.3. Future Directions

Future studies should distinguish repeated exposure while the warning remains
available from post-withdrawal maintenance, that is, persistence of safer behavior after
the warning is removed. The descriptive patterns identified in this review define a set of
testable priorities for future research. Future studies should examine whether warnings
become more effective when they make risk interpretable, link alerts to concrete features of
the user’s current action, provide feedback on response accuracy, and adapt the level of
guidance to user expertise.

More specifically, future research should test whether contextualized explanations
help users understand not only that an action is risky, but why it is risky. It should also
test whether feedback mechanisms improve trust calibration over time by informing users
whether a warning reflected a genuine threat, whether their response was appropriate,
or whether the alert was a false positive. Finally, future work should compare adaptive
warnings with uniform warnings, because users with different expertise and prior exposure
may need different levels of guidance.

Future experimental work should measure, alongside immediate compliance, compre-
hension of why an action is risky, alignment of reliance with alert reliability across true-
and false-alert conditions, and retention of safer behavior across sessions and contexts.
For example, studies could assess whether warnings help users and operators maintain
effective decision-making under uncertainty, recover from inappropriate responses, or
coordinate verification and reporting practices across repeated encounters with cyber risks.
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These designs would allow researchers to distinguish immediate warning adherence from
learning, calibrated reliance, and durable risk regulation.

5. Conclusions

This scoping review examined how cybersecurity warning systems have been empir-
ically studied in relation to behavioral adaptation, trust calibration, and risk regulation,
with particular attention to their potential role as safety-relevant learning mechanisms.
As a focused scoping review of cybersecurity warning studies relevant to learning, this
review examines a deliberately delimited corpus. It is therefore not intended to provide a
comprehensive survey of the cybersecurity warning literature as a whole. The reviewed
evidence indicates that warnings can influence immediate user behavior, but findings
remain heterogeneous and largely limited to short-term responses within specific experi-
mental settings. Current research is therefore better developed for assessing immediate
warning response than for evaluating durable learning, calibrated reliance, or transferable
risk-management strategies.

No single warning characteristic emerged as being consistently associated with safer
behavior. Warning effects appear to depend on how users interpret, trust, and integrate risk
signals within decision-making processes shaped by uncertainty, context, prior experience,
and attentional demands. The review also identifies central gaps: comprehension is
assessed infrequently, corrective feedback is largely absent, trust calibration is not formally
measured, and longitudinal persistence or transfer is not evaluated.

Cybersecurity warnings should therefore be evaluated not only as mechanisms for
interrupting risky actions, but also as components of socio-technical contingencies that
may support learning, adaptive risk regulation, and more autonomous decision-making
when feedback, repeated exposure, maintenance, and transfer are directly assessed. Future
warning design should test whether contextualized explanations, corrective feedback,
adaptive support, and explicit measures of trust calibration improve not only immediate
compliance, but also the maintenance and transfer of safer behavior over time.

For safety practice, warnings should be embedded within organizational risk manage-
ment rather than treated as isolated interface pop-ups. Warning policies should consider
workload, interruption costs, false-positive costs, feedback loops, and the calibration of
trust in automated detection. The learning-oriented framework proposed here provides a
structured agenda for identifying which mechanisms are currently measured, which remain
untested, and which design dimensions should guide the next generation of cybersecurity-
warning studies.
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