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A B S T R A C T

Context: The demand for protection and security of physical spaces and urban areas increased with the
escalation of terroristic attacks in recent years. We envision with the proposed cyber–physical systems and
spaces, a city that would indeed become a smarter urbanistic object, proactively providing alerts and being
protective against any threat.
Objectives: This survey intend to provide a systematic multivocal literature survey comprised of an updated,
comprehensive and timely overview of state of the art in counter-terrorism cyber–physical systems, hence
aimed at the protection of cyber–physical spaces. Hence, provide guidelines to law enforcement agencies and
practitioners providing a description of technologies and best practices for the protection of public spaces.
Methods: We analyzed 112 papers collected from different online sources, both from the academic field and
from websites and blogs ranging from 2004 till mid-2022.
Results: (a) There is no one single bullet-proof solution available for the protection of public spaces. (b)
From our analysis we found three major active fields for the protection of public spaces: Information
Technologies, Architectural approaches, Organizational field. (c) While the academic suggest best practices
and methodologies for the protection of urban areas, the market did not provide any type of implementation
of such suggested approaches, which shows a lack of fertilization between academia and industry.
Conclusion: The overall analysis has led us to state that there is no one single solution available, conversely,
multiple methods and techniques can be put in place to guarantee safety and security in public spaces. The
techniques range from architectural design to rethink the design of public spaces keeping security into account
in continuity, to emerging technologies such as AI and predictive surveillance.
. Motivation, vision, and goals

Cyber–Physical Systems (CPS) are collaborative systems featuring
evices and sensor networks interconnected with the surrounding phys-
cal world [1,2]. CPS can be generally characterized as ‘‘physical and
ngineered systems whose operations are monitored, controlled, coordi-
ated, and integrated by a computing and communicating core’’ [3] and
or these intensive interoperability characteristics – especially con-
ected with physical-world counterparts – they pose several secu-
ity challenges [4] but also play a key role in the interplay between
he cyber- and physical places, where they both impact each other.
or example, the cyber- element is providing applications of embed-
ed computer and communication technologies for the automation
f physical spaces (e.g., automotive, civil infrastructure, healthcare,
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protection of urban spaces) whilst information from the physical en-
vironment (road/patient/security conditions) are fed back into the
cyber-counterpart [5] to achieve a continuity of information able to
yield data-driven policy-making and other key societal functions.

CPS typically embodies the following technological components:

1. embedded systems and Internet-of-things (IoT) technology, i.e.,
sensors, controllers, or actuators able to interact directly with
the physical world;

2. real-time systems or safety-critical systems that are able to per-
form actions in a predefined time;

3. wired and wireless technologies able to communicate with each
other sharing data and information (i.e., sensor networks); and,
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Fig. 1. Number of failed, foiled or completed terroristic attacks in the time period
between 2019 and 2021.

4. control-theoretical systems where most CPS observe and attempt
to control variables in the physical world, such as sensors and
actuators (i.e., pumps, valves, etc.), can be controlled remotely.

By now, virtually all of the above key technologies have pervasively
and deeply penetrated the tissue of our modern societies [6], that is, the
cyber–physical space element in the CPS equation, everything around
and interplaying with the CPS itself [5]. Indeed CPS technologies
constitute an ideal candidate for the protection of high-risk targets in
urban areas like squares, streets, avenues, and concerts in the scope of
public events. Such protection is nowadays even more dire: terrorist
attacks pose one of the major concerns for any nation [7], and, in
some areas of the world, civil servants and municipalities have to
confront such threats almost daily. Even focusing on the EU, it can
be witnessed that in 2015 alone, terrorism hit the headlines six times,
specifically, the attacks in Paris, including the headquarters of the
Charlie Hebdo and the Bataclan Theater, resulting in 138 people killed
and 413 injured [8,9]. Recently in 2021, a female police employee has
been killed in a knife attack at a police station in Rambouillet [10]. In
Murcia in 2021 the town of Torre Pacheco faced a multiple hit-and-run
attack on the terrace of a bar, resulting in two deaths, one of them the
driver of the car, and several injured [11]. In 2022, Germany, 28-year-
old pulled a knife on four passengers attempting to murder them [12].
Vaughn Dolphin from Walsall Wood Road in Aldridge, Walsall, was
arrested on 27 June 2022 at an address in Cheshire on suspicion of
terrorism offenses and in possession of explosive material and manuals
on how to make improvised explosives and firearms [13]. Analysts
deemed the ‘‘intelligence failure’’ factor as one of the most neuralgic
criticalities of such attacks [9], but unfortunately, these post-terror
analyses and key findings did not (yet) yield serious improvement in
intelligence [14–19]. Europol reports that only in 2021 388 individuals
have been arrested in Member States for terrorism-related offenses.
Europol highlighted how terrorist attacks in the EU sharply decreased
in 2021. This can be attributed to a change in classification of incidents
by some Member States from terrorist to extremist attacks [20]. Fig. 1
shows the number of attacks in Europe from 2019 to 2021 [20].

Germany recorded the second highest number of terror attacks
for the region in 2021, and has the fourth-highest overall impact
of terrorism in Europe. Turkey remains the country most affected in
Europe [21]. In this regard, CPS plays a key role in protecting public
spaces and the overall security enhancement of the next generation
of smart cities. CPS are IT systems introduced in the applications of
the physical world and can monitor and control the physical world
2

at runtime. Hence, CPS can help authorities monitor, prevent, and
mitigate possible terrorist attacks, pickpocketing, harassment, public
violence, or mob control.

Thus far, the prevention, protection, and preparation against ter-
rorist attacks have been largely studied in a rather siloed, mono-
disciplinary manner, e.g., from the domain of criminology, law, and
information technology. Much less emphasis has been placed on the
cyber–physical dimensions of such attacks that intrinsically ingrain
a multi-disciplinary dimension. This survey addresses this shortcom-
ing by providing a systematic multivocal literature survey comprised
of an updated, comprehensive and timely overview of state of the
art in counter-terrorism cyber–physical systems, hence aimed at the
protection of cyber–physical spaces.

Our investigation lens is multivocal since it accounts for both grey
(e.g., blog posts and white papers) and white literature (e.g., journal
and conference papers) on the matter with a systematic multivocal
literature review (SLR) [22,23]. The analysis builds further on the – in
several cases outdated – observations and outline of information tech-
nologies already identified previously by Popp et al. in 2004 [24] and
offers a more in-depth overview for computing practitioners interested
in deepening their knowledge over this neuralgic area of research for
societal impact. Furthermore, our overview offers a much needed birds-
eye view over the state-of-the-art in the targeted domains for more
instrumented and precise decision- and policy-making.

Understanding the interactions of the cyber–physical system with
the physical world would bring about many practical and theoretical
benefits. For example, practitioners and security officers can design
newer attack-detection algorithms. Similarly, policy-makers could bet-
ter understand the consequences of a physical attack and can design
a smarter city [25–27], able to better prevent and mitigate attacks.
We envision, with such cyber–physical systems and spaces, a city that
would indeed become a smarter urbanized object, proactively providing
alerts and being protective against any threat even in a participatory
fashion, e.g., including citizen-science counterparts [28,29] for specific
purposes (e.g., proactive threat detection [30]). Moreover, citizens
might improve their own awareness and capabilities when dealing with
such threats and connected risks as they manifest. Our study offers a
first overview to focus on technologies and solutions from the literature
that propose systems to enhance the protection of cities’ external and
public environments in search of the aforementioned vision.

The main research question this research aims to answer is ‘‘What
are the best practices and technologies nowadays available to protect urban
cyber–physical spaces?’’. Hence, the main contributions of this paper
are: (a) an overview of state of the art in the current CPS based on
a systematic literature review (SLR); (b) the preparation of quantita-
tive indicators for further risk assessment and research in underdevel-
oped CPS areas revealed; (c) a comprehensive overview of techniques,
prevention measures, and, methods of assessment for targeted infor-
mation technologies; (d) best practices adopted by governments and
private organizations; and lastly, (e) a comprehensive replication pack-
age that can be used either to proceed the proposed research as well
as for practitioners to get to grips with the proposed technologies and
methodologies in our synthesis.1

The remainder of this paper is organized as follows. Section 2
provides an overview of related works in the field of protection of
public spaces. Further on, Section 3 elaborates on the research design
behind this study. Subsequently, in Section 4 the results of our analysis
are presented, after which Sections 5 and 7 provide discussions and
limitations of the research, respectively. Finally, Section 8 discusses
results, draws conclusions, and sketches a roadmap for future work.

1 Replication package: https://doi.org/10.6084/m9.figshare.21896862.v1.

https://doi.org/10.6084/m9.figshare.21896862.v1


Information and Software Technology 161 (2023) 107260G. Cascavilla et al.

l
a
s

f
d
t
c

P
e
c
t
a
4

(
(
f
f

t
(
s
o
l
L
a
a
c
a
t
i
b
i
l
s
s

2. Related work

Nowadays, cities are not well equipped to provide a high level of
security to the citizens against terrorist attacks. Europol in [20] pro-
vided some trends regarding the last years. Newspapers are full of news
regarding terrorist attacks, and cities like London [31], Liverpool [32],
The Hague [33] have faced terrorism in the latest years. It is hence,
of vital importance to provide and introduce cyber–physical systems to
enhance the overall capabilities of cities, making them smarter, more
resilient, and able to face any type of event that can mine the safety
and security of citizens.

The systematic literature review presented in this work is a partial
replication inspired by the work in Popp et al. [24]. On the one hand,
our results offer a much more elaborated taxonomy and connected
results about the best practices and information technologies related to
CPS to protect urban spaces. On the other hand, Popp et al. [24] defined
15 different information technologies that apply to the protection of
urban space. To verify the existence of these technologies in literature
and to exploit possible newly emerged technologies, the systematic
literature review reported in this paper offers analyses of the state of the
art over current CPS and information technologies for the protection of
urban spaces. Furthermore, beyond Popp et al. the review – as a major
novel contribution – also takes into consideration sources from the open
web (e.g., blogs, news articles, and product publications), checking for
their quality, given the novelty of specific technologies and since many
such technologies emerge in the private and corporate domains with
little to no penetration in the state of the art.

As previously mentioned, the first work to address the objectives
behind this research is from Popp et al. [24]. The authors provide
an analysis of what was currently known about countering terrorism
through information technologies. The main goal of this paper is to
offer an updated, more in-depth analysis stemming from the same
concepts and definitions [24]. Popp et al. identify 15 information tech-
niques most vital to preventing and countering terrorism attacks. The
research focused on collaboration, analysis, and decision support tools,
foreign language speech and text analysis tools, and pattern analysis
tools to analyze and solve complicated terrorism-related problems more
efficiently and effectively. The study concluded that the three core IT
areas were not merely close to the knowledge available on countering
terrorism, and many other information technologies are crucial for
successfully countering terrorism [24]. To validate the advantages of
these techniques, this study aims to map the available knowledge, going
beyond the cataloging of such knowledge but delving into a deeper
layer of analysis on top of what was known.

An example of CPS’ study for the protection of public spaces is in
the work of Zabłocki et al. [34]. In 2014, Zabłocki et al. surveyed
the latest state-of-the-art intelligent video surveillance systems and
their most desirable features and characteristics. After analyzing and
evaluating the video surveillance systems in several categories, like
object detection and detecting and identifying abnormal and alarming
situations, the study concluded that there are several challenges still to
be overcome. These challenges involve legal, and privacy protection,
difficulties with object movement analysis for occlusion handling, and
synchronization of multiple camera views during real-time system op-
eration [34]. Similarly to the previous one, we have an analysis of the
smart surveillance monitoring system in [35].

However, the proposed results simplistically inspire the use of a
low-cost single onboard computer Raspberry Pi to reduce the cost
for a smart camera system. As well, looking at being cost-effective,
the solution proposed in [36]. The idea is to use Android phones in
conjunction with Open CV technology to create a system where the CPS
admin can have 24/h per day under the control of the system directly
through his phone. If from above, we saw hardware-related CPS papers
in [37], and in [38] we have the usage of video surveillance systems
for deploying crowd monitoring systems. The former proposes a review
3

of papers on intelligent surveillance video analysis techniques showing
a wide variety of applications. In the paper, crowd management’s
application areas range from object and group tracking, trajectory
filtering, abnormal behavior detection, human subject detection and
discrimination, and dangerous activities.

Instead, the latter proposes automated video analytics for crowd
monitoring and tracking to enable significant manpower savings in
CCTV monitoring. The work relays on the usage of Python and OpenCV
ibrary comparing a Convolutional Neural Network (CNN) approach to

Background Subtraction (BGS). CNN showed to be the best method
uitable for deployment for crowd monitoring in public spaces.

Unlike the study mentioned above, we have the literature review
rom Sadiku et al. in [39]. In the paper, they provide a brief intro-
uction to CPS and its applications. We have CPS in the manufac-
uring, healthcare, transportation, agriculture, and computer networks
oncluding.

Part of the ecosystem above is also sensors technologies. A Cyber–
hysical Sensor System (CPSS) [40] consists of a computing platform
quipped with wireless access points, sensors, and actuators [40]. In a
yber–physical system, CPSS typically plays a fundamental role since
hey are responsible for collecting data from the physical word and are
ble to perform real-time activities based on the process algorithm [41–
4].

Finally, the domain of CPS technologies includes Internet of Things
IoT), Industrial Internet, Smart Cities, Smart Grid, and ‘‘Smart’’-*
e.g., Cars, Buildings, Homes, Manufacturing, Hospitals, Appliances),
or the sake of space we mentioned just a small group of CPS examples
or the protection of public spaces.

From the overview of the related work, we find that most of
he time, other publications focus on a specific type of technology
hardware or software) to provide specific information on the current
tate-of-the-art. While, we aim to provide a broader comprehensive
verview of available approaches for the protection of urban areas. This
iterature review aims to build a document for academics, practitioners,
EAs, and municipalities where to find hints on how to protect urban
reas and the current lack in the field. For the insiders, our findings
im at providing an overview of the state of the art and finding possible
ollaboration opportunities. While for outsiders, our findings represent
n easy document to read to find approaches and technologies for
he protection of public spaces, but also hints and ideas of possible
nteractions with other shareholders. The overall document aims at
uilding a milestone in building interaction among LEAs, municipal-
ties, practitioners, and academics. To the best of our knowledge, this
iterature review represents the first attempt to bring together multiple
ubjects around the shared problem of CPS for the protection of urban
paces providing a guideline among the different types of approaches.

Research Objective. The present SLR aims to focus on CPS
technologies for the protection of cyber–physical enabled and
supported public spaces. To the best of our knowledge, this is
the first multi-vocal SLR spawn from the results and conclusions
of Popp et al. in [24] that makes a coherent overview of the
aforementioned technologies and best practices for the protection
of urban areas.

3. Research materials and methods

This section provides an overview of the methods used for obtaining
the white and grey literature and the research questions and means
employed to obtain the final results.
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3.1. Research questions and approach overview

The methodology used to attain our results is described in the
following paragraphs and is tailored from our previous work [45]. More
specifically, we seek to address the following key research question:

MRQ. What are the best practices and CPS technologies available
owadays for the protection of urban spaces?

The aforementioned question can be rephrased into the questions
eported here below:

RQ1. To what extent do new technologies effectively enhance the
protection of public spaces?

RQ2. What are the newest approaches available for the protection of
urban areas?

RQ3. What is the extent of agreement among white and grey litera-
ture, and what are the research gaps and overlaps?

The research questions were elicited from 7 focus-group workshops
eld at five municipalities across the EU and featuring local law-
nforcement agencies (LEAs); the focus of the workshops was kept
losed and about vulnerabilities regarding each city involved. Specif-
cally, this phase of the study featured the following organizations
nd citizenships: (1) Inspectoratul General al Politiei Romane (RO);
2) Lietuvos Kibernetiniu Nusikaltimu Kompetenciju Ir Tyrimu Centras
LT); (3) Gemeente Eindhoven (NL); (4) Ayuntamiento De Malaga
SP); (5) Forum Europeen Pour La Securite Urbaine (FR); (6) Dimos
ariseon (GR); (7) Vilniaus Miesto Savivaldybes Administracija (LT);
8) Municipiul Brasov (RO); (9) Ministerio Del Interior (SP).

The general aim of said workshops – each held in the involved
unicipalities of Brasov (RO), Vilniaus (LT), Eindhoven (NL), Malaga

SP), Lariseon (GR) – was to identify the weaknesses in the cur-
ent security measures in a specific area chosen by the municipality
nd in reference to a possible terrorist attack, as well as to increase
he situational consciousness of the municipal staff and the relevant
takeholders responsible for the public security. Specifically, during
he workshop we had the possibility to collect information regarding
hree research areas: a the type of technologies in place in a pre-
dentified public space; b lacks and problems related to the security of a
ublic event in the pre-identified public space; c the solutions proposed
y municipalities and LEAs to solve specific issues connected to the
ecurity of a pre-identified public area.

The workshop was part of the PRoTECT project,2 the specific results
rom the workshop, the technologies currently in place, the proposed
pproach and solutions, and the public areas involved in the project
annot be disclosed for security reasons. However, some details are
vailable on the page available in the footnote3 where are shared all
he public deliverables.

For each workshop, 3–5 stakeholders with 3+ years of expertise in
he relevant fields (law enforcement, combating terrorism, maintain-
ng and re-establishing public order, operational centers, pyrotechnic
ontrol, explosives and management of emergencies) were gathered
o discuss and bring their professional expertise on different security
spects regarding the analyzed Public Space of Interest (PSOI) [46,47].

The research questions from our SLR resulted from the most prior-
tized items based on the daily work carried out by LEAs and munici-
alities in order to guarantee safety and security in public spaces.

Our SLR takes those RQs as a basis for investigation and covers
ll the aspects and technologies of protection of public spaces in said
Qs, namely, (1) technologies available to protect urban spaces, (2)
esigns, methods, and approaches to mitigate, avoid or prevent attacks,
3) techniques for crime security, analysis, and management.

More in detail, in terms of SRQ1, we aim to understand the avail-
ble technologies and the upcoming technologies for the protection of

2 PRoTECT: https://protect-cities.eu/.
3 https://protect-cities.eu/protect-project/public-deliverables/
4

Table 1
Inclusion and exclusion criteria for sample selection.

Case Criteria

Inclusion (𝗂1) The study discusses methods or technologies to address the
topic.
(𝗂2) The study discusses the challenges around the topic close
to our RQs.
(𝗂3) The study addresses know-how, guidelines or best practices
on the topics in our RQ by directly-experienced LEAs,
municipalities or practitioners.
(𝗂4) The study reports a case-study of urban space attack
incidents or approaches.

Exclusion (𝖾1) The paper does not discuss sufficient details on
implementation of practices, methods or tools for protection of
urban spaces.
(𝖾2) The discussed topics are not explained/evaluated by the
paper.
(𝖾3) The research paper does not discuss scope and limitations
of the proposed frameworks, methods, tools, solutions,
guidelines.

public spaces. Conversely, SRQ2 focuses on approaches, methodologies,
and new techniques available for the protection of urban spaces. We
thought of multiple governance methodologies, aiming to offer a diver-
sified outlook as much encompassing state of the art and the potentials
thereof. Lastly, SRQ3 identifies and analyses the gaps between the
white and grey literature to understand how feasible the approaches
suggested by academics are.

In order to address the research questions above, this work adopted
the well-known Systematic Literature Review (SLR) research approach
[48]. More specifically, the approach is detailed as follows.

First online literature is sampled to provide an overview of the tech-
niques, technologies, and tools used for the protection of urban spaces.
Subsequently, unsupervised several analyses were incepted, including
Machine-Learning analysis techniques used explicitly for topic model-
ing and literary analysis [49,50] as well as content analysis [51,52]
used to gather indicators for (1) further assessment of the technologies
and information systems found in literature as well as (2) identification
of any existing gaps in the scientific literature.

The remainder of this section outlines all the above phases and the
techniques adopted within them in more detail.

3.2. Sample selection & control factors

All of the papers used for this research either belonged to white
literature or grey literature found on the Internet. White literature,
defined as research published by an established scientific organization,
was enriched with articles and papers scraped from governmental web-
sites to find further research. Most grey papers were found on websites
dedicated to sharing information concerning information techniques
and private companies outlining their best practices. Selection criteria
are applied to the white papers to limit the span of the research. The
inclusion criteria consist of:

The inclusion criteria (𝗂1 − 𝗂4) represent the parameters are used in
rder to identify the targets of this study. On the other side, the exclu-
ion criteria are used to exclude papers that do not match the defined
argets, i.e., 𝖾1 to exclude studies with poor design/implementation
etails or 𝖾4 in order to exclude studies that do not examine limitation
nd impact of the proposed solution. Every paper used in this research
eeds to satisfy all the inclusion criteria to be added, while it will be
xcluded if it satisfies at least one exclusion criterion. Based on the
riteria stated in Table 1, 83 papers belonging to white literature and
9 grey articles were selected. For the screening process, not only the
nclusion and exclusion criteria were used but also some quality control
actors:

• Articles must be written and published after 2004;

https://protect-cities.eu/
https://protect-cities.eu/protect-project/public-deliverables/
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• Articles must be written in English;
• Articles must be written or published by a trustworthy source;

he research of Popp [24] – published in 2004 – provides the foun-
ation of this research. In order to guarantee the most up-to-date
nformation, only articles after 2004 are included in this research. The
ext criterion is that all articles used must be written in or translated
nto English. The choice of using only the English text is to ensure
he quality of the content and allow it to be replicable. Finally, since
ot all information concerning information technologies in the context
f countering terrorism or the public’s safety on the internet can
e considered to be accurate, only papers and articles published by
rustworthy sources will be used in this research. A trustworthy source
s a computing literature library like ACM Digital Library; IEEEXplore;

iley Interscience; Elsevier Scopus; and Bibsonomy for the academic
iterature. Meanwhile, for the grey literature, we double-check our
ource to find the same news on multiple channels like digital newspa-
ers and technological magazines, and blogs to have a higher certainty
f the trustworthiness of the considered reference. Hence, we used less
trict criteria than the white papers, and Google search was the main
ngine for this type of online research.

.3. Search strategy

To find articles, we started using the keywords from Table 2,
hich were coded directly from the interview and workshop transcripts
licited through our preliminary pilot study (see Section 3, Par. 3 and
ollowing). The sources were screened against the practitioners that
riginally participated in a preliminary pilot study; this way, we were
ble to guarantee that the sources from which the primary studies
ere drawn were reliable sources of truth. Each query produced a

onsiderable amount of articles and journal papers. We handle the
rocess of going through titles and abstracts to include or exclude
apers based on the criteria explained in Table 1. To acquire our
rticles, we proceeded through three search rounds. The first round
roduced 96 articles, and a second round produced 30 papers. In total,
e collected 126 articles covering the years range 2004–2020. We

hen proceeded with a third round that produced 8 more papers and
overing the years between 2020–2022 to have the most updated SLR
or a total of 134 papers. After the articles were obtained, the selection
as narrowed to industrial, government, and non-governmental paper

esearches (e.g., blog articles, white papers, magazines) published from
004 until mid 2022. Google (primary) and Bing are the two search
ngines mainly used to scrape the grey literature. We opted for Google
nd Bing due to their capabilities of indexing pages. We used the
eywords from Table 2 to find blog articles, magazines, and industrial
apers. At the same time, to cover for white literature appropriately,
ueries were running in typical and most common computing literature
ibraries, namely: (1) ACM Digital Library; (2) IEEEXplore; (3) Wiley
nterscience; (3) Elsevier Scopus; (4) Bibsonomy (5) Google Scholar;
nd (6) and Science Direct. These digital libraries were drawn from pre-
ious and related surveys i.e., [53,54]. References from articles found
nd the corresponding journals were also used to gather information
n addition to the stated online library databases. 134 papers have
een analyzed by all the authors plus three students (mentioned in
he acknowledgment, and working as students project assistant), and
pplying once again the inclusion and exclusion criteria we came up
ith a final number of 83 academic and 29 non-academic articles

ncluded in this SLR. In order to address the Inclusion and Exclusion
criteria mentioned above, the relevant keywords to be used to find the
white and grey literature were defined. A keyword search is a search
type that checks for matching documents involving one or more words
specified by the user. These keywords need to discriminate against the
most relevant research among the scientific databases [55]. Keywords,
displayed in Table 2, are those used for searching in the databases listed
above. Multiple keywords were combined to enhance the search results
by filtering out irrelevant articles. A list of combined queries is provided
here below:
5

Table 2
Table of keywords used.
Keywords:

Biometrics; Filtering; Publishing;
Categorization; Geospatial; Resolving terms;
City; Government; Safety;
Clustering; Information management; Searching;
Context management; Information technology; Secure;
Counter terrorism; Infrastructure; Semantic consistency;
Crime; Knowledge management; Terrorism;
Data; Machine-Learning; Urban;
Database processing; Predictive modelling; Video processing;
Event detection; Prevention; Visualization;
Event notification; Public space; Workflow management.

• (𝚒𝚗𝚏𝚘𝚛𝚖𝚊𝚝𝚒𝚘𝚗 ∗ ∧ 𝚖𝚊𝚗𝚊𝚐𝚎𝚖𝚎𝚗𝚝 ∗ ∧ 𝚏𝚒𝚕𝚝𝚎𝚛𝚒𝚗𝚐 ∗)
• (𝚔𝚗𝚘𝚠𝚕𝚎𝚍𝚐𝚎 ∗ ∧ 𝚖𝚊𝚗𝚊𝚐𝚎𝚖𝚎𝚗𝚝 ∗) ∨ (𝚌𝚘𝚗𝚝𝚎𝚡𝚝 ∗ ∧ 𝚖𝚊𝚗𝚊𝚐𝚎𝚖𝚎𝚗𝚝 ∗)
• (𝚙𝚛𝚎𝚍𝚒𝚌𝚝𝚒𝚟𝚎 ∗ ∧ 𝚖𝚘𝚍𝚎𝚕𝚕𝚒𝚗𝚐 ∗)
• (𝚌𝚊𝚝𝚎𝚐𝚘𝚛𝚒𝚣𝚊𝚝𝚒𝚘𝚗 ∗ ∨ 𝚌𝚕𝚞𝚜𝚝𝚎𝚛𝚒𝚗𝚐 ∗)
• (𝚎𝚟𝚎𝚗𝚝 ∗ ∧ 𝚍𝚎𝚝𝚎𝚌𝚝𝚒𝚘𝚗 ∗) ∨ (𝚎𝚟𝚎𝚗𝚝 ∗ ∧ 𝚗𝚘𝚝𝚒𝚏𝚒𝚌𝚊𝚝𝚒𝚘𝚗 ∗)
• (𝚐𝚎𝚘𝚜𝚙𝚊𝚝𝚒𝚊𝚕 ∗ ∧ 𝚍𝚎𝚝𝚎𝚌𝚝𝚒𝚘𝚗 ∗ ∧ 𝚎𝚡𝚙𝚕𝚘𝚒𝚝𝚊𝚝𝚒𝚘𝚗 ∗)
• (𝚠𝚘𝚛𝚔𝚏𝚕𝚘𝚠 ∗ ∧ 𝚖𝚊𝚗𝚊𝚐𝚎𝚖𝚎𝚗𝚝 ∗)
• (𝚜𝚎𝚖𝚊𝚗𝚝𝚒𝚌 ∗ ∧ 𝙲𝚘𝚗𝚜𝚒𝚜𝚝𝚎𝚗𝚌𝚢 ∗) ∨ (𝚛𝚎𝚜𝚘𝚕𝚟𝚒𝚗𝚐 ∗ ∧ 𝚝𝚎𝚛𝚖𝚜 ∗)

In Table 2, the list of the keyword used to build our queries for this
literature review.

Below, Fig. 2 presents an overview of the review process, show-
casing the number of identified papers and the corresponding selected
papers. To ensure comprehensive coverage, we employed both the
Google and Bing search engines to include papers that may not have
been published yet, such as those from arXiv, as well as those from
lesser-known libraries.

The target in question is not necessarily software engineering, but
more generically information and software technology related, previ-
ously used, or evaluated in the context of cyber-threat intelligence –
intended as the discipline and practice of diagnosing cyber-threats,
by any means, i.e., analytical or otherwise – along with the typical
context in which such efforts are to be found, that is, law-enforcement,
systems surveillance and their general security and safety governance.
The reason for selecting such terms and queries is drawn directly from
the stakeholder interviews and confirmatory workshops we held with
the (Cyber-)Law-Enforcement Agencies (LEAs) – primary targets for the
exploitation of our results – that were involved in our study and which
represent a unique ground truth beyond question.

3.4. Data extraction

For the extraction of the data, a mixed-method analysis approach
was used to obtain qualitative and quantitative data at once [56]. For
this, a thematic coding content analysis method was applied to generate
themes from the involved data. The thematic coding was done in a
six-phase analysis method, including:

• Familiarization. We started reading the found papers in order to
become familiar with the found data.

• Generating the initial codes. After we became familiar with the
data, we started the coding stage. In this phase, it is important
to isolate those phrases, sentences, and paragraphs related to
our topic. We analyzed all the papers and extracted phrases,
sentences, and paragraphs to create clusters of themes.

• Create the initial themes. In this phase, we revised the codes
clustering them together if there were similar meanings or if we
found relationships among them. This stage helped us identify
patterns among codes.

• Review the initial themes. In this phase, we took the themes
and began to review them against the data.
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Fig. 2. Systematic literature review selection process.
• Name and define the themes. In this phase, it is important to
use proper labels to create meaningful and comprehensive names
for the different themes involved. We revised our themes to give
them more comprehensive names.

• Write the final report. After the definition of the themes naming
them, we started writing our final report as defined in [57].

Finally, to address SRQ1 and SRQ2, we operated a machine-assisted
opic modeling and analysis exercise supported with a thematic coding.

e chose the Latent Dirichlet Allocation (LDA) approach since it is gen-
rally the most popular and effective topic modeling technique. With
DA from our dataset of papers, we extract human-interpretable topics
topics or themes are a group of statistically significant words within a
orpus, we will use the terms interchangeably [58]) characterized by
hose words that are most strongly associated with. More specifically,
e used Latent Dirichlet Allocation (LDA) to detect emerging themes

n our textual data.

.4.1. Thematic coding
Thematic coding was adopted to get a baseline understanding of the

tate of the art information technologies to protect urban space. The list
f themes is partially based on the work made by Popp et al. in [24]
nd dated 2004. In the work by Popp et al. are identified some of core
T areas considered crucial for counterterrorism. With our proposed
iterature review, we intend to improve this list of technologies to
esemble the current state of the literature on information techniques.
ne researcher and three student assistants have been involved in the
rocess of selection, analysis, labeling, and finding of emerging themes.
he first round concerned the usage of the keywords from Table 2 to
ind related publications, articles, and grey literature from the specified
cademic and non-academic channels. The first round produced 96
cademic papers for the white literature, and with a second round
f additional 30 research papers, for a total amount of 126 academic
rticles. After the analyses process, the papers were reduced to the final
umber of 83, while for the grey literature, we processed 29 articles.
uring the reading and analysis process papers have been removed

ince were not providing specific type of technologies or approaches
or the protection of public spaces. The selected set of articles obtained
y the article search was each individually analyzed, labeled, and the
ost important parts were subtracted and stored in an overview with

he emerging theme that arose from the analyzed text. This overview
6

erved as a total collection of essential parts of the analyzed text with
their concurrent themes and articles. To attain the findings, we based
our Thematic coding approach on the work in [59], where all the
steps are presented and explained. The analysis consist on six steps,
mainly: (1) Familiarization, (2) Generating the initial codes, (3) Create
the initial themes, (4) Review the initial themes, (5) Name and define
the themes and lastly (6) Write the final report. The thematic coding
aimed to code as consistent as possible all the papers in the white and
grey literature. The results of the manual coding exercise are listed in
Table 3.

3.4.2. Topic modeling and topological analysis
We chose the Latent Dirichlet Allocation (LDA) [60] approach for

our topic modeling analysis since it is the most popular and generally
the most compelling topic modeling technique. With LDA, we can
extract human-interpretable topics from our dataset of papers. Each
topic is characterized by those words that are most strongly associated
with it. Hence, we selected log-likelihood as our measure of clustering
quality, following typical approaches from state of the art [61].

Besides, we used the genetic algorithm Differential Evolution to
tune LDA hyperparameters alpha and beta, as suggested by Agrawal
et al. [61]. For the sake of space, we can explain the hyperparameters
by saying that alpha is a parameter that controls the prior distribution
over topic weights in each document, while beta is a parameter for
the prior distribution over word weights in each topic. For the sake
of space, we refer the reader to the explanation provided in [62].
Moreover, to conduct all the pre-processing phases and analyses, we
exploited the NetCulator bibliometric analytics tool,4 which supports
LDA and several similar natural-language analyses and clustering tech-
niques and tools of our design, featuring Python and the python LDA
package. To further analyze our dataset, we apply structural, topolog-
ical Analysis [63]. Topological data analysis (TDA) refers to statistical
methods that find structure in data. We decided to apply both TDA and
LDA to study and visualize the overlap between these two analyses.
Indeed, both analysis work with clusters of words. However, from one
side, LDA produces a collection of documents that the algorithm has
grouped based on a certain topic. Differently, TDA finds a connection
among these clusters and visualizes the shape of the network behind
these topics and how they are connected. Hence, we expect to have
overlap among LDA and TDA analysis, where the former show topics,
and the latter shows the interconnection among them [64].

4 https://www.netculator.com/

https://www.netculator.com/
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Table 3
Table of the emerged themes during manual coding.
Code Definition

METH Methods for the risk assessment new data sources
PRED Prediction model for prevention measures
ASSES Modeling for assessment. How is the given model evaluating a state
FEAS Feasibility of the posed technique
BPGO Best practices applied by governmental organizations
BPOP Best practices applied by other parties than governmental organizations
TECH Prevention technologies/tools/designs
ARIN Artificial intelligence (machine-learning)
Fig. 3. Amount white literature per year of publication.

4. Analysis of the results

This section elaborates on the results of the analysis of this paper.
First, descriptive statistics of the examined papers are reported. An
overview is given concerning the year of publication, type of study,
and the venue in which the article was published. Subsequently, we
provide and discuss the results of the LDA topic modeling. While to
study the topological shape of our dataset, we decided to apply Topo-
logical Data Analysis (TDA). To conclude, we performed t-Distributed
Stochastic Neighbor Embedding (t-SNE) analysis, a statistical method
for visualizing high-dimensional data in a two-dimensional map.

4.1. Descriptive statistics

The white literature included in this research range between the
year 2004 and mid 2022. In order to limit the scope of this research, a
minimum boundary was set. As mentioned in Section 3.2, the literature
included in this research should be published after the year 2003. An
emerging trend line is displayed in Fig. 3. On average, more recent
literature has been found and included in this research. In Fig. 3 the
papers from 2022 are added up to those of 2021 since, at the end of
collecting the papers, 2022 was only advanced halfway. It is to be noted
that our analysis approach is based on previously and successfully
published studies with similar depth and scope, primarily [53,54].

In Figs. 4(a), 4(b), and 4(c), we reported a diverse statistical distri-
bution of the sources used for this paper. More specifically, in Fig. 4(a)
we have what type of studies, over the last 15 years, have been used
for our literature review.

Experimental studies represent the prevalent type of studies found
for our literature review. In experimental studies, researchers introduce
an intervention (in our case, a technology), and study the effects of
this intervention in a certain environment. Case studies and literature
studies together make up the other half of the dataset. A case study
typically entails an empirical inquiry that investigates a phenomenon
7

within its real-life context, whilst a literature study (like this one) seeks
for substantive findings and theoretical, technical, and methodological
contributions to the existing body of knowledge revolving around
terrorist attacks.

Fig. 4(b) graphically depicts the venues of the studies we took into
consideration for this paper. Lastly, in Fig. 4(c) the two main sources
of our grey literature are shown. Most of the grey literature data has
been drawn from online articles, while the product pages of companies
that produce technology for the protection of public spaces have less
impact on the overall grey literature dataset.

4.2. Topic modeling

Latent Dirichlet Allocation (LDA) has been applied to extract the
most relevant themes in the textual data. Before executing the LDA
topic modeling, pre-processing had to be applied to all the text. The
pre-processing basically consists of (1) removing all punctuation marks
and numbers; (2) standardizing terms and definitions structure-wise;
(3) converting all letters to lower case; (4) removing common stop
words for English grammar and syntax.

After rigorous pre-processing, the LDA method for visualizing and
interpreting topics was applied. The method used is called LDAvis [65]
and is based on the work of Chuang, Manning, and Heer (2012). With
the use of the LDAvis, visualization has been plotted, like the one in
Fig. 5. Each circle represents a topic, together with its prevalence.
On the right side, the top 30 most relevant terms are displayed for
every topic. The 𝜆 slider provides the opportunity for ranking the terms
according to term relevance. The range of the slider goes from 0.0 to
1.0. Adjusting 𝜆 to values close to 0 highlights potentially rare but
more exclusive terms for the selected topic. Larger 𝜆 values (closer to 1)
highlight more frequently occurring terms in the document that might
not be exclusive to the topic. In this research, the 𝜆 is fixed at 0.8 to
highlight frequent terms for a topic, but not exclusively.

A bar chart renders the topic modeling results to gain more insight
into the most frequent terms per topic. In this chart, we have restricted
ourselves to ten terms, including their probability. The terms are ranked
with their accessory probability, and those with the highest probability
are displayed at the top.

Our final research resulted in the final amount of six clusters for the
white literature and two clusters for the grey literature.

For the sake of space, here below, we reported only the results of
Topic 1 from the white literature to provide an example of result to the
reader from LDA analysis (Fig. 5). However, in the next paragraph, we
provide a taxonomy to summarize our topic modeling analysis’s overall
result.

4.2.1. Topic modeling analysis for white and grey literature
Below we introduce the main results of topic modeling analyses. For

the sake of space, we decided to depict a taxonomy overview that more
concisely displays the final results.

Fig. 6 depicts the results of our topic modeling analysis applied to
112 documents from academics and practitioners over the last 15 years.
The Encoded Concepts represents the six major categories found by our
LDA analysis. The Encoded Concepts are a set of words that belong to a
specific topic. In this group of concepts, we recognize a subset of themes
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Fig. 4. A white (top) and grey (bottom) literature dataset: descriptive stats for types of studies, venues, and online sources.
Fig. 5. Topic 1 from LDA Topic Modeling. On the left side, The six circles represent the topics. On the right the most relevant terms for Topic 1.
defined in Table 3 that represents the main research topics from the
analyzed studies (Internet Technologies, Governance (Methodologies
8

and Architectural), Law Enforcement, AI, Surveillance). Differently
from the Encoded Concepts, in the Clustered Concept, we have the main
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Fig. 6. Topic modeling analysis taxonomy result.
Table 4
Topic analysis results for sensors technologies.

Terms Score Internet technologies

Sensor 60 A Sensor is a device that measures physical input
from its environment and converts it into data that
can be interpreted by either a human or a machine.
In the contest of protection of public spaces, Sensors
can be used to improve the Surveillance Systems’
accuracy rather than to be helpful in the context of
transforming cities in an intelligent environment
where if a sensor triggers an exception, action can be
taken in order to resolve that event. Sensors can be
useful to identifying drivers that run red lights or
with high speed, generating predictive crime maps
and risk assessment, to a real-time understanding of
crowds and their behavior in urban spaces, detect
aggressive behavior (Eindhoven municipality is one of
the pioneers of this technology).

branches the research is focusing on. In the following, we analyze more
in detail all the Clustered Concept we found during our analysis. Under
the column Terms, we have the main keywords of each topic found
during the analysis. Instead, under column Score, we have the weight-
age (importance) of each keyword using lda_model and related to that
specific topic. Hence, the higher is the score of a term, and more are
the documents related to that specific research area. Lastly, the final
column aims to provide a description and a context of the found terms.
We decided to provide a description due to the fact that the document
is meant to be used by academics, practitioners, and non-expert.
9

Sensors from Table 4 have the value to be small and can be used
in every type of scenario available in public spaces. In the context of
the protection of public spaces, sensors can become extremely useful
in the detection of weapons or explosives. Moreover, the strength of
this technology is the of having semi-autonomous federations of sensors
that share situational awareness information locally to specific areas
and which operate under different conditions and parameters as others
and therefore offer different insights locally, resulting in a discrete yet
powerful area surveillance network.

In Table 5 we have some examples of how the LEAs can organize
departments to manage, avoid and mitigate illicit behaviors in public
spaces. The three departments can work together using the data re-
trieved from the ‘‘technologies’’ installed and disseminated in the public
areas. All the data can be used and analyzed to support investigators
during the investigations. Moreover, the three departments can work
closely with the municipality to improve the overall life quality of those
areas more exposed to possible crimes.

Table 6 lists the most common technologies for the surveillance of
public spaces, namely: System Surveillance and Urban Cameras. This is
an adaptable technology due to the fact that nowadays, multiple models
of ‘‘cameras’’ are available on the market. We can state that one of
the major weaknesses of this technology is price elasticity. The range
indeed can vary from a small number of euros for the IP-Cam for private
and personal use to thousand of euros for those proposed by Level Five
Supplies5 with the possibility to be mounted on a car, or the cameras
proposed by Eight Bells6 for accurate temperature measurement of

5 https://levelfivesupplies.com/
6 https://www.8bellsresearch.com/

https://levelfivesupplies.com/
https://www.8bellsresearch.com/
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Table 5
Topic analysis results for law enforcement agencies.
Terms Score Law enforcement

Crime security 130, 70 Security and anti-crime policies alone are not enough for responding to all threats and
vulnerabilities. Technologies like CCTV and IoT devices can help in improving the
security of public spaces. However, we have a new trend from the architectural
perspective so-called ‘‘Crime Prevention through Environmental Design’’ (CPTED). The main
idea behind the CPTED strategies relies on the ability to influence offender decisions that
precede criminal acts. In this respect, it is important to increase the Natural Surveillance
by improving the visibility of potential offenders to the general public, Natural Access
Control in order to better differentiate among public and private spaces, and Natural
Territorial Reinforcement by using buildings, fences, pavement, signs, lighting, and
landscape to express ownership and define public, semi-public and private space.

Crime analysis 130, 65 To analyze and prevent crimes in urban areas, the best option available is to use the
data received from the IoT devices and the surveillance cameras and CCTV in order to
build a crime map of the city. From the crime, a map could then be possible to analyze
the factors behind the criminal activities and then address the problems. It is hence
important to understand the causes that drove a criminal activity and the location to
find the right blend of solutions available in the technologies, guidelines, and
architectural field.

Crime management 130, 60 Police officers are the main actors in charge of crime management. Due to the police’s
responsibility, it is important to equip policemen with the proper technologies and grant
the access to the data coming from the technological cities. Connected tablets and
smartphones certified by national agencies to provide encrypted communications and in
order to share documents securely and privately. Data harvested from the IoT devices
by police can be analyzed to create a picture of crime patterns and trends. Leveraging
on predictive analytics and machine learning to big data, police departments can foresee
the place of the next violent crime. Facial recognition technology can be implemented
into the CCTV and surveillance cameras and could be accessible only by police officers.
Table 6
Topic analysis results for surveillance technologies.
Terms Score Surveillance

System surveillance 260, 90 Surveillance systems mostly refer to CCTV and security
cameras. Moreover, in order to build a surveillance system it
is necessary to include components like Cameras the main
surveillance unit, Cables wires to connect cameras with
monitors and power adapters, Power Distribution Block or
Power Adapter power supply unit, Monitors screens for
surveillance, and Video recorder (DVR) hard drive for storage.

Urban Video/Camera
Control

60 Urban Video/Camera Control systems are related to CCTV
technologies. In this field, we have different types of
Cameras like Analog Fixed Cameras, Analog Dome Cameras,
Ip Dome Cameras, License Plate Recognition Cameras,
Thermal camera (FLIR). Besides, Cameras can be used for a
lot of different purposes, real-time traffic control systems in
order to find anomalies, management systems for public
infrastructure, identifying all anomalous events occurring on
urban streets, and dealing with them in real-time, optimizing
emergency, police and street service response. To achieve
better results, are now available high-performance day/night
cameras equipped with IR cut filter system, backlight
compensation to be capable of recording into the dark,
interline transfer CCD sensors.
people with atypical temperature in a crowded place, or the cameras
proposed by Chris Butler Associates7 that integrate machine learning
solutions.

In Table 7 are listed some approaches that could be taken by munic-
ipalities to enhance the protection of public areas. From the literature
we discovered difficulties in finding approaches and methodologies to
prevent, manege and avoid attacks in urban areas. From our research
we could not find external companies that provide services to trainee
a municipality and the related employee on how to build and reuse
approaches and methodologies for the protection of public spaces.

In Table 8 we have some architectural approaches. Together with
the surveillance systems, barriers and bollards proved to be the most
used approaches. However, misuse of this type of approach to securing

7 https://chrisbutlerassociates.co.uk/
10
public spaces could be seen by many as ‘disproportionate’. Moreover,
it profoundly impacts the liveability, walkability, character, and ac-
cessibility of public spaces. Security, in this sense, does not provide
feelings of safety and security and, indeed, can have the opposite effect.
However, nowadays, the predominant emerging view is to try to be
camouflaged and subtly embedded within the cityscape the barriers
to protect public spaces. It is hence strategic to rethink barriers to
be appropriately integrated into the cityscape. However, the idea of
embedding security measures into the design plans of our cities and
public spaces is becoming more and more predominant.

Lastly, but not least, in Table 9 are listed some upcoming ap-
proaches using Artificial Intelligence (AI) and Machine Learning (ML)
algorithms to provide protection of public spaces. These type of ap-
proaches can be directly integrated in surveillance cameras rather then
can be used to automatically monitoring the data coming from different

sources.

https://chrisbutlerassociates.co.uk/
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Table 7
Topic analysis results for methodologies under the governance cluster.
Terms Score Governance — methodologies

Approach 65 A broader approach is essential to guarantee safety and security in
urban spaces. To this respect, it is important to have a continuous and
systemic process of regulation of problems rather than their eradication
or deep transformation. Moreover, it is important to know that
municipalities do not have to rely only on traditional security actors,
but it is vital to look broader at what are the hazards, decide who
might be harmed and how to evaluate the risks, record findings, and
review the risk assessment and revise if necessary [66,67].

Work plan strategies 40, 40, 40 In [68] and in [69] we have some guidelines, work plan, and
strategies provided by the European Commission. Moreover, a work
plan can be generated using the indicators available to define Methods
(those Methods from Table 8).

Public event 18, 18 In recent years a shift has occurred: attacks on ‘‘lifestyle’’ targets have
become increasingly common. The public events always gather loads of
people and the chaos of the event itself as a significant number of
people, represent an easy target for terrorists that can go unnoticed. It
is hence crucial to find tools, technologies, and methods that can help
and assist LEAs during the crowd controls.

Law 13 Laws are the first ‘‘barrier’’ against crime and criminal activities. The
EU is providing an action plan in this respect to support the protection
of public spaces [68]. Moreover, the EU is not only providing guidance
and consideration but also providing target founding, exchange of
expertise and best practices, improving the cooperation among public
and private sectors, and enhancing transportation security [70].

Crime information
impact

13, 10 Crime information and statistics can be collected as important insights
into what criminologists call the ‘‘dark figure of crime’’ or crimes that
have not been reported. To assess and contrast crimes in the cities, it
is important to keep track of the current crime trends and the related
areas, hence, to apply strategies to contrast these crimes.
Table 8
Topic analysis results for architectural solutions under the governance cluster.

Terms Score Governance — architectural

Methods 130 The Methods to guarantee the protection of
public spaces are established on the federal and
local levels. Authorities should decide and set
those indicators for a positive environment
concerning architecture, urban planning and
social sphere [71].

Design 40 Different and various are the solutions at the
design level in order to guarantee safer urban
spaces. An example could be to plan streets
with multiple chicanes, which require vehicles
to turn corners and deliberately slow down
rather than plan ways to take pedestrians off of
dangerous corners but still make it convenient
for them. Other examples are sidewalks lined
with large trees to make it difficult for the cars
to drive on, entirely pedestrianizing popular
walking streets could be a solution to keep
terror vehicles far from popular areas, a ring of
steel to protect the most vulnerable urban
areas [72,73].

Bollard 16 A bollard is a short post used to create a
protective or architectural perimeter. When
installing primarily as a visual guide, bollards
guide traffic and mark boundaries [74]. The
bollard is only one type of protection barrier
nowadays used by municipalities to protect,
discourage and also as an ornament for the city
to preserve and, at the same time, avoid the
feeling of fear in the citizens.

Barrier
protection

12 It is the first approach used by municipalities
to guarantee the security of urban spaces. The
barriers available differ in types and purposes;
an extensive list of these barriers is available
on the web, an example in [75–77] and some
more decorative solutions like those proposed
in [78].
11
4.3. Topological analysis

After the Topic Modelling analysis on the whole dataset containing
both white and grey literature, we have applied Topological Data
Analysis (TDA) to exploit the topological and underlying geometric
structures of our data. As a data science methodology approach, TDA
seeks to identify patterns in big data, usually to generate predictors.
TDA attempts to grasp a dataset at a more meaningful level. We apply
TDA to find similarities in our dataset and to eliminate all those data
that are not relevant for the analysis to find patterns and shapes in our
data. However, TDA’s main idea is to focus on what makes data points
similar to each other (e.g., row-by-row comparisons) and using this to
compress the information into an interactive graphical representation
of the aggregate data. TDA looks at the shape of our data. With TDA
analysis we aim at intercepting anomalies or outliers that have not been
highlighted in the topic modeling analysis. This graphic representation
depicts groups, many previously unseen, that naturally occur in the
data [94]. Below, we have the graphical representation of our dataset.

The output in Fig. 7 represent the shape of our dataset, and as
depicted in the picture, we have six significant datasets.

It is important to underline that the LDA (topic modeling) analysis
is not comparable with the TDA since the two analyses have different
aims and approaches. LDA discovers thematic features and their respec-
tive structures in a large number of studies using a probabilistic topic
model. While TDA is a methodology to study the topological shape of
data. The fundamental assumption in topology is that connectivity is
more important than distance. Hence, with TDA, we aim to analyze
relationships between a set of documents and the terms they contain.

From Table 10 we have been able to extract six most representative
clusters. From Cluster 1 and Cluster 4 we infer information related to
LEAs and Governments approaches. Indeed, we recognize terms like
security measures, law, agents understand terrorist attacks, architecture,
physical resources that give us information about those methodologies
implemented by the municipalities and LEAs. In Cluster 2, Cluster 3,
and Cluster 5 defines all those technologies, algorithms, and cyber–
physical systems that are able to convert a municipality into a Smart
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Table 9
Topic analysis results for Artificial Intelligence technologies.

Terms Score Artificial Intelligence

Motion algorithms 75, 50 Conventional video surveillance systems often rely on human operators for activity
monitoring and determining actions to be taken upon incident occurrence. The new
era of video surveillance systems provides support to the tedious work of human
operators obliged to watch recorded videos in order to find crime proofs. The industry
and academics have developed technologies for intelligent surveillance, such as object
tracking [79,80], pedestrian detection [81], gait analysis [82], vehicle recognition
[83], face and iris recognition [84], and crowd counting [85].

Object detection 60, 90 We can state that for object detection we can use the same technology presented in
the other tables from the other topics (motion algorithms, AI, IoT devices).

Crowd behavior 50, 70 Crowd Behavior can be easily addressed by artificial intelligence technology
implemented in CCTV and urban cameras. In order to have a broad overview of the
city is possible to implement a network composed of AI cameras, IoT devices, and
analysis systems so to have a picture of the security state of any urban areas
analyzing the data collected from all the different devices at runtime. Moreover, AI
itself is already able to detect crowd behavior and anomalies and can be implemented
in drones and CCTV, an example of this technology nowadays available are described
in [86–89] and are available in real-time webpagea and in Boulderai webpageb.

Recognition 50 Latest CCTV are equipped with AI in order to recognize different types of objects and
scenarios. Hikvision, one of the main suppliers of video surveillance products and
solutions, in 2017, launched the first ’Deep Learning’ embedded in a Network Video
Recorder (NVR) [90]. The technology presented by Hickvision performs different types
of recognitions: Facial Recognition, People counting, and Management of vehicles. The
same technology has also been implemented by Huawei and Gigabyte companies, and
the related products are already available for the market directly from the Huawei
webpagec and the Gigabyte stored.

Anomaly detection 40 As for Crowd Behavior, we can use same methods and techniques described also for
the detection of anomalies.

Vehicle movement
trajectory

30, 30, 30 The CCTV and video cameras are nowadays extensively used in order to guarantee
safety and security in public spaces. However, in [91], TNO developed WAMI (Wide
Area Motion Imagery), where drones are equipped with high-resolution cameras in
order to observe an entire city continuously from above. The algorithm proposed by
TNO includes object detection, object tracking, tracking repair, and track analytics.
WAMI can be used by the analyst to study the behavior of people and vehicles. In
[92] they propose a video visualization system for traffic surveillance. Based on the
glyph, the tool can be utilized for road surveillance videos to monitor live road traffic
on the highways.

Software technology 17, 18 The progress of the technology for the protection of public spaces are visible to
everyone. In some cases, the software is even considered a threat and too intrusive of
personal privacy. An example is the case of facial recognition in the UK [93]. Hence,
it is necessary for the developers, LEAs, and municipalities to find a good trade-off
between the protection of urban areas and the right software and technology to
employ to do not undermine the privacy of the users.

AI 5 Artificial Intelligence is the latest and most promising silver bullet proposed by
academia for the protection of urban areas. An increasingly sophisticated technology,
AI could support preventive policing to bring about a safer community. The
technology is still at an early stage, and a lot of work is needed to improve it.
However, the results of AI are promising and of a wide range of appliances.

ahttps://store.icrealtime.com/cameras
bhttps://www.boulderai.com/our-hardware/
chttps://e.huawei.com/en/products/intelligent-video-surveillance/cameras/software-defined-camera/x3221-c
dhttps://www.gigabyte.com/Solutions/AI-AIoT/intelligent-video
ity. Lastly, Cluster 6 encompasses all those technologies related to
he IoT. The fog computing extends the concept of cloud computing
o the network edge, making it ideal for internet of things (IoT) and
ther applications that require real-time interactions. As mentioned
reviously, we applied TDA analysis to find outliers in our dataset
nd to catch information that had not been captured with the topic
odeling. Overall we can assert that the information found with the

opic modeling analysis finds confirmation in the TDA analysis. Clusters
rom one to five from TDA contain information highlighted with the
opic modeling analysis. However, Cluster 6 appears to add some new
echnologies for the protection of public spaces like Fog Computing and
loud infrastructure that have not been captured with LDA.

.4. t-Distributed Stochastic Neighbor Embedding (t-SNE) analysis

To further analyze our dataset, we decided to apply a t-Distributed
12

tochastic Neighbor Embedding analysis. t-SNE is an unsupervised,
non-linear technique for dimensionality reduction that is particularly
well suited for the visualization of high-dimensional datasets. The t-SNE
algorithm calculates a similarity measure between pairs of instances
in the high dimensional and low-dimensional space. It then tries to
optimize these two similarity measures using a cost function.

• Step 1: in the high-dimensional space, create a probability distri-
bution that dictates the relationships between various neighbor-
ing points.

• Step 2: It then tries to recreate a low dimensional space that
follows that probability distribution as best as possible.

• Step 3: We measure the difference between the probability dis-
tributions of the two-dimensional spaces using Kullback-Liebler
divergence (KL) [95–97].

We decided to apply t-SNE analysis to further understanding of how

the data is arranged in a high-dimensional space.

https://store.icrealtime.com/cameras
https://www.boulderai.com/our-hardware/
https://e.huawei.com/en/products/intelligent-video-surveillance/cameras/software-defined-camera/x3221-c
https://www.gigabyte.com/Solutions/AI-AIoT/intelligent-video
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Fig. 7. Topological Data Analysis of the data from the white and grey literature.

Fig. 8. t-SNE analysis of the data from the white and grey literature.
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Fig. 9. Word Cloud with the most representative words per each topic.
Table 10
Cluster details of topological data analysis.

Cluster Cluster detail

Cluster 1 Security measures, Personnel, Prevent, Drones alert, Law,
Agents understand terrorists attacks, Pattern recognition.

Cluster 2 Artificial Intelligence, Vehicle, Public safety, Traffic
management, Recognition, Drones, Smart city, Remote
technology, Decision making, Neural network.

Cluster 3 Critical perimeter, Detectors, Build simple detectors,
Intelligent Communications emergency, Urban infrastructure,
Sensors detect persons, RFID.

Cluster 4 Awareness, Simulation, Physical layer, Architecture, Physical
resources, Crime patterns, Video surveillance, Crime strategy
planning.

Cluster 5 Trajectories, Anomalous motion patterns, Abnormal behavior,
Anomaly detection.

Cluster 6 Fog Computing, Smart city, Cloud, IoT.

Clearly Fig. 8 exhibits distribution of the six topics from our LDA
topic analysis. To gain a deeper insight of the six topics we provided a
word cloud image where the most representative words of each topic
are listed.

From the six word cloud in Fig. 9 we see the distribution of the
six topics. Fig. 9 is the textual representation of the clusters from the
analysis available in Fig. 8. We can group Topic 5, and Topic 6 under
the Governance and Law Enforcement umbrella. While, Topic 1,
Topic 2, Topic 4, and Topic 5 represent the cyber physical systems
that can be organized under Law Enforcement, Artificial Intelligent,
Surveillance, and Internet Technologies. Moreover, from the analysis
in Fig. 8 we infer how Topics from 1 to 4 are stochastically close, while
Topic 5 and Topic 6 result more disconnected compared to the other
clusters. This could be interpreted with the fact that in Topic 5 we
have information strictly related to IoT devices while in Topic 6 we
find documents related to techniques, best practices, and approaches
for LEAs, municipalities, and governance. Conversely, in the rest of
the documents, we have the most information about CPS like motion
tracking, deep learning, and face recognition.

To conclude, we decided to apply t-SNE analysis to investigate
the distribution of our data further, to (a) find conceptual relations
14
across clusters, (b) confirm the results found with our Topic Modelling
analysis, and (c) lastly, to give a better understanding of our findings
and our research.

4.5. Distribution of theme codes in white and grey literature

To conclude the discussion of our analysis, we provide in Fig. 10
the distribution of all the themes presented in Table 3 in our dataset
composed of both white and grey literature. In Fig. 10, (a) refers to the
distribution of the documents from the white literature. Meanwhile, in
Fig. 10(b), we have the documents related to the grey literature, with
Topic 1 as a dominant cluster and Topic 2 as smaller one. In Fig. 10(a),
we can observe that the scientific literature covers almost all the fields
codified in Table 3, with a higher amount of documents related to
Artificial Intelligente (ARIN), Technologies (TECH), and Best practices
(BPGO - BPOP). Conversely, in Fig. 10(b), even if the distribution of
the grey literature appears to be covering almost all the codes from
Table 3, we have a good amount of Best practices (BPGO - BPOP),
but a relatively small amount of documents related to Artificial Intel-
ligence (ARIN) and CPS Technologies (TECH). The low number of CPS
technologies is due to the fact that most companies that are providing
this type of technology do not provide enough information online.
Most of the time, the websites of these companies provide an online
brochure or just a simple overview of the services and technologies
they provide. Hence, it has turned out exceeding difficult to detect them
using structured queries.

5. Discussions

A major point of discussion for the proposed work, is that a concrete
overlap exists among the defined codes and the topic modeling results.
Indeed, Tables 4 and 6 present a list of terms associated with cyber
physical systems (TECH) used in urban spaces to guarantee safety and
security. In Table 5, we enumerated techniques to assess and prevent
(ASSES) crimes, which range from how to prevent crimes and how
to analyze those urban areas more subject to criminal events to how
to deal and manage areas where criminal events are more frequent.
In Table 7 and in Table 8 our topic modeling analysis grouped the
best practices (BPGO, BPOP) that can be used both at municipal or
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Fig. 10. Amount of codes present in the white (a) and grey literature (b).
government levels in order to improve the safety and security of urban
spaces. This topic groups methods, approaches, and new architectural
design techniques in order to improve the environment at the structural
engineering level, a way to rethink our cities and design new spaces and
new urban areas that can be considered secure against criminal activ-
ities by design. Continuing with our topic modeling analysis results,
in Table 9 are presented cyber physical system that leverage Artifi-
cial Intelligence algorithms (ARIN) in order to enhance the capacities
of CCTV, drones, and surveillance cameras. Considering our overall
analysis, the main research question can be answered:

‘‘What are the best practices and CPS technologies, nowadays available,
for the protection of urban areas?’’

Major Findings. There is no one single bullet-proof solution
available. Conversely, multiple methods and techniques can be
put in place to guarantee safety and security in public spaces.
The techniques range from architectural design to rethink public
spaces keeping security into account in continuity to emerging
technologies such as AI and predictive surveillance. Among the
architectural field the barriers hidden into the landscape of the
city appear to be a good option for protecting public spaces with
a relatively low maintenance cost. On the other side ML and
AI implemented in CCTV emerged to be an incisive technology
while extremely costly. However, whenever new technologies can
appear expensive in cost and questionable in privacy or could be
challenging to rethink and re-project public spaces, it is always
possible to build an action plan to mitigate, prevent and manage
crime events.

Furthermore, the sub-questions can be addressed as follows:
(SRQ1.) To what extent new technologies effectively enhance the pro-

ection of public spaces? This research question was originally aimed to
ssess what tools are available for the protection of public spaces. Our
ata indicate an array of technologies spanning from the Artificial Intel-
igence, Machine Learning, CCTV that are already implementing these
echnologies for the recognition of human faces and traffic analysis.
15
Finding 1. From our analysis we found three major active
fields for the protection of public spaces. The Information Tech-
nology (IT) field offers different innovations like modern cameras
with integration of AI, thermal cameras, sensors, machine learning
models for object detection and crowd behavior. However, on the
other side the IT field offers cheaper technologies like automated
bollards and barrier protection. From the analysis we have intelli-
gent barriers able to be activated through sensors and be an active
part of a smart city. The second field is the Architectural one.
Under the architectural field our analysis showed the possibility
to redesign the public space to make them safe and protect
citizens. Moreover, the architectural field showed the possibility
to integrate static barriers into the city landscape reducing the
sense of fear. Lastly we have the Organizational field. Under the
organizational field our analysis showed some major approaches
both for municipalities and LEAs. Approaches like work plan and
work plan strategies during public event can be designed and
organized directly by the municipalities in conjunction with LEAs,
fire fighters and healthcare. On the other side LEAs can work
on plans for crime analysis, crime management, and crime security
working with data scientist and collaborating with academic to
study and set up new approaches.

(SRQ2.) What are the new approaches for the protection of urban areas?
This research question was initially aimed to assess what CPS and best
practices are available for the protection of public spaces. Our data
highlighted a wide range of new techniques and best practices for the
protection of urban areas, i.e., new architectural approaches in order
to have spaces and buildings thought to protect people, crime and
statistics studies in order to predict the most sensible areas in a city, EU
approaches and techniques to help municipalities and LEAs to enhance
the security levels of the cities.
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Finding 2. Our analysis highlighted how both academics and
the market are pursuing a model of the Smart City 2.0. An
always more smart city and a smart environment is the next
challenge for both academic researchers and practitioners. Indeed
the usage of CPS like sensors, machine learning, and artificial
intelligence, resulted in being predominant in the overall SLR.
We hence can reply to (SRQ2.), that the new approaches for the
protection of public spaces are smart technologies, able to provide
a huge amount of data about the ‘‘health’’ of the smart city, while
demanding a less human interaction, hence providing a high grade
of security for all the citizens.

(SRQ3.) To what extent is the agreement between white and grey
iterature, and what are the gaps? This research question was initially
imed to assess the gaps and the overlap between academia and the
esearch produced by organizations outside of traditional academic
ublishing. The purpose of (SRQ3.) is hence to provide new research
pportunities or new cues of reflection to the academic community.

Finding 3. To answer (SRQ3.) we use a set theory based
graphical representation of two concentric circles, where the out-
ermost circle represents the academic, and the internal one is the
market. In the field of CPS for the protection of public spaces, most
of the research produced by academia is converted into products
by the market. Moreover, is necessary to highlight that if from one
side the academia, in the context of CPS, implements most of the
algorithms, on the other side the market is the one responsible for
the hardware and the final implementation, hence, in this respect,
the two actors are complementary each other.

Overall, on the one hand, we report a consistent overlap between
reas of research in CPS technologies for the objectives in our vision,
ut, on the other hand, we cannot assert the same for what concerns
est practices and methodologies for the protection of public spaces.
ndeed we found that:

Finding 4. While the academics suggest best practices and
methodologies for the protection of urban areas, the market did
not provide any type of implementation of such suggested ap-
proaches, which shows a lack of fertilization between academia
and industry. A relevant example is given by the European Com-
munity that in the context of protection of urban spaces provides
guidelines and methodologies through the EU portal and available
for all the EU cities.

Furthermore, the best practices identified in websites and blogs
re most of the time, reports from the European Community, which
ighlight a community imbalance in terms of global distribution of
esearch efforts; this highlights a still very much primordial field of
esearch wherefore the foundations we provide may help to bring order
nd more structured research roadmaps all across the globe.

Interestingly, we observed the same imbalance also in terms of the
rchitectural approaches: on one side, we report the academics that
re suggesting new architectural approaches for safety and security-
riented smart buildings, while the market and practitioners often do
ot invest and implement/adopt new concepts.

In this regard, the scientific community must start producing meth-
dologies, guidelines, and architectural solutions that municipalities
an easily implement to enhance security in public spaces. The produc-
ion of such guidelines and methodologies of easy use and applicability
16

rom the academic needs to have two main objectives: (1) not to let
the cities be dependent only to technologies, (2) reduce deployment
and general implementation/operation costs, (3) improve collaboration
among municipalities, LEAs, fire-fighters, health-care systems, and all
stakeholders involved in the risk assessment, mitigation, and man-
agement of crises and cyber–physical threat events such as terrorist
attacks.

6. Lesson learned

From Section 5 we want to extract our ‘‘lesson learned’’ and some
useful guidelines to be used by practitioners to develop new algorithms
to detect illicit behaviors, for LEAs and municipalities to improve safety
and security in public areas, and for academics to better target future
research directions. As already stated previously, we could not find a
definitive solution to guarantee a higher level of security and protection
of urban spaces against terroristic attacks, illicit behaviors, illegal ac-
tions, and, more in general criminal acts and activities. Conversely, we
demonstrated how the online literature provides multiple approaches
to cope same problems in public areas.

• Practitioners mainly focused on tools and technologies. There is
a lack of practitioners providing services to train municipalities
and LEAs in building and implementing best practices for the
protection of public spaces.

• LEAs and Municipalities could introduce the usage of data analy-
sis to monitor the city and map the crime areas. Moreover, stricter
collaboration could improve overall security in public spaces.

• Academia showed a nice overlap with practitioners regarding
new technologies and algorithms. However, we notice a bad
interaction among multiple research fields like architecture and
information technology in order to integrate technologies within
the new buildings.

In the following, we provide a more extensive explanation of our
‘‘lesson learned’’ together with motivation and an explanation of our
findings.

Practitioners: represent the business and governmental part of this
systematic literature review. Our research revealed that the majority of
commercial-strength solutions and tools had been delivered by security
software and tech industry instead of R&B organizations. Conversely,
it seems that the business side of our review is lacking in providing
services to build and implement best practices based on the different
cities and different sets of problems to solve. Furthermore, most of the
time, the main provider of best practices appeared to be the European
Community, with a set of new standards, guidelines, and approaches
to fight terrorism attacks in public spaces. In this regard, based on
our SLR we firmly believe that a serious challenge is to encourage
tech providers to propose new businesses where best practices support
the technologies. More in detail, we aim to inspire tech providers
and practitioners in providing not only technologies but also best
practices regarding the usage of these technologies and the appropriate
environment and scenario where to install and use them.

LEAs — Municipalities: both of them represent the main technology
consumers. LEAs and municipalities rely on technologies and tech
providers to, from one side, speed-up investigation using more reliable
data and to prevent crimes, while, on the other side, municipalities
are looking to safer places to bring together the community and to
organize secure events. From our study, we notice that both these
actors are using technologies against crime. However, it is important
to underline how the two actors should improve the collaboration
(maybe by sharing more data) to fight crime. Indeed, it is still rare
the usage of data regarding crimes to build a city map to highlight
the zones with the highest rate of perpetrated crimes. In our opinion,
the introduction of city zones with elevated crime risk could be, from
LEAs side a solution to mitigate and prevent disorders and illicit

behaviors, while from the municipality’s point of view could be a
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reason to invest effort and money to improve the overall life quality
in the risky zones. However, city mapping it is not the only solution
that arise from our literature review. Indeed, undertaking a study of
the geographical area of the municipality can lead to implementing
more sophisticated architectural buildings, squares, and parks that can
improve the security of the urban spaces. Lastly, and probably the
most important lack in the protection of public spaces that arise from
our study is the lack of sharing best practices among different LEAs
and different municipalities. It is of vital importance to build a shared
repository at the European level, where LEAs and municipalities can
provide best practices documentation applied for specific scenarios and
in a specific environment. This type of shared best practices can help
cities with lower technological resources and lower budgets to improve
the overall quality of safety and security in their public spaces. Lastly,
from our SLR, we can state that the municipalities have two significant
approaches to improving the city’s overall security. The first approach,
we called it ‘‘economically-wise’’. Municipalities can decide to invest
money in a more sophisticated technology like CCTV with AI models
for recognizing illicit behavior. Otherwise, they can decide to spend
considerably less money choosing barriers that can be hidden in the
city. On the other side, we have the ‘‘time-wise’’ approach. Here the
municipalities can decide to invest more time in changing the aspect
of the city architecturally. In this regard, municipalities can decide
to implement new types of buildings, squares, and city backgrounds
thought to protect humans. On the contrary, municipalities unwilling
to invest time can implement best practices.

Academics: together with part of the practitioners represent the
principal investigators of new algorithms and approaches to implement.
As already discussed in our previous sections, our literature review
highlighted an interesting overlap between the new technologies de-
veloped in academia and the subsequent technologies available from
the markets. However, we noticed a small interaction among multiple
academic fields and areas of expertise in this regard. Our direction
for academics is the one to improve the overall interaction among the
different fields of expertise. Hence, it is of vital importance to create
a team composed of Information Technology professionals to work on
new technical approaches, architects to rethink the cities more safely,
and psychologists to safeguard and protect the livability, walkability,
character, and accessibility of public spaces trying to avoid any sense
of fear in citizens.

7. Limitations and threats to validity

Several scopes and applicability limitations of our results emerged
during our study, as well as several threats to the validity of our results.
This section provides an outline of both.

First, technologies such as face-recognition technology, event pre-
diction based on human-observation data, crowd behavior, vehicle
movement trajectory recognition, and more in general, AI-based analy-
sis and synthesis information systems are predominant in our sample
but pose a considerable concern about personal privacy. Threats to
privacy revealed by our analysis include: Lack of Transparency where
people are not aware or did not give the consent to the collection of
personal data in public spaces; Misuse the images retrieved can be used
for different purposes; Accuracy could happen to have false-positive
matches; human-centered Automated Decision making where technology
can influence the decision of investigators. The debate about the use
of AI in public spaces is in its beginnings and may be the most
predominant factor in correlation with the disruptive improvements of
AI technology. Our systematic literature review presents the possibility
to re-think and re-design AI-based systems concerning public spaces,
their restrictions, and features from the architectural level to increase
safety and security in public spaces. Lastly, from our SLR, we infer
the possibility of building best practices and outlining action plans to
17

prevent, manage, and analyze crime scenarios and terrorist events. c
Concerning the above approaches, this SLR does not strive for a final
silver-bullet solution. Conversely, our work gives an overview of the
different approaches available in the scientific and non-scientific online
literature to help municipalities, governmental, and non-governmental
organizations define the best approach possible for the protection of
urban areas against crimes and terroristic attacks.

Based on the taxonomy in Wohlin et al. [98], there are four po-
tential validity threat areas, namely: external, construct, internal, and
conclusion validity.

‘‘External Validity’’ concerns the applicability of the results in a
ore general context. Since our primary studies are obtained from
large extent of disciplines, our results and observations might be

nly partially applicable to cyber–physical systems for the protection
f public spaces disciplines, this may threaten external validity. To
trengthen external-validity, we leveraged information from workshops
eld by the five municipalities and LEAs involved in the project. We
nalyzed this qualitative data to better overview CPS and, more in
eneral, fine-tune our research methods and the applicability of our
esults.

‘‘Construct Validity’’ and ‘‘Internal Validity’’ concern the generaliz-
bility of the constructs under study, as well as the methods used to
tudy and analyze data (e.g., the types of bias involved). To mitigate
hese threats, we adopted a mixed-methods research approach. On
he one hand, a formal grounded-theory method was conceived to
void bias by construction [99–101]. On the other hand, we adopted
achine-learning and topic modeling techniques, which were appro-
riately fine-tuned using state of the art approaches to the purpose
f elaborating the expected results. As previously explained, to ensure
nternal and construct validity even further, the initial set of codes for
rounded-theory has been based on the one of Popp et al. In addition,
e applied grounded-theory in two rounds: (a) first, the primary studies
ere split across a group of students to apply grounded theory; (b) in

he second round, one of the authors re-executed a blind grounded-
heory on the full primary studies set. When both rounds were finished,
oth grounded-theories were analyzed evenly to construct a unique
heory. When a disagreement between the two samples was found,

session was organized with students, researchers and supervisors
o examine the samples and check them against literature. Some of
ur results are subject to discriminatory exploitation from a social
olicy perspective. I.e., the idea we introduce city safe zone might
e discriminatory with respect to those or other zones, a sampling
f our results and recommendations through an ethics advisory board
s currently ongoing and will be destined to further publication. It
s beyond the scope of this paper – whose objective is again to lay
own a solid overview of information and software technologies for
yber-threat intelligence over urban spaces – to comment and contex-
ualize such findings as the reviewer would seem to imply. Indeed,
he discriminatory nature pointed out by the reviewer was one of the
everal aspects evaluated in the controlled experimentation performed
s a follow-up exploitation of our findings and is under the care and
ublication of other units involved in the same project.

‘‘Conclusion Validity’’ concerns the degree to which our conclusions
re reasonable based on our data. The logical reasoning behind our
onclusions is dictated by sound analysis of the data through grounded
heory and other analysis methods that try and construct theory from
ata rather than confirming initial hypotheses, as explained in [101,
02].

. Conclusion and future work

The systematic literature review on best practices and CPS technolo-
ies for the protection of public and urban spaces presented here aims
t building a comprehensive overview of what are the new trends for
he protection of public spaces against terrorist attacks and in order
o detect anomalies, prevent crimes, and generally how to build safer

ities for citizens. First, papers have been collected from different online
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sources, both from the academic field and from websites and blogs.
Once the data set was completely set up and organized, we began with
the coding phase. The codes used are listed in Table 3. Once all docu-
ments from the data set have been categorized, LDA Topic Modelling
has been applied to the white and grey data set to extract the most
relevant themes and compare the results with the codes used for our
categorization. Specifically, our LDA Topic Modelling analysis encoded
five major concepts depicted in the taxonomy from Fig. 6 and namely:
Internet Technologies, Governance, Law Enforcement, Artificial Intelligence,
Surveillance. These major concepts represent the five relevant categories
of CPS technologies for the protection of urban and public spaces. To
further analyze our dataset, we applied Topological Analysis to identify
patterns and depict the shape of our data. Finally, the t-SNE analysis
provided a distribution of the six topics from our LDA topic analysis.
Among all the analysis we highlighted the overlap of the results as well
as all the different aspects of the analysis. Hence, we can state that
it exists a concrete overlap between the defined codes and the topic
modeling results. The overall study and analysis lead us to conclude
that does not exist one single solution for the protection of urban
spaces; meanwhile, multiple approaches and different CPS technologies
can be put in place to avoid, mitigate, and handle terrorist threats.

In the future, we plan to: (a) implement a proof-of-concept of
recommended system to provide for online browsing of the proposed
results; (b) conduct field studies of the technologies found by means
of our municipality partners, to find a stable kit or set of technologies
to address their shortcomings thus evaluating technological effective-
ness in simulated scenarios; (c) provide for augmented-reality facilities
to implement those cyber–physical technologies which are matching
municipality requirements emerged in our workshops but are still cur-
rently unknown and/or under-experimented, this includes boundary-
trajectory mining, real-time violence detection, etc.; (d) elaborate a
more instrumented and smart online geo-fencing system [103] that im-
plements parts of the results of this survey with the goal of supporting
municipalities in decision-making during smart-events.
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Annex

In Table 11, key terms and related definitions used in this study are
mentioned. The table consists of two columns: Terms, where the terms
which are less commonly known and more technical are mentioned.
In the second column Definitions, a short explanation is given to help
better understand the essence of the mentioned term.
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Table 11
Terms used and their definitions.

Terms Definition

Biometrics Identify and or verify human terrorist (or watchlist)
subjects using 2D and 3D modeling approaches over a
variety of biometric signatures: face, gait, iris,
fingerprint, voice. Also exploit multiple sensor
modalities: EO, IR, radar, hyper-spectral [24]

Clustering Employ numerous technical approaches (natural
language processing, AI, machine learning, pattern
recognition, statistical analysis, probabilistic techniqes)
to automatically extract meaning and key concepts from
(un)structured data and categorize via an information
model (taxonomy, ontology). Cluster documents with
similar contents [24].

Event detection Monitor simple and complex events and notify users (or
applications) in real-time of their detection. Monitoring
can be scheduled a priori, or placed on an ad hoc basis
driven by user demands. When an event is detected,
automatic notifications can range from simple actions
(sending an alert, page, or email) to more complex ones
(feeding information into an analytics system) [24].

Geospatial Fuse, overlay, register, search, analyze, annotate, and
visualize high-resolution satellite and aerial imagery,
elevation data, GPS coordinates, maps, demographics,
land masses, political boundaries to deliver a streaming
3D map of the entire globe [24].

Grey literature Research that is either unpublished or has been
published in non-commercial form. Examples of grey
literature include: government reports, policy statements
and issues papers [104].

Machine learning The science of making computers learn and act like
humans by feeding data and information without begin
explicitly programmed.

Semantic
consistency

Exploit ontologies, taxonomies, and definitions for
words, phrases, and acronyms using a variety of
schemes, so users have a common and consistent
understanding of the meaning of words in a specific
context. Resolve semantic heterogeneity by capitalizing
on Semantic Web technologies [24].

White literature Research that has been published by an established
scientific organization or group [22].

Cyber-Physical
Systems (CPS)

These systems combine sensor networks with embedded
computing to monitor and control the physical
environment. Moreover, CPS are capable of making
decisions and operating independently, hence these
technologies can be used to monitor in real-time
physical spaces remotely [40].
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