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Abstract—Cell Outage Detection (COD) mechanisms in 5G
and beyond cellular networks play an increasingly important
role in ensuring uninterrupted services to end users by promptly
identifying possible outages at the radio and cell levels. Tra-
ditionally, COD algorithms have used aggregated data at the
core network level to detect anomalies, but there have been
scalability and data confidentiality issues. This work proposes
a novel fully-decentralized consensus-based Federated Learning
approach. This approach utilizes Random Trees and federated
feature removals to identify anomalies at the cell level. It is
based only on data available locally at the Base Station (BS),
but relies on knowledge acquired by all BSs participating in the
federation. The approach is fully decentralized in the sense that
it does not involve a central entity responsible for aggregating the
knowledge of the learning agents. A set of simulations based on a
dataset with real cell data has been employed to demonstrate the
effectiveness of the proposed approach in comparison to other
baseline approaches, even in the presence of malicious agents
attempting to disrupt the learning process.

I. INTRODUCTION

Fifth-generation and beyond (5G/B5G) networks offer data
rates in the order of gigabits per second, very low latency at
both the radio and core levels, the ability to connect thousands
of User Equipments (UEs) simultaneously, thus enabling en-
tirely new use cases with widespread service availability and
high performance [1]. However, these system performances are
strictly dependent on the efficient functioning of the cellular
network, with degradation or system unavailability in case of
equipment failures, malicious attacks, capacity saturation at the
base station (BS) level, etc. This has important consequences
for users in the affected areas, with a reduction in the perceived
quality of service [2], [3].

Cell Outage Detection (COD) mechanisms aim to mitigate
such problems by providing timely identification of anomalies
occurring in the cellular network, thus allowing the network
operator to take appropriate countermeasures as soon as pos-
sible to mitigate the problems for the affected users.

Several approaches to COD have been proposed in the
literature. Among the others, some algorithms, like the one
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proposed in [4], make some geographically based correla-
tion between the users, some make use of handover metrics
and statistics [5], other works use reports from neighboring
cells [6] or Channel Quality Indicators (CQIs) of the UEs
[7] to detect faulty cells. Some works have also applied
traditional machine learning methods to COD: [8] used a
Naive Bayes classifier to cluster cells and identify faulty ones
in a UMTS network, using real and simulated data of the
network for training, while [9] uses Hidden Markov Models
for COD, predicting the status of a 4G eNodeB by training
on data from healthy and anomalous cells. Other approaches
use unsupervised learning for COD as in [10], [11] to cluster
healthy cells and cells with anomalies, while the work in [12]
uses unsupervised learning to identify the location of the faults.
Other approaches also use unsupervised deep learning for
COD, such as [13], [14], which implements an autoencoder-
based architecture for anomaly detection based on RSRP and
RSRQ measures.

As for supervised deep learning approaches, several works
have been produced for COD, and in particular [15], [16],
which distribute the classification process among the edge
nodes of the network, making the approach scalable with the
number of base stations and cells to be monitored, but suffer
from a lack of knowledge sharing among the training agents,
which train only on their own datasets. This leads to a potential
imbalance in classification performance due to the different
number of datasets in each cell.

In order to take advantage of the availability of additional
data belonging to different learning agents, the federated
learning methodology is gaining popularity due to its ability to
share knowledge between agents without sharing actual data,
thus preserving the privacy and confidentiality of the data.
Federated learning techniques have been used in the context of
COD by [17], which detects faults and optimizes resources to
recover users falling in the faulty cell using neural networks
in combination with standard constrained optimization tech-
niques, or by [18], which implements a federated unsupervised
learning strategy for detecting antenna tilt anomalies.

The main problem with federated learning architectures is
that they typically require a central entity that coordinates the



learning process and aggregates the knowledge received by the
training agents. This is a single point of failure in the training
process, since if the central entity stops its orchestration and
aggregation tasks for any reason (e.g., attacks, malfunctions,
overload, etc.), the entire learning process is blocked. To
overcome this problem, fully decentralized methods for fed-
erated learning have recently been studied in the literature, for
example by [19], [20], [21].

This paper, based on a previous work by the authors [22],
introduces a fully distributed consensus-based approach for a
federated Random Forest classifier of cell anomalies. As in the
previous work, the learning agents’ Random Forest classifiers
progressively remove features selected by the federation as less
important. However, the newly proposed fully decentralized
approach takes advantage of the federated learning framework
while mitigating possible risks due to attacks and/or malfunc-
tion of the central entity.

The main original contributions of this thesis are summa-
rized as follows:

e a consensus-based mechanism for solving the COD
problem to aggregate the importance scores of the
features learned by each agent to all agents in the fed-
eration; this makes the approach fully decentralized,
since no central entity is needed for such aggregation;

e a modified consensus law to make the decentralized
learning agents robust against possible other malicious
agents (attackers) that want to destroy or degrade
the learning performance of the other agents in the
federation.

The remainder of the paper is as follows: Section II shows
the considered mobile network scenario for cell anomaly
detection problem; Section III details the proposed fully-
decentralized federated learning approach, together with some
preliminary notions on consensus theory; Section IV presents
some simulations of the proposed approach in a realistic
cellular network scenario, thus showing the effectiveness of
our work with respect to baseline approaches; finally Section
V summarizes the contribution of the paper and analyzes future
works.

II. CONSIDERED CELLULAR NETWORK SCENARIO

Fig. 1 shows the considered cellular network scenario, as
composed by a set of N Base Stations (BSs). Each Base
Station i serves a set C; of ¢; cells (hexagons in the figures).
Even if usually each Base Station hosts 3 cells, in this work c;
can be considered equal to any number of cells, even different
Base Station per Base Station (i.e., ¢; # c;j,j # 9).

Some cells k£ € C; may be faulty, e.g., due to a malfunc-
tioning, due to an attack, or due to severe overloading (repre-
sented in red), while the others are normal cells (represented
in yellow, green, light blue and orange).

Each Base Station ¢ has access to an Edge Server (ES) lo-
cated in its neighborhood, having some computation capability
and being able to connect with a low-latency communication
to a certain number of neighboring Edge Servers, belonging to
neighbor BSs N;. In Fig. 1, each BS ¢ is considered, without
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loss of generality, to be connected to its two nearest BSs in a
ring topology.

In the presented scenario, a number N, < N of BSs
may be considered compromised (e.g., by a cyber attack to
their respective ES) The role of these compromised BSs is
to degrade or destroy as much as possible the fedeated fully-
distributed learning process of the remaining N — N, non-
compromised BSs.

Moreover, Edge Server of BS ¢ contains a dataset D;
composed by history records of the cells C; served by Base
Station ¢. This data include information on (i) date and time,
(ii) Physical Resource Blocks (PRBs) usage, (iii) number of
connected User Equipments (UEs), (iv) other user data, as for
example Call Detail Records [15]. It is important to notice
that each Base Station 7 relies only upon data coming from
its cells C; for its local training (performed by its associated
ES), while it leverages on the knowledge (not the data) of the
other BS j by the means of the federated algorithm detailed
in the next section.

III. CONSENSUS-BASED FEATURE REMOVAL PROCESS

A significant challenge in the COD process is determining
the optimal set of features that ensures high classification
performance. The selection or removal of features is essential
when handling large volumes of data, particularly when it is
noisy and originates from multiple users.

As mentioned in Section I, this study presents a collabora-
tive and privacy-preserving method for feature selection utiliz-
ing Random Forests. This ensemble learning method builds a
collection of decision trees, hierarchical structures composed
of nodes, where each leaf node represents a prediction and each
internal node corresponds to a decision based on a specific
feature. Each decision tree is trained on a randomly sampled
subset of the training data, using the bagging technique.

For classification tasks such as anomaly detection, each tree
independently predicts a class based on the given input, and
the final prediction is determined by the class with the highest
number of occurrences.

One of the advantages of using a Random Forest classifier
is its ability to calculate the importance of a feature by



considering how often it is selected for splitting the trees’
nodes in the ensemble. This results in an importance score for
each feature, which helps determine the significance of each
feature within the dataset.

In this work, importance scores calculated at the local level
are combined through a consensus-based approach to enhance
the overall anomaly detection performance. Consensus theory
determines how autonomous agents can reach a common
agreement through local interactions, without relying on a
central authority.

The dynamics of each node (or agent) under the consensus
protocol are described by:

jl‘i = Z Clij(l‘j — l‘i), (1)
JEN;
where:
e  x; represents the state of agent ¢ ;
e N, is the set of neighbors of agent i;

e  a; is the weight representing the connectivity between
agents.

In matrix form, the system evolves as

i = —Lu, 2
where L is the Laplacian matrix of the graph, defined as:
L=D-A, 3)

where D is the degree matrix, a diagonal matrix where D;;
represents the degree of node ¢, and A is the adjacency matrix
of the graph, defined such that A;; = 1 if there is an edge
between nodes 4 and j, and A;; = 0 otherwise.

Global consensus is achieved if the graph is connected,
which is ensured when the second smallest eigenvalue Ao of
the Laplacian matrix is strictly positive [23], [24].

The integration of consensus theory into the Al-based
COD framework eliminates the reliance on a central authority
in charge of averaging data coming from local nodes. This
prevents vulnerabilities associated with single points of failure,
and promotes scalability in large-scale cellular networks.

A. Robust Consensus Algorithm

The consensus-based FedRF algorithm is detailed in the
pseudocode of Alg. 1.

In the initial phase, all ESs are part of the federation, where
they independently train on their local datasets and calculate
feature importance scores.

At each iteration, nodes exchange their feature importance
scores only with their direct neighbors. Using the consensus
theory, each node updates its scores based on the information
received, leading to a global agreement on feature importance
across the network. This can be expressed mathematically in
the following way. Node ¢ updates each of its importance
scores x for the metrics m according to the following dy-
namical system:

N;
=Y ) (7O - 0) @

where N; is the number of neighbors of node ¢, and w; ; is
the reliability weight of node j according to node ¢, computed
as:
1, if |2 (t)
() = v
i (¢) {0, otherwise

with 7 being an appropriate tolerance threshold. This reliability
weight w;; aims to exclude from the consensus protocol all
agents who have a state z'"(¢) that is too far from the other
agents one (z]*(t), ¢ € N; neighbors of node 7). Having such
a different state is very unlikely to be caused by differences
in the datasets and in the training process, thus indicates that
the agents with outlier states may be attackers. This situation
may happen, for example, in the case of Byzantine attackers
that manipulate their reported states z'"(¢) to try to steer all
the other agents towards a (very) different shared state once
the consensus is reached, thus leading to poor performances
of the whole federated training process.

-2 ()] <,

&)

Once consensus is reached, the feature with the lowest
agreed importance score is identified as the least significant.
Each node then removes this feature and retrains its Random
Forest model accordingly. The ESs that show a decline in
performance leave the federation while maintaining the iden-
tified feature, whereas the remaining ones proceed with a new
iteration. The process repeats iteratively until the federation no
longer contains any agents.

Algorithm 1 Consensus-based Feature Removal in Federated
Random Forest (FedRF)

Require: Individual datasets Dq,Ds, ..
stations
Require: Federation: § = (BSy,...,BSy)
Ensure: Final selected features Fna
1: Initialize Fgny with all features
2: for each client ¢ in § do

., Dy from N base

3: Train Random Forest on D; with features Fina

4: Compute feature importance scores (Z})

5: end for

6: repeat

7: Z5°" « ConsensusUpdate(Z;), V feature j

8: J*© + argmin; (Z5°")

9: Remove least significant feature j* from Fgpq

10: for each client 7 in § do

11: Train Random Forest on D; with features Ffina
12: Compute feature importance scores (Z?)

13: if Client ¢ worsens its performance then

14: Client ¢ rejects group’s decision and exits §
15: end if

16: end for

17: until § # @

18: return Fgp,

The following section will evaluate the proposed
consensus-based federated approach using a dataset suitable
for solving the COD problem.

IV. SIMULATION RESULTS
A. Dataset and Metrics

The dataset used to carry out anomaly detection at radio
level has been taken from [25]. It contains various radio



Fig. 2. Ring Network Topology

and connectivity metrics, collected every 15 minutes for two
weeks, from a set of N = 10 BSs, each one handling
a different number of cells. Tab. I contains an overview
of the features available for classifying the cell anomalies.
Based on the CellName feature, the dataset has been split
among the 10 ESs. Specifically, 80% of each private dataset
D; has been allocated for training purposes, serving as the
main input for the model optimization process. Subsequently,
the remaining 20% has been earmarked for testing, thereby
facilitating the rigorous evaluation of the model’s performance
and generalization capabilities on unseen data.

In order to realize the consensus procedure, the 10 Base
Stations have been linked together so that each one of them is
connected to other two, realizing the ring structure shown in
Fig. 2. Anyway, our approach seamlessly works with different
network topologies, with the condition that the network graph
is connected (i.e., there are no separate node subsets) for
every federation round. This may require additional neighbor
discovery process in case in a certain round one or more nodes
become disconnected from the network graph.

In what follows performance are evaluated using the F1-
score, a performance metric that balances precision and recall
using their armonic mean. Formally, let:

e TP be the number of correctly predicted anomalies.
e FP be the number of incorrectly predicted anomalies

e FN be the number of incorrectly predicted normal
samples

The precision P is defined by

TP
P=_——, (6)
TP + FP
whereas the recall R by
TP
= —. 7
R TP + FN 7
The F1-score is defined as
PR
F,=2 . 8
' YPYR ®

The Fl-score ranges from O to 1, where a higher value
indicates a better balance between precision and recall.

Comparison of F1-Score: Centralized vs Consensus Averaging

I DisRF without feature removal
I FedRF with feature removal
[ Consensus-based FedRF with feature removal
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B. Equivalence between Centralized Averaging and Consensus

The histogram presented in Fig. 3 compares the COD
Fl-scores across the 10 BSs with three different methods:
(i) no cooperation among base stations (DisRF - red), (ii)
standard mathematical averaging, i.e. the approach proposed
in our previous work [22] (FedRF - blue), and (iii) consensus-
based FedRF (orange), namely the procedure described in
Section III. These results have been obtained without any
attack from malicious nodes. As expected, the Fl-scores for
consensus-based averaging and standard mathematical aver-
aging are identical across all base stations. This equivalence
highlights that consensus averaging effectively matches the
performance of traditional mathematical averaging by a central
authority, confirming its validity and reliability as a distributed
computation approach.

Conversely, the Fl-scores in the no-cooperation scenario
(red bars) are consistently lower for certain base stations.
This reduction underscores the critical role of cooperation and
information sharing among base stations in improving fault
detection performance.

C. Attack Policy

Now it is supposed that some nodes may be malicious ones,
injecting false data about feature importance scores throughout
the federated learning process. The attack policy considered
in this work is as follows. Suppose F' features are used at a
specific round of the federated process. The attacker computes
the feature importance vector fyoe On its dataset. Then, he
picks

it = argmax fscore

The attack vector fuyuck 1S set in such a way that its i-th
component is equal to:

B/F, if i = 4*
1—B/F ©)

1 otherwise.

where 3 is a free attack parameter available to the malicious
node that must be chosen in such a way that the importance
assigned to ¢* is lower than all the other ones. By simple
calculations, this is obtained enforcing

F
B < 73

f ;llack =

(10)
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In this way, the attacker assigns the lowest score to the most
important feature upon his dataset. Note that, by Eq. (9), the
sum of the attack vector remains equal to 1, as if its values
represent real importance scores.

D. Resilience against attacks through consensus-based COD

In this section we evaluate the performance of BS, and
BSg, in case of the presence of attacking nodes. However, sim-
ilar considerations could be made referring to any of the other
BSs. The simulation results depicted in Fig. 4 illustrate the
degradation in system performance of BSs under an increasing
number of attacking nodes. Performance is evaluated again
using the Fl-score in two scenarios: (i) FedRF with standard
averaging [22] and (ii) consensus-based FedRF. The F1 score
has been chosen because it is the most representative metric in
binary decision problems. However, comparable results have
been obtained with metrics such as precision and recall..

As the number of attacking nodes increases from 1 to 9,
the Fl-score decreases from 6 attackers on using centralized
averaging, whereas performance is not affected even with 9
attackers in the case of the proposed consensus algorithm.
Hence, the centralized approach exhibits a pronounced decline
in Fl-score, reflecting its inherent vulnerability to malicious in-
terference. In contrast, the consensus-based averaging method
demonstrates maximum resilience, keeping the Fl-score in-
variant with respect to the number of attacking nodes.

Similar patterns are observed for BSg, as shown in Fig. 5.
In this case, relying on a centralized averaging approach, the
Fl1-score begins to drop with 2 attackers, whereas again the
consensus averaging strategy maintains full stability, reinforc-
ing its suitability for adversarial scenarios across multiple base
stations.

Eventually, Fig. 6 demonstrates the working principle of the
consensus algorithm in relation with the feature maxUE_UL
and in presence of 3 attacking nodes and 7 normal ones.
It is possible to appreciate how the proposed algorithm lets
the normal nodes reach consensus avoiding the false injection
issued by the attackers.

V. CONCLUSION

In this work, we proposed a consensus-based feature re-
moval mechanism to enhance cell outage detection in cellu-
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Fig. 5. Variation of Fl-score on BSg against increasing number of attackers.
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procedure with 3 attackers and 7 normal nodes.

lar networks by addressing the vulnerabilities of traditional
centralized approaches. Our method improves upon standard
centralized averaging by eliminating the single point of failure
and incorporating a robust consensus process that mitigates the
impact of malicious nodes. Specifically, our approach prevents
adversarial participants from manipulating feature importance

TABLE 1. FEATURES OF THE COD DATASET.
Feature Description Measurement Unit
Time Hour of the day (hh:mm)
CellName Unique identifier for BS and cell Text String
PRBUsageUL Resource utilization in uplink %
PRBUsageDL Resource utilization in downlink %
meanThr_UL Average carried traffic in uplink Mbps
meanThr_DL Average carried traffic in downlink Mbps
maxThr_UL Maximum carried traffic in uplink Mbps
maxThr_DL Maximum carried traffic in downlink Mbps
meanUE_UL Average number of active UEs in up- -
link
meanUE_DL Average number of active UEs in -
downlink
maxUE_UL Maximum number of active UEs in -
uplink
maxUE_DL Maximum number of active UEs in -
downlink
maxUE_UL+DL Maximum number of total active UEs -
Anomaly Label for supervised learning Oorl




scores to mislead other nodes into removing critical features,
thereby preserving the integrity of the anomaly detection
process. Through extensive simulations, we demonstrated that
our mechanism outperforms centralized strategies in terms of
resilience, robustness, and accuracy. By leveraging a decen-
tralized consensus approach, our method ensures that feature
removal are made collectively within the cellular network,
reducing the risk of biased or compromised outcomes. The
results highlight that our system can effectively withstand
adversarial influence while maintaining a high detection rate
for cell anomalies.

Future works may extend the COD problem consider-
ing multi-class anomaly detection, thus moving towards the
problem of anomaly diagnosis. Other research directions may
focus on extending our framework to accommodate more
sophisticated adversarial models, improving the efficiency of
the consensus process, and integrating adaptive weighting
strategies to further enhance the robustness against varying
levels of adversarial behavior.
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