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9. Pandemic Surveillance in China:
An Interpretation Beyond the Top-Down
Approach

Tonio Savina

Abstract

Since the outbreak of COVID-19, China has been at the forefront of
deploying technology for the containment of the virus. The use of such
technologies has been interpreted by Western observers as a tool that
the Chinese government has adopted with the aim of establishing a
so-called “digital authoritarianism”, a sort of technology-based dicta-
torship, in which an Orwellian form of central government seems to
be everywhere, watching everything from above. Going beyond this
top-down approach, the present paper tries to demonstrate how, at
least at the onset of the pandemic, Chinese surveillance was in fact a
“liquid” practice, a decentralised and scattered form of digital moni-
toring, co-constructed by local governments, shared by private enter-
prises, and supported by the users themselves. It is precisely to stem
the initial excessive “liquidity” of the surveillance phenomenon, that
the Chinese authorities passed a series of laws and regulations, giving
rise to a new model of social control, which is moving along a different
path than the Western-style “surveillance capitalism”.

Keywords: China; COVID-19; Pandemic surveillance; Social control;
Health codes.

9.1. Introduction

As is known, surveillance technologies have played a crucial role in
the containment of COVID-19 in the People’s Republic of China (PRC):
facial recognition cameras, drones, thermal scanners, and tracking
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apps installed on smartphones have been only some of the devices in-
volved in the collection of biometric data for health monitoring pur-
poses (Wang et al. 2021; Weinstein 2020). These kinds of tools played
a crucial role during the crisis, tracking patients and affected places,
and identifying who, potentially, had been exposed to the virus. Spe-
cifically, such instruments have been used to document where people
had been, identifying the riskiest areas, carrying out relief efforts, and
tracking down the violation of quarantine measures. All of this was
decisive in analysing the pattern of the outbreak, thus monitoring and
containing the circulation of the pathogen.

The fact that China has relied on a colossal digital surveillance in-
frastructure to manage the health crisis does not come as a surprise,
since during the past decade intrusive technology has been widely
used by the Party-State as a facilitator to exert its power over society
(Creemers 2018; Godement et al. 2018; Keane, Yu 2019). The wide-
spread use of cameras in the autonomous region of Xinjiang (see By-
ler 2022; Loubere, Brehm 2022; Human Rights Watch 2019), the con-
tinuous monitoring of digital content by the Great Firewall (Quan
2022), the systematic accumulation of Big Data for security reasons,
and the different variety of “social credit systems” (shehui xinyong
tixi) developed in the country (Liang et al. 2018; Liu 2019) are all
well-documented cases of technology being employed, with varying
degrees of explicitness, for maintaining control over the population.

With the outbreak of the pandemic, however, the horizon of this
digital social control has massively broadened, to an extremely wor-
rying extent. Surveillance technology used prior to the pandemic
was augmented as part of the crisis mobilisation: from 2020 onwards,
facial recognition technology, security cameras installed outside cit-
izens’ front doors, and telecommunications tracing, have been com-
bined together to ordinarily monitor citizens” behaviours and enforce
quarantines. In the course of everyday life, Chinese citizens have been
routinely accustomed to showing digital badges of their health status
for entering public buildings or moving around towns or between lo-
calities. This has given shape to a gigantic model of socio-pandemic
control, which in some cases has seemed to be able to go beyond the
sanitary domain. In late May 2020, for example, the city of Hangzhou
announced a controversial proposal to create health scores based on
personal lifestyles: the proposed system would collect personal in-
formation not only on the citizens’ state of health, but also on their
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tobacco use, alcohol consumption, physical activities, and sleep time,
giving rise to concerns about how this might turn China into a dysto-
pian reality (Gan 2020).

This kind of proposal makes evident how the practice of gath-
ering people’s data can go beyond the goal of containing a virus,
straying into the collection of private information that in an author-
itarian context, as the Chinese one is, can assume specific political
implications, thus enhancing the capacity of the Chinese Commu-
nist Party (CCP) to rule the country, silencing the dissent voices and
staying in power.

This is the main reason why the use of such technologies has been
interpreted, by many Western observers, as a tool that, beyond health-
care reasons, the CCP has in fact adopted with the aim of establish-
ing a so-called “digital authoritarianism”, a sort of technology-based
dictatorship, in which the government is almost everywhere, watch-
ing everything from above (see Botsman 2017; Brown, Sherwell 2021;
Khalil 2020; Mozur et al. 2020). In this common Orwellian interpre-
tation, which is frequently an example of techno-orientalism (Siu,
Chun 2020), what lies behind the rhetoric of Chinese health care is
an attempt by the central leadership to extend its total authority over
the population, to the detriment of privacy and data protection (Byler
2021; Cabestan 2020; Liang 2020).

However, it should be noted that the Chinese pandemic tech-
no-governance practices cannot be entirely reduced to a top-down
“Big Brother” centralised process, nor are they totally ignorant of pri-
vacy-related concerns. On the contrary, as the present essay will try
to demonstrate, Chinese surveillance operations have been, at least at
the onset of the pandemic, scattered, co-constructed by local govern-
ments, shared by private enterprises — which provide technological
resources —, and supported bottom-up by the users themselves. In
China, indeed, a series of different actors and power relations have
been embedded in the pandemic-enhanced form of techno-bio pow-
er, which defined itself not merely as a practice entirely governed by
the CCP, but as a “liquid” process (Bauman, Lyon 2013) dependent
on different actors. Furthermore, the authoritarian sanitary surveil-
lance rested on a myriad of different digital platforms and systems
which initially operated in a state of legislative vacuum, thus enhanc-
ing the “liquidity” of the surveillance phenomenon. The central gov-
ernment, indeed, in its strategy of social mobilisation (Yuan 2021),
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left local authorities and tech companies to make full use of digital
technologies and Big Data for early detection of the virus, without
predetermining what digital tools should be used, how, and under
what conditions (Cong 2021, pp. 1-14).

It goes without saying, however, that the development of this lig-
uid infrastructure of “pandemic surveillance” (Lyon 2021) did not en-
tail the absence of central power in managing the health crisis; rather
it demonstrates how the centre has been able to operate in a fluid and
multi-layered form, reinforcing itself through the mobilisation of a
variegated apparatus of different agents, powers and resources. The
engagement of individuals, for example, took the form of personal
self-discipline, producing a more intrusive and covert centralised form
of control, internalised by the users themselves. The digital common
practices have indeed been able to generate a collective lived experi-
ence, shared among citizens of different provinces across China, ul-
timately contributing to the formation of a central “unified national
citizenship” (Sun, Wang 2022, p. 676).

Furthermore, even if at the beginning of the pandemic, surveil-
lance enactment took place in a state of laissez-faire — without pre-
defining how citizens’ data should be collected, and under what
conditions —, it then became a more strictly controlled process, gov-
erned under the combined impetus of avoiding privacy risks associ-
ated with digital data collection, while regaining control on the tech
firms. Indeed, it is precisely to stem the initial excessive “liquidity”
of the surveillance phenomenon that the National People’s Congress
passed a series of laws aimed at regulating data acquisition, coping,
at the same time, with a request for greater privacy guarantees from
the Chinese users.

Predictably, however, only the Chinese Big Techs have been affect-
ed by the new legislation, seeing their power limited. The Party-State,
instead, has continued to act as a self-styled ultimate “guarantor” of
the privacy of its citizens, imposing its rule on Big Data, considered as
strategic assets whose control has to be in the hands of central govern-
ment. This eventually gave birth to a “culture of surveillance” (Lyon
2018) with Chinese characteristics, different from the Western pri-
vate-led “surveillance capitalism” (Zuboff 2019), as it will be discussed
in the following sections.
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9.2. The Role of Local Governments and Tech Firms in
the Liquid Health Codes System

In assessing how Chinese pandemic surveillance configures itself
not merely as a rigid monolithic top-down process but as a more liquid
bottom-up one, it is possible to examine the case of the so-called “health
codes” (jiankang ma), whose development and rollout has been the re-
sult of a combined effort made by local governments, Chinese tech com-
panies, and Chinese users. As is known, in order to facilitate a smooth
return to work, and increase the efficiency of daily monitoring of pop-
ulation health, China deployed various health code systems, a series
of tracking apps used to trace an individual’s travel, contact histories,
and biometric data'. Based on algorithm calculations, the health codes
used time, location and personal interactions to determine whether an
individual was at risk of being infected. Practically, they took the form
of QR codes in which a specific colour was used to identify the level
of health risk: a green code allows an individual to travel and access
public spaces; a yellow one indicates potential risks and forces at-home
isolation for 7-14 days; a red code imposes a 14-day quarantine.

Health codes were initiated by Alibaba (Alibaba) and Tencent
(Tengxun), the two biggest Chinese Internet companies, that launched
their software in February 2020, in Hangzhou and Shenzhen respective-
ly, the cities where their headquarters are based. In Hangzhou, Alibaba
took part, together with a local technology company, the Maquan Tech-
nology (Maquan Keji), in a team of ten people that was set up on Feb-
ruary 4 by the Yuhang district government with the aim of designing a
digital platform for health monitoring purposes (Tan 2020). On Febru-
ary 7, the Hangzhou Municipal Government released an Announcement
on Hangzhou enterprises’ strict epidemic prevention and control, promoting an
orderly return to work (Guanyu Hangzhoushi Qiye Yange Yiging Fangkong
Youxu Tuijin Fugong de Tonggao). The document instructed the resumption
of work activities and the establishment of a coding platform to conduct
digital health monitoring for employees, imposing lockdowns when nec-
essary. The Yuhang Code was then put into operation, marking the first

1 The author is aware that substantive fieldwork is required to fully examine the
Chinese health code systems; at the moment, however, this remains challenging
given the current pandemic situation. Accordingly, the present essay draws on
official documents and secondary sources, mostly PRC academic literature and
commentaries in Chinese newspapers.
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step in the transition from the previous pandemic surveillance based on
“filling a form” (tianbao biao) — a manual monitoring method of hand-fill-
ing paper surveys and boxes ticking — to the use, in the entire country,
of “passing codes” (fongxing ma) — an online automatic way of tracing
people (see Shi, Ma 2020, p. 110).

While Alibaba was working on its health code, other Chinese local
governments at different levels coordinated with big and small tech
firms to create their local versions of health codes. In the municipal
government of Shenzhen, for example, Tencent was developing its
own one, integrating it into WeChat®, rather than Alipay. Therefore,
as time passed, all regions begin to implement their systems, leading
to a shambolic situation in which new “codes were added to codes”
(ma shang jia ma): Shanghai developed the Suishen ma, Jiangsu had the
Sukang ma, the Ankang ma was designed in Anhui, and so on. Even
within the same province, different codes were in use: besides the
Sukang ma, Jiangsu Province developed the Ning Guilai, the Sucheng
ma, the Huai shang tong, and the Xi kang ma. Furthermore, specific gov-
ernment bodies, including the China’s National Health Commission
(Guojia Weisheng Jiankang Weiyuanhui) and the Civil Aviation Ad-
ministration (Zhongguo Minyong Hankongju) provided their own
health codes (Yang, Heemsbergen 2021, p. 187).

Therefore, during the first few months of 2020, a complex infra-
structure of digital codes took shape, making pandemic surveillance a
decentralised process operating across multiple actors, administrative

2 OnFebruary 12, the Zhejiang provincial government announced the implementation
of the code in the entire province. On February 17, eleven prefecture-level cities
launched the code. On February 24 it was launched in 200 cities across the entire
country. At the end of May 2020, the health code was adopted in more than 300 cities.
Then, Alibaba intervened to help modify the structure of the code thus improving its
performance and allowing it to be launched on its platforms Alipay (Zhifubao) and
DingTalk (Dingding). Noteworthily, indeed, the development of the health codes
depends on a pre-existing investment in domestic surveillance and social control
systems — an activity in which Alibaba was already involved (Qiang 2019). The
messaging app DingTalk, for example, was already used not only as a tool for office
staff, but more importantly, as a programme that makes it easy for employers to
check their employees” whereabouts, tracking whether they arrive late at work or
not (see Chen, Shepherd 2018).

®  Asknown, WeChat is one of the most popular Chinese social media apps. Launched in
2011 as amobile instant messaging app, it then developed in a variety of communication
functionalities, such as sharing pictures, videos and images. Later, it gave people the
possibility to combine their social ID and bank account, thus becoming a payment
platform; it also launched Mini Programme functions such as playing games, creating
survey, ordering food, online shopping, etc. (see Montag et al. 2018).
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bodies, and governing layers. In this liquid situation, codes that were
issued by one Chinese province or institution were not necessarily rec-
ognized by another, especially if one used the Tencent platform and the
other used the Alibaba system. It has been often reported, for example,
that the lack of coordination between the two companies caused techni-
cal problems, such as mismatched profiles, incorrectly listed locations,
or failure to update the code (Tan 2020).

Relevant departments tried to standardise codes, issuing docu-
ments requiring all regions to implement national mutual recognition.
To this end, the State Council launched a COVID-19 management sys-
tem, hosted by the National Integrated Government Service Platform
(Quanguo Yitihua Zhengwu Fuwu Pingtai)*. However, even though
official accounts declared from time to time the achievement of a “one
code access” convenience (yima tongxing) (“Renmin Wang” 2020), in
practice, all localities continued to use their own health codes, which
remained different among different provinces, sectors, and municipal-
ities (see Zhou, Zhang 2021)°.

9.3. The Engagement of Chinese Users
in the Infrastructure of Digital Surveillance

Besides local governments and tech giants, the Chinese authoritar-
ian liquid pandemic surveillance infrastructure also rested on Chinese
users. On February 8, the number of registered users of the Yuhang
Code was 335,000 and, in one year, the registered population of the
district reached 1.0986 million. By the end of 2020, health codes apps
were used by around 900 million Chinese citizens (Chen et al. 2022,
p. 619). In a quasi-mandatory way, all Chinese citizens have been re-
quired to sign into these platforms and to enter their personal infor-
mation, including their travel and contact history®. They also have to
update their information regularly to keep the health code valid. By

¢ The platform is available at the following link: <http://gjzwfw.www.gov.cn/> (last
accessed 23 December 2022).

®  Note that, still in 2022, Chinese experts called for a unified health code in order to
improve the efficiency of the tracking system (see Lai 2022). This demonstrates how
even if as early as March 2020 Chinese authority asserted that China had achieved
the “one-code access” of the digital health code, in reality, this was not the case.

¢ Note that since the information is filled by individuals, there is a possibility of
concealment and false reporting. To reduce these risks, some experts proposed to
implement measures against the use of fictitious personal data, for example, listing
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self-reporting, therefore, they contributed to reconstructing the trans-
mission chain of infections, playing a constitutive bottom-up role in
pandemic surveillance.

According to several scholars, this has been possible because Chi-
nese citizens did not offer a strong opposition to the use of tracking
technologies, in a different way from Western countries, where trac-
ing apps have been resisted because of privacy-related concerns (Klar,
Dirk 2020; White, van Basshuysen 2021). According to Liu and Zhao
(2021), the little resistance posed by Chinese people to digital tracking
can be interpreted by drawing on the so-called “guardian model of
governance”: building on this concept, the CCP authority can be seen
as based on a paternalistic leadership, aimed at establishing a Confu-
cian hierarchical relationship with the population, enabling it to trust
in a qualified government, that deals with the collective good, as a be-
nevolent father protects his children. Chinese users would therefore
be naturally inclined to accept digital surveillance as promoted by the
top.

Furthermore, the CCP narratives on technology — portrayed as es-
sential in the management of a public health crisis — could have gener-
ated a favourable context for the imposition of tech-enabled State sur-
veillance. For Kim et al. (2021), the idea that digital tracking apps are
essential in a public emergency is conveyed not only at an official level,
but also by the users themselves, who are self-constituted as subjects of
surveillance. In other words, Chinese users are said to accept the logic
of digital platforms, since they benefit from it.

A further element that would have favoured Chinese participa-
tion in techno-governance practices is probably given by the country’s
socio-technical imagery, in which technologies are intertwined with
nation-building and national rejuvenation narratives (Liu, Zhao 2021,
pp. 745-746). In China, indeed, technology has often been linked to
the idea of national strength: this was the case during the time of the
“self-strengthening movement” (zigiang yundong) (Cheng 1994), and,
later, at the time of Deng’s reforms and opening up (gaige kaifang),
when, after the Maoist period, technology was reframed as a produc-
tive force (Deng 1988). Digital infrastructures have then been trans-
formed into patriotic symbols, thus nurturing the rhetoric of efficiency.

those who make a false statement as untrustworthy people and fining them with
administrative penalties (Chen 2021).
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Finally, the involvement of users in pandemic surveillance has been
explained through the relevance that communitarian tradition had in
Chinese society: contrary to an individualistic liberal vision, Chinese
people prioritise community and societal interests over those of the
individual. However, according to Elaine Yuan (2021), communitarian
values alone are not sufficient to explain the participation of users in
surveillance activities. Drawing on the concept of “risk society” (Beck
1992), she argues that users’ engagement in pandemic surveillance can
be understood only as a part of a more complex public health infra-
structure, based on social mobilisation and management of resourc-
es. The Chinese government has in fact promoted a local coordination
campaign: the province of Guandong, for example, deployed an ep-
idemic prevention and control platform mobile app, asking users to
communicate their health conditions in order to receive a call, a text
message, or a visit from a designated health or community worker in
charge of a section of the district. The Institute of Precision Medicine
at Qinghua University also created a similar self-screening system, in
which after answering a series of questions, health recommendations
and guidelines were generated.

Beyond these common interpretations, however, it should be not-
ed that the Chinese users’ participation in the pandemic surveillance
process is not totally unfamiliar with privacy-related risks. As early as
before the pandemic, indeed, it was becoming evident how “under the
sea of flowers there were thorns” (huahai zhi xia you jingji) — a metaphor
used to predict the malicious effects hidden behind the appeal and the
massive use of new technologies (Zhu 2019, p. 4). The public discus-
sion about personal data protection arose in 2019, when Guo Bin, a
professor at Sci-Tech University, Zhejiang, sued the zoo of Hangzhou
for violating his privacy. As a visitor of the safari park, he was asked to
submit himself to Al facial recognition (shua lian) before entering — for
Guo, an unjustified request that requires customers to hand over their
biometric information’.

This episode generated huge attention, sparking academic discussion over privacy
vulnerabilities associated with China’s growing use of technology. According
to Zhu Wei (2019), deputy director of the Research Centre on Communication
Laws (Chuanbo Fa Yanjiu Zhongxin), since facial recognition is linked to personal
information, identity, individual attitudes, and preferences, it involves the sphere of
civil rights (minshi quanli): hence citizens should know how their biometric data will
be stored and used. For the author, however, there should be a distinction between
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Nevertheless, the public discussion about privacy risks reached its
climax only during the pandemic, in response to the uncontrolled data
collection operations carried out by the health codes” systems. Indeed,
due to the lack of systematic design, process control, supervision sys-
tem, and responsibility balance mechanism in developing these sys-
tems, Chinese experts became alerted to the potential risks that the “lig-
uid” laissez-faire management of the Big-Techs and local governments’
data collection could have brought not only to the individual privacy
but also to the nation as a whole. Several legal scholars lamented how,
since there were no clear laws and regulations to determine the proce-
dures, content, and boundaries of pandemic tracking, the health codes
could penetrate into private life, affecting citizens’ rights and freedom
and exposing the nation to security threats (see Chen 2021; Lii 2021).
Consequently, they called for greater transparency and data protection
(Fang, Yan 2020; Guo 2020; Han 2020; Xing 2020).

9.4. The Pretextual Legislative Effort to Contain
Surveillance Liquidity and the Crackdown on the
Chinese Big Techs

The growing concern about privacy risks that followed the massive
use of tracking apps during the COVID-19 pandemic seems to have
had some role in hurrying the Chinese government to strengthen its
data protection regulations. The debate on data security has indeed ac-
centuated the Party’s awareness of the need to equip the country with
legal tools to cope with the digital emergency that an uncontrolled use
of data could have generated, thus accelerating the establishment of a
Chinese data protection regime.

As early as February 4, 2020, the Office of the Central Cybersecu-
rity and Informatization Affairs Commission (Zhongyang Wangluo
Anquan he Xinxihua Weiyuanhui Bangongshi), aware of the risks as-
sociated with the liquid use of tracing apps, published the Notice on the
Protection of Personal Information and the Use of Big Data to Support Joint
Prevention and Control (Guanyu Zuohao Geren Xinxi Baohu Liyong Dashu-
ju Zhicheng Lian Fang Lian Kong Gongzuo de Tongzhi)® clarifying that

commercial and public interest applications of artificial intelligence recognition: in his
vision, public objectives could, to a certain extent, surpass individual privacy rights.

8 The Notice is available at the following link: <http://www.gov.cn/xinwen/2020-02/10/
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except for the institutions authorised by the Health Department of the
State Council, no other units or individual can collect and use personal
information without the consent of the users.

In legislative terms, however, it was only in June 2021 that China
released the Data Security Law (DSL) (Shuju Anquan Fa), which seeks to
create a legal framework for governing data collection, usage, storage,
and disclosure. Shortly after, in August 2021, China released its Person-
al Information Protection Law (PIPL) (Geren Xinxi Baohufa), which regu-
lates the relationship between large technological conglomerates and
consumers, giving the latter a series of guarantees on the use of their
data’. Specifically, the PIPL focuses on tech firms that collect personal
information, requiring them to inform people about what personal in-
formation is collected, giving them the right not to allow the use of the
data or to request corrections or deletions from the databases (Albre-
cht 2022; Calzada 2022). In an evolving digital legislation landscape,
other regulations came into force on the heels of the DSL and the PIPL,
as happened in Shanghai and Shenzhen, which implemented their
data regulations (shuju tiaolie), going further in tackling data security
issues, providing specific rules for the collection of data by the service
providers (Shen 2021).

While it remains to be seen how these laws and regulations will
close the loopholes that hold up their implementation', for the aim
of the present essay, what it is crucial to stress is that their real aim is
not a mere protection against privacy violations; rather, they have to

content_5476711.htm> (last accessed 23 December 2022).

° Note that the DSL and the PIPL are only parts of the Chinese data governance
framework. Indeed, as early as 2017, China passed the Cybersecurity Law; in 2021 the
Cyberspace Administration of China approved also the Provisions on the Management
of Algorithmic Recommendations in Internet Information Services (Hulianwang Xinxi
Fuwu Saunfa Tuijian Guanli Guiding).

10 First, it is unclear how effective these laws are, since users still continue not to clearly
know how data are used, stored, and associated with other information. Analysing the
PIPL in the context of the use of health code apps, Zhang (2022) notes how this law
presents several shortcomings in practical enforcement. For example, even though,
according to Article 7, personal information shall be handled under the principles of
transparency, openly declaring the aims, methods, and scope of processing, several
health code apps, used within various provinces and municipalities, do not show any
privacy notice. Moreover, most provinces have not set specific time limits for data
storage or any rules for erasing personal information after the pandemic. This lack of
adequate transparency compliance measures can result in troublesome issues, such as
the possibility of abuse of power from authorities, as happened in Zhengzhou, Henan,
in June 2022, when the health code of local bank clients turned red in order to prevent
them from protesting against the potential loss of their savings (Boruda 2022).
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be read in the broader context of the attempt made by the Party-State
to regain control on the liquid behaviours of private companies in data
gathering. Indeed, taking advantage of a lax legislation on privacy pro-
tection, the Big Techs had so far acted only in the name of their com-
mercial interest, collecting sensitive data whose wrongful use could
compromise national security. At the same time, the tech firms could
become a database of Chinese People’s personal information that con-
tains even more details than the Party-State, posing a threat to the pre-
dominant position of the CCP in Chinese society.

The adoption of these new laws is therefore aimed at stemming the
excessive liquidity of their practices, reasserting authority over these
companies, and maintaining their image as entities that have to serve
the public. Only the Chinese Big Techs, indeed, have been affected
by these new norms; the Party-State, by contrast, has been reinforced
by this legislation in its acting as the only “owner” of the data of the
Chinese population, while also enhancing its capacity to play as a
self-styled ultimate “guarantor” of data protection. The laws, in other
words, do little to counter national government surveillance, protect-
ing citizens only from domestic commercial surveillance''.

In China, therefore, the process of regulating surveillance implied
a more general redefinition of the governance of Big Data, in order
to preserve the State’s control over the economic operators. From this
perspective, it can be argued that China, during the pandemic, saw,
as a reaction to the initial “liquidity” of the surveillance phenomenon,
the emergence of a new model of social control, that is going along
a different path than the Western-style “surveillance capitalism”, in
which the Big Tech multinationals play a dominant role (Zuboff 2019).
The evolution of this new “culture of surveillance with Chinese char-
acteristics” operates in a peculiar way, that gave the CCP the power to
govern its citizens’ data, while cracking down on Chinese tech firms
which monetize users’ information.

The Chinese government has long realised the strategic value of
data, whose management has to strictly remain in its hand in order to
preserve the stability of the country. In fact, as early as 2014, Big Data
has been elevated to national strategy and in 2019 it has been officially

' Note, however, that the laws protect also against foreign government surveillance.
To this aim, large Chinese companies are obliged to keep the information collected
in local data centres.
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recognized as “factor of production” (shengchan yaosu) (“Gongchan-
dang Yuanwang” 2019). According to this view, data is interpreted
as national strategic asset, whose control is fundamental for the Par-
ty-State to preserve national sovereignty. In other words, the Chinese
approach to data regulation has to remain State-centred'>. According
to this view, even if the State protects citizens from the unnecessary
collection of personal data for commercial purposes, the State itself has
wide access to citizen data (see Liu 2021). This means that while in the
West data protection laws are aimed at preserving personal informa-
tion, in China, data control is not specifically focused on protecting the
individual; rather, it contributes to safeguarding the CCP power in the
name of collective interests.

Furthermore, since data collection is based on algorithms, the tight
control exercised by the Party-State can assume, in the Chinese au-
thoritarian context, specific political implications, especially when an
individual or a group of individuals perceive unfair treatment as a
consequence of an ‘on purpose algorithm crafting.”* Worryingly, there-
fore, centralising State powers over the supervision of data means that
the political consequences of the Party’s data governance system re-
main not only ignored but also intensified. Indeed, since China does
not have a data protection authority independent from the Party, the
legislation could become a technology of population control while el-
bowing aside questions about fairness, justice, and democracy.

2 To this end, China also issued the Cybersecurity Law (Wangluo Anquan Fa), along with
other additional documents such as the Measures on Security Assessment of the Cross-
Border Transfer of Personal Information (Geren Xinxi Chujing Anquan Pinggu Banfa), the
Measures for Data Security Management (Shuju Anquan Guanli Banfa), and the Draft
Information Security Technology-Guidelines for Data Cross-Border Transfer Security
Assessment (Xinxi Anquan Jishu Shuju Chujing Anquan Pinggu Zhinan Cao’an).

% Please note that algorithms are social constructions that like any other technology
reproduce human dynamics and prejudices. Being the result of people designing
and creating codes, they can reflect unconscious values, biases, and beliefs, often
generating so-called “algorithmic discrimination”, i.e., an unjustified different
treatment of people based on their ethnicity, religion, gender identity, age and so
on (Andersen 2020; Kordzadeh, Ghasemaghaei 2022; Numerico 2021; Seaver 2017).
Further research is needed to assess how much Chinese “algorithmic discrimination”
is the result of an unconscious reflection of the prejudices and values embedded in
Chinese society and how, instead, it is a form of “on-purpose” politically-crafted
discrimination.
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Glossary of Chinese Terms

Pinyin Transliteration Characters English translation
Alibaba HEEE Alibaba (commerce
company)
Ankang Code (health
Ankang ma KRR code used in the
province of Anhui)
Chuanb.o Fa Yanjiu BRI Research .Cen.tre on
Zhongxin Communication Laws
Dingding £1%7 DingTalk (app)
gaige kaifang BEFIR reforms and opening up
o > : Personal Information
AR E
Geren Xinxi Baohufa ! ! Protection Law (PIPL)
Measures on Security
Geren Xin?ci Chujing AMEERERSFENE | Assessment of the
Anquan Pinggu Banfa Cross-Border Transfer of
Personal Information
. Announcement on
Guanyu Hangzhoushi Hanezh terprises’
Qiye Yange Yiging KTt i b AR R taﬁ(;gz oz; o erprzsest‘
Fangkong Youxu Tuijin ERFRERETNES Strict epidenic prevention
Fucone de Tonoeao and control, promoting an
3ong 83 orderly return to work
Guanyu Zuohao Geren Notice on the Protection
Xinxi Baohu Liyong ETFHENABRRIPFIE | of Personal Information
Dashuju Zhicheng Lian REIBR S BB TS and the Use of Big Data to
Fang Lian Kong Gongzuo BH Support Joint Prevention
de Tongzhi and Control
Quojia Weisheng . ERIAREERS China’§ National Health
Jiankang Weiyuanhui Commission
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