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A B S T R A C T

Robotic Process Automation (RPA) is a maturing technology in the field of Business Process Management (BPM) 
that automates intensive routine tasks previously performed by a human user on the User Interface (UI) of a 
computer system, by means of a software robot. To date, RPA tools available in the market strongly rely on the 
ability of human experts to manually implement the routines to automate. This work addresses the limitations of 
current manual RPA development by introducing SmartRPA, a cross-platform software tool. SmartRPA analyzes 
UI logs of past routine executions to generate software robots capable of handling intermediate user inputs, 
thereby reducing development time and error rates.

1. Motivation and significance

The traditional workflow to conduct an RPA project (cf. Fig. 1) can 
be summarized as follows [1,2]: (1) determine which process steps are 
good candidates to be automated; (2) model the selected routines in the 
form of flowchart diagrams, which involve the specification of the ac
tions, routing constructs, data flow, etc. that define the behavior of a 
software robot; (3) record the mouse/key events that happen on the UI 
of the user’s computer system; (4) develop each modeled routine by 
generating the software code required to concretely enact the associated 
software robot on a target computer system; (5) deploy the software 
robots in their environment to perform their actions; and (6) monitor the 
performance of software robots to detect bottlenecks and exceptions.

Although RPA [3] is generally considered to be an easy-to-implement 
technology, in practice, in-depth knowledge is necessary to create reli
able and scalable software robots, in particular when specific user inputs 
are required to properly progress the execution of a routine [4]. As a 
result, between 30% and 50% of initial RPA implementations are esti
mated to fail [5,6]. Consequently, a tool that simplifies the realization of 
an RPA project, particularly the generation of software robots in the 
presence of many routine variants, can be considered as a relevant 
artifact to investigate. This leads to the following research questions: 
(RQ1) Which steps are required to make the generation of software 
robots less dependent on the intervention of RPA human experts? (RQ2) 
How can the understanding of the process behavior recorded in a UI log 

be improved in order to facilitate the consequent generation of software 
robots? (RQ3) How can irrelevant user actions be effectively filtered out 
from UI logs to enhance the automatic generation of software robots?

In answering these questions, we present SmartRPA [7,8,9], an 
open-source software tool (cf. Table 1) that contributes to three research 
challenges that were put forward in [10,11,12,13,14], namely: (C1) the 
automated identification of the routine steps to robotize from a UI log, 
(C2) the automated detection of all the routine variants that require 
some user input to proceed with their execution, and (C3) the automated 
generation of executable RPA scripts for enacting software robots at 
run-time.

To address C1, the works [15,16] introduce an approach, along with 
an implemented tool, that leverages process mining techniques to (i) 
track UI actions performed within Excel and Google Chrome and log 
them as events, and (ii) identify routine fragments that could potentially 
be automated by a third-party RPA tool. Similarly, [17] presents the 
Desktop Activity Mining tool, which records user actions during 
office-based tasks on a UI and generates a process model representing 
the routine behavior. It is important to note that the Desktop Activity 
Mining tool relies on capturing mouse click coordinates and storing 
them in a dedicated UI log, which limits its portability since it cannot 
replicate observed user behavior consistently across different computer 
systems. Conversely, SmartRPA is designed to replicate the behavior 
across diverse environments and settings, covering a wide range of user 
actions. Additionally, it offers the capability to tag actions as relevant or 
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irrelevant streamlining the filtering process of those user actions that do 
not contribute to the task being performed and integrates screenshots to 
improve the understanding of routines being executed. By analyzing 
screenshots of user interactions, analysts can identify potential path
ways or human reasoning beyond the recorded event sequence, 
providing a more complete picture of the routine under analysis [18,19].

To tackle C2, the authors in [20] propose a self-learning approach to 
automatically detect high-level RPA rules from historical low-level 
behavior logs. This approach uses an if-then-else deduction logic to 
infer rules from behavior logs by identifying relationships between 
various routines previously performed. These inferred rules are then 
utilized to facilitate the instantiation of software robots. A similar 
methodology is adopted in [21], where the FlashExtract framework is 
introduced. FlashExtract enables the extraction of relevant data from 
semi-structured documents based on input-output examples, allowing 
users to uncover the relationships underpinning routine operations. 
Finally, in [22], the authors detect repetitive edits in text documents by 
tracking an edit graph and subsequently suggest automation rules for 
software robots. SmartRPA contributes to this challenge with an algo
rithm capable of automatically identifying all routine variants that can 
be emulated by a software robot. This algorithm is extensively detailed 
in [9]. Regarding C3, the literature offers only one relevant solution, 
known as Robidium [23], which addresses this challenge. Robidium is 
both an approach and an open-source tool that generates executable 
scripts solely by interpreting UI logs, allowing these scripts to be 
executed by the commercial RPA tool UI Path.1 A key feature of Robi
dium is that it automates only the most frequent routine variant found in 
the UI log. This is because Robidium produces RPA scripts that do not 
require any intermediate user inputs during execution, in contrast to 
SmartRPA. By intermediate user input, we mean the input required by 
the user for navigating the routine enactment in presence of multiple 
choices.

Furthermore, differently from existing literature, SmartRPA ad
vances the state of the art by tackling all three challenges simultaneously 
rather than individually.

In the scope of this paper, a UI log in its raw form consists of a 
timestamped sequence of events recorded during one user session, as 
depicted in Fig. 2. Such events include all the user actions required to 
accomplish one routine using the UI of one or many software applica
tion/s.

In this context, we define a routine variant as a specific execution of a 
routine that differs from the other executions of the same routine by at 
least one event. An event refers to the enactment of a user action 

(coupled with some execution data, like the name of the application 
where the action occurred, etc.) within a specific routine execution 
recorded in a UI log at a specific moment in time. The presence of 
different events in many routine executions may potentially determine 
alternative behaviors of the routine itself. This is particularly true when 
some events are triggered only by intermediate user inputs provided at 
the time of the routine execution. These events act as a variation point of 
the routine, where a choice needs to be made between multiple possible 
variants.

SmartRPA takes inspiration from the Robotic Process Mining (RPM) 
framework [13]. RPM aims to support analysts to produce executable 
specifications of routines, in the form of software robots, interpreting the 
routine executions stored in a UI log. Specifically, RPM envisions a 
pipeline of three main stages that consist of: (i) collecting and 
pre-processing UI logs corresponding to executions of one/more routine 
(s); (ii) identifying and discovering candidate routines to be automated 
with RPA tools; and (iii) generating executable RPA scripts. SmartRPA 
incorporates the three main stages of the RPM framework within a larger 
approach that includes five operational steps to be applied in sequence: 
(i) Log Recording, (ii) Log Processing, (iii) Event Abstraction, (iv) Pro
cess Discovery, and (v) Script Generation. Note that such methodolog
ical steps serve as our answer to RQ1.

Unlike previous versions, the newer version of SmartRPA is able to: 
(i) correlate each event generated by the Action Logger module with a 
screenshot of the UI where the event occurred, and (ii) capture feedback 
immediately after each action using an annotation feature to tag actions 
as necessary or not, thus answering respectively both RQ2 and RQ3.

In summary, considering the traditional RPA workflow depicted in 
Fig. 1, SmartRPA enables the analysis of UI logs enriched with screen
shots and annotations that keeps track of many routine executions (cf. 

Fig. 1. Traditional RPA Workflow vs. SmartRPA Approach.

Table 1 
Code metadata.

Nr. Code metadata description Please fill in this column

C1 Current code version 2.0
C2 Permanent link to code repository https://github.com/bpm-diag/ 

smartRPA
C3 Permanent link to Reproducible 

Capsule
https://doi.org/10.5281/zenodo 
.11386487

C4 Legal Code License MIT License
C5 Code versioning system used Git
C6 Software code languages, tools, and 

services used
Javascript, Python 3

C7 Compilation requirements, operating 
environments & dependencies

requirements.txt available

C8 If available Link to developer 
documentation/manual

https://bpm-diag.github.io/ 
smartRPA/index.html

C9 Support email for questions agostinelli@diag.uniroma1.it

1 www.uipath.com
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step “(3) record”), and automatically generate software robots that 
emulate the most suitable routine variant for any specific intermediate 
user input required during the routine execution (cf. step “(4) develop”); 
thus skipping completely the manual modeling activity of the flowchart 
diagrams (cf. step “(2) model”).

2. Software description

2.1. Software architecture

The architecture underlying SmartRPA (cf. Fig. 3) implements the 
five operational steps discussed in Section 1 as five main software 
components in Python: (i) Log Recording, (ii) Log Processing, (iii) Event 
Abstraction, (iv) Process Discovery, and (v) Script Generation. In Section 
2.2 we provide the main functionalities of each component of the 
architecture.

2.2. Software functionalities

The first software component of the architecture implements the Log 
Recording step and is able to record different types of UI actions from 
multiple software applications during the enactment of the routine 
under study. Specifically, a training session in which several users 
perform the routine to be automated is required to record the UI actions 
involved in its execution. The Log Recording component provides a 
Graphical User Interface (GUI) that allows a user to select which soft
ware applications s/he wants to record UI actions on (cf. Fig. 4). This 
software component provides three different types of logging modules: 
(i) a System Logger, able to detect those UI actions not related to specific 
software applications; (ii) an Office Logger, able to detect the UI actions 
performed within Microsoft Office applications; and (iii) a Browser 
Logger, able to detect the UI actions on web browsers.

The UI actions recorded by the logging modules are sent to a Logging 
Server, implemented with the Flask framework,2 in charge to store and 
organize the actions as events3 into several CSV event logs, i.e., the UI 

logs.
It is worth noticing that multiple users can run the Log Recording 

component on their computer system many times performing the 
routine in different training sessions. Each CSV event log contains 
exactly one long trace of UI actions performed in a single training session 
by a single user. Technically speaking, (i) system events are captured 
using PythonCOM (for Windows APIs and COM objects) and MacFSEvents 
(for MacOS); (ii) events generated by Microsoft Office applications are 
captured using the Office JavaScript APIs; and (iii) browser events are 
captured using JavaScript web extensions developed for each supported 
web browser.

Each event generated by the logging modules is also correlated with 
a screenshot of the UI where the event has been generated. Mining 
screenshot data alongside the aforementioned logging modules can be 
valuable for generating translucent event logs [24]. By analyzing 
screenshots of user interactions, analysts can identify potential paths or 
human reasoning beyond the recorded event sequence, providing a 
more complete picture of the process [18,19]. To further enhance effi
ciency, users can capture feedback directly after each action using an 
annotation feature. This feature allows users to tag actions as necessary 
or not, streamlining the SmartRPA filtering process and reducing the 
need for developer supervision to create a better return on investment in 
the RPA implementation process [25]. Screenshots and supervision 
features are disabled by default, but they can be activated by clicking on 
the preferences menu as depicted in Fig. 5.

The second software component of the architecture is the Log Pro
cessing tool that is triggered when any training session is considered 
completed. Specifically, after n training sessions, the Logging Server will 
deliver the n created CSV event logs to the Log Processing component, in 
charge of importing them into a single Pandas dataframe.4 A dataframe 
is a two-dimensional size-mutable and heterogeneous tabular data 
structure with labeled axes, which is used as the main artifact to 
represent event logs in SmartRPA. The dataframe created by the Log 
Processing component consists of low-level events with fine granularity 
associated one by one with a recorded UI action, including several col
umns representing the payload of the recorded event, i.e.: the time
stamp, the application that generated the event, the resources involved, 
which altogether represent the context and data parameters of a user 

Fig. 2. Snapshot of a UI log captured during the execution of the illustrative example.

2 https://palletsprojects.com/p/flask
3 For a complete list of logged events, please refer to the following link: https 

://github.com/bpm-diag/smartRPA/blob/master/src/images/SmartRPA_eve 
nts.pdf 4 https://pandas.pydata.org/
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Fig. 3. SmartRPA architecture.

Fig. 4. SmartRPA GUI on Windows and MacOS platforms.
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interaction [23]. For the sake of understanding, Fig. 2 provides an 
excerpt of UI logs produced as output of the Log Processing component. 
SmartRPA is also able to produce an XES5 [26] (eXtensible Event 
Stream) version of the datastream that will contain exactly n traces, one 
for each recorded CSV event log and can be inspected using the most 
popular process mining tools, such as ProM6 or Disco.7

The third software component is an Event Abstraction engine used 
to produce a high-level event log from the low-level one with the goal to: 
(i) filter out the noise and irrelevant events for the routine execution. For 
example, during several training sessions of the routine under analysis, 
applications related to the operating system may start in the background 
while the Log Recording component is recording the UI log, and they 
may dirty the recording phase of the users during their training session. 
From a workflow perspective, these events are not relevant for any RPA 
analyst that aims to understand the general behavior of the routine and 
thus they can be filtered out. While there is a predefined set of irrelevant 
events, it can be expanded as needed through action tagging, enabled by 
the supervision feature; (ii) group similar low-level events to the same 
high-level concept. For example, on a web page, the Log Recording 
component can capture different types of clicks, based on the element 
clicked. From the RPA analyst perspective, it is not relevant what kind of 
click was performed, thus the high-level workflow of the routine may 
show the action “Click on button”; (iii) create descriptive labels. Any 
recorded event provides a low-level description of the UI action per
formed. To make the UI action underlying an event more descriptive for 
the RPA analyst, the payload information stored in the low-level event 
log can be added to its label, such as the cell and the sheet edited, the 
value inserted, etc. This allows us to create a more descriptive label for 
any event in the high-level event log, e.g., “Edit cell B2 on Sheet ‘Request’ 

with value ‘Full Professor’”.
At this point, the Process Discovery component exploits the high- 

level event log to derive the underlying high-level workflow as a 
Directly-Follows Graph (DFG), by applying the heuristic miner (the 
decision to employ the heuristic miner has been driven by its ability to 
discover highly understandable flowcharts from a BPM analyst 
perspective [27,28]) implemented in PM4PY [29]. In addition, the 
knowledge of the workflow underlying the routine, coupled with the 
low-level version of the dataframe-based event log, will be used to 
support the identification of different variation points, thus leading to the 
detection of the most suitable routine variant according to intermediate 
user inputs observed in the low-level dataframe-based event log. A 
variation point refers to a specific point within a routine execution 
where a user’s choice between different paths must be made.

Once the routine variant to automatize is selected, an RPA analyst 
can personalize the values stored in its events, thanks to the Script 
Generation component. SmartRPA automatically detects the events 
that can be edited, such as pasting a text or editing an Excel cell, and lets 
the RPA analyst edit them. After confirmation, the low-level dataframe- 
based event log is updated. Finally, the Python executable script based 
on the selected routine variant and updated with the RPA analyst’s edits 
is generated by scanning the recorded low-level events in the dataframe- 
based log and converting them into executable pieces of software code in 
Python. The Script Generation component relies on Automagica8 and 
Selenium,9 a popular suite of tools for process and web browsers auto
mation. Note that the Script Generation component considers only the 
platform where the software robot is going to be run regardless of the 
operating system used to record the UI log. For example, if the selected 
routine variant was recorded on MacOS, but the tool is being executed 
on Windows, the RPA script will be generated taking into account this 
aspect, e.g., by converting the information about the system paths. This 
guarantees cross-platform compatibility across UI logs recorded on 
different platforms. SmartRPA is also able to generate RPA scripts 
compatible with the commercial tool UiPath Studio.10

3. Illustrative example

Below, we introduce a real-life scenario used to demonstrate the 
major functions of our tool. The example is inspired by the work per
formed by a University Administration Office, which consists of filling 
the travel authorization request form made by the personnel of the 
university for travel requiring prior approval. We specifically consider 
the task of filling a well-structured Excel spreadsheet (cf. Fig. 6(a)), 
manually performed by a request applicant that provides some personal 
information together with further information related to the travel. 
Then, the spreadsheet is sent via email to an employee of the University 
Administration Office, which is in charge of processing the request: for 
each row in the spreadsheet, the employee manually copies every cell in 
that row and pastes that into the corresponding text field in a dedicated 
Google form (cf. Fig. 6(b)). In addition, if the request applicant declares 
the need to use a personal car as one of the means of transport for the 
travel (by filling the dedicated row labeled with “Car” in the spread
sheet), then the employee has to activate the request on the Google form 
(in this case, a dialog box labeled “Own car request” appears on the UI, 
cf. Fig. 6(b)) and then accept or reject the personal car request. 
Accepting or rejecting the car request represents a variation point of the 
routine, that forks its execution flow into two well-distinguished 
exclusive branches. When the data transfer for a given travel authori
zation request has been completed, the employee presses the “Submit” 
button to confirm data and submit them into an internal database.

The exact steps to correctly perform the routine in Fig. 6 with 

Fig. 5. SmartRPA preferences.

5 XES is the standard for the storage, interchange, and analysis of event logs.
6 http://www.promtools.org/
7 https://fluxicon.com/disco/

8 https://github.com/automagica/automagica
9 https://www.selenium.dev/

10 https://www.uipath.com/product/studio
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SmartRPA are the following ones: 

1. Tick the checkboxes related to Excel, Clipboard, and the browser 
installed on the applicant’s PC/MAC, and click “Start logger”.

2. [Optional] Enable screenshots and supervision features by clicking 
on the preferences menu as shown in Fig. 5.

3. Open the Excel spreadsheet containing the information about the 
travel.

4. Open the Google form.
5. Copy and paste each value from the Excel spreadsheet to the Google 

form.
6. Accept or reject the personal car request (if required).
7. Submit the form.
8. Push the “Stop logger” button to stop recording.

At this point, all the operational components explained in Section 2
are executed in sequence to enact the most suitable routine variant ac
cording to the detected variation point (either accepting or rejecting the 
personal car request) directly from the recorded UI log. A screencast 
with installation instructions and showing the working of SmartRPA 
against the illustrative example is available in the GitHub repository of 
the tool at: https://github.com/bpm-diag/smartRPA/. Additionally, the 
repository includes a dedicated video showcasing both the screenshot 
and supervision features.

4. Impact

While RPA is currently used for automating routines and high- 
volume tasks requiring the manual intervention of expert users, 
SmartRPA aims to automatically develop software robots directly from 
the users’ observed behavior. SmartRPA offers an innovative contribu
tion to RPA technology to mitigate some of its core downsides. Indeed, 
differently from the literature approaches to automated RPA script 
generation from UI logs ([20,21,22,23]), which enable the automation 
of straightforward routines that have essentially no variance and do not 
require any human intervention, the software robots generated by 
SmartRPA are capable of handling the intermediate user inputs that are 

required during the routine execution, thus enabling emulation of the 
most suitable routine variant for any specific combination of user inputs 
as observed in the UI log.

This makes the generation of software robots performed by 
SmartRPA tailored to any user decision found during a routine execu
tion. This is due to the fact that the behavior of software robots is 
determined immediately before their enactment, as it is driven by the 
specific user inputs required to execute the routine. Therefore, 
SmartRPA acknowledges the benefit of human involvement at multiple 
points of the routine execution, leveraging the “humans-in-the-loop” 
model for the automated execution of routines that are less static and 
require decision-making [12].

In relation to RQ1, SmartRPA reduces the dependency on RPA 
human experts by incorporating mechanisms that automatically 
generate software robots from observed user behavior, minimizing the 
need for manual intervention in the software robot creation process. 
This approach streamlines the RPA lifecycle and enables broader 
accessibility of RPA technologies. Furthermore, in relation to RQ2, the 
integration of screenshots into the process provides valuable contextual 
information that enriches the data available for subsequent phases of 
software robot generation. Screenshots act as a valuable tool to com
plement raw UI logs, offering additional insights that may be missed 
when relying solely on purely textual UI logs [19]. From such enriched 
UI Logs, by using image processing techniques and Machine Learning 
algorithms, more complete explanations of human routines could be 
offered. Related to RQ3, this inclusion of screenshots not only enriches 
the dataset but also facilitates the development of a user annotation 
assistant. This assistant aids in the selective filtering of relevant user 
actions from the UI logs, enhancing the quality of the input data and 
consequently improving the automatic generation of software robots. 
This selective filtering is important to identifying and retaining only the 
most relevant user actions, thereby refining the software robot’s 
behavior.

Thus, these results can have a relevant impact not just on the RPA 
community, but also on Human-centered AI communities since 
SmartRPA promotes collaboration between humans and software ro
bots, aligning with the principles of human-centered AI, which seek to 

Fig. 6. UIs involved in the illustrative example.
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empower humans and enhance their capabilities rather than replace 
them. Industries particularly set out to implement RPA with AI leading 
to Intelligent Process Automation to enhance productivity and enable 
employees to fulfill more demanding duties [30,31]. SmartRPA 
streamlines the RPA project lifecycle by automating some of its key steps 
(cf. steps “(2) model”, “(3) record”, and “(4) develop”), potentially 
reducing time and resources required for RPA implementation. This 
efficiency gain can lead to cost savings and broader adoption of RPA 
technology across various industries. Additionally, SmartRPA can be 
integrated into educational programs, providing students with practical 
experience in RPA project management, automation techniques, and 
software development. Students can use SmartRPA to gain hands-on 
experience in automating processes, analyzing UI logs, and generating 
RPA scripts, thereby enhancing their skill set and readiness for careers in 
the RPA field.

5. Conclusions

This paper presented SmartRPA, a tool that is able to (i) interpret the 
UI logs enriched with screenshots and annotations that record the 
mouse/key events that happen on the UI of the software applications 
involved in many routine executions, (ii) discover all the variants (and 
variation points) of the routine under observation, and (iii) automati
cally combine them into an executable RPA script, which can be enacted 
by means of a single software robot. SmartRPA extends the RPM pipeline 
with five different stages, as described in Section 2.

Notably, using SmartRPA, all the routine executions recorded by the 
tool can be automated, a high-level flowchart diagram is presented to 
expert users for potential diagnosis operations, and screenshots of 
recorded user actions can be inspected to improve understanding of the 
underlying process behavior. The executable RPA script to drive the 
working of a software robot is generated by solely interpreting the 
routine executions stored in the UI log, selecting step-by-step the most 
suitable routine variant. Also, the tool enables customizing input fields 
within the selected routine variant prior to the execution of the related 
RPA script, thus supporting those steps that require intermediate manual 
user inputs. As a consequence, this makes the working of software robots 
flexible and adaptable to several situations, thanks also to the annota
tion feature, which enables users to tag actions as relevant or irrelevant 
to the process being automated.

The main weakness of SmartRPA is correlated with the quality of 
information recorded in real-world UI logs. Since a UI log is fine-grained, 
routines executed with many different strategies may potentially affect 
the identification of the variation points. For this reason, the current 
version of the software tool can be improved in the future to emulate 
routines executed with many different strategies.

Moreover, in SmartRPA we have currently neglected the segmenta
tion issue [32]. Segmentation is the challenge to automatically under
stand which user actions contribute to which routines inside a UI log, 
which is trivially already solved in SmartRPA because UI logs are 
generated through controlled training sessions. However, future de
velopments should incorporate a segmentation component into the 
SmartRPA architecture, facilitating the analysis of unsegmented UI logs 
acquired from more inclusive training sessions that are not focused just 
on single routines [33–35].
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