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Abstract
AIM: Nurses use their smartphones during the work shift. The objective of this review is to investigate the presence of bacteria on mobile phones
and the procedures to disinfect or decontaminate the smartphone and decrease the infection rate.
METHOD: This systematic review was carried out through a search on the main scientific databases by following the Preferred Reporting Items for
Systematic Reviews and Meta-Analyses guidelines. The research was conducted by considering articles published in the last ten years.
RESULTS: Of 502 initial articles, 489 were excluded and 12 articles were considered relevant. Twelve articles were included in the review. The
analysis of the studies showed a high contamination of pathogenic microorganisms on the device's surfaces, most of which appear to be antibiotic
resistant. The use of smartphones during clinical practice increases the risk of contracting nosocomial infections. The presence of bacteria on
mobile phones and their use favors the cross-transmission of microorganisms.
CONCLUSION: Onset prevention is a primary goal for the entire multidisciplinary team. There are no protocols concerning smartphones disinfection

during clinical practice, but their implementation would reduce the incidence by improving nursing care.
Keywords: Bacterial contamination, infection, mobile communication, nosocomial infection, nosocomial pathogen, smartphone

Introduction

The introduction of the smartphone in humans lives has influ-
enced and changed every aspect of daily life. Smartphones are
a real extension of humans itselves, they move with us in every
environment, and it is estimated that, on average, each person
touches their mobile up to 200 times a day. It is important to
know that telephone not only transmits phone calls, messages,
and e-mails but also spreads a large number of bacteria; in fact,
the heat generated by the phone and the residual microbial
flora present on the hands create a perfect habitat for bacte-
rial growth (Abdali et al., 2018). Nevertheless, the worry and
the constant need to always stay interconnected have made
these devices essential both in daily and working life. The hos-
pital environment for its part has not remained inert; different
studies have shown that the adoption of mobile devices from
the staff is constantly increasing, accompanying and support-
ing care activities. Some healthcare companies, for example,
provide mobile devices to medical personnel for internal use
within hospital facilities, in order to improve communication
and accessibility to documents and to support clinical diagnosis
(Morvai & Szabd, 2015). The latest generation devices consist
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of a touch screen part in direct contact with the fingers, which
inevitably becomes a potential reservoir for the bacterial flora
present on the hands. In the healthcare sector, all of this only
increases the spread of healthcare-associated infections, also
known as hospital-acquired infections. Although technological
evolution has brought significant advantages in all sectors, it is
also necessary to consider the negative effects regarding the
use of smartphones during clinical practice. The World Health
Organization (WHO) (2011) has conducted research to examine
the main clinical risks arising from the use of mobile technology,
such as distraction, electromagneticinterference, andissuesand
risk of infection. According to a recent study, it has been shown
that the bacterial count present on a mobile phone is greater
than that on a toilet seat. The risk of cross-contamination is
therefore a fundamental aspect to be taken into consideration
and under control since nurses’ hands are to be considered the
most powerful vehicle for infections (Tschopp et al,, 2016). The
uncontrolled use of mobile devices contributes to increasing
the likelihood of contamination not only between nurses and
patients but also among healthcare professionals themselves,
consequently increasing the incidence of contracting a hospi-
tal infection and causing an increase in hospitalization time and
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costs. The widespread prevalence makes them the most seri-
ous and common adverse event of health care at global level.
This condition requires careful monitoring, but still in Italy,
there is no active national surveillance system with dedicated
staff to assess the frequency of infections. In order to confirm
the hypothesis of a possible cross-contamination mediated by
the use of smartphones during the care practice, a literature
review was conducted. The main objective is to investigate the
presence of bacteria on mobile phones and the procedures to
disinfect or decontaminate the smartphone and decrease the
infection rate.

Method

Study Design

A systematic review of the literature was conducted according
to the Preferred Reporting Items for Systematic Reviews and
Meta-Analyses statement indications (Moher et al., 2009a).

Study Process

In order to formulate a valid search strategy, the research ques-
tion, the characteristics, and the sample to be analyzed were
identified using the Patient, Intervention, Outcome, Setting
method (Table 1). The research question was: Are microorgan-
isms present on smartphone surfaces? Are there a correlation
between increased infections and smartphone use?

To answer the research question, the main electronic data-
bases of scientific nature were consulted, both generalist
such as PubMed and Scopus and specialized such as CINAHL.
To carry out the search, the main keywords were combined
using the Boolean operators "AND" and "OR.” This search
string has been used for the research in the PubMed data-
base: (smartphone OR mobile communication OR cell phone
OR personal communication device) AND (infection OR infec-
tions OR nosocomial infection OR nosocomial pathogen OR
nosocomial pathogens OR bacterial contaminant OR bacte-
rial infection OR bacterial infections OR hands infected) AND
(nurs®).

Inclusion and Exclusion Criteria

Once the eligibility criteria were defined, all Italian and English
articles from 2010 to 2020 were included. This choice was
made by considering the last 10 years as most representative of
smartphone use. In addition, observational studies and random-
ized control trials focused on nurses or nursing students work-
ing in any care setting were included (Table 1). Articles that met

Table 1.
Research Question Identified Through PIOS Methodology

the following criteria were included: articles focusing on nurses
or nursing students who use smartphones during care activities;
focusing on evaluation of the relation between smartphone
use during health care and increased infections; focusing on all
hospital care settings: intensive care, medicine and surgery unit,
and first aid.

Search Outcome

The results obtained from the search were imported into the
Endnote® database, duplicates were eliminated, and only
results in English and Italian were considered. Once the articles
were found and appropriate duplicates removed, two inde-
pendent authors (SDM and SD) reviewed each article. Articles
were reviewed based on previously established eligibility cri-
teria. The first phase of screening allowed articles to be elimi-
nated by reading the title and abstract. In the second, eligibility
phase, relevant studies were selected through full-text reading.
Articles deemed questionable were evaluated by two additional
authors (EDS and NG). Through full-text reading, it was possible
to exclude articles that did not answer the research question,
thus allowing further restriction of the field.

Five hundred one articles were initially identified, 25 of which
were potentially eligible. The reading of the full texts led to the
finalinclusion of 12 articles. Figure 1 shows the selection process
according to the PRISMA methodology (Moher et al., 2009b).

Quality Appraisal

All studies were independently examined for inclusion/exclu-
sion criteria. A qualitative evaluation of the evidence related to
the individual outcomes was conducted (GRADE Handbook)
(Kavanagh, 2009). The only studies in line with the aim of the
research were observational studies; therefore, the quality was
low for most of the trials or very low due to important limita-
tions. The numbering of the articles refers to the number of
citation present in the bibliography (Table 3).

Data Extraction

The following data were collected for each study: name and year
of the first author, purpose and design of the study, study popu-
lation, and summary of results. The following information was
compiled into a data extraction table (Table 2).

Data Synthesis

The results of this review reveal a high contamination of patho-
genic microorganisms on smartphones surfaces which con-
stitutes a potential vector for cross-transmission. The studies

Research Question Identified Through PIOS Methodology

P Patient

Nurses or nursing students who use smartphones during care activities

| Intervention Evaluation of the relation between smartphone use during healthcare and increased infections

(e} Outcome Increase in the infections
S Setting

Research question

All' hospital care settings: intensive care, medicine and surgery unit, and first aid

Can the use of smartphones during clinical practice really increase the incidence of healthcare-related infections?

Note: PIOS = Patient, Intervention, Outcome, Setting.
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PRISMA Flowchart. PRISMA = Preferred Reporting Items for Systematic Reviews and Meta-Analyses.

included varied in terms of aims, methods, outcome measures,
results, limitations, and implications for practice.

Results

Overall, the data from the individual studies confirmed the initial
assumption: smartphones are a vehicle for the spread of poten-
tial pathogens capable of causing nosocomial infections. The
results of this review reveal a high contamination of pathogenic
microorganisms on smartphones surfaces which constitutes a
potential vector for cross-transmission.

The Microbial Colonization on the Mobile Phone

The bacteria isolated on nurses’ smartphones surfaces are:
Enterobacteriaceae and Bacilli spp. Galazzi et al. (2019) ana-
lyzed 50 smartphones of healthcare professionals. The aim
of the study was to evaluate the contamination rate on the
devices at the beginning and at the end of the work shift. The
results from the swab tampons reported no significant dif-
ference in contamination; the devices appeared to be con-
taminated even before the work shift. Simmond et al. (2019),
through a case—control study, confronted the diversity of
microorganisms present on smartphones of healthcare work-
ers compared to the control group. The most common bac-
teria included coagulase-negative Staphylococcus (CoNS),
Staphylococcus aureus, and Enterococcus spp. Hospital work-
ers' smartphones turned out to be more contaminated than

the control group, but no difference in microorganisms was
found between the two subjects participating in the study.
Shah et al. (2019) assessed the frequency of contamination
on a sample of 300 healthcare professionals and it was found
that the category of nurses showed the least contamina-
tion on phones' surfaces. The bacteria identified on nurses’
smartphones were CoNS, methicillin-sensitive Bacillus spp.,
S. aureus, Klebsiella pneumonie.

The study by Kotris etal. (2017) analyzed the difference in micro-
organisms present on the surfaces of the phones of healthcare
workers and medical students in the intensive care unit (ICU).
No substantial difference in bacteria was found between health
workers and students, the major organism isolated was CoNS
followed by S. aureus. The study group looked for the presence
of RNA viruses (metapneumovirus, syncytial virus, rotavirus, nor-
ovirus). Rotavirus followed by syncytial virus were the two most
isolated viral agents. Ustun et al. (2012) evaluated contamina-
tion on smartphone surfaces. One hundred seventy-nine cul-
ture-positive samples for methicillin-resistant Staphylococcus
and Escherichia Coli, capable of transmitting nosocomial infec-
tions, were isolated.

Qureshi et al. (2020) investigated microbial colonization on
the mobile phone of health care professionals in operating
room. Ninety-three of 100 mobile phones were contaminated.
Different species isolated were CoNS, Micrococcus, and Bacillus.
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Table 3.
Quality Assessment

Quality Assessment

No. of Study Study Design Risk of Bias

Inconsistency

Indirectness  Imprecision  Other Consideration Quality

Outcome: To assess the presence of bacterial contamination of healthcare workers' smartphones

10 Prospective study Not serious Not serious Not serious Not serious None SO0
Low

11 Case—control study Not serious Not serious Not serious Not serious None SPOO
Low

13 Prospective study Not serious Not serious Not serious Not serious None SPpOO
Low

14 Prospective study Not serious Not serious Not serious Serious None eO00
Very low

17 Cross-sectional study Not serious Not serious Not serious Not serious None EPOO
Low

18 Cross-sectional study Not serious Not serious Not serious Not serious None SPOO
Low

Outcome: To assess the frequency of bacterial contamination and antibiotic resistance

8 cross-sectional study Not serious Not serious Not serious Not serious None SPOO
Low

Outcome: To assess the presence of bacterial flora on the hands and smartphones of healthcare workers

12 Prospective study Not serious Not serious Not serious Not serious None SO0
Low

7 Cross-sectional study Not serious Not serious Not serious Serious None SOO0O
Very low

Outcome: To compare the contamination of healthcare workers' smartphones with non-healthcare workers' smartphones

9 Case—control study Not serious Not serious Not serious Serious None eO00
Very low

Outcome: To consider creating a cleaning protocol for operators’ smartphones to reduce bacterial transmission

15 Cross-sectional study ~ Not serious Not serious Not serious Not serious None SPOO
Low

Outcome: To evaluate the presence of RNA on the surface of smartphones

16 Prospective study Not serious Not serious Not serious Not serious None SPOO
Low

Microbial Colonization on Smartphone and Disinfection
Technique

The research conducted in Japan has in fact analyzed the genetic
relation between the Staphylococcus present on the hands com-
pared to that present on smartphones (Kanayama et al., 2017).
The obtained results confirm the genetic sameness of the iso-
lated bacteria and therefore confirm the influence of hands and
smartphones for the transmission of bacteria responsible for
hospital infections. Khashei et al. (2019) evaluated the frequency
of bacterial contamination before and after disinfection through
a cross-sectional study. It was found that the pre- and post-
disinfection contamination rate was significantly reduced from
88% to 52% and of the 139 isolated colonies, 99 were potentially
pathogenic (Staphylococci, Streptococci, and Pseudomonas). The
study by Dorost et al. (2018) compared the contamination of key-
board and touch devices between nurses and non-hospital staff.

In this regard, Murgier et al. (2016) conducted research aimed
at analyzing bacterial colonies present on the surfaces of

telephones in the operating room and verifying the effective-
ness of decontamination methods. Around 33% of healthcare
workers claimed to systematically answer the phone in the
operating room and 34% to disinfect it regularly. It turned out
that the contamination rate of the devices was 94% and was
significantly reduced by disinfection with Surfanios (often used
in operating room cleaning).

Kirkby et al. (2016) analyzed the contamination rate of cell
phones in neonatal intensive care and proposed a device dis-
infection protocol to reduce the transmission of germs in the
neonatal environment. Pre- and post-disinfection swab sam-
ples were collected using hospital-grade wipes on the front sur-
face of the smartphones and commercial antibacterial wipes on
the rear surface. No difference was reported between the two
disinfection methods. From the obtained results, it was decided
to implement a process of cleaning the smartphones of health-
care workers and families. Pillet et al. (2016) examined the pres-
ence and type of viruses on smartphones.
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Discussion

The results from the articles included in the review showed
consistent results with the research objective, which is to dem-
onstrate that the smartphone is a reservoir of different spe-
cies of microorganisms that can cause nosocomial infections.
The hands of nurses and more generally of health workers are
the major cause of contamination and the uncontrolled use
of them, during care, favors the spread of microbes from one
patient to another.

The correlation between increased infections and smartphone
use was verified by Kanayamaetal. (2017)and Shahetal. (2019),
whose studies have shown the presence of a high number of
genetically identical bacterial strains on nurses’ hands and cell
phones. In fact, both studies found that the main microorgan-
ism present is microorganism is Staphylococcus. This finding
is also confirmed in the study by Ustun et al. (2012) where
the major microorganisms isolated were methicillin-resistant
Staphylococci (MRSA) and methicillin-sensitive Staphylococci
(MSSA), those responsible for most nosocomial infections.

In the study by Qureshi et al. (2020), the microorganisms iso-
lated were CoNS, Micrococcus, and Bacillus. The presence of
MRSA on surfaces is a cause for concern, especially when it
comes to high-risk wards such as intensive care and pediatrics.
The results of the study by Galazzi et al. (2019) conducted in an
Italian ICU not only confirmed the presence of MRSA but also
showed that there was little or almost no difference between the
bacteria isolated before and after the work shift. Nevertheless,
bacteria are not the only microorganisms present on cell phone
surfaces, in fact, unlike bacterial contamination, which is widely
discussed in many articles, data on viral contamination are lack-
ing. Epidemic viruses can contaminate inert surfaces and medi-
cal devices in the vicinity of patients and can also survive for
several weeks. In this regard, Pillet et al. (2016) analyzed the
presence of viruses (rotavirus, norovirus, metapneumovirus, and
syncytial virus) on smartphones. Most of the studies included in
this review showed high contamination of cell phones not only
from healthcare workers but also from relatives of hospitalized
patients. Two studies compared the type of microorganisms
present on the hands of healthcare workers and control (non-
healthcare) groups (Dorost et al., 2018; Simmonds et al.,, 2020).
The research did not reveal any significant difference in the type
of bacteria, but the percentage of microorganisms was higher
on staff smartphones. All of the articles examined in this review
stressed the importance of hygiene measures demonstrated
an important reduction in bacterial contamination after smart-
phone disinfection (Khashei et al, 2019; Kirkby et al., 2016;
Kotris et al., 2017; Murgier et al,, 2016). Currently, the only inter-
ventions that can reduce the possibility of cross-transmission
are hand washing, respect for the five moments, and education
of nurses, doctors, hospital staff, and family members to com-
ply with hygiene rules. This systematic review is not without its
limitations. In fact, it represents a preliminary study to analyze
the phenomenon of interest. The main objective was in fact to
identify the presence of bacteria on mobile phones and whether
their use during clinical practice increases the risk of infection.
The results obtained suggest that in order to determine this risk,
it would be appropriate to do experimental studies.

Patient safety is a priority of all healthcare systems and ser-
vices, such as the prevention of medication errors and the con-
trol of healthcare-associated infections (Giannetta et al., 2020;
Mdrquez-Hernandez et al., 2019). On this topic, the use of
smartphones in nursing practice can affect patient safety also
due to distraction (Di Muzio et al,, 2019).

The review significantly shows how smartphones represent a
reservoir of both pathogenic and non-pathogenic microorgan-
isms. The implementation of guidelines on the cleaning and
disinfection of smartphones within the various care settings,
and further studies in this regard, would allow us to further
investigate the field of study. The need to strengthen and fol-
low the guidelines for the control and prevention of the spread
of healthcare-related infections is evident (Khashei et al., 2019;
Kirkby et al, 2016; Kotris et al, 2017; Murgier et al.,, 2016). All
staff involved in patient care must be aware of the damage that
an infection could cause. It is therefore important to respect
hand hygiene as suggested by the WHO guidelines (WHO, 2020).
The high rate of isolated MRSA, the consequent difficulty in
treating infections caused by antibiotic-resistant microorgan-
isms, makes it necessary to implement interventions in order
to prevent them. In some Italian hospitals, policies have already
been applied to restrict the use of smartphones during the
work shift (Fiorinelli et al., 2021). This intervention stems from
the responsibility that their use in the workplace can interfere
both with the quality of service and with the transmission of
nosocomial infections. This limitation not only applies to health
professionals but has also been extended to parents and fam-
ily members. The data concerning the effects that the use of
mobile devices produce on the quality of care suggest the need
to promote information and training programs in order to sensi-
tize nurses and the whole team on the potential harmful effects
and to promote a better clinical use. Future studies should aim
at obtaining consistent data on the use of telephones during
nursing care since the nurse is the one who is in direct contact
with patients.

Conclusion and Recommendations

By carrying out numerous procedures every day, the risk of
carrying pathogens and thus causing the patient to contract
a nosocomial infection is certainly higher than for any other
healthcare professional. It is therefore important to focus on
this aspect in the near future so that it is possible to develop
new best practices, implement existing ones in order to sup-
port good nursing practices, and minimize the incidence of
care-related infections caused by incorrect handling of mobile
devices. Smartphones and new technologies have made and
can still make significant improvements in assistance. Their use
should not be prohibited but rather a regulation on their use
and good disinfection practices to be followed would ensure
excellent quality care.
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