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Abstract— DVB-S based passive radars have been shown to
effectively detect small RCS targets in the short-range,
providing high range and velocity resolution. However, the
critical infrastructure protection application also requires: (i)
an adequate angular measurement accuracy, to localize to
targets in the Cartesian Plane, and (ii) a real-time processing
capability, able to provide prompt and frequently updated
monitoring. This work presents an architecture and a
processing scheme able to provide these characteristics and it
demonstrates it by fielding, within Sapienza University of Rome,
a low-cost COTS-based PCL receiver. The analysis of the
experimental results validates the selected solution and
demonstrates its high effectiveness.
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[. INTRODUCTION

The development of effective and low-cost surveillance
sensors to detect small-size intruding vehicles approaching
critical infrastructures finds its place among the major
challenges of the last decades. In fact, providing high level of
security and protection of the critical infrastructures, such as
airports and harbors as well as train stations, stadiums, and
even specific buildings, potentially threatened by small-size
vehicles, motivated recently significant research activities.

Passive radar, also known as passive coherent location
(PCL) systems, can provide an attractive solution to these
problems, [1]-[3]. The absence of emissions makes them
particularly suited for highly populated scenarios and does
not require governmental authorizations, not to mention that
concealed operation makes them difficult to be identified by
potential threats. The use of PCL systems in short range
surveillance applications has been investigated in several
works, exploiting different Illuminators of Opportunity (10s),
such as terrestrial digital video and audio broadcast services
[4]1-[8], GSM signals [9] and WiFi transmissions [10], as well
as satellite transmitters like the Global Navigation Satellite
System [10][11]-[12] and the Digital Video Broadcasting —
Satellite (DVB-S) [13]-[15]. The referenced papers have
demonstrated that PCL sensors can be effectively employed
to detect small radar cross section (RCS) targets in short
range applications. Among the different considered IOs,
DVB-S waveforms were shown to be particularly suited for
the short range surveillance required by infrastructure
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protection application [13]. This is easily recognized when
considering that even a single DVB-S channel typically has a
frequency bandwidth of approx. 30 MHz, allowing a suitable
range resolution of about 10 m. In addition, DVB-S satellites
operate in the Ku band, namely with wavelengths in the order
of few centimeters, potentially enabling at the same time also
a high velocity resolution. Finally, the wide coverage of vast
surface areas makes them appealing also in areas where
terrestrial transmitters have poor coverage or are not reliably
available. Despite the low power of the received signals, the
first results reported in [13] show that in the short range of
the receiver, DVB-S based PCL systems are able to detect
even targets characterized by low RCS values, as cars,
humans and drones.

However, to fully enable the use of these sensors in high
resolution, short-range surveillance applications, two key
requirements must be met:

(i) the sensor must provide an angular measurement
capability with an accuracy compatible with the available
range and velocity accuracies, so that a reliable
localization of the targets is possible in the Cartesian
plane,

(ii) the sensor must operate in real-time, providing prompt
and frequently updated results to operate effectively for
the short-range protection.

The purpose of this work is to demonstrate that a low-cost
sensor can be obtained, which provides the two required
features above, namely a capability to accurately estimate the
direction of arrival (DoA) of the target echo by employing a
very simple and low complexity signal processing that
enables achieving real-time operations with a reasonable
computational load. To this purpose, we present a 4-channel
DVB-S based PCL architecture exploiting three non-
uniformly spaced surveillance receiving antennas together
with a high gain reference antenna to collect the direct signal.
A prototypal implementation of this concept was developed
at Sapienza University of Rome, which only includes
commercial off the shelf (COTS) components, together with
the fast processing schemes. The analysis of the real data
collected by the prototype demonstrate the effectiveness of
the adopted architecture and processing strategies.

The paper is organized as follows. In Section II, we
describe the low-cost system architecture and the employed
low-cost processing, together with the rationale behind the
presented solutions. In Section III we describe the developed
experimental setup and the acquisition campaign while
Section IV reports some experimental results. Finally, our
conclusions are reported in Section V.
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II. Low coSsT DVB-S BASED PCL SYSTEM AND EMPLOYED
SIGNAL PROCESSING

The developed DVB-S based PCL signal processing
architecture is shown in Fig. 1. The first stage is the Range-
Velocity map evaluation, separately performed at each
surveillance channel. It is well known that the first stage of
PCL processing is usually the disturbance cancellation [15],
aimed at removing the direct signal contribution at the
surveillance antennas. However, based on the typical direct
signal to noise (DNR) and target signal to noise ratio (SNR)
values measured at the surveillance antennas for the DVB-S
based PCL, this stage does not appear strictly necessary. In
fact, a target echo outside the zero-Doppler filter, after
coherent integration along a split second, is typically well
above the direct signal side lobes, which are buried below the
noise floor. This is confirmed by the analysis in Section I'V.
Therefore, we operate without a disturbance cancellation
stage. To further reduce system complexity and
computational cost, the range-velocity map is evaluated using
a sub-optimal batches approach [17]. Specifically, a Coherent
Processing Interval (CPI) of received surveillance s and
reference signal r are subdivided into N batches of Lg
samples each (with LgNg = Ngp;) and the generic range
and Doppler bin [[,m] of the cross-ambiguity function
(CAF) is evaluated as follows:

Ng-1Lg-1

x[l,m] = Z Z s[nLg + qlr*[nlg + q — 1]

n=0 q=0 )
X exp [—j27t —m(nLB *+4)

Nepy

where indeces n and ¢ indicate respectively slow- and fast-
time domain. The SNR loss introduced using the latter with
respect to an optimum algorithm for CAF evaluation can be
controlled by properly selecting the batches length Lg[17]. In
the analyses reported in this paper, we force the SNR loss to
be 0.1 dB. Once a range-velocity map has been obtained for
each surveillance channel, a cell average constant false alarm
rate (CA-CFAR) detection strategy is applied. After a K-out-
of-K detection criterion applied over the K surveillance
channels, a nominal Py, = 107° is obtained for the detection
in the whole range-velocity plane. Finally, for each range-
velocity bin that exceeds the detection threshold, the DoA ¢,
is estimated by applying a maximum likelihood (ML)
strategy, [18]:

bo = arg;nax{V(@} = arg;nax{IsH@)XIZ} @)

being x the Kx1 vector that contains the complex values
extracted from the K range-velocity maps at the location
where a detection was declared.

We assume vector X to be composed by both target and noise
contributions, as

X = As($) +n (3)
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Fig. 1 Employed PCL processing scheme.

where A denotes the unknown deterministic complex target
amplitude while s(¢,) is the target steering vector and
accounts for the array response from the target DoA. For a
linear array composed by K elements at positions d =
[0d; ...dk_,] measured with respect to a first array element,
s(¢) can be written as

s($) = [1 olAam) . o(Harmi))] @)

where A is the carrier wavelength and n a Kx1 vector that

contains the noise samples at the surveillance channels.

Under the assumption of negligible direct signal contribution

in the map outside of the zero Doppler bin, we assume that n

is a white zero-mean complex Gaussian random variable,

with mean square value 2.

It is well known that depending on the number of
receiving antennas and on their relative distance, the angular
sector where the DoA can be unambiguously estimated using
(2) as well as the achievable estimation accuracy change. In
the attempt of achieving good localization results with a low-
cost PCL system, two surveillance antennas could be
exploited if their relative distance could be arbitrarily set. In
practice, however, even if the angular sector of interest is not
large (30°), it might not be possible to install the antennas as
close as needed to achieve a non-ambiguous DoA estimation.
In the presented experimental setup (details in Section III),
the minimum distance between two antennas was 0.1m,
which corresponds to approx. 4 wavelengths for a signal in
the Ku band. Fig. 2 reports the normalized likelihood V (¢)
defined as in (2) for the different array configurations
considered in the following, for a target at ¢p, = 0° in a noise-
free scenario.

Specifically,

(i) when K = 2, a good estimation accuracy must be traded
with a narrow unambiguous angular sector, and vice
versa. In fact, the larger is the distance between the two
antennas, the narrower is the main lobe of the likelihood
function but the closer the grating lobes get to the main
lobe (see e.g. the comparison between light blue and
yellow curves in Fig. 2).
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Fig. 2 Normalized noise-free V (¢) for different configurations
of K'=2 or K = 3 surveillance antennas.

(i1) The trade-off between the DoA estimation accuracy and
unambiguous angular sector can be relaxed using a K =3
non-uniform linear array (NULA) configuration with
properly selected distances among the antennas [19]. In
Fig. 2 (see the continuous blue curve), the selected NULA
(d =10 0.1 0.25]m) configuration allows us to guarantee
the absence of deterministic ambiguous estimation errors
in the angular sector of interest, while maintaining a good
estimation accuracy. The only possible ambiguous
estimates are due to the statistical occurrence of outliers,
that strictly depend on the SNR of the target echo. Their
occurrence has been analytically characterized in the so-
called threshold region [20][21] and this theorical result
can be used to optimize the sensors.

The following Section will be devoted to the description of
the developed experimental setup and of the acquisition
campaign that has been carried out.

III. DEVELOPED EXPERIMENTAL SETUP AND ACQUISITION
CAMPAIGN

The main components of the COTS based passive radar
demonstrator developed at Sapienza are summarized in Table
I. Fig. 3(a) shows a block diagram of the system architecture.
As described in section II and shown in Fig. 3(b), three
feedhorn antennas are installed, placed so that their phase
centers are at distances d = [0 0.1 0.25] m. A parabolic
reflector (see Fig. 3(c)) is used as reference antenna, with the
same feedhorn used for the surveillance antennas, located in
the focus of the parabola. Specifically, the reference antenna
has a beamwidth minor than 3° and a gain of approx. 40 dB,
while each surveillance antenna has a beamwidth of approx.
60° and a gain of approx. 12dB.

TABLE I EMPLOYED COMPONENTS FOR THE RF FRONT-END.
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SKYWARE 96 cm
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Fig. 3 Experimental setup
(a) Block diagram of the RF front-end architecture;
(b) Surveillance antennas; (c) Reference antenna.

As shown in Fig. 3 (a), each antenna is connected to a
commercial low noise block (LNB), which has the task to
amplify the signal in Ku band and perform a down conversion
from Ku to L band. To keep the four channels phase
synchronized, each LNB needs to share through the same
connector the direct current (DC), the 10 MHz GPS reference
signal and the output of the down conversion. A diplexer
circuit is used for each LNB. The 10 MHz reference signal
distributed to the four LNBs provides the required coherence
among the channels other than implementing a coherent
down conversion. The output of the diplexer circuit is sent to
a software defined radio (SDR) board that digitizes the signal
and transfers the binary data flow to the processing computer.

An acquisition campaign was carried out in October 2020
in Rome, Italy, collecting the DVB-S signals at 10.758 GHz,
to assess the effectiveness of the proposed scheme.
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Fig. 4 Acqulsltlon geometry

The reference antenna is steered towards the satellite
EUTELSAT 33E, while the surveillance antennas were
steered toward the area to be monitored, 304° with respect to
the north, which includes a road with a cooperative moving
target. The acquisition geometry is reported in Fig. 4. Several
acquisitions were carried out during the same day and
multiple datasets were saved to disk to refine and optimize
the processing techniques. During the acquisition used in this
work a medium size car (Toyota C-HR) equipped with a GPS
was employed as cooperative target (see the blue markers in
Fig. 4). Fig. 5 shows its GPS trajectory projected in the
bistatic range-velocity plane. The final processing technique
were then made ready for real time operation.

IV. EXPERIMENTAL RESULTS

To show the effectiveness of the system, we selected a dataset
with a duration of approx. 28s processed with the techniques
described in Section II, using CPI of 0.5s. This duration has
been selected small enough to enable the real-time processing
by guaranteeing two characteristics: (i) limited computational
cost for the coherent integration despite the high sampling
frequency rate required by the wide signal bandwidth, and (ii)
limited target migration effects in range, in Doppler
frequency and also in azimuth angle so that advanced (and
computationally demanding) processing stages to
compensate the migration, [15], don’t need to be used.

As a first result, we show in Fig. 5 the PCL detections on
the bistatic range-bistatic velocity plane, obtained for all the
considered datafiles, overlapped by 0.2s. The black curve
represents the GPS track, the gray dots represent the raw PCL
detections, while the red dots represent the PCL detections
that have been correctly associated with the GPS trajectory of
the cooperative car. By observing Fig. 5, we notice that with
the considered processing scheme and the selected
parameters, the cooperative car is detected starting from the
moment it reaches approx. 220m of bistatic range. During the
whole acquisition time however, several sequences of
continuous plots are visible in the range-Doppler plane. They
are likely to correspond to vehicles moving along the same
street, which is well within the beamwidth of the surveillance
antennas. In fact, various vehicles were present along this
street, either heading in the same direction as the cooperating
car or in the opposite direction, as well as in the busy
neighborhood of the considered area. Among them, we
highlight in light blue a sequence of detections that clearly
correspond to a medium size motorbike, observed by the
cooperating car driver shortly behind him.

——GPS data Raw PCL detections e Car e Motorbike
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Bistatic Velocity (m/s)

0 50 100 150 200 250
Relative Bistatic Range (m)

Fig. 5 PCL detections in the bistatic range — velocity plane using K = 3.

Table II reports the number of correct detections for the two
considered targets, when only two of the three surveillance
antennas are exploited and for the case where all the three of
them are used together to provide the widest unambiguous
angle. Table II shows that the use of three antennas yields an
increased number of detections of approx. 15% on the car
with respect to the cases with K = 2. The improvement is less
noticeable with respect to the motorbike, which is overall
detected with less continuity. This is probably due to the low
SNR of'its echoes but also to its less controlled motion which
could include sudden accelerations that would require an
appropriate processing stage to be compensated for.

Fig. 6(a-c) reports the DoA estimated along the
acquisition time when only two out of the three available
surveillance antennas are used. The dashed lines reported in
each figure represent the non-ambiguous angular sector
guaranteed with the corresponding two-element antenna.
More precisely, the considered antenna configurations
correspond to: (a) the left and center antennas in Fig. 3(b),
with a distance of 0.1m, (b) the center and right antennas in
Fig. 3 (b) with a distance of 0.15m and (c) the left and right
antennas in Fig. 3 (b) with a distance of 0.25m. By observing
Fig. 6(a-c), the considerations on Fig. 2 are confirmed,
namely (i) the larger is the distance between the antennas
(moving from left to right in Fig. 6), the higher is the DoA
estimation accuracy, while (ii) the shorter is the distance
between the antennas (moving from right to left in Fig. 6), the
larger is the angular sector where the DoA is estimated
without deterministic ambiguities.

TABLE II NUMBER OF CORRECT DETECTIONS WHEN TWO
OR THREE SURVEILLANCE ANTENNAS ARE EMPLOYED.

. Target
Antenna configuration Car Motorbike
d=0.1m 43 12
K=2
surveillance d=0.15m 45 11
antennas
d=025m 44 11
K = 3 surveillance antennas 50 13

=[00.10.25] m
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Fig. 6 Estimated DoA during the acquisition time with K = 2 surveillance antennas with distance d = 0.1m (a) d =0.15m (b) and d = 0.25m (c).

In fact, car detections on Fig. 6(a) are localized with a poor
accuracy along most of the detected portion of the trajectory.
On the other hand, car detections in Fig. 6(c) are localized
with a better accuracy but only in a very limited angular
sector. In all three cases, the motorbike localization is not
achieved except for a very short time.

To overcome this issue, Fig. 7 reports the same results
obtained using all three available surveillance channels. With
the selected configuration, the unambiguous angular sector is
well beyond the angular sector of interest. Moreover, we can
correctly localize the car almost for the whole portion GPS
track and the few plots associated with the motorbike on the
range-velocity plane seem to follow a reasonable trajectory.

As apparent, the angular measurement for the car with the
three-antenna system appears quite stable during time and
only a few significant estimation errors (outliers) are
obtained. As previously mentioned, these outliers are likely
to be present in correspondence to low target echo SNR
values at specific scans. This clearly applies in Fig. 8(a-b)
where two range-velocity maps, normalized to the noise
floor, are obtained from the first surveillance channel for two
different datafiles. In both cases, the highlighted targets are
detected and correctly associated to the GPS track on the
range-velocity map.

However, there is a difference of approx. 6 dB between
the SNR of the target echo in the two considered scans (see
the range and Doppler cross-sections of the two selected
targets in Fig. 8(c)), which might be responsible for the
occurrence of an outlier. More precisely, the target in Fig.
8(a) is wrongly localized (see the red plots at approx. 9° and
21-22s in Fig. 7) while the target in Fig. 8(b) is correctly
localized on the GPS track.

As a final remark, additional peaks are present in the maps
in Fig. 8, see e.g. the peak at approx. -25 m/s and 45m in Fig.
8(b), which clearly corresponds to the motorbike. It is worth
mentioning that the motorbike echo does not appear to be
fully focused in the range-velocity plane but has a slightly
smeared response, confirming the above hypothesis of a non-
compensated target migration effect due to non-controlled
vehicle motion. Indeed, the application of advanced

migration compensation techniques could provide a fully
focused plot in the map, at the expensa of a significant
increase in the computational load.

We further observe that both the Range-Velocity maps
and the plots in the Cartesian coordinates are reasonably
clean, despite the presence of an appreciable number of false
alarms that is typical for a passive radar. In particular, it is
apparent that there is no significant background structure, see
also the cross-section in Fig. 8(c) at the target range cell. This
confirms that due to the passive radar geometry obtained for
the geostationary 10s, the disturbance cancellation
processing technique is not necessary. The validation of the
simplified processing scheme, that avoids the cancellation
stage and limits the CPI to 0.5 s, allows to obtain a real time
operation using a single GPU.
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Fig. 7 Estimated DoA during the acquisition time
using K = 3 surveillance antennas.
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Fig. 8 Range-Velocity maps at two different datafiles and
corresponding range and Doppler cross-sections.

V. CONCLUSION

In this paper, we have presented the architecture and a low-
cost COTS-based implementation of a passive radar system
exploiting DVB-S transmissions for short range detection of
targets approaching a critical infrastructure to be protected.
This includes a high accuracy angular measurement
capability, required to complement the high accuracy of its
range and velocity measurements, thus providing an accurate
localization in the Cartesian plane. Its effectiveness has been
demonstrated against a real short-range scenario including a
cooperative car. The experiment also validated the presented
low-complexity processing scheme, with appropriately
selected parameters, that can operate in real-time on a single
GPU to detect and localize small and medium-size targets
such as cars and motorbikes.
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